
Security Report

Cloud Used

Service used AWS

Region us-east-2

Cluster

Cluster Configured within VPC Services within VPC only accessible by VPC services

LoadBalancer Application only accessible through loadbalancer endpoint

Access Cluster access provided only by config files

AutoScaler AutoScaler will ensure nodes scales with more traffic

Policy

RBAC policy within cluster RBAC policies will provide specific permissions to users

IAM Policies IAM policies are configured for aws users (example S3 and kops users)

instances

Access Access only using pem and RSA keys added

Security Groups Port access provided to specific ports (80,22,443)

SSl Access Frontend and Backend and accessible by SSL certificates

Storage and BackUp

S3 and EFS S3 and EFS is used as storage locations

App Storage We use EFS as mount point within the instances and a EFS driver within the cluster S3 and EFS

Backup Backup of Data using EFS


