Tay's Totals Tay's Count Chain's Totals Chain's Count |TRM's Totals TRM's Counts |UN Totals UN Counts
2016 $1,500,000 1 $1,500,000 1 0 n/a 0 0
2017 $88,640,000 7 $29,000,000 4] $100,000,000 n/a $88,640,000 6
2018| $456,265,000 17| $522,000,000 10| $400,000,000 n/a $447,600,000 11
2019| $207,794,000 10| $271,000,000 9| $200,000,000 n/a $209,272,000 8
2020| $305,487,000 13| $300,000,000 5| $290,000,000 n/a $300,200,000 4
2021| $534,200,000 18| $428,800,000 9| $250,000,000 n/a $175,600,000 6
2022| $753,105,000 14| $1,650,000,000 15| $850,000,000 n/a $991,700,000 5
2023| $654,164,146 26| $1,000,000,000 20| $600,000,000 n/a $753,019,000 17
2024 $870,457,426 31|n/a n/a n/a n/a n/a n/a

$3,871,612,572 137| $4,202,300,000 73] $2,690,000,000 n/a $2,966,031,000 57




Date
2016-Oct-13
2016

2017

2017
2017-May-12
2017-Jul-??
2017-Jul-15
2017-Sep-23
2017-Dec-06
2017

2018
2018-Mar-18
2018-Apr-12
2018-Apr-19
2018-Apr-21
2018-May-29
2018-Jun-??
2018-Jun-09
2018-Jun-16
2018-Jul-09
2018-Aug-??
2018-Aug-07
2018-Aug-09
2018-Sep-01
2018-Sep-14
2018-Oct-20
2018-Nov-04
2018

2019-Jan-14
2019-Mar-??
2019-Mar-23
2019-Mar-24
2019-Mar-25
2019-Mar-26
2019-Jun-30
2019-Jul-01
2019-Sep-25
2019-Nov-27
2019

2020
2020-Aug-07
2020-Aug-18
2020-Aug-20
2020-Aug-24
2020-Aug-29
2020-Sep-07
2020-Sep-11
2020-Sep-26
2020-Oct-06

2020-Oct-16

2020-Nov-13
2020-Dec-14
2020

2021-Jan-22
2021-Mar-05
2021-Apr-02

Incident
Bitcurex
TOTAL

Youbit aka Yapizon aka Coinbin
Bithumb

Wannacry

Korbit

2017 Cryptojacking Incidents
Coinis

NiceHash

TOTAL

Marine Chain
Cypherium
Coinsecure
E7 Theft
Gate.io
Taylor ICO
Bithumb
Coinrail

G13 Theft
Bancor
Unidentified Company
BTC Markets
Klickl / IDCM
Indodax

Zaif

Trade.io
Kryptono
TOTAL

Cryptopia
Bithumb
Etbox
DragonEx
Coinbene
BiKi

Bitcoin Norway (AlphaPoint)
CoinTiger
Algo Capital
Upbit
TOTAL

BTC Changers

New York Financial Services Company
Hobocrypt

Fetch.ai (Holder)
Coinberry

Tap Global

Eterbase

Unibright

Kucoin

CoinMetro

LEAD Wallet Token

L2 Theft

Hugh Karp / Nexus Mutual
TOTAL

Indodax ATO
Paid Network
Mudge / Etna / Mokens Deployer

Amt Stolen Total $
$1,500,000

$1,500,000 2016 $1,500,000
$7,450,000

$14,000,000

$Unknown

$Unknown

$Unknown

$2,190,000

$65,000,000

$88,640,000 2017 $88,640,000

$Unknown
$8,500,000
$3,500,000
$5,000,000
$234,000,000
$1,700,000
$31,500,000
$37,000,000
$275,000
$23,500,000
$13,000,000
$3,500,000
$620,000
$24,900,000
$59,000,000
$10,000,000
$270,000
$456,265,000 2018  $456,265,000

$16,000,000
$16,000,000
$132,000
$7,090,000
$105,000,000
$12,300,000
$500,000
$272,000
$2,000,000
$48,500,000
$207,794,000 2019 $207,794,000

$Unknown
$11,800,000
$134,000
$2,600,000
$370,000
$Unknown
$5,400,000
$500,000
$275,000,000
$740,000
$50,000
$893,000
$8,000,000
$305,487,000 2020 $305,487,000

$2,830,000
$160,000,000
$1,000,000

17

10

13
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Date
2021-Apr-19
2021-May-12
2021-May-17
2021-Jun-03
2021-Jun-23
2021-Jul-13
2021-Jul-13
2021-Jul-14
2021-Aug-01
2021-Aug-12
2021-Aug-18
2021-Oct-08
2021-Oct-28
2021-Nov-01
2021-Nov-03
2021

2022-Jan-15
2022-Jan-27
2022-Feb-10
2022-Mar-22
2022-Apr-07
2022-Apr-14
2022-Jun-24
2022-Aug-05
2022-Sep-7
2022-Oct-11
2022-Oct-17
2022-Oct-31
2022-Nov-02
2022

2022

Incident

EasyFi Founder
990.1 BTC
FinNexus

NAOs Finance
Coinsquare

Tower Capital
Advcash

Bondly Finance
Misc August-September 2021 Hacks
DAO Maker

Liquid Global
MNGR

Metaplay / Polyplay
YFETH Admin Key
bZx

TOTAL

Jan 15 2022 Theft

Fantom Allo Receiver / ANKR founder
Feb 10 2022 Theft

Arthur_0x

Wonderhero

Ronin Bridge

Harmony Horizon Bridge
deBridge (Attempt)

GERA Coin

Algorand

Darshan

Oct 31 2022 Theft

Deribit

Pixelcraft Potential IT Worker
TOTAL

Amt Stolen
$81,000,000
$55,600,000
$7,000,000
$750,000
$22,620,000
$Unknown
$14,000,000
$8,500,000
$2,000,000
$7,000,000
$91,000,000
$24,100,000
$1,600,000
$200,000
$55,000,000
$534,200,000 2021

Total $

$534,200,000

$555,000
$1,200,000
$300,000
$1,700,000
$1,025,000
$620,000,000
$100,000,000
$0

$142,000
$750K
$1.75M
$183,000
$28,000,000
$0

$753,105,000 2022  $753,105,000

2023 [Various 2023 Rug Pulls](./hacks-and-thefts/various_2( $350,000

2023-Apr-10 [Terraport](./hacks-and-thefts/terraport.md)
2023-Apr-26 [Merlin DEX](./hacks-and-thefts/merlin_dex.md)

2023-Jun-03 [Atomic Wallet](./hacks-and-thefts/atomic_wallet.md)

$3,900,000
$1,800,000
$121,000,000

2023-Jun-11 [A Large Theft / Investment Platform](./hacks-and-theft: $17,600,000

2023-Jul-01 [PolyNetwork](./hacks-and-thefts/polynetwork.md)

$10,000,000

2023-Jul-22 [Alphapo + Coinspaid](./hacks-and-thefts/alphapo_coir $97,000,000

2024-Aug-07 [Bitgert / BRISE](./hacks-and-thefts/bitgert.md)
2023-Aug-07 [Steadefi](./hacks-and-thefts/steadefi.md)
2023-Aug-16 [Coinshift](./hacks-and-thefts/coinshift.md)
2023-Aug-17 [SPooCK](./hacks-and-thefts/spoock.md)
2023-Sep-04 [Stake](./hacks-and-thefts/stake.md)
2023-Sep-12 [CoinEx](./hacks-and-thefts/coinex.md)
2023-Sep-24 [HTX Theft](./hacks-and-thefts/htx.md) Returned

$437,000

$1,140,000

$2,900,000

$38,032

$41,000,000

$54,000,000

$8,000,000 10:00

2023-Sep-28 [Unidentified Company](./hacks-and-thefts/unidentified $3,000,000
2023-Oct-5 [Blockbusters Tech](./hacks-and-thefts/blockbusters.md)
2023-Oct-17 [Fantom Foundation](./hacks-and-thefts/fantom_found: $7,624,588

2023-Oct-26 [Maverick](./hacks-and-thefts/maverick.md)
2023-Nov-10 [Poloniex](./hacks-and-thefts/poloniex.md)
2023-Nov-10 [Samudai](./hacks-and-thefts/samudai.md)
2023-Nov-10 [Waygate](./hacks-and-thefts/waygate.md)
2023-Nov-19 [Kronos](./hacks-and-thefts/kronos.md)
2023-Nov-14 [UnoRe DAO](./hacks-and-thefts/unoredao.md)
2023-Nov-22 [HTX / Heco](./hacks-and-thefts/htx_heco.md)

2023-Dec-10 [Degen Reborn](./hacks-and-thefts/degen_reborn.md)

2023-Dec-12 [OKX Dex](./hacks-and-thefts/okx_dex.md)

$8,300,000

$130,000,000 10:36
$1,100,000

$200,000

$26,000,000

$219,000

$116,000,000 9:59
$164,000

$2,390,976

2023-Dec-28 [Upwork Developer Jobs Scams](./hacks-and-thefts/up $550

2023 TOTAL

$654,164,146 2023  $654,164,146

Count

18

14

26
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Date Incident Amt Stolen

2024-Jan-22 [ConcentricFi](./hacks-and-thefts/concentricfi.md) $1,720,000
2024-Jan-25 [Wall Street Memes](./hacks-and-thefts/wsm.md)

2024-Feb-01 [Linkedin Job Dev Scam](./hacks-and-thefts/linkedin_d $200,000
2024-Feb-13 [Duelbits](./hacks-and-thefts/duelbits.md) $4,600,000
2024-Feb-27 [Serenity Shield](./hacks-and-thefts/serenity_shield.md $586,000
2024-Feb-28 [Braintrust Job Dev Scam](./hacks-and-thefts/braintrust $100,000
2024-Mar-05 [MurAll)(./hacks-and-thefts/murall.md) $278,000
2024-Mar-13 [CloudAl](./hacks-and-thefts/cloudai.md) $309,400
2024-Mar-16 [Wilder World](./hacks-and-thefts/wilder_world.md) (Als $2,314,583
2024-Mar-20 [Huge March 2024 Theft](./hacks-and-thefts/huge_mar $30,000,000
2024-Mar-26 [Munchables](./hacks-and-thefts/munchables.md) ($62 $62,000,000
2024-Mar-29 [Solareum](./hacks-and-thefts/solareum.md) ($1.1m, fr $1,114,813

2024-Apr-11 [Endblock](./hacks-and-thefts/endblock.md) $72,000
2024-Apr-29 [Rain](./hacks-and-thefts/rain.md) $14,800,000
2024-May-06 [Genius / GNUS Token](./hacks-and-thefts/genius_veni $1,262,630
2024-May-15 [ALEX Labs](./hacks-and-thefts/alex-labs.md) $4,300,000

2024-May-28 [HYVE](./hacks-and-thefts/hyve.md)

2024-May-29 [SpaceCatch](./hacks-and-thefts/spacecatch.md) $200,000
2024-May-31 [Bitcoin DMM](./hacks-and-thefts/bitcoin_dmm.md) $305,800,000
2024-Jun-11 [Theft from Individual C7](./hacks-and-thefts/c7.md)  $4,200,000

2024-Jun-22 [CoinStats](./hacks-and-thefts/coinstats.md) $2,300,000
2024-Jun-28 [Theft from Individual C4](./hacks-and-thefts/c4.md)  $400,000
2024-Jul-18 [Wazirx](./hacks-and-thefts/wazirx.md) $230,000,000
2024-Jul-22 [Theft from Individual 14](./hacks-and-thefts/i4.md) $1,500,000
2024-Aug-07 [Nexera](./hacks-and-thefts/nexera.md) $1,900,000
2024-Aug-16 [Theft from Individual A4](./hacks-and-thefts/a4.md)  $2,500,000
2024-Sep-25 [Truflation](./hacks-and-thefts/Truflation.md) $5,000,000
2024-Sep-10 [Indodax](./hacks-and-thefts/indodax_2024.md) $20,000,000
2024-Sep-19 [BingX](./hacks-and-thefts/bingx.md) $45,000,000
2024-Oct-16 [Radiant](./hacks-and-thefts/radiant.md) $50,000,000
2024-Oct-18 [Tapioca](./hacks-and-thefts/tapioca.md) $4,700,000
2024-Oct-18 [Fake Hack VC Thefts](./malicious-shit/SQ_MALICIOU. $300,000
2024-Oct-31 [M2](./hacks-and-thefts/m2.md) $13,000,000
2024 TOTAL $870,457,426

Swamp

Amped Finance
2023-Dec-31 Orbit Bridge $81,000,000
2022-Jan-27 Qubit Finance $80,000,000

2022-Aug-?? Nomad Bridge $190,000,000

2:00

4:12

14:04

6:20

11:26
19:04
22:11
17:09
10:56

23:19

Total $

$138,000,000

2024  $870,457,426

$3,871,612,572

Count

31

137
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Annex 95: Suspected DPRK cyberattacks on cryptocurrency-related companies (2017-2023)

investigated by the Panel

Source: Information from Member States, statements by Government agencies, corporate statements, reports
by cybersecurity firms and media articles, Panel investigations.
https://documents.un.org/doc/undoc/gen/n24/032/68/pdf/n2403268.pdf?token=Lnb4xBoncpFwgtMIpl&fe=true

2017-Feb-??
2017-Apr-22
2017-Jun-??
2017-Sep-??
2017-Dec-19
2017-Dec-??
2017

2018-Apr-21
2018-Jun-09
2018-Mar-18
2018-Apr-12
2018-May-29
2018-Jun-2?
2018-Jul-09
2018-Aug-2?
2018-Sep-01
2018-Sep-14
2018-0ct-20
2018

2019-Jan-14
2019-Mar-??
2019-Mar-??
2019-Mar-25
2019-Mar-26
2019-May-28
2019-Jul-01
2019-Sep-25
2019

2020-Aug-07
2020-Sep-07
2020-Sep-26
2020-Nov-14
2020

2021-Apr-19
2021-May-17
2021-Jun-07
2021-Jul-14
2021-Oct-08
2021-Nov-03
2021

2022-Jan-??
2022-Mar-22
2022-Mar-23
2022-Jun-23
2022-Aug-??
2022

2023-Apr-10
2023-Apr-26
2023-Jun-02
2023-Jun-11
2023-Jul-22
2023-Jul-22
2023-Aug-07
2023-Aug-16
2023-Sep-04

Bithumb

Youbit aka Yapizon aka Coinbin
Bithumb

Coinis

Youbit aka Yapizon aka Coinbin
NiceHash

Total

Gate.io
Coinrail
Cypherium
Coinsecure
Taylor
Bithumb
Bancor
Unidentified Company
Indodax
Zaif
Trade.io
Total

Cryptopia
Bithumb
DragonEx
CoinBene
BiKi

UpBit
CoinTiger
AlgoCapital
Total

Financial Services Company
Eterbase

KuCoin

Nexus Mutual

Total

EasyFi

FinNexus

Fetch.ai

Bondly Finance (aka Forj)
MGNR

bzx

Total

Qubit Finance

DeFiance Capital (NFT heist)
Ronin Bridge

Harmony

Nomad Bridge

Total

Terraport Finance
MerlinDEX
AtomicWallet
Investment Platform
Alphapo

CoinsPaid

Steadefi

Unidentified Company
Stake.com

$7,000,000
$4,800,000
$7,000,000
$2,190,000
$2,650,000
$65,000,000
$88,640,000

$234,000,000
$37,000,000
$8,500,000
$3,500,000
$1,700,000
$31,500,000
$23,500,000
$13,000,000
$24,900,000
$60,000,000
$10,000,000
$447,600,000

$16,000,000
$16,000,000
$7,000,000
$105,000,000
$12,300,000
$50,700,000
$272,000
$2,000,000
$209,272,000

$11,800,000
$5,400,000
$275,000,000
$8,000,000
$300,200,000

$81,000,000
$7,000,000
$2,600,000
$5,900,000
$24,100,000
$55,000,000
$175,600,000

$80,000,000
$1,700,000
$620,000,000
$100,000,000
$190,000,000
$991,700,000

$2,000,000
$1,800,000
$121,000,000
$17,600,000
$113,500,000
$44,000,000
$1,200,000
$2,900,000
$41,300,000

2017 $88,640,000

2018 $447,600,000

2019 $209,272,000

2020 $300,200,000

2021 $175,600,000

2022 $991,700,000

1"



2023-Sep-12
2023-Sep-28
2023-Oct-17
2023-Nov-10
2023-Nov-14
2023-Nov-22
2023-Nov-22
2023-Dec-31
2023

CoinEx

Unidentified Company
Fantom

Poloniex

UnoReDao

HTX

HECO Chain

Orbit Chain

Total

$70,000,000
$3,000,000
$7,500,000
$130,000,000
$219,000
$30,000,000
$86,000,000
$81,000,000
$753,019,000

2023 $753,019,000



https://www.chainalysis.com/blog/2022-biggest-year-ever-for-crypto-hacking/

https://www.chainalysis.com/blog/crypto-hacking-stolen-funds-2024/

Value Stolen Incident Count
2016 $1,500,000
2017 $29,000,000
2018 $522,000,000 10
2019 $271,000,000
2020 $300,000,000 5
2021 $428,800,000 9
2022 $1,650,000,000 15

2023 $1,000,000,000 20



Value Stolen
2016 0
2017  $100,000,000
2018  $400,000,000
2019  $200,000,000
2020  $290,000,000
2021  $250,000,000
2022  $850,000,000
2023  $600,000,000



CoinMetro
Fetch.ai
EasyFi
Wonderhero
ANKR
MGNR
MetaPlay
GeraCoin
Darsha
Bondly
Algorand
BzX

$1.757m
One of 280
$81m
$1.025m
$1.316m
$20.15m
$1.67m
$121.7k
$1.76m
$5.9m
$387k
$55m

Hugh Karp / NXN\ $8.3m

CoinShift
SteadFi


http://fetch.ai/
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https://etherscan.io/address/0x7c00fca1bb773b90a19c95073c0c1ecf327a1398
https://etherscan.io/address/0x032b3346b6561d857648a690396735df411e94bd
https://etherscan.io/address/0xedbaeaaff1bf45afc84f85e03c178722a47795fe
https://etherscan.io/address/0xc3ca12bad3836ef6af0804c3e5cfa5ad023bae5f
https://etherscan.io/address/0xd39b2cb229d0618949e5da8304d74fc943f72faf
https://etherscan.io/address/0x1bd84154e09648844a8a1bda8522373bdee009ee
https://etherscan.io/address/0x22ad32132678136b478db7fb1b4843c4a6cb4f01
https://etherscan.io/address/0xdfc4064a6ebb62e3620bf03bd2a841a382b5bedd
https://etherscan.io/address/0x9fc022309a273d83a36e558c822d219375782672
https://etherscan.io/address/0x99ac9eececec282671003a3055c044f54d02bfa8
https://etherscan.io/address/0x5df8a86a2eb8e1a21847d2cd5c0691f0c131e162
https://etherscan.io/address/0xc0ca977b1bf3720099a39870c8e65f6dc4302a13
https://etherscan.io/address/0x4509e930fd366bacd9e6cc64be4e706765046248
https://etherscan.io/address/0x81a4869e941ca22d1a0ecff934abf87976d4578a
https://etherscan.io/address/0x1d2c34456ae45696113c2d23c6d3641953c1c1c4
https://etherscan.io/address/0xacb5c99c1f9ecfb109862deb3a2779b20fe5b866
https://etherscan.io/address/0x9ad084fb5e38eba8031b6b1cd1ecc06fc03f5903
https://etherscan.io/address/0x9f197bb0edbbc82c7a1e5937498f5146f8afc98e
https://etherscan.io/address/0x9f197bb0edbbc82c7a1e5937498f5146f8afc98e
https://etherscan.io/address/0xf573d864e5cc10f0351a1ac2c058ba5fe1b9fca2
https://etherscan.io/address/0x9a321710c07cce493e16aa136622390dff28a763
https://etherscan.io/address/0x650c851033fd1d5b4b79f43a70cb7cc4e16a68e6
https://etherscan.io/address/0xb21a6e7ea0d67d45c6fe3ffed967584e09c35b37
https://etherscan.io/address/0x9a9b3a00bce0b4dc15a93e26d66ae9d8dd2e7dc4
https://etherscan.io/address/0x14667f9e2c6c2110f0efb310bd196e2338872ce7
https://etherscan.io/address/0xba40550e93554a7ebea65683200f558b58d50a36
https://etherscan.io/address/0xd6817715145fb5f04ee76c5a6ea05aa9ab9b8dd6
https://etherscan.io/address/0x504436b4ee84725501cf5953f87274be99965dd3
https://etherscan.io/address/0x79c79f35d44a91f7dc4ec941d60b232756e0258d
https://etherscan.io/address/0xd1043e1352d8e6b1173a837e838b249934f5b402
https://etherscan.io/address/0x7fbba6b268c509cd050662588b7cabe09c0a98b4
https://etherscan.io/address/0x9cd2e6a8397254f9bc0704bb22fa571cab5b9106
https://etherscan.io/address/0x0e5544f89c43b10e0167a5c726a8100200a46f29
https://etherscan.io/address/0xe04319381fe300fce559c1ce5643b3a925a4193d
https://etherscan.io/address/0x24bae8a4dc234690883d3456eb602a8f118dffa5
https://etherscan.io/address/0xd4fd1b13bffc248ea9c72ce89c08db27dd0c4105
https://etherscan.io/address/0xee33f435e8ff03e15a2f67d524eceef3b8131c46
https://etherscan.io/address/0x797894270ebaca1b9f71f896a08a7580972fca79
https://etherscan.io/address/0xc48b84d391b9a8eb3a68dd3c4799c5746a3c97e0
https://etherscan.io/address/0x732dd43a28a44de85082408c7eee69a2c1832eb0
https://etherscan.io/address/0xeb110d04299c2a72df51a1c2dcf2ddff7110f2d0

Most of the stolen funds converge on the following two Ethereum addresses:
0x437147da9207 14fec4822f0666d940945f9c972b
0x83a2eb63b6cc296529468afa85dbde4a469d8b37

The perpetrator used those addresses to systematically trade the different assets for RenBTC, a token designed to peg BTC 1-to-1.
After that, RenBTC was used as a bridge to convert the RenBTC tokens to an equal amount of BTC, minus fees, on the Bitcoin
blockchain.

The addresses on the Bitcoin blockchain receiving the resulting BTC are the following ones:
a3507956b7c72ebb5ca950abdf2183b015c403b0f83c67b28f6de 12759511724
Address: 1PsLLdQhhfA5GEu1XHcpLnffaDxLpQZBvh

Amount: 14.49606954 BTC

Date: 20/04/2021 08:51 UTC
€2949b10e22c3a235c08f2b78c6c839ea8955a5e89c69232627b31f77636f967
Address: 1395hgVUB2P7yv145sRbt6Ykbi3gargnoD

Amount: 24.74274461 BTC

Date: 21/04/2021 05:59 UTC
e0d56ea73302b422b1f377e297f9581f133924fb1db5ceb7847ff22c80a8b956
Address: 17WFZENdcgkCvVJENQWJngwXyiCkgTdGbi

Amount: 12.32709213 BTC

Date: 21/04/2021 14:00 UTC
47d23bd06022cdafa62f038cf2b9e0b912d0ecOb1da884252ce67dbb8f8a3bd4
Address: 1DzGYwnUKu9ukGBKm8kTvoezjfCQ2gLwYr

Amount: 123.96806962 BTC

Date: 19/04/2021 23:06 UTC
bfeb4477cbcdb415ba285ad9114f769b5aa2c15¢c260a5f6a626dae8b7e640d73
Address: 14BGW1f5eyvhQkgTUPBjrL2UvcMaSTubL 1

Amount: 13.35818565 BTC

Date: 21/04/2021 06:42 UTC

An additional deposit of stolen funds to Chipmixer also takes place using RenBTC. However, that amount being negligible compared to the total
flow passing through Chipmixer, it wasn’t feasible to undoubtedly match it to a withdrawal.

0a6f220fdc821ec1743a9a201e16a038d474b1554520€9922734e6c62628e7b2
Address: 1ZBN1htJPHJvXSr4n77TgXtJdDhwbegP7

Amount: 6.31196265 BTC

Date: 28/04/2021 07:20 UTC

A careful examination of Bitcoin transactions and the use of Chainalysis attribution data makes it possible to assess beyond doubt
that the Bitcoin receiving addresses are deposit addresses of the Bitcoin mixer Chipmixer.com.

Although Chipmixer is designed to break the chain of ownership between deposits and withdrawals, in this particular case, it is possible to de-
anonymize the withdrawals using volume and time analysis.

The withdrawal addresses from Chipmixer are the following ones:
bc1q75f989p3x42ys05k8490ptdgxksywxvr8e5Stde
bc1qdkfh5q8ss8yx6422epuneee6t8ulhjpq7dtg7f
bc1qu79cnt8wr2954ul9fo6vic8a7ge95f7cp7599d
bc1qa34ltdye39u3c2k7d5dymgydg5wkjewkwxhqgek
bc1gpvfsku20rxebk4supdzu9cuuasx8rdyy0za82d
bc1gk6quxamg4x4jwvOkxnpedgnigp3zwykp7u0fz0
bc1g5lfwgap0u8ur3r2sqpf50rzx8rmvgzenwdmp9r
bc1quzz3z2a7w6sntOhe5cl4skiwu64d0yfqydkhrg
bc1gkgwmv0d9p6473g6kast7hOmrpswxzrlzf65Srla
bc1q2u7n69pdzm0886gggmznyhtyOaf4l4nzgkdgrs
bc1gsa8uxs6j8dqnx82mg97svdvdn9sr5gl68izjax
bc1gath2ss884adh48xrgjcmz3789vmvmrwify8zjf
bc1qggznjavvfczl7lzqukwtwkysj27vsw8gty62tm9
bc1qd5h4uxI50p6f3y3hlkzgv2wj33pcOfxedgdakx



bc1qgctxsadq92nugkevbspstdjfvzfgbngz7kxucz6p

The total amount deposited into Chipmixer before April 22 sums up 188.89216155 BTC, and the amount withdrawn from Chipmixer equals
179.02344254 BTC. This amount matches with the total sent amount minus the Chipmixer fees, and because there are no other withdrawals
with similar characteristics during a reasonable period after the deposit of the stolen assets, it is reasonable to conclude that those are the stolen
assets the perpetrator withdrew from Chipmixer.

The 179.02344254 BTC is then sent back to the Ethereum blockchain using Ren bridge on April 22, at 03:06:46 UTC on the following
Bitcoin transaction:

84b7c4a2b79d454bbb1636d6d872ed367bbcf4b664193b7b8baded8675085935

It is possible to find, parsing all the output transactions from the Ren smart contract, a transaction sending the same value that was
previously deposited to the Ren bridge on the Bitcoin blockchain. Because the amount is substantial, and there is no other amount
being sent out from Ren during that period, there is no place for a doubt assessing the stolen assets are sent to a particular Ethereum
address on the following transaction:

Oxbeb56f2ad2b41339¢c377cbdb713e88b565af5bbad07de24edaabf473a82967fd
Date: April 22, 2021 at 03:06:46 AM UTC

Beneficiary: 0x313d06759af5696d6ee3f5965408e9C5b658Fb7E

Amount: 179.02344254 RenBTC

The perpetrator or an accomplice then sold the RenBTC tokens for DAI, a token designed to peg the USD 1-to-1, until accumulating
9,614,339.28 DAI tokens, that are afterwards transferred on the following transactions:

0xb8944f8caa29524f28917040205ab29ddfeaaeb3e16de15589e54372b9eed891
Date: April 23, 2021 at 12:51:14 AM UTC
Sender: 0x313d06759af5696d6ee3f5965408e9c5b658fb7e

Amount: 9,614,339.280582689994388992 DAI

0xaAa51A89c7D3342E0c4e6084713Aa44248a7A232

Finally, address 0xaAa51A deposited a total amount of 4,746,461.00 USDT to the following two Binance deposit addresses:
0x27a9d7D17D72a5A67115dBF381b121B51D8b5Dd8
OxabEFODF725EF5d2f0354c59ea3cCB161aBc11515
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