
Tay's Totals Tay's Count Chain's Totals Chain's Count TRM's Totals TRM's Counts UN Totals UN Counts

2016 $1,500,000 1 $1,500,000 1 0 n/a 0 0

2017 $88,640,000 7 $29,000,000 4 $100,000,000 n/a $88,640,000 6

2018 $456,265,000 17 $522,000,000 10 $400,000,000 n/a $447,600,000 11

2019 $207,794,000 10 $271,000,000 9 $200,000,000 n/a $209,272,000 8

2020 $305,487,000 13 $300,000,000 5 $290,000,000 n/a $300,200,000 4

2021 $534,200,000 18 $428,800,000 9 $250,000,000 n/a $175,600,000 6

2022 $753,105,000 14 $1,650,000,000 15 $850,000,000 n/a $991,700,000 5

2023 $654,164,146 26 $1,000,000,000 20 $600,000,000 n/a $753,019,000 17

2024 $870,457,426 31 n/a n/a n/a n/a n/a n/a

$3,871,612,572 137 $4,202,300,000 73 $2,690,000,000 n/a $2,966,031,000 57



 💤 📁 Date Incident Amt Stolen Total $ Count
👛 2016-Oct-13 Bitcurex $1,500,000

2016 TOTAL $1,500,000 2016 $1,500,000 1

 👛 2017 Youbit aka Yapizon aka Coinbin $7,450,000
 👛 2017 Bithumb $14,000,000

2017-May-12 Wannacry $Unknown
2017-Jul-?? Korbit $Unknown
2017-Jul-15 2017 Cryptojacking Incidents $Unknown

 👛 2017-Sep-23 Coinis $2,190,000
 👛 2017-Dec-06 NiceHash $65,000,000

2017 TOTAL $88,640,000 2017 $88,640,000 7

💼 2018 Marine Chain $Unknown
 🔑 2018-Mar-18 Cypherium $8,500,000
 👛 2018-Apr-12 Coinsecure $3,500,000

🔑 2018-Apr-19 E7 Theft $5,000,000
 👛 2018-Apr-21 Gate.io $234,000,000
 🔑 2018-May-29 Taylor ICO $1,700,000
 👛 2018-Jun-?? Bithumb $31,500,000
 👛 2018-Jun-09 Coinrail $37,000,000

🔑 2018-Jun-16 G13 Theft $275,000
 🔑 2018-Jul-09 Bancor $23,500,000
 2018-Aug-?? Unidentified Company $13,000,000

🔑 2018-Aug-07 BTC Markets $3,500,000
🔑 2018-Aug-09 Klickl / IDCM $620,000

 👛 2018-Sep-01 Indodax $24,900,000
 👛 2018-Sep-14 Zaif $59,000,000
 🔑 2018-Oct-20 Trade.io $10,000,000

🔑 2018-Nov-04 Kryptono $270,000
2018 TOTAL $456,265,000 2018 $456,265,000 17

 🔑 2019-Jan-14 Cryptopia $16,000,000
 2019-Mar-?? Bithumb $16,000,000

👛 2019-Mar-23 Etbox $132,000
 👛 2019-Mar-24 DragonEx $7,090,000
 🔑 2019-Mar-25 Coinbene $105,000,000
 👛 2019-Mar-26 BiKi $12,300,000

👛 2019-Jun-30 Bitcoin Norway (AlphaPoint) $500,000
 🔑 2019-Jul-01 CoinTiger $272,000
 🔑 2019-Sep-25 Algo Capital $2,000,000
 👛 2019-Nov-27 Upbit $48,500,000

2019 TOTAL $207,794,000 2019 $207,794,000 10

2020 BTC Changers $Unknown
 👛 2020-Aug-07 New York Financial Services Company $11,800,000

💤 2020-Aug-18 Hobocrypt $134,000
 💤 🔑 2020-Aug-20 Fetch.ai (Holder) $2,600,000

💤 🔑 2020-Aug-24 Coinberry $370,000
🔑 2020-Aug-29 Tap Global $Unknown

 👛 2020-Sep-07 Eterbase $5,400,000
💤 🔑 2020-Sep-11 Unibright $500,000

 👛 2020-Sep-26 Kucoin $275,000,000
💤 🔑 2020-Oct-06 CoinMetro $740,000

🔑 2020-Oct-16 LEAD Wallet Token $50,000
🔑 2020-Nov-13 L2 Theft $893,000

 💤 🔑 2020-Dec-14 Hugh Karp / Nexus Mutual $8,000,000
2020 TOTAL $305,487,000 2020 $305,487,000 13

💤 🔑 2021-Jan-22 Indodax ATO $2,830,000
💼 2021-Mar-05 Paid Network $160,000,000

💤 🔑 2021-Apr-02 Mudge / Etna / Mokens Deployer $1,000,000

https://emojipedia.org/flag-united-nations


 💤 📁 Date Incident Amt Stolen Total $ Count
 💤 🔑 2021-Apr-19 EasyFi Founder $81,000,000

🔑 2021-May-12 990.1 BTC $55,600,000
 💤 🔑 2021-May-17 FinNexus $7,000,000

🔑 2021-Jun-03 NAOs Finance $750,000
👛 2021-Jun-23 Coinsquare $22,620,000
🔑 2021-Jul-13 Tower Capital $Unknown
🔑 2021-Jul-13 Advcash $14,000,000

 💤 🔑 2021-Jul-14 Bondly Finance $8,500,000
💤 🔑 2021-Aug-01 Misc August-September 2021 Hacks $2,000,000

💼 2021-Aug-12 DAO Maker $7,000,000
👛 2021-Aug-18 Liquid Global $91,000,000

 💤 🔑 2021-Oct-08 MNGR $24,100,000
💤 🔑 2021-Oct-28 Metaplay / Polyplay $1,600,000

🔑 2021-Nov-01 YFETH Admin Key $200,000
 💤 🔑 2021-Nov-03 bZx $55,000,000

2021 TOTAL $534,200,000 2021 $534,200,000 18

🔑 2022-Jan-15 Jan 15 2022 Theft $555,000
💤 🔑 2022-Jan-27 Fantom Allo Receiver / ANKR founder $1,200,000

🔑 2022-Feb-10 Feb 10 2022 Theft $300,000
 💤 🔑 2022-Mar-22 Arthur_0x $1,700,000

💤 🔑 2022-Apr-07 Wonderhero $1,025,000
 👛 2022-Apr-14 Ronin Bridge $620,000,000
 👛 2022-Jun-24 Harmony Horizon Bridge $100,000,000

🔑 2022-Aug-05 deBridge (Attempt) $0
💤 🔑 2022-Sep-7 GERA Coin $142,000
💤 2022-Oct-11 Algorand $750K
💤 2022-Oct-17 Darshan $1.75M

🔑 2022-Oct-31 Oct 31 2022 Theft $183,000
👛 2022-Nov-02 Deribit $28,000,000
💼 2022 Pixelcraft Potential IT Worker $0

2022 TOTAL $753,105,000 2022 $753,105,000 14

💼 2023 [Various 2023 Rug Pulls](./hacks-and-thefts/various_2023_rug_pulls.md)$350,000
 💼 2023-Apr-10 [Terraport](./hacks-and-thefts/terraport.md) $3,900,000
 💼 2023-Apr-26 [Merlin DEX](./hacks-and-thefts/merlin_dex.md) $1,800,000
 👛 2023-Jun-03 [Atomic Wallet](./hacks-and-thefts/atomic_wallet.md) $121,000,000
 ❓ 2023-Jun-11 [A Large Theft / Investment Platform](./hacks-and-thefts/a_large_theft.md)$17,600,000

❓ 2023-Jul-01 [PolyNetwork](./hacks-and-thefts/polynetwork.md) $10,000,000
 👛 2023-Jul-22 [Alphapo + Coinspaid](./hacks-and-thefts/alphapo_coinspaid.md)$97,000,000

🎙 2024-Aug-07 [Bitgert / BRISE](./hacks-and-thefts/bitgert.md) $437,000
 💤 🔑 2023-Aug-07 [Steadefi](./hacks-and-thefts/steadefi.md) $1,140,000
 💤 🔑 2023-Aug-16 [Coinshift](./hacks-and-thefts/coinshift.md) $2,900,000

🎙 2023-Aug-17 [SPooCK](./hacks-and-thefts/spoock.md) $38,032
 👛 2023-Sep-04 [Stake](./hacks-and-thefts/stake.md) $41,000,000
 👛 2023-Sep-12 [CoinEx](./hacks-and-thefts/coinex.md) $54,000,000

❓ 2023-Sep-24 [HTX Theft](./hacks-and-thefts/htx.md) Returned $8,000,000 10:00
 ❓ 2023-Sep-28 [Unidentified Company](./hacks-and-thefts/unidentified_company.md)$3,000,000

💼 2023-Oct-5 [Blockbusters Tech](./hacks-and-thefts/blockbusters.md)
 🔑 2023-Oct-17 [Fantom Foundation](./hacks-and-thefts/fantom_foundation.md)$7,624,588

💤 🔑 2023-Oct-26 [Maverick](./hacks-and-thefts/maverick.md) $8,300,000
 👛 2023-Nov-10 [Poloniex](./hacks-and-thefts/poloniex.md) $130,000,000 10:36

🔑 2023-Nov-10 [Samudai](./hacks-and-thefts/samudai.md) $1,100,000
🎙 2023-Nov-10 [Waygate](./hacks-and-thefts/waygate.md) $200,000
🔑 2023-Nov-19 [Kronos](./hacks-and-thefts/kronos.md) $26,000,000

 🎙 2023-Nov-14 [UnoRe DAO](./hacks-and-thefts/unoredao.md) $219,000
 👛 2023-Nov-22 [HTX / Heco](./hacks-and-thefts/htx_heco.md) $116,000,000 9:59

🔑 2023-Dec-10 [Degen Reborn](./hacks-and-thefts/degen_reborn.md) $164,000
🎙 2023-Dec-12 [OKX Dex](./hacks-and-thefts/okx_dex.md) $2,390,976
🎙 2023-Dec-28 [Upwork Developer Jobs Scams](./hacks-and-thefts/upwork_job_scams.md)$550

2023 TOTAL $654,164,146 2023 $654,164,146 26

https://emojipedia.org/flag-united-nations


 💤 📁 Date Incident Amt Stolen Total $ Count

🎙 2024-Jan-22 [ConcentricFi](./hacks-and-thefts/concentricfi.md) $1,720,000
🎙 2024-Jan-25 [Wall Street Memes](./hacks-and-thefts/wsm.md)
🎙 2024-Feb-01 [Linkedin Job Dev Scam](./hacks-and-thefts/linkedin_dev_job_scam.md)                     $200,000
👛 2024-Feb-13 [Duelbits](./hacks-and-thefts/duelbits.md)                                               $4,600,000 5:32
🎙 2024-Feb-27 [Serenity Shield](./hacks-and-thefts/serenity_shield.md)$586,000
🎙 2024-Feb-28 [Braintrust Job Dev Scam](./hacks-and-thefts/braintrust_job_dev_scam.md)$100,000
🎙 2024-Mar-05 [MurAll](./hacks-and-thefts/murall.md) $278,000
🎙 2024-Mar-13 [CloudAI](./hacks-and-thefts/cloudai.md) $309,400
🎙 2024-Mar-16 [Wilder World](./hacks-and-thefts/wilder_world.md) (Also Apr 2)$2,314,583
🔑 2024-Mar-20 [Huge March 2024 Theft](./hacks-and-thefts/huge_march_2024_theft.md)$90,000,000
💼 2024-Mar-26 [Munchables](./hacks-and-thefts/munchables.md) ($62m, returned)                          $62,000,000
💼 2024-Mar-29 [Solareum](./hacks-and-thefts/solareum.md) ($1.1m, frozen)$1,114,813
🎙 2024-Apr-11 [Endblock](./hacks-and-thefts/endblock.md) $72,000
👛 2024-Apr-29 [Rain](./hacks-and-thefts/rain.md) $14,800,000 2:00
🎙 2024-May-06 [Genius / GNUS Token](./hacks-and-thefts/genius_ventures.md) (Original compromise Jan 25)$1,262,630
🔑 2024-May-15 [ALEX Labs](./hacks-and-thefts/alex-labs.md) $4,300,000
🎙 2024-May-28 [HYVE](./hacks-and-thefts/hyve.md)
🎙 2024-May-29 [SpaceCatch](./hacks-and-thefts/spacecatch.md) $200,000
👛 2024-May-31 [Bitcoin DMM](./hacks-and-thefts/bitcoin_dmm.md) $305,800,000 4:12
🔑 2024-Jun-11 [Theft from Individual C7](./hacks-and-thefts/c7.md) $4,200,000
👛 2024-Jun-22 [CoinStats](./hacks-and-thefts/coinstats.md)                                             $2,300,000 14:04
🔑 2024-Jun-28 [Theft from Individual C4](./hacks-and-thefts/c4.md)                                     $400,000
👛 2024-Jul-18 [Wazirx](./hacks-and-thefts/wazirx.md) $230,000,000 6:20
🔑 2024-Jul-22 [Theft from Individual I4](./hacks-and-thefts/i4.md) $1,500,000
🎙 2024-Aug-07 [Nexera](./hacks-and-thefts/nexera.md) $1,900,000
🔑 2024-Aug-16 [Theft from Individual A4](./hacks-and-thefts/a4.md) $2,500,000
🔑 2024-Sep-25 [Truflation](./hacks-and-thefts/Truflation.md) $5,000,000 11:26
👛 2024-Sep-10 [Indodax](./hacks-and-thefts/indodax_2024.md) $20,000,000 19:04
👛 2024-Sep-19 [BingX](./hacks-and-thefts/bingx.md) $45,000,000 22:11
❓ 2024-Oct-16 [Radiant](./hacks-and-thefts/radiant.md) $50,000,000 17:09
🎙 2024-Oct-18 [Tapioca](./hacks-and-thefts/tapioca.md) $4,700,000 10:56 $138,000,000
🔑 2024-Oct-18 [Fake Hack VC Thefts](./malicious-shit/SQ_MALICIOUS_dangerous-password_20241023)$300,000
👛 2024-Oct-31 [M2](./hacks-and-thefts/m2.md) $13,000,000 23:19

2024 TOTAL $870,457,426 2024 $870,457,426 31

$3,871,612,572 137

Swamp
Amped Finance

 👛 2023-Dec-31 Orbit Bridge $81,000,000
 ❌ 2022-Jan-27 Qubit Finance $80,000,000
 ❌ 2022-Aug-?? Nomad Bridge $190,000,000

https://emojipedia.org/flag-united-nations


Annex 95: Suspected DPRK cyberattacks on cryptocurrency-related companies (2017-2023)
investigated by the Panel
Source: Information from Member States, statements by Government agencies, corporate statements, reports
by cybersecurity firms and media articles, Panel investigations.
https://documents.un.org/doc/undoc/gen/n24/032/68/pdf/n2403268.pdf?token=Lnb4xBoncpFwgtMIpl&fe=true
2017-Feb-?? Bithumb $7,000,000
2017-Apr-22 Youbit aka Yapizon aka Coinbin $4,800,000
2017-Jun-?? Bithumb $7,000,000
2017-Sep-?? Coinis $2,190,000
2017-Dec-19 Youbit aka Yapizon aka Coinbin $2,650,000
2017-Dec-?? NiceHash $65,000,000
2017 Total $88,640,000 2017 $88,640,000 6

2018-Apr-21 Gate.io $234,000,000
2018-Jun-09 Coinrail $37,000,000
2018-Mar-18 Cypherium $8,500,000
2018-Apr-12 Coinsecure $3,500,000
2018-May-29 Taylor $1,700,000
2018-Jun-?? Bithumb $31,500,000
2018-Jul-09 Bancor $23,500,000
2018-Aug-?? Unidentified Company $13,000,000
2018-Sep-01 Indodax $24,900,000
2018-Sep-14 Zaif $60,000,000
2018-Oct-20 Trade.io $10,000,000
2018 Total $447,600,000 2018 $447,600,000 11

2019-Jan-14 Cryptopia $16,000,000
2019-Mar-?? Bithumb $16,000,000
2019-Mar-?? DragonEx $7,000,000
2019-Mar-25 CoinBene $105,000,000
2019-Mar-26 BiKi $12,300,000
2019-May-28 UpBit $50,700,000
2019-Jul-01 CoinTiger $272,000
2019-Sep-25 AlgoCapital $2,000,000
2019 Total $209,272,000 2019 $209,272,000 8

2020-Aug-07 Financial Services Company $11,800,000
2020-Sep-07 Eterbase $5,400,000
2020-Sep-26 KuCoin $275,000,000
2020-Nov-14 Nexus Mutual $8,000,000
2020 Total $300,200,000 2020 $300,200,000 4

2021-Apr-19 EasyFi $81,000,000
2021-May-17 FinNexus $7,000,000
2021-Jun-07 Fetch.ai $2,600,000
2021-Jul-14 Bondly Finance (aka Forj) $5,900,000
2021-Oct-08 MGNR $24,100,000
2021-Nov-03 bzx $55,000,000
2021 Total $175,600,000 2021 $175,600,000 6

2022-Jan-?? Qubit Finance $80,000,000
2022-Mar-22 DeFiance Capital (NFT heist) $1,700,000
2022-Mar-23 Ronin Bridge $620,000,000
2022-Jun-23 Harmony $100,000,000
2022-Aug-?? Nomad Bridge $190,000,000
2022 Total $991,700,000 2022 $991,700,000 5

2023-Apr-10 Terraport Finance $2,000,000
2023-Apr-26 MerlinDEX $1,800,000
2023-Jun-02 AtomicWallet $121,000,000
2023-Jun-11 Investment Platform $17,600,000
2023-Jul-22 Alphapo $113,500,000
2023-Jul-22 CoinsPaid $44,000,000
2023-Aug-07 Steadefi $1,200,000
2023-Aug-16 Unidentified Company $2,900,000
2023-Sep-04 Stake.com $41,300,000



2023-Sep-12 CoinEx $70,000,000
2023-Sep-28 Unidentified Company $3,000,000
2023-Oct-17 Fantom $7,500,000
2023-Nov-10 Poloniex $130,000,000
2023-Nov-14 UnoReDao $219,000
2023-Nov-22 HTX $30,000,000
2023-Nov-22 HECO Chain $86,000,000
2023-Dec-31 Orbit Chain $81,000,000
2023 Total $753,019,000 2023 $753,019,000 17



https://www.chainalysis.com/blog/2022-biggest-year-ever-for-crypto-hacking/

https://www.chainalysis.com/blog/crypto-hacking-stolen-funds-2024/

Value Stolen Incident Count
2016 $1,500,000 1
2017 $29,000,000 4
2018 $522,000,000 10
2019 $271,000,000 9
2020 $300,000,000 5
2021 $428,800,000 9
2022 $1,650,000,000 15
2023 $1,000,000,000 20



Value Stolen
2016 0
2017 $100,000,000
2018 $400,000,000
2019 $200,000,000
2020 $290,000,000
2021 $250,000,000
2022 $850,000,000
2023 $600,000,000



✅ CoinMetro $1.757m
✅ Fetch.ai One of 280
✅ EasyFi $81m

Wonderhero $1.025m
ANKR $1.316m

✅ MGNR $20.15m
✅ MetaPlay $1.67m

GeraCoin $121.7k
Darsha $1.76m

✅ Bondly $5.9m
✅ Algorand $387k
✅ BZX $55m
✅ Hugh Karp / NXM$8.3m
✅ CoinShift
✅ SteadFi

http://fetch.ai/


Deposit Address Service First Active Last Active
# of Days 
Account Was 
Alive ETH USDT Depost Count Receives From

0x2e1155cf5374cba058a04fd03ebd0ba19afe580dNoones 2023-04-07 2023-10-27 204 0 $14,338,132 45

0xcbf04b011eebc684d380db5f8e661685150e3a9e
0x5018cf5f48a09c46b4833890cc2cf0df2533d16a
via FixedFloat/ChangeNow/SimpleSwap:
bc1qnpmvqd9q2gs8ya6ac62ur4eull3a0g0ahqj47k
bc1qm43k2qkmr852jr7wrw36nsceasfrukhllzc8la

0x246569f8b420c8d850c475c53d0d59973b3f08fcPaxful 2022-07-19 2023-11-24 494 1.993493 $12,847,226 63

0xbc64b01f31a32024da8e973f7ea46abd7f80216b
0x9c3d148641e339c2b03b3c5a73d61c0f9c850eeb
0x1d36037fd25b68e2a09a30ad7cd3c482ee85b49b
0xaaa51a89c7d3342e0c4e6084713aa44248a7a232
0x1398db28ca00d9f943355d6b57ab28a61110bfef
0xa34500c4be803a608b226e8e6cdadcdfea1f8c96

0x593dc5e1ad81667bbfc90739dd2c09c926920e3bPaxful 2022-10-11 2023-11-25 411 0.999454 $12,126,657 34

0xcbf04b011eebc684d380db5f8e661685150e3a9e
0x491c80de99b3492b5bd315f9959060f0f33250c5
0xbc64b01f31a32024da8e973f7ea46abd7f80216b
0x9c3d148641e339c2b03b3c5a73d61c0f9c850eeb
0x1398db28ca00d9f943355d6b57ab28a61110bfef

0xabef0df725ef5d2f0354c59ea3ccb161abc11515Binance 2022-06-11 2022-06-25 15 0 $2,898,860 56
0xaaa51a89c7d3342e0c4e6084713aa44248a7a232
0xb27d40fb4a7975e6f4e6bd7f9fbf6e8d53bf8298

0xb256435e0ac866b3c8ae2cd742ddbfadf758a2f2Noones 2023-11-29 2023-11-30 2 0 $1,043,287 7
0xbbd5ab5ddd70cc4195d2d8e71cc9c4d82832e051
0xa3cd0b8f1aab4692b0c496514c98440d5da42cdd

0x3af55ab7edbca175f80f3a7ddeac5dabf611347bPaxful 2023-11-25 2023-11-25 1 0 $721,637 6 0x556214d23ea3aacdc263d438c08498b39ccb2dfd
0x492e2cfe720a69433480835cf34dac08fd50e705Paxful 2023-11-25 2023-11-25 1 0 $451,839 1 0x6f843a89d4b84d38f9935ac5a5e75254182623e6

0x0258c2af4fe694df026cca55d17feebd5b361accPaxful 2023-11-28 2023-11-28 1 0 $440,828 3

0x556214d23ea3aacdc263d438c08498b39ccb2dfd
0x491c80de99b3492b5bd315f9959060f0f33250c5
0xa34500c4be803a608b226e8e6cdadcdfea1f8c96

0x77a0e2099697f5643d95c59e38608a202c54901bNoones 2023-12-04 2023-12-04 1 0 $150,303 1 0x6a39f8f228e8210f4ff490a4928ccde95bb74552
0x870dac23c7bee24af351f6cf2639d9463c585b5bNoones 2023-12-04 2023-12-04 1 0 $144,012 2 0x17e5e8d38db72d1df4b4a682dbf5b11645063889
0xd8a505202898981047447bc31e3dd232cd71aae2Noones 2023-12-04 2023-12-04 1 0 $142,247 1 0xf47ac669ef5e761a528fee324c1faf09e8133f05
0x5d3ca13bc4b92342a5ca9ff9c0e3543ea742d462Noones 2023-12-04 2023-12-04 1 0 $134,110 1 0x6d56c2e163f8b377002c2df31e44db687474e3fc
0xfb0e788ce6af4b568958b791267c24c23ca759e8Noones 2023-12-03 2023-12-03 1 0 $130,400 1 0xa550fabbd2173133def09b9e7ad011a8e4f44063
0x207374cbdec0869c95b52e863a226b42aa45052fNoones 2023-12-03 2023-12-03 1 0 $114,200 1 0x7584bbfd5310d993d06c9da90bbb058e6cda1e67
0x4fb9463bb4c37844e6bff633faf2372fccce0017Noones 2023-12-03 2023-12-03 1 0 $100,000 1 0x7a73b6d597c111d9e2ab9598aabadf132e166359
0x77762e2444f9c24ed8baa9642e5f1f4c4c8f2dffNoones 2023-12-03 2023-12-03 1 0 $94,280 1 0x3cae979906942a47e09563a2f892ada05c70a5bf
0xa25d9cae654084ba24b14cd39792704500a2ddbfNoones 2023-12-04 2023-12-04 1 0 $89,471 1 0x5198029e2f40c6893232316b25a5aa0fe9492ee3

0x4272200ef626d409e9bac681aa0efdb653a9ef0bNoones 2023-11-24 2023-12-15 22 5.2669 $63,734 4

0x1d2c34456ae45696113c2d23c6d3641953c1c1c4
0x032b3346b6561d857648a690396735df411e94bd
0x40412d39496a3d603f94b49a31b428a3b1c4162f
0x7c00fca1bb773b90a19c95073c0c1ecf327a1398
0x5d65aeb2bd903bee822b7069c1c52de838f11bf8
0x7ac2edbbf35a407bd89197f4c44b8f601063fdf0

0xcdcf02cd3f3366dae03e23307cf7b5f7e3c9a56eNoones 2023-11-24 2023-12-01 8 0.1817 $15,000 2

0x9fc022309a273d83a36e558c822d219375782672
0x7df37cd7441f04e65351b6a1fde9b495e6f1d9b7
0x556214d23ea3aacdc263d438c08498b39ccb2dfd

0xf92385f1e38e40c4927f235bbd2e03fb73828c71Noones 2023-12-06 2023-12-06 1 0.75839 $0 2

0xd39b2cb229d0618949e5da8304d74fc943f72faf
0xedbaeaaff1bf45afc84f85e03c178722a47795fe
0x1bd84154e09648844a8a1bda8522373bdee009ee
0xe07af4f94b84b4ed4efefc1873dde8c10bec5bd8
0xf8fcbeca3bf61a22208c3cd61d9b52f92046f258
0x22ad32132678136b478db7fb1b4843c4a6cb4f01

0x61ee6b7d114b17a6873eb0081f6f47dfc683ac5fNoones 2023-12-03 2023-12-03 1 0 $88,798 1 0x3e65ef98d1bb1a94f9677a8b9736b50d3f1686bc
0xa557a9db7f3ab377d2b4287d4d3cf8fa0a8ee50aPaxful 2023-11-28 2023-11-28 1 0 $300,000 2 0x6b78dc4132f8d91045acfc16ed079988d4d56d33
0x8e7f5d85c3587725b1188d3cc04ca814ab60cdceBixin 1
0x9f2ef27626fb82b7ea2aa420bf0c5df7d326b757Noones 2024-03-12 2024-03-12 1 0 157,142 1 0x7140b467b06c7e3f29ad8fb02916acfd1da90390
0x522c969528b00c4cb93f60a843908444407c29d2Noones 2024-03-12 2024-03-12 1 0 171,428 1 0x7140b467b06c7e3f29ad8fb02916acfd1da90390
0x42672c25bb70c7155e5a9e9356de3cf2b5a3cca6Noones 2024-03-12 2024-03-12 1 0 142857 1 0x7140b467b06c7e3f29ad8fb02916acfd1da90390
0x099227e78b648418ab1e46c6a1caeb0b01c8c4e1Noones 2024-03-12 2024-03-12 1 0 142857 1 0x7140b467b06c7e3f29ad8fb02916acfd1da90390
0x557d43035f1705ef697f30ee7aa435a5c78cdea6Noones 2023-03-10 2023-03-10 1 0 92411 1 0x5a1be41f7f84992bd60d5afc456743a7d4751a14
0x8f99d4ea4e7f2326a0f648bd45cda9a5cbc8bbf4Noones 2023-03-10 2023-03-10 1 0 141843 1 0x9cf1c3d96de45c6fb93d8f40592d55ec72b6df13
0xb90a2de96258f9ed5db6643bec689ad178f25b49Noones 2023-03-10 2023-03-10 1 0 212765 1 0x9cf1c3d96de45c6fb93d8f40592d55ec72b6df13
0x6f296c58f1b95c7fbc52eb9dfe0785242a4a10b1Noones 2023-05-10 2023-05-10 1 0 92441 1 0x5a1be41f7f84992bd60d5afc456743a7d4751a14
0x712326c3cbc0af9e2e54ac0b7254f9df696ee13bNoones 2023-05-10 2023-05-10 1 0 155550 1 0x5a1be41f7f84992bd60d5afc456743a7d4751a14
0x4558d64679ab5eadaa8ca3be9ad7f138b074325fNoones 2023-05-10 2023-05-10 1 0 96729 1 0x5a1be41f7f84992bd60d5afc456743a7d4751a14
0x3eac71839603754ea42fce4a0621b3d282dafa2bNoones 2023-05-10 2023-05-10 1 0 97209 1 0x5a1be41f7f84992bd60d5afc456743a7d4751a14
0x845cb44ade9d515aa9fded641cefe5c86657455cNoones 2023-05-10 2023-05-10 1 0 141,843 1 0x5d0b49eff76784c9919800dc3a78eeade17ca861
0x23d5705ded7974a0fb3bd1ad36264aba7562995aNoones 2023-05-10 2023-05-10 1 0 212,765 1 0x5d0b49eff76784c9919800dc3a78eeade17ca861
0x1b1f02e21613b8d3eb193a7bf5dd0e54a5931024Noones 2024-04-03 2024-04-03 1 0 $153,154 1 0x7253138e43447dfb3407adb1f3453e0b47f65da4
0xe325e09ff9f426d07c6c8537326ee2374edf31beNoones 2024-04-03 2024-04-03 1 0 $118,297 1 0x7253138e43447dfb3407adb1f3453e0b47f65da4
0x3c07dcd764f48dc204800c340356878c5018abf6Noones 2024-04-03 2024-04-03 1 0 $156,040 1 0x7253138e43447dfb3407adb1f3453e0b47f65da4
0x0d8aa7dd7a10407dc74af9b951190da133bb42a7Noones 2024-04-03 2024-04-03 1 0 $140,831 1 0x7253138e43447dfb3407adb1f3453e0b47f65da4
0x72425ade90bea1e0f0f4e08dc827b8e9b1e21c1cNoones 2024-03-22 2024-03-22 1 0 $143,367 1 0x1b9319090dbce4c7a217ec06faa185c60cde0d74
0x26c926829603f203f2631c745af10a4d4c9b52c3Noones 2024-03-22 2024-03-22 1 0 $143,367 1 0x1b9319090dbce4c7a217ec06faa185c60cde0d74
0x36a35ba5f1548f83552614590526e9a2a4cc06cdNoones 2024-04-25 2024-04-25 1 0 $35,204 1 0xb7d96665110e29359033f2b1eb2aac916fd25428
0xa6b74be367c8745fd7427c31833e6f97b3d84f2cNoones 2024-02-27 2024-02-27 1 0 $85,137 1 0x5d3569e872d98c84c1c2c2aff5fe6d488d92c760

0x43b980f1d4c5e762b50ab6bb5d3542b7e60ff2fb2023-12-01 $191 1
0x9FC022309A273D83a36e558C822d2193757826722023-11-29 $14,980 1
0xd5bf0f186d82f065e4ec0114e52d143bc3e0c58dDec 1, 2023 $526 1
bc1qjs8kqxmdtk442q6p5nzaavhxuwjvylvrrfzykn Dec 15, 2023 $11,317 1 Receives from 0x1d2c34456ae45696113c2d23c6d3641953c1c1c4 via  ThorSwap
TBBkFQnMfh9gwyX6BAj3UzAKgemwcZRAJK Dec 6, 2023 $50 1 Binance Depo
TEiP4XVuJCPjQF5HuY1WUGVF9Do6NfJeZJ Dec 1, 2023 $3,359 3
TGeWe1f7Kz6mAJrD8eCnUzTGTBpE7AKXJD Dec 6, 2023 $1,356 1
TGs3yA1mULmPEYMABKDhC1cYGZ3MEEgKxkDec 4, 2023 $143,955 2 sends to TLE9HqryXevp8Yi6Phd9TfsFwVLrFgY4Ad
TLE9HqryXevp8Yi6Phd9TfsFwVLrFgY4Ad Nov 30, 2023 $1,206,362 8
TPyX3QsonYHPmLHN3FJ3ao56ojnVY5oirh Dec 6, 2023 $310 1
TQmmGFGimLCBYUmfaPxAPwxmDwHuYoicY9Dec 4, 2023 $89,437 1

0x2e1155cf5374cba058a04fd03ebd0ba19afe580dAll funds sold in P2P trades
0xb256435e0ac866b3c8ae2cd742ddbfadf758a2f22023-11-30T10:07:16+00:00 fdc4c457bcb56972699b49d846fdb6d13ae4cac1b44f39450136a16aab0381bbTLE9HqryXevp8Yi6Phd9TfsFwVLrFgY4Ad
0xb256435e0ac866b3c8ae2cd742ddbfadf758a2f22023-11-30T09:43:29+00:00 2ac99defe6170f05c8761c3a1792466b888475ae82b6d7c4ea8544a81e37be12TLE9HqryXevp8Yi6Phd9TfsFwVLrFgY4Ad
0xb256435e0ac866b3c8ae2cd742ddbfadf758a2f22023-11-30T09:23:33+00:00 65788e214a05a7f91bd679667b19a92a82abc3662c0cf2496c7f0ce3f7719067TLE9HqryXevp8Yi6Phd9TfsFwVLrFgY4Ad
0xb256435e0ac866b3c8ae2cd742ddbfadf758a2f22023-11-30T08:29:16+00:00 38c4fc43aac5d527a88201a86a4e615d4c389204eedafe9cb14d05c30831a554TLE9HqryXevp8Yi6Phd9TfsFwVLrFgY4Ad
0xb256435e0ac866b3c8ae2cd742ddbfadf758a2f22023-11-30T08:10:15+00:00 fbafc1a6892b8b383a4a26fca68edb280d1123f21cc6a104b14a0e3776407a6eTLE9HqryXevp8Yi6Phd9TfsFwVLrFgY4Ad
0xb256435e0ac866b3c8ae2cd742ddbfadf758a2f22023-11-30T07:50:46+00:00 410a69da3b88f62425e3d6d40aba8183efb6a8ba9f48e5c17583dec4bf497b2dTLE9HqryXevp8Yi6Phd9TfsFwVLrFgY4Ad
0xb256435e0ac866b3c8ae2cd742ddbfadf758a2f22023-11-29T09:09:21+00:00 b43e64716ad8bf8dcbc701577cc8c3e22a0bb71a16ff000d1dcfc914fdbeb2bdTLE9HqryXevp8Yi6Phd9TfsFwVLrFgY4Ad
0x870dac23c7bee24af351f6cf2639d9463c585b5b2023-12-04T07:52:18+00:00 73ce10e82f04b738c03a048edfeb2e182683eeba1bc5c1f814aa99e1c6a4948cTGs3yA1mULmPEYMABKDhC1cYGZ3MEEgKxk
0x870dac23c7bee24af351f6cf2639d9463c585b5b2023-12-04T07:07:44+00:00 092ad78193dfa410f2711ef68ec7d86f9a5d66c25b02ab24a554bdbcf4f898ddTGs3yA1mULmPEYMABKDhC1cYGZ3MEEgKxk
0xa25d9cae654084ba24b14cd39792704500a2ddbf2023-12-04T06:25:37+00:00 65ef79e4bb29e2c2d85899370c05472abf5bf79bba9fd29c7ab3e7488e5746afTQmmGFGimLCBYUmfaPxAPwxmDwHuYoicY9
0x4272200ef626d409e9bac681aa0efdb653a9ef0b2023-12-15T12:45:57+00:00 a16752c13664522905d33e72dd95202dfd9f455f49854cadbeffe87745d00fb4bc1qjs8kqxmdtk442q6p5nzaavhxuwjvylvrrfzykn
0x4272200ef626d409e9bac681aa0efdb653a9ef0b2023-12-01T09:18:29+00:00 80fe33c8813aa07b0789f23d99f4f703d83572a1338095d04720f25e2c630457TEiP4XVuJCPjQF5HuY1WUGVF9Do6NfJeZJ
0x4272200ef626d409e9bac681aa0efdb653a9ef0b2023-12-01T09:16:50+00:00 95bc178fa8bcf5b4cd6137cc204325f0b39e96fc49300bea35f90afed50855f8TEiP4XVuJCPjQF5HuY1WUGVF9Do6NfJeZJ
0x4272200ef626d409e9bac681aa0efdb653a9ef0b2023-12-01T09:09:17+00:00 63d851863e6c1a2bc36c9aa3dbc16e3d6cd392496a639c2bf0119f5a5b299721TEiP4XVuJCPjQF5HuY1WUGVF9Do6NfJeZJ
0x4272200ef626d409e9bac681aa0efdb653a9ef0b2023-12-01T08:39:51+00:00 0xfaf8cf3090eeb359a2883c92be0ef5a482dcd46d1aae1d6eb0d7c1701f155c0b0xd5bf0f186d82f065e4ec0114e52d143bc3e0c58d
0xcdcf02cd3f3366dae03e23307cf7b5f7e3c9a56e2023-12-01T08:25:18+00:00 0xfbfe8dc0996990b1ba64674d5e58c3581dba196784b93fccbedcead1613e4f4e0x43b980f1d4c5e762b50ab6bb5d3542b7e60ff2fb
0xcdcf02cd3f3366dae03e23307cf7b5f7e3c9a56e2023-11-29T00:02:20+00:00 0xc7e261c9b5254fa6c40c7ed5566d594659281e64987364c56c23a739daca7da60x9FC022309A273D83a36e558C822d219375782672
0xcdcf02cd3f3366dae03e23307cf7b5f7e3c9a56e2023-08-28T06:20:28+00:00 d8dc546954de1534b703b64f859c36d91b305161aaa1326cbdf7a48e9dd692cdTEiP4XVuJCPjQF5HuY1WUGVF9Do6NfJeZJ
0xf92385f1e38e40c4927f235bbd2e03fb73828c712023-12-06T09:01:10+00:00 13cf293a20b51b4ec0a97f46d315fcd8581729a26b537a4ee3a0be1b40b0bb7eTGeWe1f7Kz6mAJrD8eCnUzTGTBpE7AKXJD
0xf92385f1e38e40c4927f235bbd2e03fb73828c712023-12-06T08:45:53+00:00 fd649554212db75039fe1f02585295df0b8c5c5c7d739a0268baad872cd9fcfeTPyX3QsonYHPmLHN3FJ3ao56ojnVY5oirh
0xf92385f1e38e40c4927f235bbd2e03fb73828c712023-12-06T08:42:21+00:00 d90902530b22e68535f67b96a8f943f319043b2dfacd303b2756ce11b16a8405TBBkFQnMfh9gwyX6BAj3UzAKgemwcZRAJK



Label Address Count ETH BNB DAI Coins First Last
Theft Dec 2020 0x81c764add7a228ccd3b7fad1f46e06d55c39f7a2-2 -1.1 ETH 2020-Nov-05 2020-Nov-05 WITHDRAWAL
Dec 2020 Theft 0x81c764add7a228ccd3b7fad1f46e06d55c39f7a21 0.1 ETH 2020-Nov-05 2020-Nov-05 DEPOSIT
Nexus Mutual 0x0784051d5136a5ccb47ddb3a15243890f526848233 2571 ETH 2020-Dec-16 2020-Dec-19 DEPOSIT
Theft Dec 2020 0xce327a0a541ba19a0c22fa59953a0586e5e986fb-2 -110 ETH 2020-Dec-16 2020-Dec-16 WITHDRAWAL
Theft Dec 2020 0xfc5e25d4369d9514f64aa1109f9dfa759a91273b-1 -100 ETH 2020-Dec-16 2020-Dec-16 WITHDRAWAL
Nexus Mutual 0x78a9903af04c8e887df5290c91917f71ae028137-21 -2100 ETH 2020-Dec-16 2020-Dec-19 WITHDRAWAL
Hack see:cipherblade 0xbc8d089824461048a06d300dff88bb7357d88b3b-15 -272.4 ETH 2020-Dec-17 2021-Feb-02 WITHDRAWAL
Hack see:cipherblade 0xbc8d089824461048a06d300dff88bb7357d88b3b6 231 ETH 2020-Dec-24 2021-Feb-03 DEPOSIT

0xe7e4e0659955f2636f40ca5703124662d94ac96a8 121.4 ETH 2020-Dec-25 2020-Dec-26 DEPOSIT
Bondly Finance 0xe0c79066488a15b70361ad8268d713b05944a4fe-71 -3162 -1400000 ETH, DAI 2020-Dec-25 2021-Aug-13 WITHDRAWAL
Coinmetro/Coinberry/Unibright0x0864b5ef4d8086cd0062306f39adea5da5bd260330 3000 ETH 2021-Jan-11 2021-Jan-11 DEPOSIT
Coinmetro/Coinberry/Unibright0x1031ffaf5d00c6bc1ee0978eb7ec196b1d16412922 1812.1 ETH 2021-Jan-11 2021-Jan-16 DEPOSIT
Coinmetro/Coinberry/Unibright (DPRK-387)0x05492cbc8fb228103744ecca0df62473b2858810-45 -4500 ETH 2021-Jan-11 2021-Jan-14 WITHDRAWAL
Nexus Mutual 0x0adab45946372c2be1b94eead4b385210a8ebf0b15 1320 ETH 2021-Jan-27 2021-Feb-04 DEPOSIT
Nexus Mutal 0x0adab45946372c2be1b94eead4b385210a8ebf0b-6 -510 ETH 2021-Feb-03 2021-Feb-04 WITHDRAWAL
Dust Collector 0x31499e03303dd75851a1738e88972cd9983374035 122 ETH 2021-Mar-02 2021-Apr-06 DEPOSIT

0xaa2a0c11715ce9d1dbd368b0cb7c43d6cc36a6e8-1 -1 ETH 2021-Mar-11 2021-Mar-11 WITHDRAWAL
0x58e5bfe43056e64580e23458e1a9f323cebf6b3a -1 -1 ETH 2021-Mar-25 2021-Mar-25 WITHDRAWAL

DPRK TC 0x58e5bfe43056e64580e23458e1a9f323cebf6b3a-1 -1 ETH 2021-Mar-25 2021-Mar-25 WITHDRAWAL
Bondly Finance 0xdef57ccb20b1f2eaee0c64aab3280350f84cb0fc-12 -721 -200000 ETH, DAI 2021-Mar-29 2021-Oct-18 WITHDRAWAL
Etna Deployer Apr 2021 0x66cae7b37d2fd34d1d3dcdf919045bf5775510c05 500 ETH 2021-Apr-03 2021-Apr-03 DEPOSIT
Bondly Finance 0x23737d4213db92d8bc802c6f1041b262d52afa1b-2 -200 ETH 2021-Apr-05 2021-Apr-05 WITHDRAWAL
DPRK-387 0x313d06759af5696d6ee3f5965408e9c5b658fb7e-1 -1 ETH 2021-Apr-22 2021-Apr-22 WITHDRAWAL

0xdfec079d05f2ca8d23bc9b033d76fec63ec09eaa-1 -100 ETH 2021-May-08 2021-May-08 WITHDRAWAL
FinNexus 0x5ebc7d1ff1687a75f76c3edfabcde89d1c09cd5f-1 -1 ETH 2021-May-17 2021-May-17 WITHDRAWAL
Finnexus 0x5ebc7d1ff1687a75f76c3edfabcde89d1c09cd5f14 153.4 1 ETH, BNB 2021-May-24 2021-Oct-28 DEPOSIT

0x89b740499cc116193bda3a94dc5718e3b8912414-11 -191 ETH 2021-May-26 2021-Jun-01 WITHDRAWAL
Bondly Finance 0xe0c79066488a15b70361ad8268d713b05944a4fe2 20 ETH 2021-Jun-01 2021-Jun-01 DEPOSIT
NAOS 0xc1c4cfc4c6df09b3d837c153014acfdbd85e5bc96 132 ETH 2021-Jun-16 2021-Jul-14 DEPOSIT
NAOS Finance 0xe36df4bce488f3e363bad2783d2078e585764d72-3 -300 ETH 2021-Jun-21 2021-Jun-21 WITHDRAWAL
DPRK-387 0x0ac52adaeaa9052ce2349bef772fe229287e7c70-41 -4100 ETH 2021-Jun-25 2021-Jun-25 WITHDRAWAL

0x50afcedef20146c7ba23f0aca46e93884956d355-20 -2000 ETH 2021-Jun-25 2021-Jun-25 WITHDRAWAL
Bondly Finance 0x47664fa285ab01414d1c3714e6f7fe27c40591d7-2 -11 ETH 2021-Jul-14 2021-Jul-14 WITHDRAWAL
Bondly Finance 0xc433d50dd0614c81ee314289ec82aa63710d25e895 202 3900 5200000 DAI, BNB, ETH 2021-Jul-15 2021-Aug-11 DEPOSIT
Bondly Finance 0xa465e908abbda0ba0da598cced8abd4901b2f63414 500 900 BNB, ETH 2021-Jul-15 2021-Jul-15 DEPOSIT
785 - Bondly 0x365d2c5220989a068d8b0e95625875c55166297b-38 -300 -3500000 DAI, ETH 2021-Jul-16 2021-Jul-20 WITHDRAWAL
BONDLY 0x996f5ccbf2856137744603b382de559b78a096fc-8 -12.4 -100000 ETH, DAI 2021-May-24 2021-Jul-19 WITHDRAWAL
Bondly DPRK-aaa 0x419787019b991ac2c765a14467d177c6c0b05c00-47 -4700 BNB 2021-Jul-17 2021-Jul-19 WITHDRAWAL
Bondly Finance 0xc433d50dd0614c81ee314289ec82aa63710d25e8-1 -100 BNB 2021-Jul-19 2021-Jul-19 WITHDRAWAL
DPRK Misc Sept 2021 0x5271b379f3e1954e20791142d734596a3de28efd14 581 ETH 2021-Sep-15 2021-Sep-15 DEPOSIT
DPRK Misc Sept 2021 DPRK-7850x5b24da735fd5835ec5afb5abf9f3e89270e609c8-15 -591 ETH 2021-Sep-20 2021-Sep-20 WITHDRAWAL
Sept 18 2021 Theft 0x072422f1b6946740e43da4e2003f565a582a8e898 233 ETH 2021-Sep-20 2022-Jan-25 DEPOSIT
mgnr 0x57737d6f8ea0099c30c96754a436e46d4dd3fa8049 4900 ETH 2021-Oct-08 2021-Oct-12 DEPOSIT
Wormhole? 0x6aa01f3165c8c4a6c7d54bae760fcce5fa8e62dc-20 -2000 ETH 2021-Oct-10 2021-Oct-10 WITHDRAWAL
mngr 3 0xefdd66340b2988bc8c90147318066e9816e9ab86-49 -4504 ETH 2021-Oct-13 2021-Oct-19 WITHDRAWAL
mngr 4 0xf49193605dcbccc6b8c2ea4b22795ec1ef090ee0-1 -1 ETH 2021-Oct-15 2021-Oct-15 WITHDRAWAL
Bondly Finance 0x954f68ea525c3b0f46c5baed5b38ffbbb7fa9bed3 3 ETH 2021-Oct-18 2021-Oct-18 DEPOSIT
DPRK-931569 0x9c5f694620ad57851f28123b496407529ed544af1 MATIC 2021-Nov-02 2021-Nov-02 DEPOSIT
bZx 0x0acc0e5faa09cb1976237c3a9af3d3d4b2f35fa5-1 -1 ETH 2021-Nov-05 2021-Nov-05 WITHDRAWAL
Metaplay 0x0040c81b7de0953e5b9fc056700479cace1b750013 364 ETH 2021-Nov-08 2021-Nov-26 DEPOSIT
YFETH / BITTO Nov 2021 0x741baf5cd5ebb2bad15f5b6b50c4661bd40db5b67 25 ETH 2021-Nov-08 2021-Nov-08 DEPOSIT
DPRK-785 0x6560e818728269f51eaa0cdc3f8aa1ac03103198-7 -322 ETH 2021-Nov-08 2021-Nov-08 WITHDRAWAL
bzx bondly mgnr misc? 0xcab44e75bc3844331711247b9677df090e98916d-18 -810 ETH 2021-Nov-09 2021-Dec-07 WITHDRAWAL
DPRK-785 0x2cf79ade61c36925463b02505d7186eabc1d8f2c-10 -361 ETH 2021-Nov-25 2021-Nov-27 WITHDRAWAL
bzx 0x20d9e73aafe69a3cd66ad7477de7358d0ed44b10115 10960 ETH 2021-Nov-15 2021-Dec-13 DEPOSIT
bZx (DPRK-785) 0xc7c6d42875fd091faa16ad0225f587158f47fce4-41 -4100 ETH 2021-Dec-03 2021-Dec-10 WITHDRAWAL
bZx (DPRK-785) 0x683c3d42325ca1beb2475f443c916832f0bd10f2-13 -940 ETH 2021-Dec-18 2021-Dec-18 WITHDRAWAL
bZx (DPRK-785) 0x785b9940eaf44be2b832c61816ff873b97a8ad63-104 -9113 ETH 2021-Dec-23 2022-Jun-13 WITHDRAWAL
bzx bondly mgnr misc? 0x910ec79400ac34ea416350b1b00a62682e5c403a-1 -100 ETH 2021-Dec-26 2021-Dec-26 WITHDRAWAL
bzx bondly mgnr misc? 0xf3fe0ba23c4780e27d2157f3e1254c1a79d043bc-5 -41 ETH 2022-Jan-06 2022-Jan-06 WITHDRAWAL
mgnr 0x6fd6dc99efd74786b76cfb2f776f38aaa509eea015 654 ETH 2022-Jan-14 2022-Feb-11 DEPOSIT
DPRK-785 0x964d7c2e0dff7f929d1a53238d3a4943fd9fd342-23 -1103 ETH 2022-Jan-15 2022-Feb-12 WITHDRAWAL
Jan 15 2022 Theft 0xa1ae8d19cc6adc3b0bc701013cdc459b8831ba277 160 ETH 2022-Jan-15 2022-Jan-15 DEPOSIT
bzx bondly mgnr misc? 0x9723e2de1a4e15943287024662440eacf474d3e3-8 -62 ETH 2022-Jan-15 2022-Jan-15 WITHDRAWAL
Jan 31 2022 Theft 0xbc18578cb9dceab30f75d4e9d1a25d776f346c7f7 520 ETH 2022-Jan-31 2022-Jan-31 DEPOSIT
Dust Collector 0x2d7554062664050294640891a122019a68ac5a2b5 140 ETH 2022-Feb-11 2022-Feb-12 DEPOSIT
Arthur0x 0xb09e66b66b7daa35699496ff560e1034990e5e3a21 588 ETH 2022-Mar-24 2022-Mar-30 DEPOSIT
mgnr? 0xd6897f53b7120054be1afd8c47d68740fcadab7d22 1138 ETH 2022-Mar-28 2022-Mar-30 DEPOSIT
DPRK-785 0xe51c218552f01984cfabd17aff7b75a8e281464e-13 -1300 ETH 2022-Mar-28 2022-Mar-28 WITHDRAWAL
bzx bondly mgnr misc? 0xb49d121d8272bca681049fc28d0fa22c8ad91caf-13 -130 ETH 2022-Mar-31 2022-Mar-31 WITHDRAWAL
Wonderhero 0x67dbb7020af3ae92a6d0e136e4e693a35bbb0db218 745.2 BNB 2022-Apr-07 2022-Apr-17 DEPOSIT
990 BTC 0xe14239abf00eb1eab0ef94fb29b3aaea706a6672-1 -1 ETH 2022-Apr-18 2022-Apr-18 WITHDRAWAL
990 BTC 0xe14239abf00eb1eab0ef94fb29b3aaea706a66723 WBTC 2022-May-03 2022-May-03 DEPOSIT
990 BTC 0xb3e1ad4fa95c9a70a14c57bd4bcbdc49ac24158d8 800 ETH 2022-May-04 2022-May-04 DEPOSIT
990 BTC 0x510db06de3bd264dedaae2a97562ab97830c768e-1 -1 ETH 2022-May-04 2022-May-04 WITHDRAWAL
990 BTC 0x510db06de3bd264dedaae2a97562ab97830c768e6 600 ETH 2022-May-07 2022-May-07 DEPOSIT
990 BTC 0x24cfa457c945805356eef3b4481aa31cc0baae6a-1 -1 ETH 2022-May-12 2022-May-12 WITHDRAWAL
990 BTC 0xad28e828e60e06eb3c584a5e0004d5f0d1e55430-1 -10 ETH 2022-May-13 2022-May-13 WITHDRAWAL
990 BTC 0x24cfa457c945805356eef3b4481aa31cc0baae6a9 900 ETH 2022-May-13 2022-May-13 DEPOSIT
990 BTC 0xad28e828e60e06eb3c584a5e0004d5f0d1e5543034 3301 ETH 2022-May-15 2022-Jun-20 DEPOSIT
990 BTC 0x223e883a2de7a1632e81ea2aa661fec9137ba14d-14 -1400 ETH 2022-May-16 2022-May-17 WITHDRAWAL
990 BTC 0x240a8c2f04cc93c310e558eb558a3d578cc0cb43-1 -1 ETH 2022-May-16 2022-May-16 WITHDRAWAL
990 BTC 0x240a8c2f04cc93c310e558eb558a3d578cc0cb4323 2300 ETH 2022-May-18 2022-Jun-07 DEPOSIT
990 BTC 0xb76ed68f1d2f223e7bba5ed46cfac469b381accc-8 -800 ETH 2022-May-18 2022-May-18 WITHDRAWAL
990 BTC 0x2a627ece515aec66935ec611aaa1bc55a425dc57-5 -23 ETH 2022-May-18 2022-Jun-06 WITHDRAWAL
990 BTC 0x2a627ece515aec66935ec611aaa1bc55a425dc5727 2700 ETH 2022-May-20 2022-Jun-07 DEPOSIT
Advcash Withdrawal 0x13a7184dab50ee54d798053a5ba80a6e44f7dfaa-8 -800 ETH 2022-Jun-07 2022-Jun-07 WITHDRAWAL
TC<>REN UNKNOWN Advcash? 0x30534f4bdaa9f064001f52a4ed4be9251bb2201e-7 -700 ETH 2022-Jun-07 2022-Jun-07 WITHDRAWAL
DPRK-785 0xa6c0e456f11f365802b8ee09763af2fef43b5e43-13 -75.1 ETH 2022-Jun-21 2022-Jul-05 WITHDRAWAL
DPRK AdvCash Hack 11 0x1dd0d39901b9586cdd91c492a32f78c8e8dc362d-1 -1 ETH 2022-Jun-30 2022-Jun-30 WITHDRAWAL
Noones Paxful 0x9c3d148641e339c2b03b3c5a73d61c0f9c850eeb-30 -26.4 ETH 2022-Jul-04 2022-Sep-15 WITHDRAWAL
DPRK-785 0xa2bf46728e21878f7ae06830b27bc271c845044a-4 -4 ETH 2022-Aug-24 2022-Aug-24 WITHDRAWAL
Bondly Finance + MetaPlay 0x2ee6f063e99d93fdf2f276b24cfe982f570ae5df1 1 ETH 2022-Nov-21 2022-Nov-21 DEPOSIT
"A Large Theft" 0x79b1e1b8b83c240dd92b37f19102fd64cc4a8df3-1 -1 ETH 2023-Jun-11 2023-Jun-11 WITHDRAWAL
"A Large Theft" 0x7b9e76e4696eb05a0b110a9d3235e041b747ccec23 1044.5 ETH 2023-Jul-19 2023-Jul-19 DEPOSIT
"A Large Theft" 0x039b8ae3497b024df84981a0beef76c5d232c1236 600 ETH 2023-Jul-19 2023-Jul-19 DEPOSIT
"A Large Theft" 0x039b8ae3497b024df84981a0beef76c5d232c123-1 -10 ETH 2023-Jul-19 2023-Jul-19 WITHDRAWAL
"A Large Theft" 0xcf945b97dcac69c09a82cd6c2f2a29afecc21a2315 1050 ETH 2023-Jul-31 2023-Jul-31 DEPOSIT
"A Large Theft" 0xda26d091750530fcd8ca58f308052392940d61f120 2000 ETH 2023-Aug-03 2023-Aug-03 DEPOSIT
"A Large Theft" 0x1db414f733c546eb0999d300e43882dec8f4dbfe24 2000.4 ETH 2023-Aug-03 2023-Aug-23 DEPOSIT
"A Large Theft" 0x1db414f733c546eb0999d300e43882dec8f4dbfe-2 -2 ETH 2023-Aug-03 2023-Aug-03 WITHDRAWAL
Steadefi 0xe10d4a5bd440775226c7e1858f573e379d0aca3615 624.3 ETH 2023-Aug-12 2023-Aug-29 DEPOSIT
Steadefi / Coinshift 0xc884cf2fb3420420ed1f3578eaecbde53468f32e-4 -400 ETH 2023-Aug-13 2023-Aug-24 WITHDRAWAL
Steadefi / Coinshift 0x9f8941cd7229aa3047f05a7ee25c7ce13cbb8c41-6 -321 ETH 2023-Aug-13 2023-Aug-26 WITHDRAWAL
Steadefi / Coinshift 0x4e75c46c299ddc74bac808a34a778c863bb59a4e-8 -800 ETH 2023-Aug-14 2023-Aug-26 WITHDRAWAL
Coinshift 0xbcd5b968a79a04bf2bb942a449f10c20a7121ed8-1 -10 ETH 2023-Aug-14 2023-Aug-14 WITHDRAWAL
"A Large Theft" 0xccd6cc974ef7b502e0c1906e873ad0db570ad7f23 0.3 ETH 2023-Aug-22 2023-Aug-22 DEPOSIT
Coinshift 0x68c4a151d436ec1c5448d225a97bd19cce4dfed09 900 ETH 2023-Aug-23 2023-Aug-24 DEPOSIT
"A Large Theft" 0x3d5811e628d2b22ca648e72e0ffd8f6e2bdad12811 6.5 ETH 2023-Sep-14 2023-Sep-14 DEPOSIT
Fantom Foundation 0x0b1f29df74a19c44745862ab018d925501fe95963 300 ETH 2023-Oct-25 2023-Oct-25 DEPOSIT
Maverick 0x6f79657e33ff6816349c81e2e9852d76b39370c225 1514.5 ETH 2023-Oct-28 2023-Nov-08 DEPOSIT
Maverick 0x6bad396db5d5acd96beb708ffa289c187658df8d-1 -0.1 ETH 2023-Oct-28 2023-Oct-28 WITHDRAWAL
Fantom Foundation 0x5cdeffa84ee3c203fee7a3901d90ff464ebff80146 4600 ETH 2023-Oct-31 2023-Nov-07 DEPOSIT
Maverick 0x7951e4afd5cae8c37b5cfa4113b7c410ee4a47e4-2 -101 ETH 2023-Nov-01 2023-Nov-01 WITHDRAWAL
Maverick 0x09dd5c49ea8f388b0dcdc981576dd558ae9169c811 1100 ETH 2023-Nov-01 2023-Nov-01 DEPOSIT
Maverick 0xff3bb2f6ea4bd8936b6f06a082a9213503f13a89-4 -400 ETH 2023-Nov-01 2023-Nov-01 WITHDRAWAL
Maverick 0x09dd5c49ea8f388b0dcdc981576dd558ae9169c8-1 -0.1 ETH 2023-Nov-01 2023-Nov-01 WITHDRAWAL
Noones Paxful 0xe07af4f94b84b4ed4efefc1873dde8c10bec5bd8-7 -700 ETH 2023-Nov-02 2023-Nov-03 WITHDRAWAL
Maverick 0x6f79657e33ff6816349c81e2e9852d76b39370c2-2 -100.1 ETH 2023-Nov-03 2024-Feb-02 WITHDRAWAL
Noones Paxful 0x0473ec59d145c855d932c564d716bf93c4e7e998-1 -100 ETH 2023-Nov-04 2023-Nov-04 WITHDRAWAL
Maverick 0x7df37cd7441f04e65351b6a1fde9b495e6f1d9b7-4 -400 ETH 2023-Nov-05 2023-Nov-05 WITHDRAWAL
Maverick 0x39350d8b1a9bdb5f24ecb993b978bc383d475c4b10 1000 ETH 2023-Nov-05 2023-Nov-05 DEPOSIT

https://etherscan.io/address/0x81c764add7a228ccd3b7fad1f46e06d55c39f7a2
https://etherscan.io/address/0xfc5e25d4369d9514f64aa1109f9dfa759a91273b
https://etherscan.io/address/0x78a9903af04c8e887df5290c91917f71ae028137
https://etherscan.io/address/0x05492cbc8fb228103744ecca0df62473b2858810
https://etherscan.io/address/0x58e5bfe43056e64580e23458e1a9f323cebf6b3a
https://etherscan.io/address/0x313d06759af5696d6ee3f5965408e9c5b658fb7e
https://etherscan.io/address/0x5ebc7d1ff1687a75f76c3edfabcde89d1c09cd5f
https://etherscan.io/address/0x0ac52adaeaa9052ce2349bef772fe229287e7c70
https://etherscan.io/address/0x47664fa285ab01414d1c3714e6f7fe27c40591d7
https://etherscan.io/address/0x365d2c5220989a068d8b0e95625875c55166297b
https://bscscan.io/address/0x419787019b991ac2c765a14467d177c6c0b05c00
https://bscscan.io/address/0xc433d50dd0614c81ee314289ec82aa63710d25e8
https://etherscan.io/address/0x5b24da735fd5835ec5afb5abf9f3e89270e609c8
https://etherscan.io/address/0x6aa01f3165c8c4a6c7d54bae760fcce5fa8e62dc
https://etherscan.io/address/0xefdd66340b2988bc8c90147318066e9816e9ab86
https://etherscan.io/address/0xf49193605dcbccc6b8c2ea4b22795ec1ef090ee0
https://etherscan.io/address/0x0acc0e5faa09cb1976237c3a9af3d3d4b2f35fa5
https://etherscan.io/address/0x6560e818728269f51eaa0cdc3f8aa1ac03103198
https://etherscan.io/address/0xcab44e75bc3844331711247b9677df090e98916d
https://etherscan.io/address/0x2cf79ade61c36925463b02505d7186eabc1d8f2c
https://etherscan.io/address/0xc7c6d42875fd091faa16ad0225f587158f47fce4
https://etherscan.io/address/0x683c3d42325ca1beb2475f443c916832f0bd10f2
https://etherscan.io/address/0x785b9940eaf44be2b832c61816ff873b97a8ad63
https://etherscan.io/address/0x910ec79400ac34ea416350b1b00a62682e5c403a
https://etherscan.io/address/0xf3fe0ba23c4780e27d2157f3e1254c1a79d043bc
https://etherscan.io/address/0x964d7c2e0dff7f929d1a53238d3a4943fd9fd342
https://etherscan.io/address/0x9723e2de1a4e15943287024662440eacf474d3e3
https://etherscan.io/address/0xe51c218552f01984cfabd17aff7b75a8e281464e
https://etherscan.io/address/0xb49d121d8272bca681049fc28d0fa22c8ad91caf
https://etherscan.io/address/0xe14239abf00eb1eab0ef94fb29b3aaea706a6672
https://etherscan.io/address/0x510db06de3bd264dedaae2a97562ab97830c768e
https://etherscan.io/address/0x24cfa457c945805356eef3b4481aa31cc0baae6a
https://etherscan.io/address/0xad28e828e60e06eb3c584a5e0004d5f0d1e55430
https://etherscan.io/address/0x223e883a2de7a1632e81ea2aa661fec9137ba14d
https://etherscan.io/address/0x240a8c2f04cc93c310e558eb558a3d578cc0cb43
https://etherscan.io/address/0xb76ed68f1d2f223e7bba5ed46cfac469b381accc
https://etherscan.io/address/0x2a627ece515aec66935ec611aaa1bc55a425dc57
https://etherscan.io/address/0xa6c0e456f11f365802b8ee09763af2fef43b5e43
https://etherscan.io/address/0x1dd0d39901b9586cdd91c492a32f78c8e8dc362d
https://etherscan.io/address/0x9c3d148641e339c2b03b3c5a73d61c0f9c850eeb
https://etherscan.io/address/0xa2bf46728e21878f7ae06830b27bc271c845044a
https://etherscan.io/address/0x79b1e1b8b83c240dd92b37f19102fd64cc4a8df3
https://etherscan.io/address/0x039b8ae3497b024df84981a0beef76c5d232c123
https://etherscan.io/address/0x1db414f733c546eb0999d300e43882dec8f4dbfe
https://etherscan.io/address/0xc884cf2fb3420420ed1f3578eaecbde53468f32e
https://etherscan.io/address/0x9f8941cd7229aa3047f05a7ee25c7ce13cbb8c41
https://etherscan.io/address/0x4e75c46c299ddc74bac808a34a778c863bb59a4e
https://etherscan.io/address/0xbcd5b968a79a04bf2bb942a449f10c20a7121ed8
https://etherscan.io/address/0x6bad396db5d5acd96beb708ffa289c187658df8d
https://etherscan.io/address/0x7951e4afd5cae8c37b5cfa4113b7c410ee4a47e4
https://etherscan.io/address/0xff3bb2f6ea4bd8936b6f06a082a9213503f13a89
https://etherscan.io/address/0x09dd5c49ea8f388b0dcdc981576dd558ae9169c8
https://etherscan.io/address/0xe07af4f94b84b4ed4efefc1873dde8c10bec5bd8
https://etherscan.io/address/0x6f79657e33ff6816349c81e2e9852d76b39370c2
https://etherscan.io/address/0x0473ec59d145c855d932c564d716bf93c4e7e998
https://etherscan.io/address/0x7df37cd7441f04e65351b6a1fde9b495e6f1d9b7


Noones Paxful 0x7ac2edbbf35a407bd89197f4c44b8f601063fdf0-3 -300 ETH 2023-Nov-06 2023-Nov-06 WITHDRAWAL
Noones Paxful 0x7c00fca1bb773b90a19c95073c0c1ecf327a1398-3 -300 ETH 2023-Nov-06 2023-Nov-06 WITHDRAWAL
Maverick 0xaefd6706dc86ee8bae043a09c04ada4cc21ed7808 800 ETH 2023-Nov-06 2023-Nov-06 DEPOSIT
Noones Paxful 0x032b3346b6561d857648a690396735df411e94bd-4 -400 ETH 2023-Nov-06 2023-Nov-06 WITHDRAWAL
Maverick 0xedbaeaaff1bf45afc84f85e03c178722a47795fe-5 -500 ETH 2023-Nov-07 2023-Nov-09 WITHDRAWAL
Noones Paxful 0xc3ca12bad3836ef6af0804c3e5cfa5ad023bae5f-3 -300 ETH 2023-Nov-08 2023-Nov-08 WITHDRAWAL
Maverick 0xbcf20bcedbe3e4572dc0321fdd2881a2b143dd063 300 ETH 2023-Nov-09 2023-Nov-09 DEPOSIT
Noones Paxful 0xd39b2cb229d0618949e5da8304d74fc943f72faf-2 -200 ETH 2023-Nov-09 2023-Nov-09 WITHDRAWAL
EasyFi / Maverick / Fantom0x1bd84154e09648844a8a1bda8522373bdee009ee-2 -200 ETH 2023-Nov-11 2023-Nov-11 WITHDRAWAL
Maverick 0xd3f9bc5178b24c83773c2ae2ecc0025b50ce542217 803.6 ETH 2023-Nov-11 2023-Nov-11 DEPOSIT
Noones Paxful 0x22ad32132678136b478db7fb1b4843c4a6cb4f01-3 -300 ETH 2023-Nov-14 2023-Nov-14 WITHDRAWAL
Unknown 0xa850a9de1dbc9f8988723e63b9f7011d7633cb00-5 -400.1 ETH 2023-Nov-16 2023-Nov-16 WITHDRAWAL
EasyFi 0xdfc4064a6ebb62e3620bf03bd2a841a382b5bedd-1 -0.1 ETH 2023-Nov-20 2023-Nov-20 WITHDRAWAL
Easyfi 0xdfc4064a6ebb62e3620bf03bd2a841a382b5bedd24 2040 ETH 2023-Nov-20 2023-Dec-02 DEPOSIT
Theft Nov 27 0x9fc022309a273d83a36e558c822d219375782672-1 -1 ETH 2023-Nov-22 2023-Nov-22 WITHDRAWAL
Noones Paxful 0x99ac9eececec282671003a3055c044f54d02bfa8-6 -600 ETH 2023-Nov-23 2023-Nov-23 WITHDRAWAL
Maverick 0x5df8a86a2eb8e1a21847d2cd5c0691f0c131e162-1 -1 ETH 2023-Nov-24 2023-Nov-24 WITHDRAWAL
Noones Paxful 0xc0ca977b1bf3720099a39870c8e65f6dc4302a13-1 -1 ETH 2023-Nov-24 2023-Nov-24 WITHDRAWAL
Noones Paxful 0x4509e930fd366bacd9e6cc64be4e706765046248-1 -100 ETH 2023-Nov-25 2023-Nov-25 WITHDRAWAL
Noones Paxful Tether BL 2023-12-040x81a4869e941ca22d1a0ecff934abf87976d4578a-3 -300 ETH 2023-Dec-03 2023-Dec-03 WITHDRAWAL
Noones Paxful 0x1d2c34456ae45696113c2d23c6d3641953c1c1c4-4 -40 ETH 2023-Dec-15 2023-Dec-15 WITHDRAWAL
Samudai 0x112f27ddcbaec0958b000a79db4730a2135761af5 500 ETH 2024-Jan-18 2024-Jan-18 DEPOSIT
Ragequit / Go-around 0xcaa26204b5442bd068a3de37d5ff1de20fe87bab10 1000 ETH 2023-Nov-20 2023-Nov-20 DEPOSIT
Ragequit / Go-around 0xfaf060caa8a750f2ac8f479731a6a95a213ec95a-1 -100 ETH 2023-Nov-28 2023-Nov-28 WITHDRAWAL
Ragequit / Go-around 0x26cd5e55f12da4ced95be8c8d8096ceebcdf9849-10 -1000 ETH 2023-Nov-28 2023-Nov-28 WITHDRAWAL

Advcash Depo 0xf573d864e5cc10f0351a1ac2c058ba5fe1b9fca2-1 -10 ETH 2022-Mar-09 2022-Mar-09 WITHDRAWAL
Advcash Depo 0xacb5c99c1f9ecfb109862deb3a2779b20fe5b86611 1100 ETH 2022-Mar-11 2022-Mar-11 DEPOSIT
AdvCash Depo 0x9ad084fb5e38eba8031b6b1cd1ecc06fc03f59035 500 ETH 2022-May-02 2022-May-02 DEPOSIT
Advcash? 0x9f197bb0edbbc82c7a1e5937498f5146f8afc98e-1 -1 ETH 2022-Mar-24 2022-Mar-24 WITHDRAWAL
Advcash? 0x9f197bb0edbbc82c7a1e5937498f5146f8afc98e7 700 ETH 2022-Mar-29 2022-Mar-29 DEPOSIT
Advcash Depo 0xb21a6e7ea0d67d45c6fe3ffed967584e09c35b37-1 -1 ETH 2022-Mar-11 2022-Mar-11 WITHDRAWAL
Advcash Depo 0xf573d864e5cc10f0351a1ac2c058ba5fe1b9fca25 400.1 ETH 2022-Mar-14 2022-Mar-14 DEPOSIT
Advcash Depo 0x9a321710c07cce493e16aa136622390dff28a7632 101 ETH 2022-Mar-14 2022-May-19 DEPOSIT
Advcash Depo 0x650c851033fd1d5b4b79f43a70cb7cc4e16a68e6-1 -1 ETH 2022-Mar-17 2022-Mar-17 WITHDRAWAL
Advcash Depo 0xb21a6e7ea0d67d45c6fe3ffed967584e09c35b3720 1451 ETH 2022-Mar-17 2022-May-26 DEPOSIT
Advcash Depo 0x9a9b3a00bce0b4dc15a93e26d66ae9d8dd2e7dc428 2710 ETH 2022-Mar-21 2022-Mar-24 DEPOSIT
Advcash? 0x14667f9e2c6c2110f0efb310bd196e2338872ce7-5 -500 ETH 2022-Mar-22 2022-Mar-22 WITHDRAWAL
??? Advcash ???? 0xba40550e93554a7ebea65683200f558b58d50a3619 78.4 ETH 2023-May-26 2023-Sep-28 DEPOSIT
Advcash? 0xd6817715145fb5f04ee76c5a6ea05aa9ab9b8dd6-2 -110 ETH 2023-Sep-09 2023-Sep-28 WITHDRAWAL
Advcash? 0x8abdafcf80add25b9622ea9f53b2fa4a6d5366832 10 WBTC, ETH 2021-Dec-01 2021-Dec-03 WITHDRAWAL
Advcash? 0xf7c9982f29b5afee7fe033f462523c00703238bc-2 -200 ETH 2021-Oct-28 2021-Oct-28 WITHDRAWAL
Advcash? 0x504436b4ee84725501cf5953f87274be99965dd3-1 -10 ETH 2021-Oct-08 2021-Oct-08 WITHDRAWAL
????? DPRK EasyFi/Mav/Fant ????0x79c79f35d44a91f7dc4ec941d60b232756e0258d-28 -2800 ETH 2023-Nov-02 2023-Nov-10 WITHDRAWAL
????? DPRK EasyFi/Mav/Fant ????0xd1043e1352d8e6b1173a837e838b249934f5b402-9 -900 ETH 2023-Nov-08 2023-Nov-10 WITHDRAWAL
????? DPRK EasyFi/Mav/Fant ????0x7fbba6b268c509cd050662588b7cabe09c0a98b4-1 -100 ETH 2023-Nov-23 2023-Nov-23 WITHDRAWAL
????? DPRK EasyFi/Mav/Fant ????0x9cd2e6a8397254f9bc0704bb22fa571cab5b9106-1 -100 ETH 2023-Nov-23 2023-Nov-23 WITHDRAWAL
????? DPRK EasyFi/Mav/Fant ????0x0e5544f89c43b10e0167a5c726a8100200a46f29-1 -100 ETH 2023-Nov-23 2023-Nov-23 WITHDRAWAL
????? DPRK EasyFi/Mav/Fant ????0xe04319381fe300fce559c1ce5643b3a925a4193d-1 -100 ETH 2023-Nov-23 2023-Nov-23 WITHDRAWAL
????? DPRK EasyFi/Mav/Fant ????0x24bae8a4dc234690883d3456eb602a8f118dffa5-1 -100 ETH 2023-Dec-11 2023-Dec-11 WITHDRAWAL
????? DPRK EasyFi/Mav/Fant ????0xd4fd1b13bffc248ea9c72ce89c08db27dd0c4105-1 -100 ETH 2023-Dec-12 2023-Dec-12 WITHDRAWAL
????? DPRK EasyFi/Mav/Fant ????0xee33f435e8ff03e15a2f67d524eceef3b8131c46-1 -100 ETH 2023-Dec-12 2023-Dec-12 WITHDRAWAL
????? DPRK EasyFi/Mav/Fant ????0x797894270ebaca1b9f71f896a08a7580972fca79-1 -100 ETH 2023-Dec-12 2023-Dec-12 WITHDRAWAL
????? DPRK EasyFi/Mav/Fant ????0xc48b84d391b9a8eb3a68dd3c4799c5746a3c97e0-1 -100 ETH 2023-Dec-12 2023-Dec-12 WITHDRAWAL
????? DPRK EasyFi/Mav/Fant ????0x732dd43a28a44de85082408c7eee69a2c1832eb0-1 -100 ETH 2023-Dec-12 2023-Dec-12 WITHDRAWAL
????? DPRK EasyFi/Mav/Fant ????0xeb110d04299c2a72df51a1c2dcf2ddff7110f2d0-1 -100 ETH 2023-Dec-12 2023-Dec-12 WITHDRAWAL

https://etherscan.io/address/0x7ac2edbbf35a407bd89197f4c44b8f601063fdf0
https://etherscan.io/address/0x7c00fca1bb773b90a19c95073c0c1ecf327a1398
https://etherscan.io/address/0x032b3346b6561d857648a690396735df411e94bd
https://etherscan.io/address/0xedbaeaaff1bf45afc84f85e03c178722a47795fe
https://etherscan.io/address/0xc3ca12bad3836ef6af0804c3e5cfa5ad023bae5f
https://etherscan.io/address/0xd39b2cb229d0618949e5da8304d74fc943f72faf
https://etherscan.io/address/0x1bd84154e09648844a8a1bda8522373bdee009ee
https://etherscan.io/address/0x22ad32132678136b478db7fb1b4843c4a6cb4f01
https://etherscan.io/address/0xdfc4064a6ebb62e3620bf03bd2a841a382b5bedd
https://etherscan.io/address/0x9fc022309a273d83a36e558c822d219375782672
https://etherscan.io/address/0x99ac9eececec282671003a3055c044f54d02bfa8
https://etherscan.io/address/0x5df8a86a2eb8e1a21847d2cd5c0691f0c131e162
https://etherscan.io/address/0xc0ca977b1bf3720099a39870c8e65f6dc4302a13
https://etherscan.io/address/0x4509e930fd366bacd9e6cc64be4e706765046248
https://etherscan.io/address/0x81a4869e941ca22d1a0ecff934abf87976d4578a
https://etherscan.io/address/0x1d2c34456ae45696113c2d23c6d3641953c1c1c4
https://etherscan.io/address/0xacb5c99c1f9ecfb109862deb3a2779b20fe5b866
https://etherscan.io/address/0x9ad084fb5e38eba8031b6b1cd1ecc06fc03f5903
https://etherscan.io/address/0x9f197bb0edbbc82c7a1e5937498f5146f8afc98e
https://etherscan.io/address/0x9f197bb0edbbc82c7a1e5937498f5146f8afc98e
https://etherscan.io/address/0xf573d864e5cc10f0351a1ac2c058ba5fe1b9fca2
https://etherscan.io/address/0x9a321710c07cce493e16aa136622390dff28a763
https://etherscan.io/address/0x650c851033fd1d5b4b79f43a70cb7cc4e16a68e6
https://etherscan.io/address/0xb21a6e7ea0d67d45c6fe3ffed967584e09c35b37
https://etherscan.io/address/0x9a9b3a00bce0b4dc15a93e26d66ae9d8dd2e7dc4
https://etherscan.io/address/0x14667f9e2c6c2110f0efb310bd196e2338872ce7
https://etherscan.io/address/0xba40550e93554a7ebea65683200f558b58d50a36
https://etherscan.io/address/0xd6817715145fb5f04ee76c5a6ea05aa9ab9b8dd6
https://etherscan.io/address/0x504436b4ee84725501cf5953f87274be99965dd3
https://etherscan.io/address/0x79c79f35d44a91f7dc4ec941d60b232756e0258d
https://etherscan.io/address/0xd1043e1352d8e6b1173a837e838b249934f5b402
https://etherscan.io/address/0x7fbba6b268c509cd050662588b7cabe09c0a98b4
https://etherscan.io/address/0x9cd2e6a8397254f9bc0704bb22fa571cab5b9106
https://etherscan.io/address/0x0e5544f89c43b10e0167a5c726a8100200a46f29
https://etherscan.io/address/0xe04319381fe300fce559c1ce5643b3a925a4193d
https://etherscan.io/address/0x24bae8a4dc234690883d3456eb602a8f118dffa5
https://etherscan.io/address/0xd4fd1b13bffc248ea9c72ce89c08db27dd0c4105
https://etherscan.io/address/0xee33f435e8ff03e15a2f67d524eceef3b8131c46
https://etherscan.io/address/0x797894270ebaca1b9f71f896a08a7580972fca79
https://etherscan.io/address/0xc48b84d391b9a8eb3a68dd3c4799c5746a3c97e0
https://etherscan.io/address/0x732dd43a28a44de85082408c7eee69a2c1832eb0
https://etherscan.io/address/0xeb110d04299c2a72df51a1c2dcf2ddff7110f2d0


Most of the stolen funds converge on the following two Ethereum addresses:
0x437147da920714fec4822f0666d940945f9c972b
0x83a2eb63b6cc296529468afa85dbde4a469d8b37

The perpetrator used those addresses to systematically trade the different assets for RenBTC, a token designed to peg BTC 1-to-1. 
After that,  RenBTC was used as a bridge to convert the RenBTC tokens to an equal amount of BTC, minus fees, on the Bitcoin 
blockchain.
The addresses on the Bitcoin blockchain receiving the resulting BTC are the following ones:
a3507956b7c72ebb5ca950abdf2183b015c403b0f83c67b28f6de12759511724
Address: 1PsLLdQhhfA5GEu1XHcpLnffaDxLpQZBvh
Amount: 14.49606954 BTC
Date: 20/04/2021 08:51 UTC
c2949b10e22c3a235c08f2b78c6c839ea8955a5e89c69232627b31f77636f967
Address: 1395hgVUB2P7yv145sRbt6Ykbi3qargnoD
Amount: 24.74274461 BTC
Date: 21/04/2021 05:59 UTC
e0d56ea73302b422b1f377e297f9581f133924fb1db5ceb7847ff22c80a8b956
Address: 17WFZENdcgkCvVjENQWJnqwXyiCkgTdGbi
Amount: 12.32709213 BTC
Date: 21/04/2021 14:00 UTC
47d23bd06022cdafa62f038cf2b9e0b912d0ec0b1da884252ce67dbb8f8a3bd4
Address: 1DzGYwnUKu9ukGBKm8kTvoezjfCQ2qLwYr
Amount: 123.96806962 BTC
Date: 19/04/2021 23:06 UTC
bfeb4477cbcdb415ba285ad9114f769b5aa2c15c260a5f6a626dae8b7e640d73
Address: 14BGW1f5eyvhQkgTUPBjrL2UvcMaSTubL1
Amount: 13.35818565 BTC
Date: 21/04/2021 06:42 UTC
An additional deposit of stolen funds to Chipmixer also takes place using RenBTC. However, that amount being negligible compared to the total 
flow passing through Chipmixer, it wasn’t feasible to undoubtedly match it to a withdrawal.
0a6f220fdc821ec1743a9a201e16a038d474b1554520e9922734e6c62628e7b2
Address: 1ZBN1htJPHJvXSr4n77TqXtJdDhw5egP7
Amount: 6.31196265 BTC
Date: 28/04/2021 07:20 UTC

A careful examination of Bitcoin transactions and the use of Chainalysis attribution data makes it possible to assess beyond doubt 
that the Bitcoin receiving addresses are deposit addresses of the Bitcoin mixer Chipmixer.com.
Although Chipmixer is designed to break the chain of ownership between deposits and withdrawals, in this particular case, it is possible to de-
anonymize the withdrawals using volume and time analysis.

The withdrawal addresses from Chipmixer are the following ones:
bc1q75f989p3x42ys05k8490pt4gxksywxvr8e5t4e
bc1qdkfh5q8ss8yx6422epuneee6t8u0hjpq7dtg7f
bc1qu79cnt8wr2954ul9f96vfc8a7ge95f7cp75q9d
bc1qa34lt4ye39u3c2k7d5dymgydq5wkjewkwxhqek
bc1qpvfsku20rxe6k4supdzu9cuua5x8rdyy0za82d
bc1qk6quxamg4x4jwv0kxnpedqnlgp3zwykp7u0fz0
bc1q5lfwgap0u8ur3r2sqpf50rzx8rmvqzenwdmp9r
bc1quzz3z2a7w6snt9he5cl4sklwu64d0yfqy4khrg
bc1qkgwmv0d9p6473g6kast7h0mrpswxzrlzf65rla
bc1q2u7n69pdzm0886gggmznyhty0af4l4nzqkdgrs
bc1qsa8uxs6j8dqnx82mg97svdvdn9sr5gl68lzjax
bc1qath2ss884adh48xrqjcmz3789vmvmrwlfy8zjf
bc1qgznjavvfczl7lzqukwtwkysj27vsw8gty62tm9
bc1qd5h4uxl50p6f3y3hlkzgv2wj33pc0fxedqdakx



bc1qctxsadq92nuqkcv5pst4jfvzfq6ngz7kxucz6p

The total amount deposited into Chipmixer before April 22 sums up 188.89216155 BTC, and the amount withdrawn from Chipmixer  equals 
179.02344254 BTC. This amount matches with the total sent amount minus the Chipmixer fees, and because there are no other withdrawals 
with similar characteristics during a reasonable period after the deposit of the stolen assets, it is reasonable to conclude that those are the stolen 
assets the perpetrator withdrew from Chipmixer.

The 179.02344254 BTC is then sent back to the Ethereum blockchain using Ren bridge on April 22, at 03:06:46 UTC on the following 
Bitcoin transaction:
84b7c4a2b79d454bbb1636d6d872ed367bbcf4b664193b7b8baded8675085935

It is possible to find, parsing all the output transactions from the Ren smart contract, a transaction sending the same value that was 
previously deposited to the Ren bridge on the Bitcoin blockchain. Because the amount is substantial, and there is no other amount 
being sent out from Ren during that period, there is no place for a doubt assessing the stolen assets are sent to a particular Ethereum 
address on the following transaction:
0xbeb56f2ad2b41339c377cbdb713e88b565af5bba407de24edaabf473a82967fd
Date: April 22, 2021 at 03:06:46 AM UTC
Beneficiary: 0x313d06759af5696d6ee3f5965408e9C5b658Fb7E
Amount: 179.02344254 RenBTC

The perpetrator or an accomplice then sold the RenBTC tokens for DAI, a token designed to peg the USD 1-to-1, until accumulating 
9,614,339.28 DAI tokens, that are afterwards transferred on the following transactions:
0xb8944f8caa29524f28917040205ab29ddfeaaeb3e16de15589e54372b9eed891
Date: April 23, 2021 at 12:51:14 AM UTC
Sender: 0x313d06759af5696d6ee3f5965408e9c5b658fb7e
Receiver: 0x38720d56899d46cad253d08f7cd6cc89d2c83190
Amount: 9,614,339.280582689994388992 DAI

The address 0x38720d56899d46cad253d08f7cd6cc89d2c83190 swapped DAI tokens for USDT and sent a total amount of 
5,981,992.75529 USDT to the following address:
0xaAa51A89c7D3342E0c4e6084713Aa44248a7A232

Finally, address 0xaAa51A deposited a total amount of 4,746,461.00 USDT to the following two Binance deposit addresses:
0x27a9d7D17D72a5A67115dBF381b121B51D8b5Dd8
0xabEF0DF725EF5d2f0354c59ea3cCB161aBc11515



T [1/4/23 3:43 PM]

does anyone know who 0x785b9940eaf44be2b832c61816ff873b97a8ad63 is?

funder is 0xc7c6d42875fd091faa16ad0225f587158f47fce4

J [1/4/23 3:44 PM]

it's gotta be a personal wallet from the tx's surely. High volume though

I can get some IPs though

if you want them

T [1/4/23 3:45 PM]

lemme check arkham and if it doesnt pop up with anything maybe

its a weird address

J [1/4/23 3:45 PM]

yeah definitely weird

J [1/4/23 5:02 PM]

Hey

lol

so that address you posted

T [1/4/23 5:03 PM]

lol

yessss...

J [1/4/23 5:03 PM]

they have funds frozen

3 BTC frozen

and they use ExpressVPN

T [1/4/23 5:03 PM]

lmfao no fucking way

LOL

i found that address from ascendex mm swaps, perfect fingerprint match

0x785b9940eaf44be2b832c61816ff873b97a8ad63 <- primary

0xc7c6d42875fd091faa16ad0225f587158f47fce4 <- int for 785

0x964d7c2e0dff7f929d1a53238d3a4943fd9fd342 <- int for 785

0x1398db28ca00d9f943355d6b57ab28a61110bfef <- all funds end up here

0x6560e818728269f51eaa0cdc3f8aa1ac03103198 <— incomign for 139

0x2cf79ade61c36925463b02505d7186eabc1d8f2c <— incomign for 139

0xefdd66340b2988bc8c90147318066e9816e9ab86 <— incomign for 139

0x683c3d42325ca1beb2475f443c916832f0bd10f2 <— incomign for 139

0xa53f74f942c8475c4418c67d77ba593df67c5a7c <— incomign for 139

0xea609c15f4fa1205346b875b7f65fc298249214b <— incomign for 139

0xaaa51a89c7d3342e0c4e6084713aa44248a7a232 <- outgoing from 139 VIA A SWAP THAT CHANGES THE DEST ADDY

J [1/4/23 5:04 PM]

196.196.106.69 ExpressVPN IP

they tried to send from bc1qe2edszswe2hspg4tkk0qyqar0mmpdflkzt69md

which received its funds from bc1qv4u6ax9n7mc8exahxmahtkkufzs4w4uzur26dp

Reported as stolen funds: bc1qv4u6ax9n7mc8exahxmahtkkufzs4w4uzur26dp

The funds have been transferred to this address through unauthorized activities and have been tracked down from Algorand compromised wallet (IMZPFVNADXFHPMMDCXX5VBXJR3XNYB6HQJTDKPABAADNWNPQHRSBKIFLZU) down to this BTC wallet ( bc1qv4u6ax9n7mc8exahxmahtkkufzs4w4uzur26dp ). Police reports have been filed with FBI, Singapore Police and Hong Kong Police with the following reference

FBI: filed IC3 (no reference no.)

Hong Kong Police report no: WRN 22019033

Singapore Police reference no.: W20221015/0036

UserAgent

Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/108.0.0.0 Safari/537.36

196.196.52.6

196.196.106.70

196.196.106.69

103.163.220.87

Fixed Float Dest (used to access the order page on site): 0x785B9940eAf44be2B832C61816fF873B97A8ad63

Fixed Float Dest (used to access the order page on site): 1BcKVxChpSoC5c2rFKmma5wu1kfrhu98Yq

Fixed Float Dest (used to access the order page on site): 1MQX8XRQsYHhWDAqvhP8JbHYx1wrkzJwJK

Fixed Float Dest (used to access the order page on site): 1GmPWwQTPv3DSK7BpwGVBfghjNJ5PLFbUb

Fixed Float Dep: bc1quk03k2m4wg997zdyx2qtrw5kguv3fzg96vq2zg

Fixed Float Dep: bc1qrhnarze58tlgllg6l6djl6g5t244wl92vxqpk7

Fixed Float Dep: bc1qw97nsrzrru5sgh8p9kg59vvg095zc007zwkzge

Fixed Float Dep: bc1qvg60we3nxxl26cnry34cvn2ehjkupk7lntxu2s

Fixed Float Dep: bc1qe2edszswe2hspg4tkk0qyqar0mmpdflkzt69md

Fixed Float Dep: 0xe293441fe205d4967a00dae95868c95cc0c68cfa

Fixed Float Dep: 0x2718dd87473a607062dfc5846cc22383bc7ac726

Fixed Float Dep: 0xae7ab7617d9b2822778df157c41b87277a29f469

Fixed Float Dep: 0xa1f680215cfe926eb84b6a54d04fabdc697ea488

Fixed Float Dep: 0xd3cfd454221d6bfa60b252f5fc308f4a3483e755

Sender for the ETH ones is 0xbD84dfc0e406BF88cCa2ce8D7C2CFc5F352b508a

looks like this guy got drained by them: 0xcc61e1b5e925277a1b3ee35251b8c08907d5916f meta3pl.eth

web3rx.eth their other address probably — also drained

sushiswap diff dst/receiver = meta3pl -> 0xbD84dfc0e406BF88cCa2ce8D7C2CFc5F352b508a Dec-21-2022 10:02:47 PM

T [1/4/23 6:15 PM]

c this address is weird halp

freaking and his normal sleep cycle

C [1/4/23 6:34 PM]

LOL

this definitely looks dprkish

bc1qv4u6ax9n7mc8exahxmahtkkufzs4w4uzur26dp is Algorand hack - DPRK

T[1/4/23 6:37 PM]

0xaaa51a89c7d3342e0c4e6084713aa44248a7a232 is crazy dude

it sends to $400k usdt to huobi dep 0xc51b75ec47f3a19408e8f7dab9b0257f37d44e26

which is a super old huobi dep addy

also 0x365d2c5220989a068d8b0e95625875c55166297b which receives $5m via TC DAI pool (lol) in july 2021

C [1/4/23 6:42 PM]

maybe an OTC at Huobi, one that DPRK used?

bitpie days... the otc's like cotton and dprk shared

T[1/4/23 6:42 PM]

yeah that bitpie is what got my attn

mostly bc theres direct connections from that era dprk straight thru like literally today

literally 3 hrs ago 0x785b9940eaf44be2b832c61816ff873b97a8ad63

assuming that 0xaaa links to dprk

C [1/4/23 6:46 PM]

this seems like it must be an OTC

but 30M directly from Tornado doesn't seem so innocent either lol

T[1/4/23 6:50 PM]

around 0xaaa theres also 0x38720d56899d46cad253d08f7cd6cc89d2c83190

and 2 binance deps that match the huobi:

huobi 0xc51b75ec47f3a19408e8f7dab9b0257f37d44e26

binance 0xabef0df725ef5d2f0354c59ea3ccb161abc11515

binance 0x27a9d7d17d72a5a67115dbf381b121b51d8b5dd8

C [1/4/23 6:54 PM]

yeah I was just looking at those Binance accounts - those look dprkish, in that they're used in alternate for a short timeframe 6/19-6/26 and then not again afterward. Maybe something like a Safepal scheme too

0xd99d5f77d772388ac93f15c2f31428e8f575c48e787907c7a0389a2b8cfe5fe3 to REN >

bc1qlhap3pp8e23hy4a0k0k7g6jqz9n0cdl6jhe4h2

downstream, seeing Any.cash and Whitebit

possibly a deposit to FTX at 39VrCYpvki3nkGjsU8mjTfh3kt9RAFVvnr too

also seeing some deposits to what might be garantex from this guy - following the BTC out of REN still

J [1/4/23 8:13 PM]

most dormant bc1qrelxyhmdgl8arnj3mpmswne2vlnlht29cjdvhg

N [1/4/23 9:14 PM]

looks like web3rx is themselves running a phishing page??

T [1/4/23 9:14 PM]

LOL

NOPE IM DONE FOR TODAY

C [1/9/23 5:56 AM]

0x785B9940eAf44be2B832C61816fF873B97A8ad63 is DPRK



C [1/9/23 5:59 AM]

Fixed Float sent us some swaps that resulted in outputs to 0x785..

https://fixedfloat.com/order/J7YPA7

https://fixedfloat.com/order/392JCF

https://fixedfloat.com/order/G1AVXW

https://fixedfloat.com/order/PS2GW8

https://fixedfloat.com/order/NBX3GD

November 2023

oh, that's awesome, because I just asked for a freeze at Tether on 0x5018CF5F48A09C46b4833890cC2cF0df2533D16A as it received from 0x38720D56899d46cAD253d08f7cD6CC89d2c83190. There is a ton of wrapped BTC at x501 - this is the funnel into Noones.

Where is the connection you've got on bzx/bondly > Maverick?  Apologies because I havent checked the google sheets or any trx this morning...

I believe there is also a tied-in Indodax heist (customer account) at 1HmXdQx3TCVibvjPAp3BrR7awbe6Gtbz6A

and another fat BTC chunk at bc1q62clzxr4vcycjfdqe33ake4dk9fenkpaddkteq off a long peel chain from 0x38720D56899d46cAD253d08f7cD6CC89d2c83190.

for gera you have this oct 18 hack

0xb8c324554f8bcd001584aa3917ef9f5f6d3a3053 -> bc1qp8k0fd49yw4q88prm5lgu7yjj0uwqcmvtnc06c

that sends to gera theft address 0xb25caeb548c40c564d2067a69a913cae14750dc0

bc1qp8k0fd49yw4q88prm5lgu7yjj0uwqcmvtnc06c also sends to bc1qv4u6ax9n7mc8exahxmahtkkufzs4w4uzur26dp which goes to 0x785 via fixedfloat (0x785 is like mngr and algorand foundation and indodax user iirc and is like a 1inch limit order with destination address change hop away from easyfi et al.)

Tether blwcklisted 0x5018cf5f48a09c46b4833890cc2cf0df2533d16a
0x38720D56899d46cAD253d08f7cD6CC89d2c83190
Crazy it leads back there tbh

this was in response to

originating addies
0x785b9940eaf44be2b832c61816ff873b97a8ad63
0xc7c6d42875fd091faa16ad0225f587158f47fce4
0xaaa51a89c7d3342e0c4e6084713aa44248a7a232
196.196.52.6 196.196.106.70 196.196.106.69 103.163.220.87 ExpressVPN IP
bc1qv4u6ax9n7mc8exahxmahtkkufzs4w4uzur26dp
FixedFloat

guy got drained by them: 0xcc61e1b5e925277a1b3ee35251b8c08907d5916f meta3pl.eth web3rx.eth their other address
sushiswap diff dst/receiver 0xbD84dfc0e406BF88cCa2ce8D7C2CFc5F352b508a 2022-12-21 22:02:47

0xaaa51a89c7d3342e0c4e6084713aa44248a7a232
0x38720d56899d46cad253d08f7cd6cc89d2c83190
huobi dep 0xc51b75ec47f3a19408e8f7dab9b0257f37d44e26
binance dep 0xabef0df725ef5d2f0354c59ea3ccb161abc11515
binance dep  0x27a9d7d17d72a5a67115dbf381b121b51d8b5dd8
bitpie? OTC at Huobi? 2018 huobi otc dprk????

remember to search telegram next time you stumble upon a crazy dprkish addy nick but i want whatever led you here 😝

3 months later…
Tay, Sorry for the delay I was just looking at this one today. This is super sketchy for sure! We saw this was linked with another non-public hack from mid-October. too (0xb8c324554f8bcd001584aa3917ef9f5f6d3a3053).

https://fixedfloat.com/order/J7YPA7
https://fixedfloat.com/order/392JCF
https://fixedfloat.com/order/G1AVXW
https://fixedfloat.com/order/PS2GW8
https://fixedfloat.com/order/NBX3GD

