
Path Stored data Target information Option
Soft\ Specific software data Authy Desktop Default

Telegram\ Telegram session data Telegram option 7

Wallets\ Cryptocurrency wallet data Ethereum, Electrum, ElectrumLTC, Exodus, ElectronCash, 
Multidoge, JAXX, Atomic option 4

Files\ Target file Received file list option 9
Autofill\ Autofill data in browser

- Target Chromium based browsers
option 2CC\ Credit card data in browser

Cookies\ Cookie data in borwser - Target browsers 
 (IE, Edge, Firefox, Chrome, Pale Moon, Waterfox, 
Cyberfox, BlackHawk, IceCat, K-Meleon, Sputnik, Suhba, 
Tencent, Nichrome, Comodo, CocCoc, Kometa, Chedot, 
360 Browser, Cent Browser, Amigo, Chromium, brave, QIP 
Surf, Maxthon5, Orbitum, Opera, 7Star, Epic Privacy 
Browser, uCozMedia, Torch, Vivaldi, Elements Browser, 
QQBrowser, Mustang, TorBro Browser, URAN)

Downloads\ Download history in browser

option 3

History\ Page history in browser

passwords.txt Account information

- Target browsers
 - WinSCP, FileZilla
 - Purple onion, Pidgin
 - Thunderbird

Default

information.txt Device information

- Vidar Stealer version
 - Date, MachineID, GUID, HWID
 - EXE path, work path
 - Is 64bit, ProductName, Computer name, User name, 
Resolution, OS language, Keyboard layout, Local time, Time 
zone
 - Processor name, Number of cores, RAM size, Video card
 - Process list, PID
 - Installed software, Version

Default

outlook.txt Outlook accounts Outlook Default
screenshot.jpg Screenshot Device option 8


