
Name Category Label in System Settings “{snap name}” wants to… Could affect decision to install 193/274
account-control Administration User account and password changes add/remove user accounts or change passwords yes
accounts-service ? ?
adb-support ? ?
alsa Audio/Video Sound playback and recording play or record sound yes
appstream-metadata ? ?
audio-playback ? ?
audio-record ? ?
autopilot-introspection App-specific Autopilot introspectability be controlled by Autopilot software no
avahi-control Network Zero-config network service advertising advertise services over the local network yes
avahi-observe Network Zero-config network service detection detect services and devices over the local network yes

block-devices ? ?
bluetooth-control Network Bluetooth hardware direct control access Bluetooth hardware directly yes
bluez Network Bluetooth device access use Bluetooth devices yes

bool-file ? ?
broadcom-asic-control Network Broadcom network switch access control Broadcom network switches yes
browser-support App-specific Web browser essential functions use functions essential for Web browsers yes
calendar-service ? ?
camera Audio/Video Camera use your camera yes
can-bus ? ?
cifs-mount ? ?
classic-support App-specific Classic snap confinement functions — no
contacts-service ? ?
content Data Access ? access data from “{plugging snap display name}” no
core-support App-specific — — no
cpu-control ? ?
cups-control Hardware Printing print documents
daemon-notify ? ?
dbus Data Access Communication with other apps: {list} communicate with “{plugging snap display name}” no
dcdbas-control Hardware Dell device shutdown/restart shut down or restart Dell devices no
desktop ? — no
desktop-legacy ? — no
device-buttons ? ?
display-control ? ?
docker App-specific Docker container management start, stop, or manage Docker containers yes
docker-support App-specific — — no
dummy ? ?

dvb ? ?

firewall-control Network Firewall configuration configure a network firewall yes

framebuffer Graphics ? ? no
fuse-support Data Access ? ? yes
fwupd Administration ? update firmware on this device
gpg-keys ? ?
gpg-public-keys ? ?
gpio Hardware ? access GPIO devices
gpio-control ? ?
gpio-memory-control ? ?
greengrass-support App-specific — — no
gsettings Data Access ? access or change settings of any app
hardware-observe Hardware ? access hardware information

hardware-random-control Hardware ? provide entropy to hardware random number generator
hardware-random-observe Hardware ? use hardware-generated random numbers
hidraw Hardware ? access hidraw devices

home Data Access ? read files in your home folder yes
hostname-control ?
i2c Hardware ? access i²c devices
iio Hardware ? access IIO devices
intel-mei ? ?
io-ports-control Hardware ? ?
jack1 ? ?
joystick Hardware ? use any connected joystick
juju-client-observe ? ?
kernel-module-control Administration ? ?
kernel-module-observe ? ?
kubernetes-support App-specific ? use functions essential for Kubernetes
kvm App-specific ? ?
libvirt App-specific ? ?
locale-control Administration ? change system language and region settings
location-control ? ? ?
location-observe Hardware ? access your location
log-observe System Monitoring ? read system logs and ???
login-session-control ? ?
login-session-observe ? ?
lxd ? ? ?
lxd-support App-specific ? —
maliit Hardware ? use an on-screen keyboard
media-hub ? ? ?
mir Graphics ? — no
modem-manager Network ? use and configure modems yes
mount-observe System Monitoring ? ?
mpris Audio/Video ? control music and video players
multipass-support ? ?
netlink-audit System Monitoring ? ?
netlink-connector Data Access ? ?
network Network ? ? no
network-bind Network ? ?
network-control Network ? change low-level network settings
network-manager Network ? ?
network-manager-observe ? ?
network-observe Network ? ?
network-setup-control Network ? change network settings
network-setup-observe Network ? read network settings
network-status Network ? ?
ofono Network ? ?
online-accounts-service Data Access ? — [controlled by runtime prompt for choosing account] no
opengl Graphics ? — no
openvswitch Hardware ? control Open vSwitch hardware yes
openvswitch-support App-specific ? ?
optical-drive Hardware ? read from CD/DVD yes
packagekit-control ? ?
password-manager-service Data Access ? read, add, change, or remove saved passwords yes
personal-files ? ?
physical-memory-control ? read and write memory used by any process
physical-memory-observe System Monitoring ? read memory used by any process
ppp Network ? ?
process-control Administration ? pause or end any process on the system
pulseaudio Audio/Video ? play and record sound yes
raw-usb Hardware ? access USB hardware directly yes
raw-volume ?
removable-media Data Access ? read/write files on removable storage devices yes
screen-inhibit-control Power ? prevent screen sleep/lock yes
screencast-legacy ? ?

serial-port Hardware ? access serial port hardware yes
shutdown Power ? restart or power off the device yes
snapd-control Administration ? install or remove software yes
spi ? ?
ssh-keys ? ?
ssh-public-keys ? ?
storage-framework-service Data Access ? ?
system-backup ? ?
system-files ? ?
system-observe System Monitoring ? ? yes
system-trace System Monitoring ? monitor or control any running program
thumbnailer-service Legacy Canonical Thumbnailer service ? no
time-control Administration ? change the date and time yes
timeserver-control Administration ? change time server settings yes
timezone-control Administration ? change the time zone yes
tpm Administration ? ?
ubuntu-download-manager Legacy ? use the Ubuntu Download Manager no
udisks2 Data Access ? ?
uhid Hardware USB “HID” device access — no
uio ? ?
unity7 Legacy ? ?
unity8 Legacy ? share data with other Unity 8 apps
unity8-calendar Legacy Ubuntu Unity 8 Calendar read/change shared calendar events in Ubuntu Unity 8 yes
unity8-contacts Legacy Ubuntu Unity 8 Contacts read/change shared contacts in Ubuntu Unity 8 yes
upower-observe Power ? access battery level and power usage yes
wayland Graphics ? ?

x11 Legacy ?
monitor mouse/keyboard input and graphics output of 
other apps no


