
Permission Description

Login Enables users to log in Not working

device-mgt/enterprise
device-mgt/enterprise/user/modify Managing Enterprise users in the system

device-mgt/enterprise/user/view View enterprise users in the system

device-mgt/roles
device-mgt/roles/view Permission to access the view roles API.

device-mgt/roles/manage Permission to access the manage roles API. It only allows to add roles when the above permission is disabled 

device-mgt/authorization
device-mgt/authorization/verify Permission to access the API that enable to verify authorization

device-mgt/device-type
device-mgt/device-type/features/view Get Feature Details of a Device Type

device-mgt/device-type/config/view Get Config Details of a Device Type

device-mgt/device-type/view Getting the Supported Device Platforms

device-mgt/device-type/add Add or Delete Event Definition for device type

device-mgt/notifications
device-mgt/notifications/view Permission to access the view notification API.

device-mgt/devices
device-mgt/devices/dep/add Permission to access the add dep devices API. should be changed as abm

device-mgt/devices/dep/view Permission to access the view dep devices API. should be changed as abm

device-mgt/devices/disenroll/android Permission to access the disenroll android devices API.

device-mgt/devices/enroll/windows Permission to access the enroll windows devices API.

device-mgt/devices/enroll/ios Permission to access the enroll ios devices API.

device-mgt/devices/enroll/android Permission to access the enroll android devices API.

device-mgt/devices/any-device/permitted-action-under-owning-device Display all devices in device listing page

device-mgt/devices/view/permission_sim

device-mgt/devices/change-status Permission to access the change device status API.

device-mgt/devices/owning-device/view-analytics Permission to access the API that enable analytics of owning devices to be viewed

device-mgt/devices/owning-device/add Permission to access the API that enable owning devices to be added

device-mgt/devices/owning-device/remote-session Permission to access the API that enable remote session for owning devices to be created

device-mgt/devices/owning-device/manage-geo-fence Permission to access the manage geo fence on owning devices API.

device-mgt/devices/owning-device/remove Permission to access the remove owning devices API.

device-mgt/devices/owning-device/operations/mac-os/shut-down Permission to access the shut down macOS devices  API.

device-mgt/devices/owning-device/operations/mac-os/app-store-restriction Permission to access the API that enable app store restriction on macOS devices
device-mgt/devices/owning-device/operations/mac-os/restart Permission to access the restrat macOS devices  API.

device-mgt/devices/owning-device/operations/mac-os/login-window-preference Add preference to login window

device-mgt/devices/owning-device/operations/ios/enterprise-app Add enterprise application

device-mgt/devices/owning-device/operations/ios/vpn Permission to access the vpn API

device-mgt/devices/owning-device/operations/ios/email Permission to access the email API

device-mgt/devices/owning-device/operations/ios/per-app-vpn Permission to access the per app vpn API
device-mgt/devices/owning-device/operations/ios/get-restrictions Add get-restrictions

device-mgt/devices/owning-device/operations/ios/profile-list Add profile list

device-mgt/devices/owning-device/operations/ios/webclip Add webclip

device-mgt/devices/owning-device/operations/ios/remove-profile Add remove-profile

device-mgt/devices/owning-device/operations/ios/cal-subscription Add cal-subscription

device-mgt/devices/owning-device/operations/ios/location Permission to access the location API

device-mgt/devices/owning-device/operations/ios/wipe-data Permission to access the wipe data API
device-mgt/devices/owning-device/operations/ios/application View applications

device-mgt/devices/owning-device/operations/ios/wifi Permission to access the wifi API
device-mgt/devices/owning-device/operations/ios/cellular Permission to access the cellular data API
device-mgt/devices/owning-device/operations/ios/app-list Permission to access the application list API
device-mgt/devices/owning-device/operations/ios/airplay Add airplay

device-mgt/devices/owning-device/operations/ios/app-configurations Permission to access the app configuration API
device-mgt/devices/owning-device/operations/ios/caldav Add caldav

device-mgt/devices/owning-device/operations/ios/passcode-policy Permission to access the passcode policy API
device-mgt/devices/owning-device/operations/ios/external-profile Add external-profile

device-mgt/devices/owning-device/operations/ios/store-app Add store application

device-mgt/devices/owning-device/operations/ios/install-font Permission to access the install font policy API
device-mgt/devices/owning-device/operations/ios/restriction Permission to access the restriction policy API
device-mgt/devices/owning-device/operations/ios/lock Permission to access the device lock policy API
device-mgt/devices/owning-device/operations/ios/apn Permission to access the APN policy API
device-mgt/devices/owning-device/operations/ios/app-attributes Add app-attributes
device-mgt/devices/owning-device/operations/ios/enterprise-wipe Permission to access the enterprise wipe policy API

device-mgt/devices/owning-device/operations/ios/ldap Add LDAP

device-mgt/devices/owning-device/operations/ios/boolean-setting Permission to access the boolean setting policy API

device-mgt/devices/owning-device/operations/ios/device-info Permission to access the API related to device info

device-mgt/devices/owning-device/operations/ios/app-lock Permission to access the API related to device app lock

device-mgt/devices/owning-device/operations/ios/notification Permission to access the API related to notifications

device-mgt/devices/owning-device/operations/ios/wallpaper Permission to access the API related to device wallpaper policy

device-mgt/devices/owning-device/operations/ios/clear-passcode Permission to access the API related to clear passcode policy

device-mgt/devices/owning-device/operations/ios/ring Permission to access the API related to ring device

device-mgt/devices/owning-device/operations/ios/app-to-per-app-vpn Permission to access the API related to app  policyto per app VPN policy

device-mgt/devices/owning-device/operations/ios/remove-app Permission to access the API related to remove apps on ios device

device-mgt/devices/owning-device/operations/ios/global-proxy Permission to access the API related to global proxy setting policy

device-mgt/devices/owning-device/operations/android/change-LockTask Permission to access the API related to change lock task policy

device-mgt/devices/owning-device/operations/android/update-default-sim Update default sim

device-mgt/devices/owning-device/operations/android/mute Permission to access the API related to mute android device

device-mgt/devices/owning-device/operations/android/vpn Permission to access the API related to VPN setting policy

device-mgt/devices/owning-device/operations/android/display-message Permission to access the API related to display message policy

device-mgt/devices/owning-device/operations/android/global-proxy Permission to access the API related to global proxy setting policy

device-mgt/devices/owning-device/operations/android/logcat Permission to access the API related to logcat 

device-mgt/devices/owning-device/operations/android/device-theme-audio Permission to access the API related to device theme audio

device-mgt/devices/owning-device/operations/android/file-transfer Permission to access the API related to file transfering

device-mgt/devices/owning-device/operations/android/update-app Permission to access the API related to update apps on android devices



Permission Description

device-mgt/devices/owning-device/operations/android/change-lock-code Permission to access the API related to change lock code on android device

device-mgt/devices/owning-device/operations/android/webclip Setting a Web Clip on Android Devices

device-mgt/devices/owning-device/operations/android/encrypt Permission to access the API related to encryption policy

device-mgt/devices/owning-device/operations/android/enterprise-wipe Permission to access the API related to enterprise wipe

device-mgt/devices/owning-device/operations/android/password-policy Permission to access the API related to password policy

device-mgt/devices/owning-device/operations/android/permission-alternate-install Permission to access the API related to alternate app installation policy

device-mgt/devices/owning-device/operations/android/clear-password Permission to access the API related to clear password on android device

device-mgt/devices/owning-device/operations/android/send-app-conf Permission to access the API related to send application configurations to android device

device-mgt/devices/owning-device/operations/android/camera Permission to access the API related to camera on android device

device-mgt/devices/owning-device/operations/android/upgrade Upgrading Firmware of Android Devices

device-mgt/devices/owning-device/operations/android/wipe Permission to access the API related to wipe android device

device-mgt/devices/owning-device/operations/android/permission-suspend-package Suspend packages on Android Devices

device-mgt/devices/owning-device/operations/android/permission-authenticate-account Removing accounts on Android Devices

device-mgt/devices/owning-device/operations/android/clear-application-data Permission to access the API related to clear application data on android device

device-mgt/devices/owning-device/operations/android/google-account Add Google account

device-mgt/devices/owning-device/operations/android/reboot Permission to access the API related to reboot android device

device-mgt/devices/owning-device/operations/android/unlock Permission to access the API related to unlock android device

device-mgt/devices/owning-device/operations/android/applications Permission to access the API related to android device applications

device-mgt/devices/owning-device/operations/android/ring Permission to access the API related to ring android device

device-mgt/devices/owning-device/operations/android/location Permission to access the API related to android device location

device-mgt/devices/owning-device/operations/android/dvice-theme-wallpaper Permission to access the API related to device theme wallpaper policy

device-mgt/devices/owning-device/operations/android/info Permission to access the API related to android device information

device-mgt/devices/owning-device/operations/android/lock Permission to access the API related to lock android device

device-mgt/devices/owning-device/operations/android/wifi Permission to access the API related to wifi setting on android device

device-mgt/devices/owning-device/operations/android/send-notification Permission to access the API related to send notifications to android device

device-mgt/devices/owning-device/operations/android/uninstall-app Permission to access the API related to uninstall applications on android device

device-mgt/devices/owning-device/operations/android/blacklist-app Permission to access the API related to blacklist applications on android device

device-mgt/devices/owning-device/operations/android/install-app Permission to access the API related to install applications on android device

device-mgt/devices/owning-device/operations/windows/ring Permission to access the API related to ring windows device

device-mgt/devices/owning-device/operations/windows/enterprise-application Permission to access the API related to enterprise applications on windows device
device-mgt/devices/owning-device/operations/windows/lock-reset Permission to access the API related to reset lock on windows device

device-mgt/devices/owning-device/operations/windows/disenroll Permission to access the API related to disenroll windows device
device-mgt/devices/owning-device/operations/windows/permission-scan Scan device

device-mgt/devices/owning-device/operations/windows/location Permission to access the APIs related to windows device location

device-mgt/devices/owning-device/operations/windows/applications Permission to access the API related to applications on windows device
device-mgt/devices/owning-device/operations/windows/reboot Permission to access the API related to reboot windows device
device-mgt/devices/owning-device/operations/windows/wipe Permission to access the API related to wipe windows device
device-mgt/devices/owning-device/operations/windows/lock Permission to access the API related to lock windows device

device-mgt/devices/owning-device/event publish device event

device-mgt/devices/owning-device/modify Modify a device

device-mgt/devices/owning-device/manage-alerts Manage Alerts

device-mgt/devices/owning-device/view Permission to access the API related to view owning devices

device-mgt/devices/permission-sim/permission-communication/permission-deactivate Deactivate Sim Communication

device-mgt/devices/permission-sim/permission-communication/permission-activate Activate Sim Communication

device-mgt/devices/permission-sim/admin/permission-enrol Add SIM Card

device-mgt/devices/permission-sim/admin/update Update SIM Card Status

device-mgt/devices/permission-sim/admin/permanant-delete Permanently Delete SIMs

device-mgt/devices/permission-sim/permission-type/view View Sim Types

device-mgt/devices/permission_enrollment_guide/view View enrollment guide

device-mgt/reporting
device-mgt/app-usage/view

device-mgt/analytics-admin/query/view

device-mgt/analytics-admin/query/delete

device-mgt/analytics-admin/query/add

device-mgt/sim-changed/view

device-mgt/analytics/bluetooth beacon/view

device-mgt/admin
device-mgt/admin/certificates/verify Permission to access the API related to verify certificates
device-mgt/admin/certificates/details Permission to access the API related to certificates details
device-mgt/admin/certificates/delete Permission to access the API related to delete certificates
device-mgt/admin/certificates/view Permission to access the API related to view certificates

device-mgt/admin/certificates/add Permission to access the API related to add new certificates
device-mgt/admin/devices/permission-usage/view Permission to access the API related to view permission usages of devices
device-mgt/admin/devices/permanent-delete Permission to access the API related to permanently delete devices

device-mgt/admin/devices/update enrollment Permission to access the API related to update enrollment
device-mgt/admin/device-type/view Permission to access the API related to view device type

device-mgt/admin/device-type/config Permission to access the API related to configure device type

device-mgt/admin/groups/view Permission to access the API related to view groups

device-mgt/admin/groups/add Permission to access the API related to add new groups

device-mgt/device
device-mgt/device/api/subscribe Permission to access the API that enabling subscribe to APIs.

device-mgt/platform-configurations
device-mgt/platform-configurations/view Permission to access the view platform configurations API

device-mgt/platform-configurations/manage Permission to access the manage platform configurations API

device-mgt/metadata
device-mgt/metadata/view Permission to access the view metadata API

device-mgt/metadata/remove Permission to access the remove metadata API
device-mgt/metadata/update Permission to access the update metadata API
device-mgt/metadata/create Permission to access the create metadata API

device-mgt/permission-whitelabel
device-mgt/permission-whitelabel/update Update Whitelabel

device-mgt/permission-whitelabel/view View whitelabel details

device-mgt/analytics



Permission Description

device-mgt/analytics/artifacts/publisher/add Create Event Publisher Artifact /analytics-mgt/grafana-mgt/api/view

device-mgt/analytics/artifacts/publisher/delete Delete Publisher Artifact

device-mgt/analytics/artifacts/receiver/add Create Event Receiver Artifact

device-mgt/analytics/artifacts/receiver/delete Delete Receiver Artifact

device-mgt/analytics/artifacts/siddhi-script/add Create Siddhi Script Artifact

device-mgt/analytics/artifacts/siddhi-script/delete Delete Siddhi Script Artifact

device-mgt/analytics/artifacts/stream/add Create Event Stream Artifact

device-mgt/analytics/artifacts/stream/delete Delete Stream Artifact

device-mgt/devicetype
device-mgt/devicetype/deploy Permission to access the API that enable device type to be deployed.

device-mgt/policies
device-mgt/policies/view Permission to access the view policy API

device-mgt/policies/manage Permission to access the manage policy API

device-mgt/certificate
device-mgt/certificate/manage Permission to access the manage certificate API

device-mgt/groups
device-mgt/groups/add Permission to access the add new group API

device-mgt/groups/view Permission to access the view all groups API

device-mgt/groups/devices/view Permission to access the API that enable devices of a group to be viewed

device-mgt/groups/devices/permission_types Permission to access the API that enable permission type of the devices to be viewed

device-mgt/groups/devices/add Permission to access the API that enable a device to be added to a group.

device-mgt/groups/devices/remove Permission to access the API that enable a device to be removed from a group.

device-mgt/groups/remove Permission to access the remove group API

device-mgt/groups/update Permission to access the update group API

device-mgt/groups/share Permission to access the share group API

device-mgt/groups/roles/view Permission to access the API that enable roles of a group to be viewed

device-mgt/applications
device-mgt/applications/manage Permission to access the manage application on devices API

device-mgt/users
device-mgt/users/manage Permission to access the manage users API

device-mgt/users/view Permission to access the view all users API



Permission Description

app-mgt/life-cycle
app-mgt/life-cycle/application/approve Permission to access the approve application API

app-mgt/life-cycle/application/create Permission to access the create application API

app-mgt/life-cycle/application/reject Permission to access the reject application API

app-mgt/life-cycle/application/block Permission to access the block application API

app-mgt/life-cycle/application/review Permission to access the review application API

app-mgt/life-cycle/application/retire Permission to access the retire application API

app-mgt/life-cycle/application/deprecate Permission to access the deprecate application API

app-mgt/life-cycle/application/publish Permission to access the pub application APIlish

app-mgt/store
app-mgt/store/application/view Permission to access the API that enable app store applications to be viewed

app-mgt/store/application/modify Permission to access the API that enable app store applications to be modified

app-mgt/store/review/update Permission to access the API that enable app store reviews to be updated

app-mgt/store/review/view Permission to access the API that enable app store reviews to be viewed

app-mgt/store/subscription/install Permission to access the application install API

app-mgt/store/subscription/uninstall Permission to access the application uninstall API

app-mgt/store/admin/subscription/view Permission to access the API that enable app store subscriptions to be viewed

app-mgt/store/admin/subscription/modify Permission to access the API that enable app store subscriptions to be modified

app-mgt/store/admin/review/update Permission to access the API that enable app store reviews to be updated

app-mgt/publisher
app-mgt/publisher/permission-service-provider/application/view Get service provider application details

app-mgt/publisher/permission-service-provider/application/permission_connect Connect to new identity server

app-mgt/publisher/permission-service-provider/application/permission_detach Remove an application from service provider

app-mgt/publisher/permission-service-provider/application/permission_attach Map an application to service provider

app-mgt/publisher/permission-service-provider/application/create Create an application and attach (map) to service provider

app-mgt/publisher/admin/review/view Permission to access the API that enable app publisher reviews to be viewed

app-mgt/publisher/admin/application/update Permission to access the API that enable app publisher applications to be updated

app-mgt/publisher/application/view Permission to access the API that enable app publisher applications to be viewed

app-mgt/publisher/application/update Permission to access the API that enable app publisher applications to be updated


