rmission Description

Login
device-mgt/enterprise
device-mgt/enterprise/user/modify
device-mgt/enterprise/user/view
device-mgt/roles
device-mgt/roles/view
device-mgt/roles/manage
device-mgt/authorization
device-mgt/authorization/verify
device-mgt/device-type
device-mgt/device-type/features/view
device-mgt/device-type/config/view
device-mgt/device-type/view
device-mgt/device-type/add
device-mgt/notifications
device-mgt/notifications/view
device-mgt/devices
device-mgt/devices/dep/add
device-mgt/devices/dep/view
device-mgt/devices/disenroll/android
device-mgt/devices/enroll/windows
device-mgt/devices/enroll/ios
device-mgt/devices/enroll/android

d d d d
9f y P g

device-mgt/devices/view/permission_sim

device-mgt/devices/change-status

) g y

Enables users to log in

Managing Enterprise users in the system

View enterprise users in the system

Permission to access the view roles API.

Permission to access the manage roles API.

Permission to access the API that enable to verify authorization

Get Feature Details of a Device Type
Get Config Details of a Device Type
Getting the Supported Device Platforms

Add or Delete Event Definition for device type

Permission to access the view notification API

Permission to access the add dep devices API.
Permission to access the view dep devices API.
Permission to access the disenroll android devices API
Permission to access the enroll windows devices API.
Permission to access the enroll ios devices API.

Permission to access the enroll android devices API.

Permission to access the change device status API.

Permission to access the API that enable analytics of owning devices to be viewed

Permission to access the API that enable owning devices to be added

Not working

It only allows to add roles when the above permission is disabled

should be changed as abm

should be changed as abm

Display all devices in device listing page

Permission to access the API that enable remote session for owning devices to be created

Permission to access the manage geo fence on owning devices API
Permission to access the remove owning devices AP

Permission to access the shut down macOS devices API.

Permission to access the API that enable app store restriction on macOS devices

Permission to access the restrat macOS devices API
Add preference to login window

Add enterprise application

Permission to access the vpn API
Permission to access the email API
Permission to access the per app vpn API
Add get-restrictions

Add profile list

Add webclip

Add remove-profile

Add cal-subscription

Permission to access the location API
Permission to access the wipe data API
View applications

Permission to access the wifi APl
Permission to access the cellular data API
Permission to access the application list API

Add airplay

Permission to access the app configuration API
Add caldav

Permission to access the passcode policy API
Add external-profile

Add store application

Permission to access the install font policy API
Permission to access the restriction policy API
Permission to access the device lock policy API
Permission to access the APN policy API

Add app-attributes

Permission to access the enterprise wipe policy API
Add LDAP

Permission to access the boolean setting policy API
Permission to access the AP related to device info

Permission to access the API related to device app lock
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Permission to access the API
Permission to access the API
Permission to access the API
Permission to access the API
Permission to access the API
Permission to access the API
Permission to access the API
Permission to access the API
Update default sim

Permission to access the API
Permission to access the API
Permission to access the API
Permission to access the API
Permission to access the API
Permission to access the API
Permission to access the API

Permission to access the API

related to notifications

related to device wallpaper policy

related to clear passcode policy

related to ring device

related to app policyto per app VPN policy
related to remove apps on ios device
related to global proxy setting policy

related to change lock task policy

related to mute android device
related to VPN setting policy
related to display message policy
related to global proxy setting policy
related to logcat

related to device theme audio
related to file transfering

related to update apps on android devices



Permission Description

devit i i ions/ar Jock-cod Permission to access the API related to change lock code on android device
devi i i i p Setting a Web Clip on Android Devices

devi i i fons/ar pt Permission to access the API related to encryption policy

devit i i ions/ar i ipe Permission to access the API related to enterprise wipe

d i i -policy Permission to access the API related to password policy

devit i ions/ar issi It te-install Permission to access the API related to alternate app installation policy

d i i p d Permission to access the AP related to clear password on android device
devit i i ions/ar Pp- f Permission to access the API related to send application configurations to android device
devi i i i Permission to access the AP related to camera on android device

devi i i ions/ar Upgrading Firmware of Android Devices

devi i i ions/ar P Permission to access the AP related to wipe android device

d i i i pend-packag: Suspend packages on Android Devices.

devit i ions/ar issi nt Removing accounts on Android Devices

d i i ion-data Permission to access the AP related to clear application data on android device
devi i i ions/ar it Add Google account

devi i i i Permission to access the AP related to reboot android device

devi i i ions/ar Permission to access the AP related to unlock android device

devit i i ions/ar icati Permission to access the API related to android device applications

d \droid/ring Permission to access the AP related to ring android device

devi i ions/ar i Permission to access the AP related to android device location

d i i the lipap Permission to access the API related to device theme wallpaper policy

Permission to access the AP related to android device information

devi i i i Permission to access the AP related to lock android device

d i i droid/wifi Permission to access the AP related to wifi setting on android device

devi i i ions/ar ificati Permission to access the AP related to send notifications to android device

d pp Permission to access the API related to uninstall applications on android device
devit i i ions/ar pp Permission to access the API related to blacklist applications on android device

d i i pp Permission to access the API related to install applications on android device

devi i i g Permission to access the AP related to ring windows device

d pri icat Permission to access the API related to enterprise applications on windows device
d i i -reset Permission to access the AP related to reset lock on windows device

Permission to access the AP related to disenroll windows device
d -scan Scan device

devit i i i Permission to access the APIs related to windows device location

Permission to access the AP related to applications on windows device

ot Permission to access the AP related to reboot windows device
d ip Permission to access the API related to wipe windows device
d i i Permission to access the AP related to lock windows device
di g ing i publish device event
d gt/devi ing-devi dify Modify a device
devi i i lerts Manage Alerts
d Permission to access the API related to view owning devices
device-mg i ission-sim Deactivate Sim Communication
devi i ission-si i i tivate Activate Sim Communication
d g di 1 Add SIM Card
devit It il Update SIM Card Status
d ices/p ion-si i -delete Permanently Delete SIMs.
device-mgt/devi i i ission-type/view View Sim Types
d g g _quide/vi View enroliment guide

device-mgt/reporting
device-mgt/app-usage/view
device-mgt/analytics-admin/query/view

d

delete
device-mgt/analytics-admin/query/add
device-mgt/sim-changed/view

d

device-mgt/admin

devicemgt/admin/certificates/verify Permission to access the AP related to verify certificates

device mgt/admin/certificates/details Permission to access the API related to certificates details
device-mgt/admin/certificates/delete Permission to access the AP! related to delete certificates
device-mgt/admin/certificates/view Permission to access the AP related to view certificates
device-mgt/admin/certificates/add Permission to access the API related to add new certificates

d 4 d P 4 Permission to access the AP related to view permission usages of devices
d g devices/per delet Permission to access the API related to permanently delete devices
device-mgf d pd: Permission to access the API related to update enroliment
device-mgt/admin/device-type/view Permission to access the AP related to view device type
device-mgt/admin/device-type/config Permission to access the AP related to configure device type
device-mgt/admin/groups/view Permission to access the API related to view groups
device-mgt/admin/groups/add Permission to access the API related to add new groups
device-mgt/device

device-mgt/device/api/subscribe Permission to access the API that enabling subscribe to APIs.

d

d nf view Permission to access the view platform configurations API

devit Permission to access the manage platform configurations API

device-mgt/metadata

device-mgt/metadata/view Permission to access the view metadata API
device-mgt/metadata/remove Permission to access the remove metadata API
device-mgt/metadata/update Permission to access the update metadata API
device-mgt/metadata/create Permission to access the create metadata AP|
d

gt/p
devit gt/permissit i Update Whitelabel
device-mgt/permission-whitelabel/view View whitelabel details

device-mgt/analytics



d

gt/analytics/artifacts/p

device-mgt tifacts/p

d gt/analy ifacts/receiver/add

d g ly tifacts/receiver/delete

d (os/artif ddhiect
gt/analy p

d Py ddh
gt/analy p

device-mgt/analytics/artifacts/stream/add

d i dell
9f ly

device-mgt/devicetype
device-mgt/devicetype/deploy
device-mgt/policies
device-mgt/policies/view
device-mgt/policies/manage
device-mgt/certificate
device-mgt/certificate/manage
device-mgt/groups
device-mgt/groups/add
device-mgt/groups/view
device-mgt/groups/devices/view

device-mgt/groups/devices/permission_types

device-mgt/groups/devices/add
device-mgt/groups/devices/remove
device-mgt/groups/remove
device-mgt/groups/update
device-mgt/groups/share
device-mgt/groups/roles/view
device-mgt/applications
device-mgt/applications/manage
device-mgt/users
device-mgt/users/manage

device-mgt/users/view

Permission Description

Create Event Publisher Artifact
Delete Publisher Artifact
Create Event Receiver Artifact
Delete Receiver Artifact
Create Siddhi Script Artifact
Delete Siddhi Script Artifact
Create Event Stream Artifact
Delete Stream Artifact

Permission to access the API that enable device type to be deployed.

Permission to access the view policy API

Permission to access the manage policy API

Permission to access the manage certificate API

Permission to access the add new group API

Permission to access the view all groups AP

Permission to access the API that enable devices of a group to be viewed

Permission to access the API that enable permission type of the devices to be viewed
Permission to access the API that enable a device to be added to a group.
Permission to access the AP that enable a device to be removed from a group.
Permission to access the remove group API

Permission to access the update group AP

Permission to access the share group API

Permission to access the API that enable roles of a group to be viewed

Permission to access the manage application on devices API

Permission to access the manage users AP|

Permission to access the view all users API

lanalytics-mgt/grafana-mgt/api/view



Permission

app-mgt/life-cycle
app-mgt/life-cycle/application/approve
app-mgt/life-cycle/application/create
app-mgt/life-cycle/application/reject
app-mgt/life-cycle/application/block
app-mgt/life-cycle/application/review
app-mgt/life-cycle/application/retire
app-mgt/life-cycle/application/deprecate
app-mgt/life-cycle/application/publish
app-mgt/store
app-mgt/store/application/view
app-mgt/store/application/modify
app-mgt/store/review/update
app-mgt/store/review/view
app-mgt/store/subscription/install
app-mgt/store/subscription/uninstall
app-mgt/store/admin/subscription/view
app-mgt/store/admin/subscription/modify
app-mgt/store/admin/review/update
app-mgt/publisher
app-mgt/publisher/permission-service-provider/application/view

app-mgt/publisher/permission-service-provider/application/permission_connect
app-mgt/publisher/permission-service-provider/application/permission_detach

app-mgt/publisher/permission-service-provider/application/permission_attach

app-mgt/publisher/permission-service-provider/application/create
app-mgt/publisher/admin/review/view
app-mgt/publisher/admin/application/update
app-mgt/publisher/application/view

app-mgt/publisher/application/update

Description

Permission to access the approve application API
Permission to access the create application API
Permission to access the reject application API
Permission to access the block application API
Permission to access the review application API
Permission to access the retire application API

Permission to access the deprecate application API
Permission to access the pub application APllish

Permission to access the API that enable app store applications to be viewed
Permission to access the API that enable app store applications to be modified
Permission to access the API that enable app store reviews to be updated

Permission to access the API that enable app store reviews to be viewed
Permission to access the application install API

Permission to access the application uninstall API

Permission to access the API that enable app store subscriptions to be viewed
Permission to access the API that enable app store subscriptions to be modified

Permission to access the API that enable app store reviews to be updated

Get service provider application details
Connect to new identity server

Remove an application from service provider
Map an application to service provider

Create an application and attach (map) to service provider

Permission to access the API that enable app publisher reviews to be viewed
Permission to access the API that enable app publisher applications to be updated
Permission to access the API that enable app publisher applications to be viewed

Permission to access the API that enable app publisher applications to be updated



