
Auth Methods

signUp signup
signInWithPassword token
generateLink generate_link
resetPasswordForEmail recover

Gotrue Middlewares

requireAuthentication
verifyCaptcha

Shared Gotrue Methods

validatePhone
validateEmail
validatePKCEParams
issueRefreshToken
newAuditLogEntry
triggerEventHooks
parseJWTClaims

#gid=326693690
#gid=0
#gid=1255521467
#gid=779355723
#gid=1094573462
#gid=417369651
#gid=575060145
#gid=284073486
#gid=1686322883
#gid=2068065811
#gid=678945092
#gid=1971962199
#gid=1037174596


signInWithPassword
token?grant_type=password

Only an email address or phone number should be provided on login. only-email-or-phone-number 422 x
Email logins are disabled email-login-disabled 400 x
Phone logins are disabled phone-number-login-disabled 400 x
Database error querying schema database-error 500 Error while trying to fetch user x
Invalid login credentials invalid-login-credentials 400 User does not exist, neither email nor phone nuber are not provided, user is banned, password is incorrectx
Email not confirmed email-not-confirmed 400 x
Phone not confirmed phone-number-not-confirmed 400 x
Failed to set JWT cookie. %s Never occurs, since all cookies have names and therfore setCookieTokens will never return an error
newAuditLogEntry x
triggerEventHooks x
issueRefreshToken
sendJSON

#gid=678945092
#gid=1971962199
#gid=2068065811
#gid=1603839173


Signups not allowed for this instance signups-not-allowed
Signup requires a valid password missing-password
Password should be at least %d characters password-too-short
Only an email address or phone number should be provided on signup.only-email-or-phone-number
Invalid channel, supported values are 'sms' or 'whatsapp' invalid-channel
PKCE not supported for phone signups pkce-not-supported-for-phone-number
validatePKCEParams
PKCE flow is not supported on signups with autoconfirm enabled pkce-not-supported-with-autoconfirm
unsupported code_challenge method %q" unsupported-code-challenge-method
Email signups are disabled email-signup-disabled
validateEmail
Database error finding user database-error
Phone signups are disabled phone-number-signup-disabled
To signup, please provide your email or phone number missing-email-or-phone-number
To signup, please provide your email missing-email
To signup, please provide your phone number missing-phone-number
To signup, please provide required fields missing-required-fields
...
user already exists user-already-exits
...

issueRefreshToken
sendJSON

...

#gid=1686322883
#gid=284073486
#gid=2068065811
#gid=1603839173


Password recovery requires an email invialid-email-format 4XX
validateEmail
validatePKCEParams
newAuditLogEntry
...
For security purposes, you can only request this once every 60 seconds too-many-requests 4XX
Unable to process request unable-to-process-request

#gid=284073486
#gid=1686322883
#gid=678945092


recovery magiclink invite signup email_change_current email_change_new

validateEmail x x x
Database error finding user database-error 500 x x x x x x
error creating user error-creating-user x
User not found user-not-found x x x
newAuditLogEntry x x x
A user with this email address has already been registered user-already-exits x
createNewIdentity x x x
...
signupNewUser x
...

Database error updating user for invite database-error 500 x
Database error updating user for recovery database-error 500 x x
Database error updating user for confirmation database-error 500 x x
Database error updating user for email change database-error 500 x x

#gid=284073486
#gid=678945092
#gid=1003542017
#gid=471748248


requireAuthentication
Could not read claims could-not-read-claims 400
Token audience doesn't match request audience token-audience-request-audience-mismatch 400

#gid=1094573462


verifyCaptcha
Only an email address or phone number should be provided only-email-or-phone 400 library-safe
Channel should only be specified with Phone OTP channel-only-for-phone 400 library-safe
validatePKCEParams
Signups not allowed for otp otp-signup-disabled 400 config-error

unsupported_otp_type unsupported-otp-type 400 library-safe

#gid=417369651
#gid=1686322883


requireAuthentication
sharedLimiter
...

#gid=1094573462


Database error creating user database-error Password too long, ...



This endpoint requires a Bearer token missing-bearer-token 401 librarySafe
parseJWTClaims
invalid token: missing claims missing-claims 401 librarySafe
invalid claim: missing sub claim missing-sub-claim 401 librarySafe
invalid claim: sub claim must be a UUID subclaim-must-be-uuid 400 librarySafe
User not found user-not-found 404
error finding user database-error 500
uuid: incorrect UUID format in string %q invalid-uuid-format librarySafe
uuid: incorrect UUID length %d in string %q" invalid-uuid-format librarySafe
uuid: incorrect UUID format in string %q invalid-uuid-format librarySafe
uuid: invalid UUID format invalid-uuid-format librarySafe
Internal server error unknown-internal-error 500
error finding session database-error 500

#gid=1037174596






Invalid phone number format (E.164 required) invalid-phone-number-format



An email address is required invalid-email-format
Unable to validate email address: invalid format invalid-email-format





Error encoding json response: %v error-encoding-json-response
...



Database error granting user database-error
error finding session database-error

error generating jwt token error-generating-jwt-token 500



Database error creating audit log entry database-error



Failed to parse Webhook URL failed-to-parse-webhook-url
Failed to parse Event Function Hook URL failed-to-parse-event-function-hook-url
Failed to parse Site URL failed-to-parse-site-url
Failed to serialize the data for signup webhook
Failed to checksum the data for signup webhook
Failed to make request object
...



invalid JWT: unable to parse or verify signature, %v invalid-jwt 401 librarySafe



https://github.com/supabase/gotrue/issues/915
https://github.com/supabase/supabase-js/issues/676

https://github.com/supabase/gotrue/issues/915
https://github.com/supabase/supabase-js/issues/676

