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This document provides three main contributions. First, it details the Self-Sovereign Identity concept including its underlying blockchain technology. Second, related technologies are identified; evaluation criteria are
defined and used to evaluate these technologies. Finally, the SSI potential is identified and described.
Centralised identity services that exist today fail to operate transparently and protect the rights of users. Single points of trust present constant operational risks for both companies and individuals. Self-sovereign
identity is a solution to address this, which specifies a user-focused approach that gives full control of an identity back to the individual. This paper proposes the blockchain, a secure and decentralised trust-less
system, as the platform to achieve this. A proof-of-concept identity system for the Ethereum blockchain is designed and developed in this paper. Smart contracts are used to facilitate the secure storage and open
processing of user data. It also presents a novel approach to the secure recovery of encrypted private data. Emphasis is placed on the implementation security, information privacy and data recovery procedures of
the system.
SEW suverelgn identity management is a new paradigm, ignited by blockchain technology. The field of identity management currently faces issues in multiple areas. Identity theft and data breaches are not

incommon, and are often the result of insecure identity management practices. Identity management s largely centralized, harming the privacy of subjects. The general public has to trust large corporations and
govemments to correctly handle their personal data. In contrast to centralised identity management, the self-sovereign identity paradigm places the subject central to their own administration. To faciltate a self-
sovereign identity System, a decentralized information system is needed. Blockchain technology might fulfil this need, s it makes use of a distributed ledger, on which consensus about its state is reached by
decentralised cryptographic protocols. However, as with most emergent technologies, there is a lack of scientific research into the concept of self-sovereign identity. Therefore, this research answered the following
research question: "what are the system requirements for a regulatory compliant Self-Sovereign Identity information system, and how can blockchain technology solutions serve as a solid foundation?" To be able to
formulate an answer to this question, a set of requirements and constraints have been developed by using design science research. Two design iterations have been conducted. In the first teration, an initial set of
requirements have been developed through introspection and semi-structured interviews with industry experts from multiple industries. In the second iteration, the set of requirements and constraints have been
analysed and optimised, and sent to the same industry experts for peer-review. After the set of requirements and constraints were developed, blockchain technology is evaluated using partial requirement
satisfaction. Lastly, two practical and current state-of-the-art implementations, namely Sovrin and uPort, have been evaluated using binary requirement satisfaction. At this moment, Sovrin better satisfies the
requirements. Based on the findings, we can conclude that indeed, blockchain can serve s a solid foundation for a self-sovereign identity system. However, it became evident that blockchain is not an absolute
solution, additional technology is needed. Blockchain does aid in maintaining integrity of personal data and providing subjects the freedom to privately exchange verifiable claims about their identity, with a lower
need for trust in large institutions.
Removing the need for a trusted third party, blockchain technology revolutionizes the field of identity management. Service providers rely on digital identities to securely identify, authenticate and authorize users to
their services. Traditionally, these digital identities are offered by a central identity provider belonging to a specific organisation. Trust in the digital identity mainly originates from the identity provider's reputation,
organizational functioning and contractual obligations. Blockchain technology enables the creation of decentralized identity management without a central identity provider as trusted third party. Therefore, the
derivation of trust in digital identities within this paradigm requires a distinct approach. In this paper we propose a novel general quantifiable trust model and a specific implementation variant for biockchain-based
identity management. Applying the model, trust is deduced in a decentralized manner from attestations of claims and applied to the associated digital identity. This concept replaces trust with a central identity
provider by aggregated trust into attestation issuers. Thus, promoting self-sovereign identities to be fit for purpose. The calculated numerical trust metric serves as independent basis for the definition of assurance
levels to simplify and automate reasoning about trust by service providers without requiring a dedicated evaluation of a trusted third party.
Digital identity is unsolved: After many years of research there s still no trusted communication over the Internet. To provide identity within the context of mutual distrust, this paper presents a blockchain-based
digital identty solution. Without depending upon a single trusted third party, the proposed solution achieves passport-level legally valid identity. This solution for making identities Self-Sovereign, builds on a generic
provable claim model for which attestations of truth from third parties need to be collected. The claim model is then shown to be both blockchain structure and proof method agnostic. Four different
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Proposes six requirements for SSI systems.

Despite implementing a SSI system, introduce a
few requirements which can be used for all SSI
systems.

Through expert interview, a set of requirements

were conceived for a SSI system

a trust model for blockchain based SSI

Proposed a metamodel for claims and the
that claims must be verifiable in a SSI

in support of these two claim model properties are shown to offer sub-second performance for claim creation and claim verification. Through the properties of Self-Sovereign Identiy, legally valid status and
acceptable performance, our solution is considered to be ft for adoption by the general public.

Self-sovereign identity promises prospective users greater control, security, privacy, portability and overall greater convenience; however the immaturity of current distributed key management solutions results in
general disregard of security advisories in favour of convenience and accessibility. This research proposes the use of intermediate certificates as a distributed key management solution. Intermediate certificates will
b shown o llow mllla ks t suthenticate 1o sng sef-soversign denty. Keys may be rsel scded o an idarity whout equiing  dsirbuted edgr,sny ohr thirs paty servics or shaing pivte keye
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between devices. This research will also show that key rotation is a superior alternative to existing key recovery and escrow systems in helping users recover when their keys are lost or
features will allow remote credentials to be used to issuer, present and appraise remote attestations, without relying on a constant Internet connection

This paper provides an oerview of the Seif-Sovercgn identily (SSI)concep, focusing on four ifeent components rat w idenifed as essental tothe archiecture. Self-Sovereign dentity is enabied by the new
development of blockchain technology. Through the trustless, decentralised database that is provided by a blockchain, classic Identity Management registration processes can be replaced. We start off by giving a
simple overview of blockchain based SSI, introducing an architecture overview as well as relevant actors in such a system. We further distinguish two major approaches, namely the Identifier Registry Model and its
extension the Claim Registry Model. Subsequently we discuss identifiers in such a system, presenting past research in the area and current approaches in SS! in the context of Zooko's Triangle. As the user of an
SSl has to be linked with his digital identifier we also discuss authentication solutions. Most central to the concept of an SS| are the verifiable claims that are presented to relying parties. Resources in the field are
only loosely connected. We will provide a more coherent view of verifiable claims in regards to blockchain based SSI and clarify differences in the used terminology. Storage solutions for the verifiable claims, both
on-and off-chain, are presented with their advantages and disadvantages.

In this paper we present reclaimiD: An architecture that allows users to reclaim their digital identities by securely sharing identity atiributes without the need for a centralised service provider. We propose a design
where user attributes are stored in and shared over a name system under user-owned namespaces. Attributes are encrypted using attribute-based encryption (ABE), allowing the user to selectively authorize and
revoke access of requesting parties to subsets of his attributes. We present an implementation based on the decentralised GNU Name System (GNS) in combination with ciphertext-policy ABE using type-1
pairings. To show the practicality of our implementation, we carried Dm experimental evaluations of selected \mp\ementahon aspeds including attribute resolution performance. Finally, we show that our design can
be used as a standard OpenlD Connect Identity Provider allowing ou o be integrated into stz t services.

The self-sovereign identity management model emerged with the rise of blockchain technology. This paradigm focuses on ser-centricity and strives to place the user in full control of the digital identity. Numerous
mplomentations embrace the seif-sovereign identity concept, leading o a fragmented landscape of solutions. At the same time, traditional identity and access management protocos are largely disregarded and
faciliies to issue verifiable claims as attributes are not available. Therefore, service providers barely adopt these solutions. We propose a for integrating identity
solutions into web applications to foster their adoption by service providers. Furthermore, we outline a sample implementation as a gateway that enables uPon and Jolocom for authentication, via the OpeniD
Connect protocol, as well s the retrieval of email address attestations for these solutions.

Identity management is an essential comerstone of securing online services. Service provisioning relies on correct and valid attributes of a digital identity. Therefore, the identity provider is a trusted third party with
a specific trust requirement towards a verified attribute supply. This trust demand implies a significant dependency on users and service providers. We propose a novel attribute aggregation method to reduce the
reliance on one identity provider. Trust in an atribute is modelled as a combined assurance of several identity providers based on probability distributions. We formally describe the proposed aggregation model.
‘The resulting trust mode! is implemented in a gateway that is used for authentication with self-sovereign identity solutions. Thereby, we devise a service provider specific web of trust that constitutes an intermediate
approach bridging a global hierarchical model and a locally decentralized peer to peer scheme.

We live in a connected world that requires us to identify ourselves every time we want to access our emails, work stations, bank accounts, health care records, etc. Every system we interact with requires us to
remember a username/password combination, have access to some private/public key pair, a hardware token, or some third party authentication software. Our digital identity is owned by the services we are trying
to access, no longer under our control. Seif-Sovereign Identity promises to give back control of his or her identity to the user. It s in this context that we explore the use of biometrics in order to empower users to be
their own passwords, their own keys, their own means to authenticate themselves. We propose Self-Sovereign Biometric IDs (Selfls), a novel approach that marries the concepts of decentralization, cancelable
biometrics, bloom filters, and machine learning to develop a privacy-first solution capable of allowing users to control how their biometrics are used without risking their raw biometric templates.

In recent times, with the advent of blockchain technology, there is an optimism surrounding the concept of self-sovereign identity which is regarded to have an influential effect on how we interact with each other
over the Internet in future. There are a few works in the literature which examine different aspects of self-sovereign identity. Unfortunately, the existing works are not methodological and comprehensive at all
Moreover, there exist different notions of what the term self-sovereign identity means. To exploit its full potential, it is essential to ensure a common understanding in  formal way. This paper aims to achieve this
goal by proviing e frs-ver formal and rigoraus reatmen of e cancel o slf-<overeign ideniy using a mathemaical model Tris paper examines the propertes that a self-sovereign denty should have and
explores the impact of seif-sovereign identity over the laws of identity. It also highlights the essential life-cycles of an identit w the notion of seff- identity can be
Sppliod n thasa lfo-cycles. In addion, e paper flusirates several envisonad ows invoiing a sel-Sovereign ently lveraging Elockehain t6chnology covering diferent aspects of an dentiy mansgemont
system. Allin all, this paper presents the first formal and comprehensive step toward an academic investigation of self-sovereign identity.

Self-sovereignty is a paradigm shift for digital identity that promises important benefits but lacks a definitional consensus. Herein, we validate nine properties of self-sovereignty proposed by credible sources,
propose five new properties, and apply the features of our architecture for digital identity to reason about and validate these properties.

Recent years have seen an increased interest in digital wallets for a multitude of use cases including online banking, and digital identity Digital wallets play a pivotal role in the secure
management of cryptographic keys and credentials, and for providing certain identity management services. In this paper, we examine a proof-of-concept digital wallet in the context of Self-Sovereign Identity and
provide a practical decentralized key recovery solution using Shamir's secret sharing scheme and Hyperledger Indy distributed ledger technology.

Self-sovereign dentity (SSI) powered by distributed ledger technologies enables more flexible and faster digital identification workflows, while at the same time limiting the control and influence of central authorities.
However, a global identity solution must be able to handle myriad credential types from millions of issuing organizations. As metadata about types of digital credentials is readable by everyone on the public
permissioned ledger with Hyperledger Indy, anyone could find relevant and trusted credential types for their use cases by looking at the records on the blockchain. To this date, no efficient full-text search
mechanism exists that would allow users to search for credential types in a simple and efficient fashion tightly integrated into their applications. In this work, we propose a full-text search framework based on the
publicly available metadata on the Hyperledger Indy ledger for retrieving matching credential types. The proposed solution is able to find credential types based on textual input from the user by using a full-text
search engine and maintaining a local copy of the ledger. Thus, we do not need to rely on information about credentials coming from a very large candidate pool of third parties we would need to trust, such as the
website of a company displaying its own identifier and a list of issued credentials. We have also proven the feasiblity of the concept by implementing and evaluating a prototype of the full-text credential metadata
search service.

Digital identity systems has been around for almost as long as the computer and have evolved with the increased usage of online services. Digital identities have traditionally been used as a way of authenticating to
the computer systems at work, or a personal online email. Today, our entire lives have a digital counterpart that become an integral part of everyday life. Self-Sovereign Identity (SSI) is the next step in the evolution
of digital identity management systems and distributed ledgers have provided necessary building blocks for Self-Sovereign Identity Systems. But what exactly is an Ideal Self-Sovereign Identity? In this research we
propose a definition and set of principles to characterizes the nature of successful SSI systems. Based on our criteria and principles we present a systematic analytical study of the current S landscape,
represented by uPort, Sovrin, ShoCard, and Civic. A system for truly self-sovereign online identities are not yet archived in the current state of the field. It is our conclusion that it is paramount that a non-profit
organization or academia take the reins on this effort and deliver a standardized way of managing online identities.

Blockchain, which is a useful tool for providing data integrity, has emerged as an alternative to centralized servers. Concentrating on the integrity of the blockchain, many applications have been developed
Specifically, a blockchain can be utilized in proving the user's identity using its strong integrity. However, since all data in the blockchain is publicly available, it can cause privacy problems if the user's identity is
stored in the blockchain unencrypted. Although the encryption of the private information can diminish privacy problems in the blockchain, it is difficult to transparently utiize encrypted user information in the
blockchain. To provide integrity and privacy of user information simultaneously in the blockchain, we propose a SIMS (Self-Sovereign Identity Management System) framework based on a zk-SNARK (zero-
knowledge Succinct Non-interactive ARgument of Knowledge). In our proposed SIMS, the user information is employed in a privacy-preserving way due to the zero-knowledge property of the zk-SNARK. We
construct a SIMS scheme and prove its security. We describe applications of SIMS and demonstrate its practicality through efficient implementations.

The self-sovereign identity (SSI) model entails the full responsibility and sovereignty of a user regarding his identity data. This identity data can contain private data which is solely known to the user. The user
himself is therefore required to manage the whole lifecycle of his private data, including the backup and restore. We show that prior work on how to backup and restore the user's identity data does not meet the
requirements of the S setting, and we present the first solution which does meet the requirements. Authenticated backup with auditing by remote entities (AWARE) combines SS! sustaining aspects and extends
them to create a truly self-sovereign backup-and-restore protocol. In AWARE, trusted, physically met humans, called custodians, hold a secure device. Custodians with a secure device offer an offine backup
possibility and a secure channel. The backup and restore are audited by commits on a publicly accessible distributed ledger. These commits are answered by auditing services which are required during restore
Only some auditing services hold relevant data for a restore. The self sovereignty of the user fies in the exclusive information which auditing services hold relevant data. AWARE is the first backup-and-restore
mechanism that fully complies with the SSI model. We perform an in-depth security-risk analysis of AWARE, showing a risk rating which is comparable to the best risk rating o related non-SSl-compliant backup-
and-restore mechanisms. We instantiate the AWARE protocol with cryptographic primitives providing a high security level of 256-bit. We show its implementation feasibilty by providing a simulation of AWARE, and
conclude with an estimated analysis on a based on our simulation and implementation results in the literature.

Digital identity systems have been around for almost as long as computers and have evolved with the increased usage of online services. Digital identities have traditionally been used as a way of authenticating to
the computer systems at work, or a personal online service, such as an email. Today, our physical existence has a digital counterpart that became an integral part of everyday life. Self-Sovereign Identity (SS) is
the next step in the evolution of the digital identity management systems. The blockchain technology and distributed ledgers have provided necessary building blocks and faciliies, that bring us closer to the
realisation of an ideal Self-Sovereign Identity. But what exactly is an ideal Self-Sovereign Identity? What are the characteristics? Trade-offs? Here, we propose the framework and methodology that can be used to
evaluate, describe, and compare SSI systems. Based on our comparison criteria and the evaluation framework, we present a systematic analytical study of existing SSI systems: uPort, Sovrin, ShoCard, Civic, and
Blockstach

As centralized identity management solutions amass identity ata, they increasingly become attractive targets for cyber attacks, which entail consequences for sers that range from service disruptions to exposure
of sensitive user data. Sof-sovereign deniy (SS) stives {0 relun he controlover idently data to the sers by buling on decontralized arhitctures However, e adopiion of SS1systems is urrently hampered
by a lack of qualified identity data that satisfies the services' requirements. Additionally, there is a gap w.r. the user's privacy: Intermediate components (e.g., importers or SSI network nodes) leam the users'
sensitive attributes during the derivation of elD data. In this work, we present a decentralized elD Gervaton concept that preserves the users' privacy while maintaining the data's trustworthiness without revealing
the plain data to any component outside the users’ control. Our propused system also enables users to selectively disclose only relevant parts of the imported identity assertion according to the service's
requirements. We also implement and evaluate a p the feasibility and

There are too few systematic architecture designs for blockchain-based self-sovereign identity (SSI) systems to support methodical development. We present an S| platform that advances the notion of the design
patter as a service. We implement a prototype and evaluate it for feasibility and scalability.

More and more users are eager to obtain more comprehensive network services without revealing their private information. Traditionally, in order to access a network, a user is authorized with an identity and
corresponding keys, which are generated and managed by the network operator. All users’ personally identifying information are centralized stored by the network operator. However, this approach makes users
lose the control of their personally identifying information. Users are concerned about who can access these sensitive data and whether they have been compromised. In this paper, we propose a blockchain-based
identity management and authentication scheme for mobile networks, where sers' identifying information are controlled by the users themselves. Our scheme let users generate their self-sovereign identities
(SSls) and corresponding public keys and private keys. The private key used to authenticate the user's identifying information is only known to the user. We use blockchain to record SSis and public keys of
legitimate user, and adopt chameleon hash to delete illegal users'information on the blockchain, while keeping the block head unchanged. Furthermore, other service providers can obtain the user's SSI and public
key and authenticate users by querying the blockchain. Expenmental results confirm that our scheme can greatly reduce the revocation overhead and communication overhead.
An identity cluding critical security factor. Various models for identity management have been developed continually, from the silo
modelto the fedisrated model and (o he recenty oduoad sl (overeign |denmy (S8 model. In paricoar, S31 makes users manage heir own inormaton by themsoives indepéndenty of any organizations, SSI
utilizes the newly emerged blockchain technology and many studies of it are in progress. However, SSI has not had wide public use because of its low compatibility and inconvenience. This is because it involves
an unfamiliar user experience and an immature process. To solve this problem, this paper proposes a new blockchain-based SSI model that complies with the popular and mature standard of OAuth 2.0. Using
blockchain, the proposed model secures users' data sovereignty where users can use and control their own information in a decentralized manner, instead of depending on a specific monopolistic service-providers.
Users and clients who are familiar with the existing OAuth can easily accept the proposed model and apply it, which makes both usability and scalability of the model excellent. This paper confirmed the feasibility of
the proposed model by implementing it and a security analysis was performed. The proposed model is expected to contribute to the expansion of both blockchain technology and SSI.
Self-Sovereign Identity (SS1) is a new paradigm in digital identity systems that puts the end-user in control: no other actor manages, permits or revokes their digital existence. TrustChain is an academic peer-to-
peer networking stack supporting SSI. It delivers passport-grade assurance by integrating with Dutch government. However, end-user control requires a programmed user agent with a human interface and
protocols that enable meaningful communication with issuers and verifiers of identity data. This agent must be inter-operable with a large variety of parties and credentials. TrustChain lacks such an interface and
protocols. This thesis makes three main contributions. First, a theoretical framework is proposed for aligning notions of self-sovereignty across contexts, borders and cultures. It provides more detailed, focused and
structured discourse than other work and helps consolidate design efforts. Second, a design project is done in collaboration with the Kamer van Koophandel (KVK). It focuses on ‘authorisation by legal entites', a
class of identity problems that have no satisfactory solution yet. Third, a generic common ‘semantic layer' is prototyped, consisting of a smartphone based user agent and communication protocols. Its wallet-centric
approach allows end-users to retrieve their data without leaving the app. The practical value of this prototype is evaluated at a construction site. The case study shows that the Kamer van Koophandel, lie other
government institutions, can be a valuable data provider. However, their current legal framework and business model may restrict them. Absence of such vital institutions invites commercial parties to close the gap,
threatening privacy and independence of end-users. Finally, this work has three implications for TrustChain. First, attestation metadata must be considered confidential. Second, single-sided public revocation is
required to ensure credential actuality without re-issuing. And third, non-interactive verification enables the construction of chains of untrusted issuers. This is a valuable feature as it enables individuals, not just
organisations, to issue claims to others.
Self-sovereign Identity promises to give users control of their own data, and has the potential to foster advancements in terms of personal data privacy. Self-sovereign concepts can also be applied to other entities,
ch s datasets and devices. Systems adopting tis paradim wil be decentralised, with messages passing between mullple ators, bth human and representing ther enies n rder t fsue and equest
credentials necessary to meet individual and collective goals. Such systems are complex, and build upon social and technical d behaviours. Modelling identity systems seeks to provide
stakeholders and software architects with tools to enable them to communicate effectively, and lead to effective and well d system des\gns and is paper draws upon research from Actor-
based Modelling to guide a way forward in modelling self-sovereign systems, and reports early success in utiising the iStar 2.0 framework to provide a representation of a pits registration case study.
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Access management using the Web seems to be heading for failure. While the Web offers a lot of convenience, the negative aspects of the shadow are increasing, such as fake news, slander, flaming, fraud, and
kidnapping that exploits the irresponsible anonymity of the Internet. In this paper, as a solution, we examine a method of constructing a social graph from the access history of information recorded on the hyper

ledger based on anonymous credentials and blockchain. In this scheme, information is delivered through many “friends" while securing authentication and authorization at the network layer level with a certified  application; trust;
cryptographic protocol. The final decision is made by a human who has gained Al support while viewing the social graph. In the process, it s also revealed which “friend” owns which information. With this scheme,  reputati

the true value of the Web can be brought closer to the original ideal while achieving the effect of “People get their personal information back from the digital giants” that the MIT project Solid of Sir Tim Berners-Lee

is aiming.

Reputation system for evaluating trust

theoretical; formalization;

In general, ID-based proxy re-encryption has the form of transferring data in a 1:1 manner between a data owner and data requestor. Therefore, only the data owner has the authority to decrypt or re-encrypt data formalized a system where individuals form groups

encrypted with their public key. However, in an environment with data self-sovereignty, such as a personal health record, data are managed directly. In such circumstances, if the owner of the data becomes ust group key of trusted peers that can decipher data cyphered by
unconscious or unable to control the data, there is no way to obtain the data. 222232222‘ ey the individual, but can not derive his private key

Digital identity is one of the biggest challenges in cyberspace. This field has been evolving for many decades with a number of Identity Management (IDM) models being proposed and employed; however, few were
able to solve the issue of sovereignty of an identity and storage-control of its associated personal and confidential data. Self-Sovereign Identity (SSI) was introduced to solve this crucial issue offering a user full
sovereignty of their identity and storage-control of their associated personal and confidential data. Alongside ownership of an identity, it maintains all private information in a Digital Wallet which is owned and theoretical; specifications;
controlled by the user. However, SS! is an emerging IDM, therefore it requires careful evaluation of various aspects of S| for it to become an operative IDM. This paper proposes several specifications to evaluate ~ evaluate

any S solution. Subsequently, it analyses two emerging S| solutions uPort and Sovrin. Finally, an evaluation of uPort and Sovrin SS! is performed utilising the proposed specifications, highlighting their strengths
and limitations.

Several working groups are coping with an ecosystem in which a user manages his/her own digital identity (D) information among different organizations or companies in a decentralized manner. Accordingly, we
developed a platform for trusted ID exchange called IDentitY eXchange. In the platform, the personal identity verification process will be realized by verifying credentials about users’ information issued by other

15 high-level, conceptual definitions are introduced
(overiapping other people’s concepts) that need to
be fulfilled for a solution to be SSI.

once a person updates data about itself, which

organizations. Through this kind of ID cooperation, users can prove their ID online using the credentials and will no longer need to take procedure for every organization when updating their ID information identity; trust; soore; might be in selfissued or third-party issued
credentials; update credential, how to share this new information with
registered there. To update their ID information among multiple organizations, users have to plan a schedule that represents an order of ID cooperation requests from each organization to other organizations ontile: conadui e o T 1 ot
However, the organizations’ policies to identify a user and relationships among the organizations make the scheduling problem a complicated one. In this study, we formulate a scheduling problem in the credentials; scheduling all relying parties that had its previous versio
; : g problem; Authors model this problem as an ILP considering

cooperative network as an integer linear program and propose a heuristic method based on the graph structure. Numerical experiments show that the heuristic approach has feasible scalabiliy for practical use.
Finally, we discuss other use cases of the proposed formulation, especially regarding logistics management, such as vehicle scheduling for transporting products from suppliers to consumers.

Authentication with username and password is becoming an inconvenient process for the user. End users typically have litle control over their personal privacy, and data breaches effecting millions of users have
already happened several times. We have a proof of conce t OpenlD Connect Provider by marrying it with Self-Sovereign Identity, which gives users the freedom to choose from a ver
large pool of identity providers instead of jus( a select few hus enabling the of the highly centralized digital identity landscape. Furthermore, we propose a verifiable credential powered
decentralized Public Key Infrastructure using distributed ledger technolugves, which creates a straightforward and verifiable way for retrieving digital certficates.

Self-sovereign identities provide user autonomy and immutabilty to individual identities and full control to their identity owners. The immutability and control are possible by implementing identities in a decentralized
manner on blockchains that are specially designed for identity operations such as Hyperledger Indy. As with any type of identity, self-sovereign identities too deal with Personally Identifiable Information (P of the
identity holders and comes with the usual risks of privacy and security. This study examined certain scenarios of personal data disclosure via credential exchanges between such identities and risks of man-in-the-
middle attacks in the blockchain based identity system Hyperledger Indy. On the basis of the findings, the paper proposes the following enhancements: 1) A novel attribute sensitivity score model for self-sovereign
identity agents to ascertain the sensitivity of attributes shared in credential exchanges 2) A method of mitigating man-in-the-midde attacks between peer self-sovereign identities and 3) A novel quantitative model
for determining a credential issuer's reputation based on the number of issued credentials in a window period, which is then utiized to calculate an overall confidence level score for the issuer.

Identity management systems enable users (i.e., provers) to authenticate and provide attributes to verifiers by using certified credentials obtained from an authority. To accept such a credential, verifiers require
information on whether the presented credentials are still valid or if they have been revoked. Up-to-date revocation information can be obtained from a revocation database; however, this requires that the verifier or ~ credentials; offiine
prover is online. The problem becomes more interesting in the offline case when the prover (e.g., citizen) and verifier (.g., police officer) do not have an Internet connection to query the revocation status of e credentials; offiine SSl infrastructure generates attestation that a given
presented credential (e.g., digital driver's license). In this paper, we extend the Self-Sovereign Identity (SSI) model to support both revocation as well as offline-verification. Our concept introduces attestations of revocation of credentials;  credential was not revoked at a specific time. This
validity for a point in time, which are issued by the SSI network for credentials that have not been revoked, i.., added by authorized entities to a revocation list. The concept aims to be generic o that it can be used  offline verification of attestation can be used offine.

for various use cases, e.g., by giving users the control over the frequency of re-attestation. To show our concept's feasibility and practicality, we developed and evaluated an implementation that includes an efficient  credentials status

and privacy-preserving showing of credentials using noninteractive zero-knowledge proofs, all while being offline.

Decentralized approaches towards digital identity management, often summarized under the currently popular term Self-sovereign identity (SS) are being associated with high hopes for a bright future of identity

management (IdM). Numerous private, open source as well as publicly funded research initiatives pursue this approach with the aim to finally bring universally usable, trustworthy, interoperable, secure, and prwacy trust; trust model; trust  decides if an entity can be trusted if it is on any trust
friendly digital identities for everyone and all use cases. However, a major challenge that so far has been only rudmenary addrossod s the tust in these identity policy; list published by trusted entities

paper first elaborates this problem before presenting an approach for a trust that is based on already completed work for trust management in digital ansactons.

In this paper we explore the problem of secure handiing of private keys in blockchain applications. We presem anovel approach, named *Partial Knowledge Recovery Scheme” (PKRS), which allows for the
recovery of an encrypted private key through the use of personal security questions. In PKRS, an individual is asked a set of questions, and the answers to those questions are used to encrypt the input and
produce a secured private key. Through the use of Shamir's secret sharing algorithm, the original private key can be recovered if the individual can answer correctly only a subset of the original questions. PKRS
does not require any external services for the recovery process, since all the required information is stored within the secured private key itself. This approach tries to achieve a middle ground between security and

different levels of trusts between RPs.

application; identity;
identity derivation; impt
identity; claims; aunbules

OpenlID connector that transforms federated
identities in SSI identitties.

attribute sensitivity score;
agent presenting claims;

a recomendation system regarding the sensitivity of
reputation of issuers; trust g

private information; a trust model;

private key recovery; key  a trade-off between security and usability to recover

usability. Security, where the private key needs to be encrypted and safely stored offline. Usability, where an individual wants to be able o recover their private key without the need of an easily forgotten recovery; usability private key using shamir's secret sharing
passphrase and be able to store it in their personal cloud environments. We also discuss the correct design of personal security questions in social environments where an individual's personal data can be mined
through public records and social networks. Finally, we present a blockchain Self-sovereign Identity use case, which was used for the integration and evaluation of PKRS within a real-world application.
In this paper, a subject-centric structure is proposed that improves the holder-centric structural problems of verifiable credentials developed for self-sovereign identities. Holder-Centric structured verifiable W3C credential; ropose a way o delegate credentials that alerts
credentials represent a structure in which a holder can control the credentials even if it is not a subject. This structure allows the holder to attempt authentication or transfer credentials without the subject's credential delegauon‘ propose a way 9

h f ° the subject when the credential is used, who
permission. The subject may lose some control over the credential, thus losing the meaning of self-sovereign identity. We propose a subject-centric structure that allows the subject to control over the transferred  delegatio

decides o accept or deny

verifiable credentials. fepresentatin;

Trust policies enable the automated processing of trust decisions for electronic transactions. We consider the Trust Policy Language TPL of the LIGHTest project [M519) that was designed for businesses and
organizations to formulate their trust policies. Using TPL, organizations can decide if and how they want to rely on existing trust schemes like Europe’s elDAS or trust scheme translations endorsed by them. While  trust; trust model;
the LIGHTest project is geared towards classical approaches like PKI-based trust infrastructures and X.509 certificates, novel concepts are on the rise: one example is the seff-sovereign identity (SSI) model that  automated trust decision;

enables users better control of their credentials, offers more privacy, and supports decentralized solutions. Since SS! is based on distributed ledger (DL) technology, it is a question of how TPL can be adapted so  trust policy language;  extend the TPL language to work with SS! tools
that organizations can continue to enjoy the benefits of flexible policy descriptions with automated evaluation at a very high level of reliability. Our contribution is a first step towards integrating SSI and the language for trust policy;  such as DIDs and VCs

interaction with a DL into a Trust Policy Language. We discuss this on a more conceptual level and also show required TPL modifications. We demonstrate that we can integrate SSI concepts into TPL without automated evaluation of

changing the syntax and semantics of TPL itself and have to add new formats and introduce a new buit-in predicate for interacting with the DL. Another advantage of this is that the “business logic" aspect of a trust;

policy does not need to change, enable re-use of existing policies with the new trust model.
The mechanisms and evolving standards collectively known as seff-sovereign identity (SSI) offer the prospect of a decentralized Intemet by providing a central pillar for a human-centered data ecosystem (HCDE).
Once established this technology promises to afford participants the same agency in the digital realm as individuals experience in the real world. Investigation suggests that the domain is now sufficiently mature to
reiize practollythe prinoiles of SSI, but ncxdsr 1 achlave sustanatle adopion, igifant deskan focused work needs 1> bs undertaken st th ntafacs syt This papar pesants recent praclosJed reseerch
designed to project current S prototypes to scale through conceptual modeling, preliminary user interface, and critical analysis. This research introduces the term sovereign boundary mechanism (SB

standardized collection of S| interactions, which can be described as a metaphorical ring of sovereignty between the participant and the wider network. Within this model, participants control identity, re\allunsmps
and data streams and access control. This research identifies the domains of interaction and the minimum required objects for a full-scale SSI engagement through an SBM. It defines the component parts and
functionality of a wider HCDE which require further consideration, and it identifies emergent concepts for which a participant may lack mental model and understanding. The research considers human computer
interaction (HCI) theory across internalized, external, and distributed cognition, arguing that the current trajectory of S requires significant interalized representations, prior knowledge, and participant
responsibility. This research argues that these elements are problematic and pose a significant barrier to sustainable adoption. In conclusion, this research suggests that the decentralized community needs to
recognize the obstacle potentially posed at the interface layer and engage in collective standardization, strategy, and design thinking to increase the probability of sustainable adoption

human computer
interaction; HCI; SSI
interactions; interfaces

studies the interactions in SSI, maps high-level
functionalities and proposes user interfaces

DID document may leak information through the
URLin the serviceEndpoint, which follows
W3C DID; identifier; leak  conventional naming of URLS and contain domain
information; privacy identifiers. Authors argue that serviceEndpoint
should not be public or at least use non-revealing
s

Decentralized Identifiers (DIDs) are a technology that allows individuals to realize self-sovereign identity. The advantage of the DIDs is that individuals can decide what information to disclose and transparently
review the details of the disclosed information. In the core architecture of DIDs, a DID document associated with a DID is derived, and this document is open to the public to access. However, DID service properties
in the DID document raises a dataveillance problem. In this paper, we analyze the risks of leaking sensitive information that may be included in the DID authentication process through a scenario,

Self-sovereign Identity Management (SSIM) promotes self-control of credentials without relying on external administration. However, the state-of-the-art SSIM based on Decentralized Identifiers and Verifiable \WaC credential;
Credentials (VCs) defined by the World Wide Web Consortium does not enable credential holders to verify whether a Credential Issuing Authority (CIA) legitimately issued a credential. As a remedy, our work credential; nyperleder

constructs a secure authentication protocal, called A-PoA, to provide decentralized and anonymous authorization of CIAs. We leverage a cryplographic accumulator to enable the Root Authority (registering a indy; schemac: credential  Create an anonymous PKI in Indy's credentials
Credential Schema) with the ability to authorize a CIA (registering a Credential Definition) t o i ssue a ¢ redential. T he p roof o f relies on a non-interacti knowledge proof. This e thndetion Using cryplographic accumulators,

allows a credential holder or validator node to verify the validity of a CIA, while the CIA remains anonymous. Our security analysis shows the integrity and confidentiality of our protocol against hostile network cryptographic

participants and our experimental evaluation shows constant verification t imes independent of the number of authenticated CIAs. Hence, A-PoA introduces the missing building block to develop SSIM-capable and 0% “S/2b

VC-compatible ecosystems acting as a drop-in replacement for traditional Public Key Infrastructure schemes. ;

The data on the Web is increasingly being centralised towards a few service providers. Personal Data Stores (PDS) have emerged, proposing a fundamental shift from the current service-centric data ecosystem to

a decentralised data storage and processing environment by placing the data with users. Users are to assume total self-sovereignty over their data, including opportunities to monetise. While PDS systems enable propose a tool to provide recommendations about
user empowerment, they also put a greater burden on the users, who may not be technically-savvy, to manage data access, which may increase the chance of unintended mishaps and privacy risks. This research  recommender system;  sharing user data for incoming requests based on
proposes a privacy preference recommender system for privacy-preserving data sharing control that is designed to work with the constraints of user-centric data storage and processing environment for PDS. The  privacy; HCI; the user's behavior and feedback on previous
outcome contributes towards a user-assisting privacy technology that utilises user context effectively to recommend privacy settings while conforming to the PDS architecture by storing and processing all analytics decisions

locally.

Self-sovereign identity (SSI) systems are novel blockchain-based solutions that are said to shift the control of data records from organizations to individuals. Contrary to conventional blockchains, such as Bitcoin or
Ethereum, many SSI systems do not capture on ledger the exchange of transactional data between individuals. By not capturing the exchange of transaction data such SSI systems have the advantage of
complying with privacy regulations such as the EU’s General Data Protection Regulations, but, at the same time, have the disadvantage of not capturing evidence that an exchange has happened. Such evidence,  audit; accountability;
however, may be needed for audit and accountability purposes. To achieve these objectives and to preserve privacy, we leverage archival principles to introduce a novel concept of a proof registry, which we define  archival; proof registry;
as a set of technical components, data structures, and process flows, that assures that authoritative records offering evidence of transactions is captured, stored, and accessible. This solution solves the compliance
and accountability problem while preserving the self-sovereignty and privacy of involved parties.
In a ubiquitous environment enclosing cooperative Intemet of Things (IoT) devices, individuals, and entities, Digital Identity Management (DIM) becomes criical and challenging. DIM pertains to device identities
authentication and verification to enable trustworthy service exchange, data collection, and decision making. DIM s the supporting pillar for all online services and the foundation for security and authentication
mechanisms. Due to the extreme heterogeneity, scale, and configuration complexity of such environments, enabling trustworthy DIM is crucial and seriously challenging. In an loT context, devices use local (Digital
Identities) Dls stored within a tamper-proof unit and verified by a centralized authority for authentication. The recent attacks on loT systems showed how vulnerable such a design is. It is also an inherent problem
that influences humans. From that, Self-Sovereign Identity (SSI) has emerged s a decentralized DIM approach embracing the concept of portable selfpossession identity. SSI was presented to decouple the DI
from the onner o enabe arge-scale cooperaton. However, DI storage and erifcation sl occur o the devie and n a cntralized manner. Uiizing  localsingle-point offailure siorage memory forverifatle

Iden

adds a third-party to hold history of transactions

10T; credential storage;

distributed credential stores credentials elsewhere and use a SSS
smart contracts verifiable  scheme with smartcontracts to manage VCs and
multi-party  VPs

credentials is one of the considerable drawbacks in contemporary SSI. In this regard, this paper introduces DTSSIM, a novel D Trustworthy ity framework. DT-SSIM  Pressniation: But
integrates the secret share schame wit th Blockohaln-based smartcontracts technologio o provids ransparent and tustortry SSi-based digtal .denmy management services for IoT. Storing loT identity P d
credentials outside the devices' local storage preserves the identity credentials from being tampered with or misused show the resiliency of the system and the cost and

estimated running times for verification processes in DTSSIM
Identity management s a principle component of securing online services. In the advancement of traditional identity management pattems, the identity provider remained a Trusted Third Party (TTP). The service

provider and the user need to trust a particular identity provider for correct attributes amongst other demands. This paradigm changed with the invention of blockchain-based Self-Sovereign Identity (SSI) solutions introduces an architecture to manage protocol
that primarily focus on the users. SS reduces the functional scope of the identity provider to an attribute provider while enabling atiribute aggregation. Besides that, the development of new protocols, disregarding  protocol mtegrauon trust  integration (among various SS! offerings) and
ssiblished protacols snd a signicantly iragmenled Iandscape of SSI solutions pose considerable challenges for an adoption by service providers. We propose an Attribute Trust-enhancing Identity Broker (ATIB)  evaluation traditional ID protocols (SAML, OIDC) while
to leverage the potential of SSI for ibute . ATIB abstracts from a dedicated SSI solution and offers standard protocols. Therefore, it facilitates the adoption by service evaluating trustireputation models

providers. Despite the brokered m«egrauon appmach. we show that ATIB provides a high security posture. Additionally, ATIB does not compromise the ten foundational SS! principles for the users.
With increasing digitization, more and more people use their identification credentials for accessing online services; which increases concern for data privacy. To ensure user's privacy, alterate credential

management schemes must be adopted. Self-Sovereign Identity (SSI) is a form of credential management where users are in charge of their credentials. Privacy-critical data is stored at the user's end and they can  remote credential issue;

choose to do selective disclosure of minimal required information to access services. Currently, SSI solutions are not being widely adopted by service providers and the ecosystem is fragmented. One of the credential as a service;  Issue credentials remotly through trusted execution
reasons for the lack of adoption is the need for maintaining private infrastructure for credential issuance, as critical user information is o be handled during credential issuance. To cater to this, we present a solution Caas; trusted execution  environment

that enables the service providers to run their credential issuers on public cloud - a so-called Credentials as a Service (CaaS). Caa$ issuers run inside Trusted Execution Environments (TEE) enabling credential  environment; TEE

issuers to ensure user's privacy while enjoying the flexibility of the pay-per-use cloud model. Caa$ can pave the way for making SS! credentials ubiquitous in identity management solutions.

Self-sovereign identity provides a feasible alternative to login via usemame and password through an identity provider to access digital services. It allows identity subjects to control and own their data. Although this

s an appeaing approach, i reqire 2 whole now infasinclure with Aimost o dependencies on the xising ones. We designed and implemanied a soluon that combines an xising federatd identiy access

management solution with the new approach by enabling d credentials while the identity provider retains verification and communication with the service provider via
Securty Asserion Mark Up Languiage. Thanks o the standarcized fecerated systems in the e higher education domain, the solution not only enables a smooth transition to self-sovereign identities but can  protocol integration;
also be easily transferred to other universities using the same federated identity framework SAML S to SAML integration

Self-sovereign identity provides a feasible altemative to login via userame and password through an identity provider to access digital services. It allows identity subjects to control and own their data. Although this

s an appeaing approach, reqires @ whole now infasirclure with Aimast no dependencies on the xising ones. We designed and implemanied a soluton that combines an xising federated identiy access

management solution with the new approach by enabling d credentials while the identity provider retains verification and communication with the service provider via  risk analysis; attack tree a risk analysis of SSI using the attack tree method
Securty Asserion Mark Up Languiage. Thanks o the standarcized fecerated systom in the e higher education domain, the solution not only enables a smooth transition to self-sovereign identities but can

also be easily transferred to other universities using the same federated identity framework.

Self-Sovereign Identity (SSI) is a digital identity that is managed in a decentralized manner utilising an undertying blockchain. It allows identity owners to manage and store their digital identities without relying on
centralised third-party providers. Providing full control of an identity to its owner seeks to enhance the security and privacy of the individual. The utiiisation of the decentralised trust model provided by an underlying
blockchain realises this user-centred control. However, this operational change towards greater control and responsibility placed upon identity owners poses new challenges and security threats to the SSI system.
Heretofore, there have been no significant research studies performed to assess potential attacks on the SSI system. The SSI model is an emerging Identity Management model, and requires a meticulous study of
its potential attack surfaces. Therefore, this paper proposes an attack tree based risk analysis method for investigating potential attacks on the SSI system and their associated risks in faciltating their mitigations.
This proposed attack tree based risk analysis method presents a systematic and generalised model to generate attack trees that can be used to perform risk analysis. In this investigation, three potential attacks on
the SSI system are focused: faking identity, identity theft and distributed denial of service attacks. For each attack, the attack tree based risk analysis is performed; and subsequently, their mitigations are proposed.

Self-Sovereign dentfy (SS1) s a prvacy-preserving ideniy paradigm wnero users own and manage theirdigial deniies. SS1 i also refrred 0 2 blookchain identiy, as s commorly implemeried using

VC metadata; metadata;
metadata match; Use natural language processing to search VC
metadata search; natural metadata

language; NLP

distributed ledger technologies. In this work, we describe the problem of schema matching on bl review the literature for tools that attack this problem, introduce  V/C; VC revocation; VG VC issued by two parties and revoked by two
anovel solution, and empirically compare it with the works reported from our lterature review. Our solution uses pre -trained word vectors to find semantic similarities between user queries and schemas on the issued by two parties;  parties
blockchain. Experimental evaluation shows that it outperforms existing solutions regarding queries that approach natural language. double revocation;

protocol integration;

Technical interoperability of the issuance, presentation, and verification of verifiable credentials (VC) across domains of trust is a current challenge for self-sovereign identity. We present an approach incorporating  &/DAS compliance; legal

different levels of assurance and trust domains in an elDAS compliant way. This is illustrated through a use case with real-world relevance: the issuance and cross-border usage of the European Health Insurance “““:1‘“9' e'ec‘n'?’,"w seal; [‘CX’V‘I”E‘E q‘l‘ﬂ"ﬂed ""“‘"’:“c certificate to VC for
Card. © 2021 Gesellschaft fur Informatik (GI). All rights reserved. electronic certificate; A, also evaluates trust policies

qualified certificate; trust

evaluation
Assurance in digital authentication means represents a in the on process of digital identites. Different level-of-assurance (LoA) describe the rustworthiness of the cryplographic Uses existing digtal identity with high LoA to create
Suihonication spociod by various standards. Some tadiional governmenta dently syelem achiove a high LoA. Noverinlese, he racent sef-sovereign deniiy (551) model, which utlizes ety wallets fo accumulator; LoA; wallet;  VCs with high LoA, which are stored in digital wallet
ensure that the identity data control remains with the related user, il lacks a high LoA, detaining the full potential of SSI such as using it for sensitive use-cases like for eGovernment or public administration FIDO2; FIDO; biometric;  in a way that a FIDO2 hardware token with
Services. This work tackles this problem by starting with assessing related LoA standards. Based on this assessment are requirements defined to achieve an LoA high. These requirements are utiized in the certficate; IdP; identity  biometrics is needed to finish the registration
process of defining and evaluating our proposed concept. Our generic serves as the foundation for other developers, aiming o elevate the LoAin their SSI systems. (More) derivation process and is used for VP

Proposes ways (o evaluate trust of received
credentials in Hyperledger Indy

This paper focuses on a specific type of distributed ledger designed to support this technical architecture, Hyperiedger Indy. The data contained within this ledger are analysed from the perspective of a verifier

attempting to assess the risk associated with accepting a credential presentation they have received. trust; hyperledger indy;
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We present a I head mechanism for self- of loT agents in networks. Our main contribution is to enable native use of Decentralized Identifiers (DIDs)
a0 DiD.based secure communication on constrained neworks, whoreas prewous works either did not consider the issue or relied on proxy-based architectures. We propose a new extension to DIDs along with a
more concise serialization method for DID metadata. Moreover, in order to reduce the security overhead over transmitted messages, we adopted a binary message envelope. We implemented these proposals
within the context of Swarm Computing, an approach for decentralized loT. Results showed that our proposal reduces the size of identity metadata in almost four times and security overhead up to five times. We
observed that both techniques are required to enable operation on constrained networks.

SelfSovsrsign deny (SS) faciates sel.conirol o dighzsd cradsntits whhout depanding on » ceniralised auhoryfo st managarent among itaracing nits. Howste,inoureet SS1solutons, cradenial
issuers are still assumed to be from “official” sources (.g., government agencies) and there is no systematic support for personal issuers in terms of managing trust of the issuers. This engenders lack of tru
between personal issuers and verifiers. We propose a blockchain-based, decentralised credential and identity management system that allows issuer authentication through the establishment of a Verable.
crodental based 'Web ofTrust of personal suers. Our work ams o esiabish an effectve govemance famewrk for prsona ssuers by introducing mult-ayered issuer auhories an credenia-based frust

In Self-Sovereign Identity (ssw) there are three entities involved, namely issuer (issues the credentials), holder (for whom the credentials are issued), and verifier (the one who needs to view the credentials to
provide a service or commodity in exchange). The problem here s that the verifier might request more than the required credentials from the holder. The holder is put into a difficult situation where the holder must
give all the requested credentials in order to avail of the service offered by the verifier. To stop this from happening policies must be put into place and these policies must be cryptographically enforced. Various
potential solutions are suggested and from those solutions, Ciphertext Policy Attribute-Based Encryption (CPABE) is used to address this problem. Implementation is provided in the form of a demo and the
performance of the implemented solution is measured

This research has been performed in pursuit of the MSc Computer Science at Delft University of Technology in collaboration with the Dutch National Office for Identity Data (RvIG), part of the Dutch Ministry of the
Interior and Kingdom Relations. Seff-Sovereign Identity (SSI) is a relatively new concept part of a movement aspiring to create a universal identity layer for the Intenet. SSI aims to put the citizen at the centre of
their data, making them the sovereign over their digital presence. Wherein the current ecosystem personal information is stored in centralised or federated settings, S delegates this responsibility entirely to the
user. Functioning SSI schemes have been proposed and deployed, even with govermental support. However, we identify that the key issue that remains to be solved is revocation: the invalidation of credentials.
Proposed revocation mechanisms ypically rely on cenlralised infrastructure for revocalions, defying the princples of SS! itsef and, urthermore, lack offine verifiation capabilies. This research addresses these
issues and proposes the first fully distributed revocation in SSI, usinga algorithm. Our revocation mechanism requires no centralised infrastructure or strict network
requirements and enables offin verfication ofcedenils i case o disaster Propagation is handled by honest clients, requires no direct communication with authorities and is shown {o be robust in case of
unreliable links. Fu revocatior is at the discretion of individual clients, making our mechanism fully adhere to the principles of Seif-Sovereignty. This revocation and verification
structure s part of our Industry-Grade Self- fon ldenti (G.SS1) 1G-SS! is a purely academic fully distributed SSI scheme with intrinsic equality across the network. Furthermore, communication
is facilitated peer-to-peer, requiring no specialised infrastructure. The architecture allows for the signing, verification and presentation of credentials using Zero-Knowledge Proofs. We believe that the characteristics
of our system provide it with use for decades to come, hence, we deem it to be industry-grade. Our simulation portrays that a network comprised of 10,000 clients gossips 1 million revocations within 25 seconds.
Feasibility on smartphones is shown through a government-backed real-life trial. Based on our results, we claim that IG-SSl is a viable candidate for facilitating the needs for a digital identity of the European Union.
Self-Sovereign Identities provide a solution to the identity crisis as their goal is bringing back control over identities to their owners. Nonetheless, currently deployed SSI managers lack data resilience.
Consequently, one's identity is lost if the device holding it becomes inaccessible. We achieve data resilience through identity backups. Unfortunately, there is no research on the matter. Thus, we discover that
tradiional backup systems need eight adtional requirements to become suitable for dentity backups. Then we descibe two existing solutons and introduce a novel ane designed by us. A comparison between
them follows, from which we conclude that our novel solution satisfies the most requirements. We then extend an existing SS| manager with a of our solution. Our

consists of three main components. The fist one takes care of identity recovery. The second one allows verifirs o check whether identities and lhe\r backups are consistent before verifying their attested claims.
And the last mechanism takes care of access revocation.

Self-Sovereign Identity (SS1) is a novel and emerging, decentralized identity approach that enables entities to fully control and manage their digtal identifiers and associated identity data while enhances trust,
privacy, security, and many other properties analyzed in this paper. The paper provides an overview of the SSI properties, focusing on an in-depth analysis, furthermore presenting a comprehensive collection of
S51 properties that arc imporant for he mplemontationof te SS1 systam. In addton,  explores the SSI process flow and mghngms the steps in which individual properties are important. After the initial
purification and classification phase, we then validated properties among experts in the field of and identity using an online ‘which resulted in a final set of
classified and verified S properties. The results can be used for further work on the definition and standardization uf o SSield.

A content wallet device is disclosed. A content wallet device, to which a storage device having content stored therein connects, comprises: a communication unit for communication between the content wallet
device and a user terminal device; an encryption unit for generating encryption data comprising a passcode and a user ID for an authentication between the content wallet device and user terminal device; a switch
unit for controlling the electrical connection between the storage device and communication unit; and a reset unit for resetting the generated passcode if the electrical connection between the storage device and
communication unit is released by the switch unit. Therefore, when a user is selling content, the user can directly trade the content with a purchaser without transferring the authorization to a central management
system, and a new passcode is generated every time the user authenticates a content ownership, and thus hacking by a third party is prevented, thereby blocking an unauthorized leak of the content

A computer-implemented transaction system supports transactions between a user computing device and a provider computing device. The user computing device transmits a transaction service identifier to the
provider computing device, and the provider computing device transmits the transaction service identifier to a provider transaction server. The provider transaction server communicates network with a user
transaction server identified by the transaction service identifier, and requests that the transaction is performed between the user transaction server and provider transaction server. In response to the transaction
request, the user transaction server communicates with the user computing device and authenticates usage of the respective user computing device. The user transaction server performs the transaction if usage of "
the user computing device is authenticated.

Credentials are a part of our daily lives; driver's licenses are used to assert that we are capable of operating a motor vehicle, university degrees can be used to assert our level of education, and goverment-issued
passports enable us to travel between countries. This specification provides a mechanism to express these sorts of credentials on the Web in a way that is cryptographically secure, privacy respecting, and
machine-verifiable.

Decentralized identifiers (DIDs) are a new type of identifier that enables verifiable, decentralized digital identity. A DID refers to any subject (e.g., a person, organization, thing, data model, abstract entity, etc.) a
determined by the controller of the DID. I contrast to typical, federated identifiers, DIDs have been designed so that they may be decoupled from centralized registries, identity providers, and certificate authoriies.
Specifically, while other parties might be used to help enable the discovery of information related to a DID, the design enables the controller of a DID to prove control over it without requiring permission from any’
other party. DIDs are URIs that associate a DID subject with a DID document allowing trustable interactions associated with that subject. Each DID document can express cryptographic material, verification
methods, or services, which provide a set of mechanisms enabling a DID controller to prove control of the DID. Services enable trusted interactions associated with the DID subject. A DID might provide the means
to return the DID subject itself, i the DID subject s an information resource such as a data model. This document specifies the DID syntax, a common data model, core properties, serialized representations, DID
operations, and an explanation of the process of resolving DIDs to the resources that they represent.

The desir forincrassed contolover our denly has cstapuited th idea of ‘sl soveraign sty it thelasfront of cigha danlyinavston,yat the trm acka  rigorous dafilon beyond speclfc tachica
implementations 1 . This paper explores what self-sovereign identity means independent of technology: what people need from independent identity capabilies. | want to understand how such a system enables
both individuals whose identities are in play (subjects), as well as those who use those “identities” to S omelte meracions across contxts (observers). | start with groundlng individual sovereignty in the

DID; DID metadata;
BIDComm; DID method;
DID doc

optimization IoT CBOR

VC; VC issuer; issuer;
issuer authorization;

Ciphertext Policy
Attribute-Based
Encryption (CPABE);
Issuer Policy; VP
Authorization;

distributed revocation

wallet backup; identity
backup; backup;

S8l properties; theoretical 3

discussion

wallet; hardware based
wallet;

HCI; authentication;
amhenucauon (hmugh
"usage d

credentials; verifiable
credentials; VC;

decentralized identifiers;
DID; identifier;
authentication;

theoretical; requirements

Extend DIDComm to DioTComm, using CBOR to
reduce protocol overhead e imes compared to
DIDCom

Add policies to V/C, allowing others to issue VCs
under that policy

Uses CP-ABE to enable issuers to specify a policy
that RPs must respect to receive data from holders.

gossip-based protocol to distribute revocation
information and allow S users to have offline
revocation information

backup on another device of the identity owner

adds decentralization, legacy compatibilty, identity
surance, secure transactions, recoverability,
usability and accessibility

a hardware-based wallet for mobile devices

Proposes "implicit authentication” throught device
usage patterns (messages, sensors, applications,
location history)

the verifiable credentials standard

the decentralized identifier standard

proposes requirements for SSI systems

defines three self-

theoretical;

Enlightenment and identity in its core function of correlation, then propose core characteristics of a self-sovereign identity system. My eventual goal is to model the of aself-
sovereign solution suitable for realizing UN Sustainable Development Goal 16.9: *Providing every last person on the planet with a legal identity by 2030."

This RFC describes the protocol to exchange DIDs between agents when establishing a DID based relationship.

An identity system based secure overlay for the Interet s presented. This includes a primary root-of-trust in self-certifying identifiers. It presents a formalism for Autonomic Identifiers (AIDs) and Autonomic
Namespaces (ANs). They are part of an Autonomic Identity System (AIS). This system uses the design principle of minimally sufficient means to provide a candidate trust spanning layer for the internet. Associated
with this system is a decentralized key management infrastructure (DKMI). The primary root-of-trust are self-certifying identifiers that are strongly bound at issuance to a cryptographic signing (public, private) key-
pair. These are self-contained untillunless control needs to be transferred to a new key-pair. In that event an append only chained key-event log of signed transfer statements provides end verifiable control
provenance. This makes intervening operational infrastructure replaceable because the event logs may be therefore be served up by ambient infrastructure. End verifiable logs on ambient infrastructure enables
ambient verifiability (verifiable by anyone, anywhere, at anytime). The primary key management operation is key rotation (transference) via a novel key pre-rotation scheme. Two primary trust modalities motivated
the design, these are a direct (one-to-one) mode and an indirect (one-to-any) mode. In the direct mode, the identity controller establishes control via verified signatures of the controlling key-pair. The indirect mode
extends that trust basis with withessed key event receipt logs (KERLS) for validating events. The security and accountabilty guarantees of indirect mode are provided by KERIs Agreement Algorithm for Control
Establishment (KACE) among a set of witnesses.

Decentralised identifiers (DIDs) and verifiable credentials (VCs) are upcoming standards for self- identifiers and i This focus on privacy can help improve many
services and open up new business models, but using DIDs and V/Cs directly on consirained loT devices can be problematic due to the management and resource overhead. This paper presents an OAuth-based
method to delegate the processing and access policy management to the Authorisation Server thus allowing also systems with constrained loT devices to benefit from DIDs and VCs

The traditional centralized digital identity management system (DIMS) has been subject to threats such as fragmented identity, single point of failure, internal attacks and privacy leakage. Emerging blockchain
technology allows DIMSS to be deployed in it, which largely alleviates the problems caused by the centralized third party, but its inherent transparency and lack of privacy pose a huge challenge to DIMSs. In this
regard, we leverage the smart contracts and zero-knowledge proof (ZKP) algorithms to improve the existing claim identity model in blockchain to realize the identity unlinkabilty, effectively avoiding the exposure of
the ownership of atiributes. Furthermore, we implement a system prototype named BZDIMS that includes a challenge-response protocol, which allows users to selectively disclose their ownership of attributes to
service providers to protect users’ behavior privacy. Performance evaluation and security analysis show that our scheme achieves effective attribute privacy protection and a wider application scope compared with
the prior model

Recently, a self-sovereign identity model has been researched actively as an alternative to the existing identity models such s a centralized identity model, federated identity model, and user-centric model. The
self-sovereign identity model allows a user to have complete control of his identity. Meanwhile, the core component of the self-sovereign identity model is data minimization. The data minimization signifies that the
extent of the exposure of user private identity should be minimized. As a solution to data minimization, zero-knowledge proofs can be grafted to the sel-sovereign identity model. Specifially, zero-knowledge
Succinct ARgument of NARKS) enables proving the truth of the statement on an arbitrary relation. In this paper, we propose a privacy-preserving self-sovereign identity model
based on 5 ONARKS 1 sl any type of data minimization beyond the selective disclosure and range proof. The security of proposed model is formally proven under the security of the zero-knowledge proof and
the unforgeability of the signature in the random oracle model. Furthermore, we optimize the proving time by checking the correctness of the commitment outside of the proof relation for practical use. The resulting
scheme improves proving time for hash computation (to verify a commitment input) from 0.5 s to about 0.1 ms on a 32-bit input

Digital identity is essential to almost all information systems. This paper provides a new perspective for reducing digital identity management systems (DIMS) to two mappings, the core operations on the mappings,
and the trust model built around the mappings. Using this two-mapping view, we derive criteria for determining whether a DIMS solution is self-sovereign. We also compare decentralized identity management
solutions with the traditional centralized identity management solutions. From the comparison and analysis, we have the following findings. The differences between decentralized and centralized solutions stem
from the trust model differences which dictate storage scheme differences, and therefore other operation-level differences. With a more trustiess trust model and storage scheme, current decentralized solutions can
be promising candidates for self-sovereign DIMS. Design considerations and certain limitations of the current decentralized solutions are analyzed based on the two-mapping view as well, which can provide useful
directions to further study.

This paper presents a design for a blockchain solution aimed at the prevention of unauthorized secondary use of data. This solution brings together advances from the fields of identity management, confidential
computing, and advanced data usage contrl. In the area of identity management, the solutionis aligned with emerging decentralized identiy standards: decentralized ideniers (DIDs). DID communication and
verifiable credentials (VCs). In respect to confidential computing, the Ch g (CKKS) fully encryption (FHE) scheme is incorporated with the system to protect the privacy of the
individual's data and prevent unauthorized secondary use when being shared with potential users. In the area of advanced data usage control, the solution leverages the PRIV-DRM solution architecture to derive a
novel approach to licensing of data usage to prevent unauthorized secondary usage of data held by individuals. Specifically, our design covers necessary roles in the data-sharing ecosystem: the issuer of personal
data, the individual holder of the personal data (i.e., the data subject), a trusted data storage manager, a trusted license distributor, and the data consumer. The proof-of-concept implementation utiizes the
decentralized identity framework being developed by the Hyperledger Indy/Aries project. A genomic data licensing use case is evaluated, which shows the feasibility and scalability of the solution

When multiple entities communicate o collaborate in JointCloud, identities are the very prior basis to build trust with each other. Decentralized identifier (DID) can provide a trusted identity with blockchain
technology and a complete method of identiy verification based on verifiable credentials, which solves problems of conventional centralized identity. However, current DIDs can only conduct verification within a
single blockchain, which limits the interoperabilty of DIDs on different blockchains. Network isolation hinders the verification of DIDs on different blockchains and thus there is a need to break the barrier between
blockchains. In this paper, we propose a model to conduct cross-chain verification of DIDs. We build a system of credit evaluation to describe the credibilty of DIDs in a unified way and deploy smart contracts to
implement hain verification of DIDs. results verifies the feasibility of the model, which realizes cross-chain verification of DIDs in the networks of blockchain.

In this paper we present ZKlaims: a system that allows users to present attribute-based credentials in a p g way. We achieve a zero-knowledge property on the basis of Succinct Non-interactive
Arguments of Knowledge (SNARKS). ZKlaims allow users to prove statements on credentials issued by trusted third parties. The credential contents are never revealed to the verifier as part of the proving process
Further, ZKlaims can be presented non-interactively, mitigating the need for interactive proofs between the user and the verifier. This allows ZKlaims to be exchanged via fully decentralized services and st

such as traditional peer-to-peer networks based on distributed hash tables (DHTs) or even blockchains. To show this, we include a performance evaluation of ZKlaims and show how it can be integrated in
decentralized identity provider services.

Today, identity management is a key element for commercial and private services on the Intemet. Over the past decade, digital identities evolved away from trolled personas
towards centralized, unabiguous identities managed at and provided through service providers. This /as sparked by the of real identities in the context of electronic commerce. However,
it was particularly fuelled later by the emergence of social media and the possibilities it provides to people in order to establish social connections. The following centralization of identities at a handful of service
providers significantly improved usability and reliability of identity services. Those benefits come at the expense of other, arguably equally important areas. For users, itis privacy and the permanent threat of being
tracked and analyzed. For service providers, it is liability and the risk of facing significant punishment caused by sirict privacy regulations which try to counteract the former. In this thesis, we investigate state-of-the-
art approaches to modern identity management. We take a look at existing standards and recent research in order to understand the status quo and how it can be improved. As a result from our research, we
present the following contributions: In order to allow users to reclaim control over their identities and personal data, we propose a design for a decentralized, self-sovereign directory service. This service allows
users to share personal data with services without the need of a trusted third party. Unlike existing research in this area, we propose mechanisms which allow users to efficiently enforce access control on their
data. Further, we investigate how trust can be established in user-managed, self-sovereign identities. We propose a trust establishment mechanism through the use of secure name systems. It allows users and
organizations to establish trust relationships and identity assertions without the need of centralized public key infrastructures (PKIs). Additionally, we show how recent advancements in the area of non-interactive
zero-knowledge (NIZK) protocols can be leveraged in order to create privacy-preserving atribute-based credentials (PP-ABCs) suitable for use in self-sovereign identity systems including our proposed directory
service. We provide proof of concept implementations of our designs and evaluate them to show that they are suitable for practical applications.

In many application domains, there is a need to ensure that users satisfy some requirements to use a service: for example, there is a minimum age to buy alcoholic beverages or to watch some videos on YouTube.
In these situations, organizations typically collect more personal information than necessary to provide a better service. The consequence is a personal data leakage that violates the data minimization principle
stated by the General Data Protection Regulation 2016/679. This article proposes a new approach for allowing individuals to maintain control over the disclosure of their data, deciding which information to disclose
and for how long. Our approach is based on the use of social networks, and implementation on Facebook is presented to show that the proposed solution is effective, cheap, friendly, and simple to adopt.

Most authentication schemes are centralized or managed by large federated giants. Often data stored i such third parties is highly susceptible to hacks, leaks, crossmatching, selling, and various privacy-invading
attacks. Biometric credentials are extremely sensitive as unlike other credentials they cannot be renewed if compromised. This work proposes a blockchain based framework that allows secure, transparent, and
privacy-preserving biometric authentication. Instead of storing biometric data in a centralized database they are decentralized and managed using DID and DID documents. It allows a user to posses self-sovereign
and revocable pseudobiometric identities that enables complete control over its biometric identity information, completely anonymous transactions, and the right to be forgotten. The pseudo-biometric acts extra
protecting by imparting one-way transforms to original biometric and making is absolutely safe to onboard. The scheme is analyzed for performance under various operating scenarios.

Today’s web is comprised of a patchwork of identity solutions because neither identity nor privacy were designed-in when it was created. This paper proposes an integrative identity architecture that satisfies the
principles of privacy by design from inception. Comprised of identity agents and digital identities that are tightly held by their owners, the architecture decentralizes control over identity from providers to users.
Owners can manage their digital identities and private data such that iabilty risks are reduced for service providers without compromising ease-of-use. Identity agents and digita identties enable owners to pro

1ho hey are when required, protect hei rivae and deniing data, and securel calaborate. Digitaldenties are vitualized o look and behave ko redenials found in one's wallt thereby faciiatng | lechno\ogy
adoption and reducing dependency on remote access passwords. A gestalt privacy by design process has been used to discover and validate the architecture's privacy requirements and design elem

systematicay reasoning about how the design saises the equirements. The process can be appied to organiclly mprove he arcecture and reate a reference modl for open source developmem rhis paper
also relates the architecture to W3C's models for verifiable credentials and identifiers, features, capabilities and benefits, and suggests areas for further study.

Owing to the introduction of blockchain technology, a decentralized identity model has been proposed to replace conventional identity models based on centralized authorities. The blockchain platform operated by
various participants provides a new root-of-trust functionality for entity identification and access control. Each entity generates and registers its own identifier and credential (public key) to the blockchain such that
any entity can obtain the other entity’s public key. When the corresponding private key is compromised, the key rotation to generate and register a new key pair should be performed. However, the current approach
for cryptographically binding a decentralized identifier with a public key induces a serious security problem that results in both identity-stealing attacks and multiple identifiers for a single entity. A new decentralized
identity to address the securiy problem above is proposed herein, which is based on a newly proposed cryptographic primitive (infinite one-way hash chain), as well as its security analysis and performance
evaluation on Hyperledger Fabric and Contiki Cooja simulator. To the of the proposed identity to various security protocols, an authenticated key exchange protocol is also
designed.
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Attribute-based credential systems enable users to authenticate in a privacy-preserving manner. However, in such schemes verifying a user's credential requires knowledge of the issuer's public key, which by itself
might already reveal private information about the user. In this paper, we tackle this problem by introducing the notion of issuer-hiding attribute-based credential systems. In such a system, the verifier can define a
set of acceptable issuers in an ad-hoc manner, and the user can then prove that her credential was issued by one of the accepted issuers — without revealing which one. We then provide a generic construction, as
well as a concrete instantiation based on Groth's structure preserving signature scheme (ASIACRYPT'15) and simulation-sound extractable NIZK, for which we also provide concrete benchmarks in order to prove
its practicability. The online complexity of all constructions is independent of the number of acceptable verifiers, which makes it also suitable for highly federated scenarios.

Secrets such as passwords, encryption keys, and certificates are used to assist in protecting access to resources such as computing devices, customer data and other information. Unauthorised access to
resources can cause significant disruption and/or disastrous consequences. Given the importance of protecting these secrets to the security and privacy of many software systems, many solutions have been
proposed. These solutions take two main directions: either securely store the secret and implement an access control mechanism, or divide the secret into a set of shares and distribute them in different machines
(such as the Shamir's secret sharing approach or multi-party computation MPC). However, apart from the MPC approach, they all share the same limitation: once the consumer receives the secret, it can be leaked
and be used by any malicious actor. We believe that the secret management should not be centralised and that the secret should never be sent to the receiver. Therefore, in this paper we propose, Secretation, a
new approach for managing the secrets in a decentralised way by leveraging decentralised identity concepts such as verifiable credential technologies, password-authenticated key exchange protocols and multi-
party computation. The resut is a more scalable and secure solution that significantly reduces the risk of leaking the secrets.
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