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Exclude (EC-1 The research work is not in the area of computer science)Exclude (EC-1 The research work is not in the area of computer science)1 Active euthanasia and forgoing life-sustaining treatment: Can we hold the line?1991 Jennings, Bruce Journal of Pain and Symptom Management
Exclude (EC-1 The research work is not in the area of computer science)Exclude (EC-1 The research work is not in the area of computer science)2 The Search for Self-Sovereignty: The Oratory of Elizabeth Cady Stanton. 1991 Miller, Page Putnam and Waggenspack, Beth M.Journal of American History
Exclude (EC-1 The research work is not in the area of computer science)Exclude (EC-1 The research work is not in the area of computer science)3 Book reviews 1991 Cooper, Martha and Becerra, Yvonne and Miller, Lynn C. and Carbaugh, Donal and Hauser, Gerard A. and Scult, Allen and Littlejohn, Stephen W. and Galvin, Kathleen M. and Deetz, Stanley and Charland, Maurice and Campbell, John Angus and Descutner, David and Kallendorf, Craig and Abbott, Don Paul and Jensen, J. VernonJournal of Speech
Exclude (EC-1 The research work is not in the area of computer science)Exclude (EC-1 The research work is not in the area of computer science)4 Commentary on Nietzsche 2008 Nietzsche, Friedrich Book: Self and Subjectivity
Exclude (EC-1 The research work is not in the area of computer science)Exclude (EC-1 The research work is not in the area of computer science)5 Understanding the forms of government in today's liberal and democratic societies: An introduction2009 Pestre, Dominique Journal Minerva
Exclude (EC-1 The research work is not in the area of computer science)Exclude (EC-1 The research work is not in the area of computer science)6 Fear and the Illusion of Autonomy 2010 Frost, Samantha Book: New Materialisms
Exclude (EC-1 The research work is not in the area of computer science)Exclude (EC-1 The research work is not in the area of computer science)7 Self-sovereignty and paternalism 2010 de Marneffe, Peter Book: Paternalism Theory and Practice
Exclude (EC-1 The research work is not in the area of computer science)Exclude (EC-1 The research work is not in the area of computer science)8 Love and marriage among the ruins 2011 Reinsch, Richard M.Journal Perspectives on Political Science
Exclude (EC-1 The research work is not in the area of computer science)Exclude (EC-1 The research work is not in the area of computer science)9 The paradox of John Stuart mill 2011 Kors, Alan Charles Journal Social Philosophy and Policy
Exclude (EC-1 The research work is not in the area of computer science)Exclude (EC-1 The research work is not in the area of computer science)10 Cultural nationalism and the formulation of the political: Reflections on the Jewish national movement in the works of D. Frishman and M. J. Berdichevski2012 Amiran, Revital Journal Nationalism and Ethnic Politics
Exclude (EC-1 The research work is not in the area of computer science)Exclude (EC-1 The research work is not in the area of computer science)11 Vice Laws and Self-Sovereignty 2013 de Marneffe, Peter Journal Criminal Law and Philosophy
Exclude (EC-1 The research work is not in the area of computer science)Exclude (EC-1 The research work is not in the area of computer science)12 Autonomy as self-sovereignty 2014 Trotter, Griffin Journal HEC forum
Exclude (EC-1 The research work is not in the area of computer science)Exclude (EC-1 The research work is not in the area of computer science)13 Law's translation, imperial predilections and the endurance of the self 2014 Legrand, Pierre Journal The Translator
Exclude (EC-1 The research work is not in the area of computer science)Exclude (EC-1 The research work is not in the area of computer science)14 Jacques-Louis David's Adieux : The Micropolitics of Sovereignty at the Bourbon Restoration2016 Klausen, Jimmy CasasJournal Law, Culture and the Humanities
Exclude (EC-1 The research work is not in the area of computer science)Exclude (EC-1 The research work is not in the area of computer science)15 Jackie Chan's Indian play: immigration, Asianness, and the contracting self in the American settler colony2016 Cornellier, Bruno Journal Settler Colonial Studies
Exclude (EC-1 The research work is not in the area of computer science)Exclude (EC-1 The research work is not in the area of computer science)16 Informed consent, body property, and self-sovereignty 2016 Rao, Radhika Journal of Law, Medicine and Ethics
Exclude (Does not satisfy neither IC-1 nor IC-2) Exclude (Does not satisfy neither IC-1 nor IC-2) 17 The inevitable rise of self-sovereign identity 2016 Tobin, Andrew and Reed, DrummondTechnical Report: The Sovrin Foundation
Exclude (Does not satisfy neither IC-1 nor IC-2) Exclude (Does not satisfy neither IC-1 nor IC-2) 18 Towards Self-Sovereign Identity using Blockchain Technology 2016 Baars, Djuri Master's Thesis
Exclude (EC-1 The research work is not in the area of computer science)Exclude (EC-1 The research work is not in the area of computer science)19 Fear and loathing in the academy? The role of emotion in response to an impact agenda in the UK and Australia2017 Chubb, Jennifer and Watermeyer, Richard and Wakeling, PaulJournal Higher Education Research & Development
Exclude (Does not satisfy neither IC-1 nor IC-2) Exclude (Does not satisfy neither IC-1 nor IC-2) 20 Private Data System Enabling Self-Sovereign Storage Managed by Executable Choreographies2017 Alboaie, Sinică and Cosovan, DoinaInternational Conference on Distributed Applications and Interoperable Systems
Exclude (Does not satisfy neither IC-1 nor IC-2) Exclude (Does not satisfy neither IC-1 nor IC-2) 21 BC-PDS: Protecting Privacy and Self-Sovereignty through BlockChains for OpenPDS2017 Yan, Zhu and Gan, Guhua and Riad, KhaledInternational Symposium on Service-Oriented System Engineering
Exclude (Does not satisfy neither IC-1 nor IC-2) Exclude (Does not satisfy neither IC-1 nor IC-2) 22 Self-Sovereign Identity framework and Blockchain 2017 Joosten, Rieks Magazine: ERCIM NEWS
Exclude (EC-1 The research work is not in the area of computer science)Exclude (EC-1 The research work is not in the area of computer science)23 Philosophical sex 2017 Hillman, David Book: Shakespeare's Hamlet: Philosophical Perspectives
Exclude (EC-1 The research work is not in the area of computer science)Exclude (EC-1 The research work is not in the area of computer science)24 The death caf\'e movement: Exploring the horizons of mortality 2017 Fong, Jack Book: The Death Café Movement
Exclude (EC-1 The research work is not in the area of computer science)Exclude (EC-1 The research work is not in the area of computer science)25 Legal sex, self-classification and gender self-determination 2017 Hutton, Christopher Journal Law and Humanities
Include (Satisfies IC-1 The paper includes a novel conceptual/theoretical contribution to SSI)Include (Satisfies IC-1 The paper includes a novel conceptual/theoretical contribution to SSI)26 Self-sovereign identity 2017 Abraham, Andreas Technical Report: Styria. EGIZ. GV. AT"The blockchain technology provides a good basis to create a SSI system. The requirements of such as system are detailed as follows."No
Include (Satisfies IC-1 The paper includes a novel conceptual/theoretical contribution to SSI)Include (Satisfies IC-1 The paper includes a novel conceptual/theoretical contribution to SSI)27 Self-Sovereign Identity using Smart Contracts on the Ethereum Blockchain 2017 Diebold, Zachary and O'mahony, DonalMaster's Thesis "Such a solution, in pursuit of this goal, should conform to the following requirements"No
Exclude (Does not satisfy neither IC-1 nor IC-2) Exclude (Does not satisfy neither IC-1 nor IC-2) 28 Portable Trust: biometric-based authentication and blockchain storage for self-sovereign identity systems2017 Hammudoglu, J S and Sparreboom, J and Rauhamaa, J I and Faber, J K and Guerchi, L C and Samiotis, I P and Rao, S P and Pouwelse, J AarXiv preprint
Exclude (Does not satisfy neither IC-1 nor IC-2) Exclude (Does not satisfy neither IC-1 nor IC-2) 29 Self-sovereign Identity - Opportunities and Challenges for the Digital Revolution2017 Der, Uwe and Jähnichen, Stefan and Sürmeli, JanarXiv preprint
Include (Satisfies IC-1 The paper includes a novel conceptual/theoretical contribution to SSI)Include (Satisfies IC-1 The paper includes a novel conceptual/theoretical contribution to SSI)30 BLOCKCHAIN-ENABLED SELF-SOVEREIGN IDENTITY 2017 Van Wingerde, MarvinMaster's Thesis "To gain a deeper understanding of Self-Sovereign Identity concept, a set of system requirements have been developed."No
Exclude (Does not satisfy neither IC-1 nor IC-2) Exclude (Does not satisfy neither IC-1 nor IC-2) 31 Blockchain in global trade 2018 Duan, Jack and Patel, MilanInternational Conference on Blockchain
Exclude (EC-1 The research work is not in the area of computer science)Exclude (EC-1 The research work is not in the area of computer science)32 Standing and the sources of liberalism 2018 Kolodny, Niko Journal Politics, Philosophy & Economics
Exclude (Does not satisfy neither IC-1 nor IC-2) Exclude (Does not satisfy neither IC-1 nor IC-2) 33 Towards decentralized accountability and self-sovereignty in healthcare systems2018 Liang, Xueping and Shetty, Sachin and Zhao, Juan and Bowden, Daniel and Li, Danyi and Liu, JihongInternational Conference on Information and Communications Security
Include (Satisfies IC-2 The research work makes practical progress towards SSI)Include (Satisfies IC-2 The research work makes practical progress towards SSI)34 A Quantifiable Trust Model for Blockchain-Based Identity Management 2018 Gruner, Andreas and Muhle, Alexander and Gayvoronskaya, Tatiana and Meinel, ChristophIEEE International Conference on Internet of Things (iThings) and IEEE Green Computing and Communications (GreenCom) and IEEE Cyber, Physical and Social Computing (CPSCom) and IEEE Smart Data (SmartData)Yes "Blockchain technology enables the creation of decentralized identity management without a central identity provider as trusted third party. Therefore, the derivation of trust in digital identities within this paradigm requires a distinct approach.""In this paper we propose a novel general quantifiable trust model and a specific implementation variant for blockchain-based identity management. Applying the model, trust is deduced in a decentralized manner from attestations of claims and applied to the associated digital identity. This concept replaces trust with a central identity provider by aggregated trust into attestation issuers."
Include (Satisfies both IC-1 and IC-2) Include (Satisfies both IC-1 and IC-2) 35 Deployment of a Blockchain-Based Self-Sovereign Identity 2018 Stokkink, Quinten and Pouwelse, JohanIEEE International Conference on Internet of Things (iThings) and IEEE Green Computing and Communications (GreenCom) and IEEE Cyber, Physical and Social Computing (CPSCom) and IEEE Smart Data (SmartData)"This paper will add one further requirement for a Self- Sovereign Identity system beyond these 10 principles of Self- Sovereign Identity. Claims are not worth anything if they can not be shown to hold true. These generic claims therefore also need to be provable."No "claim structures which should be portable, interoperable, minimized, protective and provable.""a claim model which satisfies these criteria"
Exclude (Does not satisfy neither IC-1 nor IC-2) Exclude (Does not satisfy neither IC-1 nor IC-2) 36 Sora Identity: Secure, Digital Identity on the Blockchain 2018 Takemiya, Makoto and Vanieiev, BohdanIEEE 42nd Annual Computer Software and Applications Conference (COMPSAC)
Include (Satisfies IC-2 The research work makes practical progress towards SSI)Include (Satisfies IC-2 The research work makes practical progress towards SSI)37 Toward distributed key management for offline authentication 2018 Linklater, Gregory and Herbert, Alan and Smith, Christian and Irwin, BarryConference of the South African Institute of Computer Scientists and Information Technologists No "A self-sovereign identity must not rely on anything other than the subject’s device in order to operate." -> i.e. not even on distributed ledgers"This research describes how intermediate certificates may be used to enable key rotation behind a self-signed personal certificate authority (CA) or declaration of self-sovereignty (DSS). It will be shown that intermediate certificates allow multiple key pairs to authenticate to a single identity. Keys may be freely added to an identity without requiring a centralized registry or anything more than what they have created themselves. This research will also show that key rotation is a superior alternative to existing key recovery and escrow systems in helping users recover when their keys are lost or compromised."
Include (Satisfies IC-1 The paper includes a novel conceptual/theoretical contribution to SSI)Include (Satisfies IC-1 The paper includes a novel conceptual/theoretical contribution to SSI)38 A survey on essential components of a self-sovereign identity 2018 Mühle, Alexander and Grüner, Andreas and Gayvoronskaya, Tatiana and Meinel, ChristophJournal Computer Science Review"This paper’s objective is to give an overview and deeper understanding of the concept of SSI as well as the current state of the art. For this purpose we will look at four basic components: identification, authentication, verifiable claims, and attribute storage, needed in a Self-Sovereign Identity system."No
Exclude (EC-1 The research work is not in the area of computer science)Exclude (EC-1 The research work is not in the area of computer science)39 Mastering Submission: Palestinian Poets Measuring Sounds of “Freedom” 2018 Furani, Khaled Journal American Anthropologist
Exclude (Does not satisfy neither IC-1 nor IC-2) Exclude (Does not satisfy neither IC-1 nor IC-2) 40 A New Approach to Client Onboarding Using Self-Sovereign Identity and Distributed Ledger2018 Soltani, Reza and Trang Nguyen, Uyen and An, Aijun and Nguyen, Uyen Trang and An, AijunIEEE International Conference on Internet of Things (iThings) and IEEE Green Computing and Communications (GreenCom) and IEEE Cyber, Physical and Social Computing (CPSCom) and IEEE Smart Data (SmartData)
Exclude (EC-1 The research work is not in the area of computer science)Exclude (EC-1 The research work is not in the area of computer science)41 The currency of Gottfried Lindauer's Māori portraits 2018 Turner, S Journal RIHA
Exclude (EC-1 The research work is not in the area of computer science)Exclude (EC-1 The research work is not in the area of computer science)42 “THERE IS A PLACE WHERE TERROR IS GOOD” 2018 Kelly, Sean J Journal of the Theoretical Humanities
Exclude (Does not satisfy neither IC-1 nor IC-2) Exclude (Does not satisfy neither IC-1 nor IC-2) 43 Blockchain technology the identity management and authentication service disruptor: A survey2018 Lim, Shu Yun and Fotsing, Pascal Tankam and Almasri, Abdullah and Musa, Omar and Kiah, Miss Laiha Mat and Ang, Tan Fong and Ismail, RezaInternational Journal on Advanced Science, Engineering and Information Technology
Exclude (Does not satisfy neither IC-1 nor IC-2) Exclude (Does not satisfy neither IC-1 nor IC-2) 44 Towards blockchain empowered trusted and accountable data sharing and collaboration in mobile healthcare applications2018 Liang, Xueping and Shetty, Sachin and Tosh, Deepak and Bowden, Daniel and Njilla, Laurent and Kamhoua, CharlesJournal EAI Endorsed Transactions on Pervasive Health and Technology
Include (Satisfies IC-2 The research work makes practical progress towards SSI)Include (Satisfies IC-2 The research work makes practical progress towards SSI)45 reclaimID: Secure, Self-Sovereign Identities Using Name Systems and Attribute-Based Encryption2018 Schanzenbach, Martin and Bramm, Georg and Schutte, JulianIEEE International Conference On Trust, Security And Privacy In Computing And Communications/ 12th IEEE International Conference On Big Data Science And Engineering (TrustCom/BigDataSE)Yes "how users can grant and revoke authorizations for requesting parties to access their attributes""Revocation of access in reclaimID is used to prevent the decryption of an attribute record using a specific user key skABE of a requesting party. Any attribute that the requesting party was authorized to access at any time in the past was most likely already retrieved and possibly even persisted locally. Consequently, it is not a goal to revoke access to the current attributes that were already published. The primary goal is to prohibit a requesting party from continuously accessing up-to- date attribute information in the future. Our revocation scheme is enforced through attribute ver- sioning. As elaborated in the previous sections, an attribute record is encrypted using a tag that is a concatenation of the attribute name and version. When access of a requesting party to an attribute is revoked, we simply increment the attribute version. Then, we again publish the encrypted attribute value to the name system."
Exclude (EC-1 The research work is not in the area of computer science)Exclude (EC-1 The research work is not in the area of computer science)46 Lavender latin americanism: Queer sovereignties in emily dickinson's southern eden2018 Meiners, Benjamin Journal Emily Dickinson
Exclude (EC-1 The research work is not in the area of computer science)Exclude (EC-1 The research work is not in the area of computer science)47 Toward an Aesthetics of Self-Sovereignty: The Symbolic of Anti-Authoritarian Discourse in Mohammed Kha\"ir-Eddine's Agadir2018 Lyamlahy Journal Research in African Literatures
Exclude (EC-1 The research work is not in the area of computer science)Exclude (EC-1 The research work is not in the area of computer science)48 Tactical networking: Yugoslav performing and visual arts between East and West2018 Šuvaković, Miško Chapter in Book: Performance Art in the Second Public Sphere
Exclude (EC-1 The research work is not in the area of computer science)Exclude (EC-1 The research work is not in the area of computer science)49 Migrations, Identities and Democratic Practices in India 2018 Das, Samir Kumar Chapter in Book: Migrations, Identities and Democratic Practices in India
Exclude (Does not satisfy neither IC-1 nor IC-2) Exclude (Does not satisfy neither IC-1 nor IC-2) 50 Architecture for self-sovereign digital identity 2018 Toth, Kalman C and Anderson-Priddy, AlanInternational Conference on Computer Applications in Industry and Engineering
Exclude (Does not satisfy neither IC-1 nor IC-2) Exclude (Does not satisfy neither IC-1 nor IC-2) 51 Federation of Attribute Providers for User Self-Sovereign Identity 2018 Coelho, Pedro and Zúquete, André and Gomes, HélderJournal of Information Systems Engineering & Management
Exclude (Does not satisfy neither IC-1 nor IC-2) Exclude (Does not satisfy neither IC-1 nor IC-2) 52 Self-Sovereign Identity Systems for Humanitarian Interventions A Case Study on Protective Cash Transfer Programs2018 Stevens, Lars Master's Thesis
Include (Satisfies IC-2 The research work makes practical progress towards SSI)Include (Satisfies IC-2 The research work makes practical progress towards SSI)53 An Integration Architecture to Enable Service Providers for Self-sovereign Identity2019 Gruener, Andreas and Muehle, Alexander and Meinel, ChristophInternational Symposium on Network Computing and Applications, NCA 2019 No "Numerous implementations embrace the self-sovereign identity concept, leading to a fragmented landscape of solutions. At the same time, traditional identity and access management protocols are largely disregarded and facilities to issue verifiable claims as attributes are not available. Therefore, service providers barely adopt these solutions.""We propose a component-based architecture for integrating self-sovereign identity solutions into web applications to foster their adoption by service providers."
Exclude (Does not satisfy neither IC-1 nor IC-2) Exclude (Does not satisfy neither IC-1 nor IC-2) 54 Analysis and Evaluation of Blockchain-based Self-Sovereign Identity Systems2019 Schäffner, Martin Master's Thesis
Exclude (Does not satisfy neither IC-1 nor IC-2) Exclude (Does not satisfy neither IC-1 nor IC-2) 55 Edge computing: Smart identity wallet based architecture and user centric 2019 Sahmim, Syrine and Gharsellaoui, Hamza and Bouamama, SadokJournal Procedia Computer Science
Exclude (Does not satisfy neither IC-1 nor IC-2) Exclude (Does not satisfy neither IC-1 nor IC-2) 56 A Decentralized Way to Store and Authenticate Educational Documents on Private Blockchain2019 Shrivastava, Ajay Kumar and Vashistth, Chetan and Rajak, Akash and Tripathi, Arun KumarInternational Conference on Issues and Challenges in Intelligent Computing Techniques, ICICT 2019
Include (Satisfies IC-2 The research work makes practical progress towards SSI)Include (Satisfies IC-2 The research work makes practical progress towards SSI)57 Using Probabilistic Attribute Aggregation for Increasing Trust in Attribute Assurance2019 Gruner, Andreas and Muhle, Alexander and Meinel, ChristophSymposium Series on Computational Intelligence (SSCI) Yes "1) Reducing the dependency towards one identity provider with regard to attribute management by the user and service provider. 2) Enabling a service provider specific web of trust where service providers can trust varyingly strong different attribute providers and combinations of them with regard to a specific attribute.""We propose an attribute aggregation model that combines the same attribute offered by distinct attribute providers"
Include (Satisfies IC-2 The research work makes practical progress towards SSI)Include (Satisfies IC-2 The research work makes practical progress towards SSI)58 SelfIs: Self-sovereign biometric IDs 2019 Bathen, Luis and Flores, German H. and Madl, Gabor and Jadav, DIvyesh and Arvanitis, Andreas and Santhanam, Krishna and Zeng, Connie and Gordon, AlanComputer Society Conference on Computer Vision and Pattern Recognition Workshops No "One of the biggest issues with biometrics is that once an attacker gets access to the biometric templates, there is nothing stopping an attacker from carrying out a replay attack""Introduced the concept of Self-Sovereign Biometric IDs (SelfIs), which are cancelable biometric templates fully managed by the user."
Exclude (Does not satisfy neither IC-1 nor IC-2) Exclude (Does not satisfy neither IC-1 nor IC-2) 59 Blockchain-Based Identity Management: A Survey From the Enterprise and Ecosystem Perspective2019 Kuperberg, Michael Journal IEEE Transactions on Engineering Management
Include (Satisfies both IC-1 and IC-2) Include (Satisfies both IC-1 and IC-2) 60 In Search of Self-Sovereign Identity Leveraging Blockchain Technology 2019 Ferdous, Md Sadek and Chowdhury, Farida and Alassafi, Madini O.Journal IEEE Access availability Yes "There are a few works in the literature which examine different aspects of self-sovereign identity. Unfortunately, the existing works are not methodological and comprehensive at all. Moreover, there exist different notions of what the term self-sovereign identity means""This paper aims to achieve this goal by providing the first-ever formal and rigorous treatment of the concept of self-sovereign identity using a mathematical model. This paper examines the properties that a self-sovereign identity should have and explores the impact of self-sovereign identity over the laws of identity."
Exclude (EC-1 The research work is not in the area of computer science)Exclude (EC-1 The research work is not in the area of computer science)61 Still Working on Psyche's Last Task: A Second-Wave Feminist Looks Back on Her Past in Light of the \#MeToo Movement2019 Roberts, Susan C. Journal Psychological Perspectives
Exclude (Does not satisfy neither IC-1 nor IC-2) Exclude (Does not satisfy neither IC-1 nor IC-2) 62 Self-Sovereign Identity for IoT Devices 2019 Kulabukhova, Nataliia and Ivashchenko, Andrei and Tipikin, Iurii and Minin, IgorInternational Conference on Computational Science and Its Applications
Exclude (Does not satisfy neither IC-1 nor IC-2) Exclude (Does not satisfy neither IC-1 nor IC-2) 63 Analysis of identity management systems using blockchain technology 2019 Haddouti, Samia El and Ech-Cherif El Kettani, M. DafirInternational Conference on Advanced Communication Technologies and Networking, CommNet 2019
Exclude (Does not satisfy neither IC-1 nor IC-2) Exclude (Does not satisfy neither IC-1 nor IC-2) 64 Using Biometrics to Fight Credential Fraud 2019 Hardman, Daniel and Harchandani, Lovesh and Othman, Asem and Callahan, JohnJournal IEEE Communications Standards Magazine
Include (Satisfies IC-1 The paper includes a novel conceptual/theoretical contribution to SSI)Include (Satisfies IC-1 The paper includes a novel conceptual/theoretical contribution to SSI)65 Self-Sovereign Digital Identity: A Paradigm Shift for Identity 2019 Toth, Kalman C. and Anderson-Priddy, AlanJournal IEEE Security and Privacy"we validate nine properties of self-sovereignty proposed by credible sources, propose five new properties""we conclude that existence, transparency, and protection as described by Allen should be set aside because they require further discussion"No
Include (Satisfies IC-2 The research work makes practical progress towards SSI)Include (Satisfies IC-2 The research work makes practical progress towards SSI)66 Practical key recovery model for self-sovereign identity based digital wallets 2019 Soltani, Reza and Nguyen, Uyen Trang and An, AijunInternational Conference on Dependable, Autonomic and Secure Computing, IEEE 17th International Conference on Pervasive Intelligence and Computing, IEEE 5th International Conference on Cloud and Big Data Computing, 4th Cyber SciencNo "designing secure, practical and privacy-preserving approaches to key management""This paper provides a practical key backup and recovery protocol based on threshold secret sharing cryptography. The protocol relies on multiple third-party key escrow providers in which each participant holds a share of the user’s secret key. The secret key can only be correctly recovered when a sufficient number of participants are involved."
Exclude (Does not satisfy neither IC-1 nor IC-2) Exclude (Does not satisfy neither IC-1 nor IC-2) 67 Blockchain-Based Decentralized Accountability and Self-Sovereignty in Healthcare Systems2019 Shetty, Sachin and Liang, Xueping and Bowden, Daniel and Zhao, Juan and Zhang, LingchenChapter in Book: Business Transformation through Blockchain
Include (Satisfies IC-2 The research work makes practical progress towards SSI)Include (Satisfies IC-2 The research work makes practical progress towards SSI)68 Full-text Search for Verifiable Credential Metadata on Distributed Ledgers 2019 Lux, Zoltan Andras and Beierle, Felix and Zickau, Sebastian and Gondor, SebastianInternational Conference on Internet of Things: Systems, Management and Security, IOTSMS 2019 No "no efficient full-text search mechanism exists that would allow users to search for credential types""we propose a full-text search framework based on the publicly available metadata on the Hyperledger Indy ledger for retrieving matching credential types"
Exclude (Does not satisfy neither IC-1 nor IC-2) Exclude (Does not satisfy neither IC-1 nor IC-2) 69 Privacy-Preserving Solutions for Blockchain: Review and Challenges 2019 Bernal Bernabe, Jorge and Canovas, Jose Luis and Hernandez-Ramos, Jose L. and Torres Moreno, Rafael and Skarmeta, AntonioJournal IEEE Access
Exclude (EC-1 The research work is not in the area of computer science)Exclude (EC-1 The research work is not in the area of computer science)70 Ownership and Possession in Chapter 89, ``Fast-Fish and Loose-Fish\''\ by Moby-Dick2019 Derail, Agnes Journal REVUE FRANCAISE D ETUDES AMERICAINES
Exclude (Does not satisfy neither IC-1 nor IC-2) Exclude (Does not satisfy neither IC-1 nor IC-2) 71 Self-sovereign Management of Privacy Consensus using Blockchain 2019 Buccafurri, Francesco and De Angelis, VincenzoInternational Conference on Web Information Systems and Technologies
Exclude (Does not satisfy neither IC-1 nor IC-2) Exclude (Does not satisfy neither IC-1 nor IC-2) 72 DNS-IdM: A blockchain identity management system to secure personal data sharing in a network2019 Kassem, Jamila Alsayed and Sayeed, Sarwar and Marco-Gisbert, Hector and Pervez, Zeeshan and Dahal, KeshavJournal Applied Sciences
Exclude (EC-1 The research work is not in the area of computer science)Exclude (EC-1 The research work is not in the area of computer science)73 Trust, reputation and ambiguous freedoms: financial institutions and subversive libertarians navigating blockchain, markets, and regulation2019 Faria, Inês Journal of Cultural Economy
Include (Satisfies IC-1 The paper includes a novel conceptual/theoretical contribution to SSI)Include (Satisfies IC-1 The paper includes a novel conceptual/theoretical contribution to SSI)74 Self-Sovereign Identity Systems Opportunities and challenges 2019 Ellingsen, Jørgen Master's Thesis "The definition in this paper uses Christopher Allen’s principles as base, but without Existence and extended with another principle called Unrestricted.""without Existence" No
Exclude (Does not satisfy neither IC-1 nor IC-2) Exclude (Does not satisfy neither IC-1 nor IC-2) 75 Zero-knowledge proof in self-sovereign identity 2019 Kulabukhova, N V Workshop Proceedings CEUR 
Exclude (Does not satisfy neither IC-1 nor IC-2) Exclude (Does not satisfy neither IC-1 nor IC-2) 76 Pistis, a credentials management system based on self-sovereign identity 2019 TAGLIA, ANDREA and SINICO, MATTEOMaster's Thesis
Exclude (Does not satisfy neither IC-1 nor IC-2) Exclude (Does not satisfy neither IC-1 nor IC-2) 77 GDPR and PSD2 : Self‐Sovereign Identity, Privacy, and Innovation 2019 Swanson, Nick Chapter in Book: The RegTech Book
Exclude (Does not satisfy neither IC-1 nor IC-2) Exclude (Does not satisfy neither IC-1 nor IC-2) 78 Designing the future identity: authentication and authorization through self-sovereign identity2019 Gerard, Valentin Master's Thesis
Exclude (Does not satisfy neither IC-1 nor IC-2) Exclude (Does not satisfy neither IC-1 nor IC-2) 79 Decentralized Identity Management Systems and Self-Sovereign Identity 2019 Strindberg, J M Master's Thesis
Exclude (Does not satisfy neither IC-1 nor IC-2) Exclude (Does not satisfy neither IC-1 nor IC-2) 80 Self-Sovereign Identity : A Comparison of IRMA and Sovrin 2019 Nauta, Jelle C and Joosten, RieksTechnical Report
Exclude (Does not satisfy neither IC-1 nor IC-2) Exclude (Does not satisfy neither IC-1 nor IC-2) 81 Self-Sovereign Identity Solutions: The Necessity of Blockchain Technology 2019 van Bokkem, Dirk and Hageman, Rico and Koning, Gijs and Nguyen, Luat and Zarin, NaqibarXiv preprint
Include (Satisfies IC-2 The research work makes practical progress towards SSI)Include (Satisfies IC-2 The research work makes practical progress towards SSI)82 SIMS: Self-Sovereign Identity Management System with Preserving Privacy in Blockchain2019 Lee, Jeonghyuk and Hwang, Jungyeon and Choi, Jaekyung and Oh, Hyunok and Kim, JihyeIACR Cryptology ePrint Archive Yes "Though Encrypting data and storing the ciphertext in the blockchain may alleviate privacy problems, the issue is how to verify a user’s identity from the encrypted data or how to authorize data access.""To provide integrity and privacy of user information simultaneously in the blockchain, we propose a SIMS (Self-Sovereign Identity Management System) framework based on a zk-SNARK (zero-knowledge Succinct Non-interactive ARgument of Knowledge)."
Exclude (Does not satisfy neither IC-1 nor IC-2) Exclude (Does not satisfy neither IC-1 nor IC-2) 83 encointer -- An Ecological, Egalitarian and Private Cryptocurrency and Self-Sovereign Identity System2019 Brenzikofer, Alain arXiv preprint
Exclude (Does not satisfy neither IC-1 nor IC-2) Exclude (Does not satisfy neither IC-1 nor IC-2) 84 Design pattern as a service for blockchain applications 2019 Lu, Qinghua and Xu, Xiwei and Liu, Yue and Zhang, WeishanInternational Conference on Data Mining Workshops, ICDMW
Exclude (Does not satisfy neither IC-1 nor IC-2) Exclude (Does not satisfy neither IC-1 nor IC-2) 85 EverSSDI: Blockchain-based framework for verification, authorisation and recovery of self-sovereign identity using smart contracts2019 Zhou, Tong and Li, Xiaofeng and Zhao, HeJournal of Computer Applications in Technology
Exclude (Does not satisfy neither IC-1 nor IC-2) Exclude (Does not satisfy neither IC-1 nor IC-2) 86 Self-Sovereign Identity: Use-cases, Technologies, and Challenges for Industrial IoT2019 Bartolomeu, Paulo C. and Vieira, Emanuel and Hosseini, Seyed M. and Ferreira, JoaquimInternational Conference on Emerging Technologies and Factory Automation, ETFA
Exclude (Does not satisfy neither IC-1 nor IC-2) Exclude (Does not satisfy neither IC-1 nor IC-2) 87 Decentralized Identity: Where Did It Come from and Where Is It Going? 2019 Avellaneda, Oscar and Bachmann, Alan and Barbir, Abbie and Brenan, Joni and Dingle, Pamela and Duffy, Kim Hamilton and Maler, Eve and Reed, Drummond and Sporny, ManuJournal IEEE Communications Standards Magazine
Exclude (EC-1 The research work is not in the area of computer science)Exclude (EC-1 The research work is not in the area of computer science)88 Building Blocks: Conceptualizing the True Socio-Political Potential in Blockchain's Facilitation of Self-Sovereign Digital Identity and Decentralized Organization2019 Smye, Jack Master's Thesis
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Exclude (Does not satisfy neither IC-1 nor IC-2) Exclude (Does not satisfy neither IC-1 nor IC-2) 298 Self-Sovereign Identity for the Internet of Things: A Case Study on Verifiable Electric Vehicle Charging2021 Filipe Alexandre Rosa CapelaMaster thesis
Exclude (Does not satisfy neither IC-1 nor IC-2) Exclude (Does not satisfy neither IC-1 nor IC-2) 299 zkKYC: A solution concept for KYC without knowing your customer, leveraging self-sovereign identity and zero-knowledge proofs2021 Pieter Pauwels eprint
Exclude (Does not satisfy neither IC-1 nor IC-2) Exclude (Does not satisfy neither IC-1 nor IC-2) 300 Self-sovereign Identity: Development of an Implementation-based Evaluation Framework for Verifiable Credential SDKs2021 Philipp Bolte Master thesis
Include (Satisfies IC-2 The research work makes practical progress towards SSI)Include (Satisfies IC-2 The research work makes practical progress towards SSI)301 A low-overhead approach for self-sovereign identity in IoT 2021 Fedrecheski, G., Costa, L. C. P., Afzal, S., Rabaey, J. M., Lopes, R. D., & Zuffo, M. K.Arxiv No "One of the challenges for DID adoption in the IoT, however, is communication overhead, since none of the currently registered DID methods [6] has been designed to work in constrained networks""In this work we propose a set of extensions and optimizations to reduce the overhead of both transmitting DDos and protecting interactions between self-sovereign IoT agents"
Exclude (Does not satisfy neither IC-1 nor IC-2) Exclude (Does not satisfy neither IC-1 nor IC-2) 302 A Universal Framework for Claim Portability in Self-Sovereign Identity Application2021 Steenbergen, M Master thesis
Exclude (Does not satisfy neither IC-1 nor IC-2) Exclude (Does not satisfy neither IC-1 nor IC-2) 303 Alastria Blockchain Ecosystem: security and privacy in Self-Sovereign Identity2021 Víctor, A. :, & Sánchez, N.Bachelor thesis
Exclude (Does not satisfy neither IC-1 nor IC-2) Exclude (Does not satisfy neither IC-1 nor IC-2) 304 An analysis on Peer-to-Peer communication mechanism based on self-sovereign identity2021 Gyu-Hyun Choi, Geun-Hyung KimACK 2021
Exclude (Does not satisfy neither IC-1 nor IC-2) Exclude (Does not satisfy neither IC-1 nor IC-2) 305 An Identity Asset Sensitivity Model in Self-Sovereign Identities 2021 Chih, K., Razieh, C., Zaeem, N., Barber, K. S., Chang, K. C., & Zaeem, R. N.Research Report
Exclude (Does not satisfy neither IC-1 nor IC-2) Exclude (Does not satisfy neither IC-1 nor IC-2) 306 Blockchain-Based Self-Sovereign Identity: Survey, Requirements, Use-Cases, and Comparative Study2021 Nokhbeh, R., Kai, Z., Chang, C., Huang, T.-C., Liau, D., Song, W., Tyagi, A., Barber, K. S., Khalil, M. M., Lamison, M. R., & Pandey, S.Research Report
Include (Satisfies IC-2 The research work makes practical progress towards SSI)Include (Satisfies IC-2 The research work makes practical progress towards SSI)307 Credential-based Trust Management in Self Sovereign Identity 2021 Mukta, R., Paik, H.-Y., Lu, Q., & Kanhere, S. S.8th ACM Celebration of Women in Computing: womENcourage™ 2021 No "in current SSI solutions, credential issuers are still assumed to be from “official” sources (e.g., government agencies) and there is no systematic support for personal issuers in terms of managing trust of the issuers""Our work aims to establish an effective governance framework for personal issuers by introducing multi-layered issuer authorities and credential-based trust management for authenticated issuer on-boarding."
Include (Satisfies IC-2 The research work makes practical progress towards SSI)Include (Satisfies IC-2 The research work makes practical progress towards SSI)308 Cryptographic Implementation of Issuer Policy for Self Sovereign Identity Systems2021 Karthikeyan, N. A. Master thesis No "The problem here is that the verifier might request more than the required credentials from the holder. The holder is put into a difficult situation where the holder must give all the requested credentials in order to avail of the service offered by the verifier.""Various potential solutions are suggested and from those solutions, Ciphertext Policy Attribute-Based Encryption (CPABE) is used to address this problem"
Exclude (Does not satisfy neither IC-1 nor IC-2) Exclude (Does not satisfy neither IC-1 nor IC-2) 309 Decentralized Identifiers and Self-sovereign Identity in 6G 2021 Garzon, S. R., Yildiz, H., & Küpper, AArxiv
Exclude (EC-1 The research work is not in the area of computer science)Exclude (EC-1 The research work is not in the area of computer science)310 Determinants of Behavioral Intention to Use a Self-Sovereign Identity Digital Wallet: Extending the Utaut with Trustworthiness2021 Lemoie, K PhD Thesis
Exclude (EC-1 The research work is not in the area of computer science)Exclude (EC-1 The research work is not in the area of computer science)311 Ethical Design of Digital Identity Environmental Implications from the Self-Sovereign Identity Movement2021 Glastra, S Master thesis
Exclude (Does not satisfy neither IC-1 nor IC-2) Exclude (Does not satisfy neither IC-1 nor IC-2) 312 Exploring Potential Impacts of Self-Sovereign Identity on Smart Service Systems2021 Richter, D., & Anke, J.Business Information Systems
Exclude (EC-1 The research work is not in the area of computer science)Exclude (EC-1 The research work is not in the area of computer science)313 Guardianship and self-sovereign identity: implications for persons living with dementia2021 Neubauer, N Research Report
Exclude (EC-1 The research work is not in the area of computer science)Exclude (EC-1 The research work is not in the area of computer science)314 Improving Anonymous Whistleblower Credibility with Self-Sovereign Identity 2021 Jacob Young Dewald Roode Information Security Research Workshop
Include (Satisfies both IC-1 and IC-2) Include (Satisfies both IC-1 and IC-2) 315 Industry-Grade Self-Sovereign Identity: On the Realisation of a Fully Distributed Self-Sovereign Identity Architecture2021 Chotkan, R Master thesis "verifiability: a property not explicitly mentioned in most literature", "For digital signatures (and therefore also attestations) to be legally valid, they must adhere to legislation""Proposed revocation mechanisms typically rely on centralised infrastructure for revocations, defying the principles of SSI itself and, furthermore, lack offline verification capabilities""This research addresses these issues and proposes the first fully distributed revocation mechanism in SSI, using a gossip-based propagation algorithm. Our revocation mechanism requires no centralised infrastructure or strict network requirements and enables offline verification of credentials in case of disaster."
Exclude (Does not satisfy neither IC-1 nor IC-2) Exclude (Does not satisfy neither IC-1 nor IC-2) 316 Introducing Self-Sovereign Identity and Identity as Collateral in Decentralized Finance2021 Kroon, H Bachelor thesis
Exclude (Does not satisfy neither IC-1 nor IC-2) Exclude (Does not satisfy neither IC-1 nor IC-2) 317 On the Usability of Self Sovereign Identity Solutions 2021 Nokhbeh, R., Manah, Z., Khalil, M., Lamison, M. R., Pandey, S., Barber, K. S., Zaeem, R. N., & Khalil, M. M.Research Report
Exclude (Does not satisfy neither IC-1 nor IC-2) Exclude (Does not satisfy neither IC-1 nor IC-2) 318 Privacy, Self-Sovereign Identity Technology and the Willingness to Provide Personal Information2021 Hendricks, Matthew master thesis
Exclude (Does not satisfy neither IC-1 nor IC-2) Exclude (Does not satisfy neither IC-1 nor IC-2) 319 Scalable Self-Sovereign Identity Architecture 2021 Mišić, J., Misic, V., & Chang, X.Research Report
Exclude (Does not satisfy neither IC-1 nor IC-2) Exclude (Does not satisfy neither IC-1 nor IC-2) 320 Self-sovereign identity as a tool for digital democracy 2021 Centonze, R., & Reale, R.research Report
Exclude (Does not satisfy neither IC-1 nor IC-2) Exclude (Does not satisfy neither IC-1 nor IC-2) 321 Self-Sovereign Identity for Internet of Things devices 2021 Antonio Santoro master thesis
Exclude (Does not satisfy neither IC-1 nor IC-2) Exclude (Does not satisfy neither IC-1 nor IC-2) 322 Self-Sovereign Identity: A Primer and Call for Research in Information Systems2021 Mišić, J., Misic, V., & Chang, X.Pre-ICIS Workshop on Information Security and Privacy
Include (Satisfies IC-2 The research work makes practical progress towards SSI)Include (Satisfies IC-2 The research work makes practical progress towards SSI)323 Towards Data Resilience for Fully Distributed Self-Sovereign Identity Managers2021 Kostadinov, K Bachelor thesis "Nonetheless, currently deployed SSI managers lack data resilience. Consequently, one's identity is lost if the device holding it becomes inaccessible""We achieve data resilience through identity backups"
Include (Satisfies IC-1 The paper includes a novel conceptual/theoretical contribution to SSI)Include (Satisfies IC-1 The paper includes a novel conceptual/theoretical contribution to SSI)324 Towards the classification of Self-Sovereign Identity properties 2021 Čučko, Š., Bećirović, Š., Kamišalić, A., Mrdović, S., & Turkanović, M.Arxiv Decentralization, 
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Exclude (Does not satisfy neither IC-1 nor IC-2) Exclude (Does not satisfy neither IC-1 nor IC-2) WO-2021021373-A1 Self-sovereign identity systems and methods for identification documents 2020 Sanjay Gupta, Michael Ramsbacker, Stephen Ritter, James Treitler, Ashok Singal, Jason L. Gray, Michael Hagen
Exclude (Does not satisfy neither IC-1 nor IC-2) Exclude (Does not satisfy neither IC-1 nor IC-2) KR-20210073810-A The block chain system including a block chain structure for data self-sovereign identity 2019 지송학
Exclude (Does not satisfy neither IC-1 nor IC-2) Exclude (Does not satisfy neither IC-1 nor IC-2) US-2019370847-A1 Method and systems relating to the use of blockchain and self-sovereign identity for gift cards, rewards, and incentives programs 2019 Sal Khan
Exclude (Does not satisfy neither IC-1 nor IC-2) Exclude (Does not satisfy neither IC-1 nor IC-2) US-10708070-B2 System and method for utilizing connected devices to enable secure and anonymous electronic interaction in a decentralized manner 2018 Jay Fallah, Scott Rankine, Josef Zankowicz
Exclude (Does not satisfy neither IC-1 nor IC-2) Exclude (Does not satisfy neither IC-1 nor IC-2) US-2020366493-A1 Distributed self sovereign identities for network function virtualization 2018 Kapil Sood, Ned M. Smith
Include (Satisfies IC-2 The research work makes practical progress towards SSI)Include (Satisfies IC-2 The research work makes practical progress towards SSI)WO-2021125586-A1 Content wallet device and self-sovereign identity and copyright authentication system using same 2020 권오경 No sensitive data storage and key generationDetails a hardware-based wallet that generates passwords and user IDs (using DID), allowing the user to connect the hardware to its smartphone in vairous ways (wired, wireless, or through the memory card trail), use the wallet to generate keys, encrypt and store sensitive data, then disconnect. 
Exclude (Does not satisfy neither IC-1 nor IC-2) Exclude (Does not satisfy neither IC-1 nor IC-2) KR-20200115724-A Method for user authentication having enhanced reliability and security 2018 홍상선
Exclude (Does not satisfy neither IC-1 nor IC-2) Exclude (Does not satisfy neither IC-1 nor IC-2) WO-2021005574-A1 Method and system for reliable authentication of the origin of a website 2020 Marco António CASTELÃO SOARES
Include (Satisfies IC-2 The research work makes practical progress towards SSI)Include (Satisfies IC-2 The research work makes practical progress towards SSI)WO2021064182A1 Computer-implemented transaction system and method 2019 Kaiiali Mustafa, Sezer Sakir No perform user authentication Details a user authentication scheme based solely on user interactions with its personal device. Biometrics can be used if there is not enough interaction data. "Said user computing device may be configured to authenticate usage by comparing usage data representing said monitored usage with reference usage data that represents genuine user usage, and to determine, based on the comparison, if the actual usage data matches the genuine usage data. Typically, said at least one aspect of usage comprises any one or more of: incoming and/or outgoing messages; incoming and/or outgoing calls; browser history; WIFI history; application usage patterns; location history; accelerometer and/or other sensor measuremen"
Exclude (Does not satisfy neither IC-1 nor IC-2) Exclude (Does not satisfy neither IC-1 nor IC-2) WO2021130341A1 Computer implemented blockchain-based system for agricultural products 2021 David BEHRENDSDiana KALIFFD.J. BoddenFabian PortmannJacqueline TOMASINI CASTRO
Exclude (Does not satisfy neither IC-1 nor IC-2) Exclude (Does not satisfy neither IC-1 nor IC-2) WO2021229404A1 Cross-network identity provisioning 2021 Petr NovotnyTimothy OlsonVenkatraman RamakrishnaNitin Gaur
Exclude (Does not satisfy neither IC-1 nor IC-2) Exclude (Does not satisfy neither IC-1 nor IC-2) EP3883204A1 System and method for secure generation, exchange and management of a user identity data using a blockchain 2021 Alexandru LUPASCUAugustin JIANUNicolae GHIBU
Exclude (Does not satisfy neither IC-1 nor IC-2) Exclude (Does not satisfy neither IC-1 nor IC-2) US20210314293A1 Method and system for using tunnel extensible authentication protocol (teap) for self-sovereign identity based authentication 2021 Abilash SoundararajanTimothy CAPPALLI
Exclude (Does not satisfy neither IC-1 nor IC-2) Exclude (Does not satisfy neither IC-1 nor IC-2) GB2593116A Self sovereign identity 2021 O'sullivan Kevin
Exclude (Does not satisfy neither IC-1 nor IC-2) Exclude (Does not satisfy neither IC-1 nor IC-2) US11139976B2 System and method, which using blockchain and mobile devices, provides the validated and authenticated identity of an individual to a valid and authenticated requestor2021 Sal Khan
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Exclude (Does not satisfy neither IC-1 nor IC-2) Exclude (Does not satisfy neither IC-1 nor IC-2) 26 26.1 Bitcoin: A Peer-to-Peer Electronic Cash System
Exclude (Does not satisfy neither IC-1 nor IC-2) Exclude (Does not satisfy neither IC-1 nor IC-2) 26 26.2 TECHNOLOGIEÜBERBLICK BLOCKCHAIN
Exclude (Does not satisfy neither IC-1 nor IC-2) Exclude (Does not satisfy neither IC-1 nor IC-2) 26 26.3 How China Took Center Stage in Bitcoin’s Civil War - The New York Times
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26 This document provides three main contributions. First, it details the Self-Sovereign Identity concept including its underlying blockchain technology. Second, related technologies are identified; evaluation criteria are 
defined and used to evaluate these technologies. Finally, the SSI potential is identified and described.

theoretical; definitions; 
concepts; requirements Proposes six requirements for SSI systems

27

Centralised identity services that exist today fail to operate transparently and protect the rights of users. Single points of trust present constant operational risks for both companies and individuals. Self-sovereign 
identity is a solution to address this, which specifies a user-focused approach that gives full control of an identity back to the individual. This paper proposes the blockchain, a secure and decentralised trust-less 
system, as the platform to achieve this. A proof-of-concept identity system for the Ethereum blockchain is designed and developed in this paper. Smart contracts are used to facilitate the secure storage and open 
processing of user data. It also presents a novel approach to the secure recovery of encrypted private data. Emphasis is placed on the implementation security, information privacy and data recovery procedures of 
the system.

theoretical; definitions; 
concepts; requirements

Despite implementing a SSI system, introduce a 
few requirements which can be used for all SSI 
systems.

30

Self-sovereign identity management is a new paradigm, ignited by blockchain technology. The field of identity management currently faces issues in multiple areas. Identity theft and data breaches are not 
uncommon, and are often the result of insecure identity management practices. Identity management is largely centralized, harming the privacy of subjects. The general public has to trust large corporations and 
governments to correctly handle their personal data. In contrast to centralised identity management, the self-sovereign identity paradigm places the subject central to their own administration. To facilitate a self-
sovereign identity system, a decentralized information system is needed. Blockchain technology might fulfil this need, as it makes use of a distributed ledger, on which consensus about its state is reached by 
decentralised cryptographic protocols. However, as with most emergent technologies, there is a lack of scientific research into the concept of self-sovereign identity. Therefore, this research answered the following 
research question: "what are the system requirements for a regulatory compliant Self-Sovereign Identity information system, and how can blockchain technology solutions serve as a solid foundation?" To be able to 
formulate an answer to this question, a set of requirements and constraints have been developed by using design science research. Two design iterations have been conducted. In the first iteration, an initial set of 
requirements have been developed through introspection and semi-structured interviews with industry experts from multiple industries. In the second iteration, the set of requirements and constraints have been 
analysed and optimised, and sent to the same industry experts for peer-review. After the set of requirements and constraints were developed, blockchain technology is evaluated using partial requirement 
satisfaction. Lastly, two practical and current state-of-the-art implementations, namely Sovrin and uPort, have been evaluated using binary requirement satisfaction. At this moment, Sovrin better satisfies the 
requirements. Based on the findings, we can conclude that indeed, blockchain can serve as a solid foundation for a self-sovereign identity system. However, it became evident that blockchain is not an absolute 
solution, additional technology is needed. Blockchain does aid in maintaining integrity of personal data and providing subjects the freedom to privately exchange verifiable claims about their identity, with a lower 
need for trust in large institutions.

theoretical; definitions; 
concepts; requirements

Through expert interview, a set of requirements 
were conceived for a SSI system

34

Removing the need for a trusted third party, blockchain technology revolutionizes the field of identity management. Service providers rely on digital identities to securely identify, authenticate and authorize users to 
their services. Traditionally, these digital identities are offered by a central identity provider belonging to a specific organisation. Trust in the digital identity mainly originates from the identity provider's reputation, 
organizational functioning and contractual obligations. Blockchain technology enables the creation of decentralized identity management without a central identity provider as trusted third party. Therefore, the 
derivation of trust in digital identities within this paradigm requires a distinct approach. In this paper we propose a novel general quantifiable trust model and a specific implementation variant for blockchain-based 
identity management. Applying the model, trust is deduced in a decentralized manner from attestations of claims and applied to the associated digital identity. This concept replaces trust with a central identity 
provider by aggregated trust into attestation issuers. Thus, promoting self-sovereign identities to be fit for purpose. The calculated numerical trust metric serves as independent basis for the definition of assurance 
levels to simplify and automate reasoning about trust by service providers without requiring a dedicated evaluation of a trusted third party.

application; trust; 
distributed ledger; 
reputation; trust model

a trust model for blockchain based SSI

35

Digital identity is unsolved: After many years of research there is still no trusted communication over the Internet. To provide identity within the context of mutual distrust, this paper presents a blockchain-based 
digital identity solution. Without depending upon a single trusted third party, the proposed solution achieves passport-level legally valid identity. This solution for making identities Self-Sovereign, builds on a generic 
provable claim model for which attestations of truth from third parties need to be collected. The claim model is then shown to be both blockchain structure and proof method agnostic. Four different implementations 
in support of these two claim model properties are shown to offer sub-second performance for claim creation and claim verification. Through the properties of Self-Sovereign Identity, legally valid status and 
acceptable performance, our solution is considered to be fit for adoption by the general public.

theoretical; definition; 
concept; claim format; 
claim metamodel; 
verifiable claims;

Proposed a metamodel for claims and the 
requirement that claims must be verifiable in a SSI 
system

37

Self-sovereign identity promises prospective users greater control, security, privacy, portability and overall greater convenience; however the immaturity of current distributed key management solutions results in 
general disregard of security advisories in favour of convenience and accessibility. This research proposes the use of intermediate certificates as a distributed key management solution. Intermediate certificates will 
be shown to allow multiple keys to authenticate to a single self-sovereign identity. Keys may be freely added to an identity without requiring a distributed ledger, any other third-party service or sharing private keys 
between devices. This research will also show that key rotation is a superior alternative to existing key recovery and escrow systems in helping users recover when their keys are lost or compromised. These 
features will allow remote credentials to be used to issuer, present and appraise remote attestations, without relying on a constant Internet connection.

application; certificates; 
key-rotation; recovery; 
key management; 

propose key rotation for soverign entities instead of 
key recover through DID's key rotation

38

This paper provides an overview of the Self-Sovereign Identity (SSI) concept, focusing on four different components that we identified as essential to the architecture. Self-Sovereign Identity is enabled by the new 
development of blockchain technology. Through the trustless, decentralised database that is provided by a blockchain, classic Identity Management registration processes can be replaced. We start off by giving a 
simple overview of blockchain based SSI, introducing an architecture overview as well as relevant actors in such a system. We further distinguish two major approaches, namely the Identifier Registry Model and its 
extension the Claim Registry Model. Subsequently we discuss identifiers in such a system, presenting past research in the area and current approaches in SSI in the context of Zooko's Triangle. As the user of an 
SSI has to be linked with his digital identifier we also discuss authentication solutions. Most central to the concept of an SSI are the verifiable claims that are presented to relying parties. Resources in the field are 
only loosely connected. We will provide a more coherent view of verifiable claims in regards to blockchain based SSI and clarify differences in the used terminology. Storage solutions for the verifiable claims, both 
on- and off-chain, are presented with their advantages and disadvantages.

theoretical; definitions; 
concept; components

On top of Allen's principles, four components are 
defined as essential.

45

In this paper we present reclaimID: An architecture that allows users to reclaim their digital identities by securely sharing identity attributes without the need for a centralised service provider. We propose a design 
where user attributes are stored in and shared over a name system under user-owned namespaces. Attributes are encrypted using attribute-based encryption (ABE), allowing the user to selectively authorize and 
revoke access of requesting parties to subsets of his attributes. We present an implementation based on the decentralised GNU Name System (GNS) in combination with ciphertext-policy ABE using type-1 
pairings. To show the practicality of our implementation, we carried out experimental evaluations of selected implementation aspects including attribute resolution performance. Finally, we show that our design can 
be used as a standard OpenID Connect Identity Provider allowing our implementation to be integrated into standard-compliant services.

application; attribute 
management; 
authorization; revoke; 
claim management;

propose to manage attributes (provided by IDPs) by 
versioning attributes and granting and revoking 
access to attributes through tickets

53

The self-sovereign identity management model emerged with the rise of blockchain technology. This paradigm focuses on user-centricity and strives to place the user in full control of the digital identity. Numerous 
implementations embrace the self-sovereign identity concept, leading to a fragmented landscape of solutions. At the same time, traditional identity and access management protocols are largely disregarded and 
facilities to issue verifiable claims as attributes are not available. Therefore, service providers barely adopt these solutions. We propose a component-based architecture for integrating self-sovereign identity 
solutions into web applications to foster their adoption by service providers. Furthermore, we outline a sample implementation as a gateway that enables uPort and Jolocom for authentication, via the OpenID 
Connect protocol, as well as the retrieval of email address attestations for these solutions.

integration; adoption; 
authentication; 
authorization;

a framework for integration non-SSI apps and non-
SSI identity and attribute providers with SSI-users

57

Identity management is an essential cornerstone of securing online services. Service provisioning relies on correct and valid attributes of a digital identity. Therefore, the identity provider is a trusted third party with 
a specific trust requirement towards a verified attribute supply. This trust demand implies a significant dependency on users and service providers. We propose a novel attribute aggregation method to reduce the 
reliance on one identity provider. Trust in an attribute is modelled as a combined assurance of several identity providers based on probability distributions. We formally describe the proposed aggregation model. 
The resulting trust model is implemented in a gateway that is used for authentication with self-sovereign identity solutions. Thereby, we devise a service provider specific web of trust that constitutes an intermediate 
approach bridging a global hierarchical model and a locally decentralized peer to peer scheme.

application; attribute 
management; 
descentralized attribute 
management; trust; 
reputation

calculates trust from multiple attribute providers 
where the RP assigns a probability of validity for 
attributes from different IDPs

58

We live in a connected world that requires us to identify ourselves every time we want to access our emails, work stations, bank accounts, health care records, etc. Every system we interact with requires us to 
remember a username/password combination, have access to some private/public key pair, a hardware token, or some third party authentication software. Our digital identity is owned by the services we are trying 
to access, no longer under our control. Self-Sovereign Identity promises to give back control of his or her identity to the user. It is in this context that we explore the use of biometrics in order to empower users to be 
their own passwords, their own keys, their own means to authenticate themselves. We propose Self-Sovereign Biometric IDs (SelfIs), a novel approach that marries the concepts of decentralization, cancelable 
biometrics, bloom filters, and machine learning to develop a privacy-first solution capable of allowing users to control how their biometrics are used without risking their raw biometric templates.

application; 
authentication; biometric; 
identification

developed a cancelable biometric by using filters, 
noise and one-way functions on a user's selfie

60

In recent times, with the advent of blockchain technology, there is an optimism surrounding the concept of self-sovereign identity which is regarded to have an influential effect on how we interact with each other 
over the Internet in future. There are a few works in the literature which examine different aspects of self-sovereign identity. Unfortunately, the existing works are not methodological and comprehensive at all. 
Moreover, there exist different notions of what the term self-sovereign identity means. To exploit its full potential, it is essential to ensure a common understanding in a formal way. This paper aims to achieve this 
goal by providing the first-ever formal and rigorous treatment of the concept of self-sovereign identity using a mathematical model. This paper examines the properties that a self-sovereign identity should have and 
explores the impact of self-sovereign identity over the laws of identity. It also highlights the essential life-cycles of an identity management system and inter-relates how the notion of self-sovereign identity can be 
applied in these life-cycles. In addition, the paper illustrates several envisioned flows involving a self-sovereign identity leveraging blockchain technology covering different aspects of an identity management 
system. All in all, this paper presents the first formal and comprehensive step toward an academic investigation of self-sovereign identity.

theoretical; formalization; 
mathematical definitions;

introduce mathematical formalizations and new 
concepts to SSI

65 Self-sovereignty is a paradigm shift for digital identity that promises important benefits but lacks a definitional consensus. Herein, we validate nine properties of self-sovereignty proposed by credible sources, 
propose five new properties, and apply the features of our architecture for digital identity to reason about and validate these properties. theoretical; new concepts; introduce five new properties and refute three from 

Allen

66
Recent years have seen an increased interest in digital wallets for a multitude of use cases including online banking, cryptocurrency, and digital identity management. Digital wallets play a pivotal role in the secure 
management of cryptographic keys and credentials, and for providing certain identity management services. In this paper, we examine a proof-of-concept digital wallet in the context of Self-Sovereign Identity and 
provide a practical decentralized key recovery solution using Shamir's secret sharing scheme and Hyperledger Indy distributed ledger technology.

application; wallet; key 
management; credential 
management; backup; 
recovery; group

digital wallet to store identity, keys, credential in 
secure enclave of mobile devices. Splits keys to 
multiple trusted peers for recovery

68

Self-sovereign Identity (SSI) powered by distributed ledger technologies enables more flexible and faster digital identification workflows, while at the same time limiting the control and influence of central authorities. 
However, a global identity solution must be able to handle myriad credential types from millions of issuing organizations. As metadata about types of digital credentials is readable by everyone on the public 
permissioned ledger with Hyperledger Indy, anyone could find relevant and trusted credential types for their use cases by looking at the records on the blockchain. To this date, no efficient full-text search 
mechanism exists that would allow users to search for credential types in a simple and efficient fashion tightly integrated into their applications. In this work, we propose a full-text search framework based on the 
publicly available metadata on the Hyperledger Indy ledger for retrieving matching credential types. The proposed solution is able to find credential types based on textual input from the user by using a full-text 
search engine and maintaining a local copy of the ledger. Thus, we do not need to rely on information about credentials coming from a very large candidate pool of third parties we would need to trust, such as the 
website of a company displaying its own identifier and a list of issued credentials. We have also proven the feasiblity of the concept by implementing and evaluating a prototype of the full-text credential metadata 
search service.

application; search; text-
search; metadata; 
credential; attribute; 
claims; claims search; 
attribute search; 
credential search; 
credential metadata; 
claims metadata; meta;

introduced the problem of searching for 
claims/credentials metadata search and presented 
a solution for it

74

Digital identity systems has been around for almost as long as the computer and have evolved with the increased usage of online services. Digital identities have traditionally been used as a way of authenticating to 
the computer systems at work, or a personal online email. Today, our entire lives have a digital counterpart that become an integral part of everyday life. Self-Sovereign Identity (SSI) is the next step in the evolution 
of digital identity management systems and distributed ledgers have provided necessary building blocks for Self-Sovereign Identity Systems. But what exactly is an Ideal Self-Sovereign Identity? In this research we 
propose a definition and set of principles to characterizes the nature of successful SSI systems. Based on our criteria and principles we present a systematic analytical study of the current SSI landscape, 
represented by uPort, Sovrin, ShoCard, and Civic. A system for truly self-sovereign online identities are not yet archived in the current state of the field. It is our conclusion that it is paramount that a non-profit 
organization or academia take the reins on this effort and deliver a standardized way of managing online identities.

theoretical; definition; 
concepts; requirements

Rewrite Allen's ten principles focusing on why they 
are needed, removed Existence and added 
Unrestricted

82

Blockchain, which is a useful tool for providing data integrity, has emerged as an alternative to centralized servers. Concentrating on the integrity of the blockchain, many applications have been developed. 
Specifically, a blockchain can be utilized in proving the user's identity using its strong integrity. However, since all data in the blockchain is publicly available, it can cause privacy problems if the user's identity is 
stored in the blockchain unencrypted. Although the encryption of the private information can diminish privacy problems in the blockchain, it is difficult to transparently utilize encrypted user information in the 
blockchain. To provide integrity and privacy of user information simultaneously in the blockchain, we propose a SIMS (Self-Sovereign Identity Management System) framework based on a zk-SNARK (zero-
knowledge Succinct Non-interactive ARgument of Knowledge). In our proposed SIMS, the user information is employed in a privacy-preserving way due to the zero-knowledge property of the zk-SNARK. We 
construct a SIMS scheme and prove its security. We describe applications of SIMS and demonstrate its practicality through efficient implementations.

application; definitions; 
proofs; implentation; 
identity creation; identity 
management; zero-
knowledge proof; attribute 
claim; verifiable claim

A zero-knowledge proof system that creates 
identities and attributes, and statement/claims about 
attributes without revealing them.

99

The self-sovereign identity (SSI) model entails the full responsibility and sovereignty of a user regarding his identity data. This identity data can contain private data which is solely known to the user. The user 
himself is therefore required to manage the whole lifecycle of his private data, including the backup and restore. We show that prior work on how to backup and restore the user’s identity data does not meet the 
requirements of the SSI setting, and we present the first solution which does meet the requirements. Authenticated backup with auditing by remote entities (AWARE) combines SSI sustaining aspects and extends 
them to create a truly self-sovereign backup-and-restore protocol. In AWARE, trusted, physically met humans, called custodians, hold a secure device. Custodians with a secure device offer an offline backup 
possibility and a secure channel. The backup and restore are audited by commits on a publicly accessible distributed ledger. These commits are answered by auditing services which are required during restore. 
Only some auditing services hold relevant data for a restore. The self sovereignty of the user lies in the exclusive information which auditing services hold relevant data. AWARE is the first backup-and-restore 
mechanism that fully complies with the SSI model. We perform an in-depth security-risk analysis of AWARE, showing a risk rating which is comparable to the best risk rating o related non-SSI-compliant backup-
and-restore mechanisms. We instantiate the AWARE protocol with cryptographic primitives providing a high security level of 256-bit. We show its implementation feasibility by providing a simulation of AWARE, and 
conclude with an estimated performance analysis on a microcontoller architecture based on our simulation and implementation results in the literature.

theoretical; application; 
recovery; restoration; 
backup; audit

trusted offline peers are used to backup data

100

Digital identity systems have been around for almost as long as computers and have evolved with the increased usage of online services. Digital identities have traditionally been used as a way of authenticating to 
the computer systems at work, or a personal online service, such as an email. Today, our physical existence has a digital counterpart that became an integral part of everyday life. Self-Sovereign Identity (SSI) is 
the next step in the evolution of the digital identity management systems. The blockchain technology and distributed ledgers have provided necessary building blocks and facilities, that bring us closer to the 
realisation of an ideal Self-Sovereign Identity. But what exactly is an ideal Self-Sovereign Identity? What are the characteristics? Trade-offs? Here, we propose the framework and methodology that can be used to 
evaluate, describe, and compare SSI systems. Based on our comparison criteria and the evaluation framework, we present a systematic analytical study of existing SSI systems: uPort, Sovrin, ShoCard, Civic, and 
Blockstack.

theoretical; requirement; 
comparison; evaluation; 
characteristics

Introduce "usability" as a requirement

104

As centralized identity management solutions amass identity data, they increasingly become attractive targets for cyber attacks, which entail consequences for users that range from service disruptions to exposure 
of sensitive user data. Self-sovereign identity (SSI) strives to return the control over identity data to the users by building on decentralized architectures. However, the adoption of SSI systems is currently hampered 
by a lack of qualified identity data that satisfies the services’ requirements. Additionally, there is a gap w.r.t the user’s privacy: Intermediate components (e.g., importers or SSI network nodes) learn the users’ 
sensitive attributes during the derivation of eID data. In this work, we present a decentralized eID derivation concept that preserves the users’ privacy while maintaining the data’s trustworthiness without revealing 
the plain data to any component outside the users’ control. Our proposed system also enables users to selectively disclose only relevant parts of the imported identity assertion according to the service’s 
requirements. We also implement and evaluate a proof-of-concept to demonstrate the feasibility and performance of our concept.
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107 There are too few systematic architecture designs for blockchain-based self-sovereign identity (SSI) systems to support methodical development. We present an SSI platform that advances the notion of the design 
pattern as a service. We implement a prototype and evaluate it for feasibility and scalability. design pattern; lifecycle; 
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More and more users are eager to obtain more comprehensive network services without revealing their private information. Traditionally, in order to access a network, a user is authorized with an identity and 
corresponding keys, which are generated and managed by the network operator. All users' personally identifying information are centralized stored by the network operator. However, this approach makes users 
lose the control of their personally identifying information. Users are concerned about who can access these sensitive data and whether they have been compromised. In this paper, we propose a blockchain-based 
identity management and authentication scheme for mobile networks, where users' identifying information are controlled by the users themselves. Our scheme let users generate their self-sovereign identities 
(SSIs) and corresponding public keys and private keys. The private key used to authenticate the user's identifying information is only known to the user. We use blockchain to record SSIs and public keys of 
legitimate user, and adopt chameleon hash to delete illegal users' information on the blockchain, while keeping the block head unchanged. Furthermore, other service providers can obtain the user's SSI and public 
key and authenticate users by querying the blockchain. Experimental results confirm that our scheme can greatly reduce the revocation overhead and communication overhead.
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An identity management including authentication and authorization in a network environment is a critical security factor. Various models for identity management have been developed continually, from the silo 
model to the federated model and to the recently introduced self-sovereign identity (SSI) model. In particular, SSI makes users manage their own information by themselves independently of any organizations. SSI 
utilizes the newly emerged blockchain technology and many studies of it are in progress. However, SSI has not had wide public use because of its low compatibility and inconvenience. This is because it involves 
an unfamiliar user experience and an immature process. To solve this problem, this paper proposes a new blockchain-based SSI model that complies with the popular and mature standard of OAuth 2.0. Using 
blockchain, the proposed model secures users’ data sovereignty where users can use and control their own information in a decentralized manner, instead of depending on a specific monopolistic service-providers. 
Users and clients who are familiar with the existing OAuth can easily accept the proposed model and apply it, which makes both usability and scalability of the model excellent. This paper confirmed the feasibility of 
the proposed model by implementing it and a security analysis was performed. The proposed model is expected to contribute to the expansion of both blockchain technology and SSI.
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Self-Sovereign Identity (SSI) is a new paradigm in digital identity systems that puts the end-user in control: no other actor manages, permits or revokes their digital existence. TrustChain is an academic peer-to-
peer networking stack supporting SSI. It delivers passport-grade assurance by integrating with Dutch government. However, end-user control requires a programmed user agent with a human interface and 
protocols that enable meaningful communication with issuers and verifiers of identity data. This agent must be inter-operable with a large variety of parties and credentials. TrustChain lacks such an interface and 
protocols. This thesis makes three main contributions. First, a theoretical framework is proposed for aligning notions of self-sovereignty across contexts, borders and cultures. It provides more detailed, focused and 
structured discourse than other work and helps consolidate design efforts. Second, a design project is done in collaboration with the Kamer van Koophandel (KVK). It focuses on `authorisation by legal entities', a 
class of identity problems that have no satisfactory solution yet. Third, a generic common `semantic layer' is prototyped, consisting of a smartphone based user agent and communication protocols. Its wallet-centric 
approach allows end-users to retrieve their data without leaving the app. The practical value of this prototype is evaluated at a construction site. The case study shows that the Kamer van Koophandel, like other 
government institutions, can be a valuable data provider. However, their current legal framework and business model may restrict them. Absence of such vital institutions invites commercial parties to close the gap, 
threatening privacy and independence of end-users. Finally, this work has three implications for TrustChain. First, attestation metadata must be considered confidential. Second, single-sided public revocation is 
required to ensure credential actuality without re-issuing. And third, non-interactive verification enables the construction of chains of untrusted issuers. This is a valuable feature as it enables individuals, not just 
organisations, to issue claims to others.
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Self-sovereign Identity promises to give users control of their own data, and has the potential to foster advancements in terms of personal data privacy. Self-sovereign concepts can also be applied to other entities, 
such as datasets and devices. Systems adopting this paradigm will be decentralised, with messages passing between multiple actors, both human and representing other entities, in order to issue and request 
credentials necessary to meet individual and collective goals. Such systems are complex, and build upon social and technical interactions and behaviours. Modelling self-sovereign identity systems seeks to provide 
stakeholders and software architects with tools to enable them to communicate effectively, and lead to effective and well-regarded system designs and implementations. This paper draws upon research from Actor-
based Modelling to guide a way forward in modelling self-sovereign systems, and reports early success in utilising the iStar 2.0 framework to provide a representation of a birth registration case study.
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Access management using the Web seems to be heading for failure. While the Web offers a lot of convenience, the negative aspects of the shadow are increasing, such as fake news, slander, flaming, fraud, and 
kidnapping that exploits the irresponsible anonymity of the Internet. In this paper, as a solution, we examine a method of constructing a social graph from the access history of information recorded on the hyper 
ledger based on anonymous credentials and blockchain. In this scheme, information is delivered through many "friends" while securing authentication and authorization at the network layer level with a certified 
cryptographic protocol. The final decision is made by a human who has gained AI support while viewing the social graph. In the process, it is also revealed which “friend” owns which information. With this scheme, 
the true value of the Web can be brought closer to the original ideal while achieving the effect of “People get their personal information back from the digital giants” that the MIT project Solid of Sir Tim Berners-Lee 
is aiming.
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In general, ID-based proxy re-encryption has the form of transferring data in a 1:1 manner between a data owner and data requestor. Therefore, only the data owner has the authority to decrypt or re-encrypt data 
encrypted with their public key. However, in an environment with data self-sovereignty, such as a personal health record, data are managed directly. In such circumstances, if the owner of the data becomes 
unconscious or unable to control the data, there is no way to obtain the data.
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Digital identity is one of the biggest challenges in cyberspace. This field has been evolving for many decades with a number of Identity Management (IDM) models being proposed and employed; however, few were 
able to solve the issue of sovereignty of an identity and storage-control of its associated personal and confidential data. Self-Sovereign Identity (SSI) was introduced to solve this crucial issue offering a user full 
sovereignty of their identity and storage-control of their associated personal and confidential data. Alongside ownership of an identity, it maintains all private information in a Digital Wallet which is owned and 
controlled by the user. However, SSI is an emerging IDM, therefore it requires careful evaluation of various aspects of SSI for it to become an operative IDM. This paper proposes several specifications to evaluate 
any SSI solution. Subsequently, it analyses two emerging SSI solutions uPort and Sovrin. Finally, an evaluation of uPort and Sovrin SSI is performed utilising the proposed specifications, highlighting their strengths 
and limitations.
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Several working groups are coping with an ecosystem in which a user manages his/her own digital identity (ID) information among different organizations or companies in a decentralized manner. Accordingly, we 
developed a platform for trusted ID exchange called IDentitY eXchange. In the platform, the personal identity verification process will be realized by verifying credentials about users’ information issued by other 
organizations. Through this kind of ID cooperation, users can prove their ID online using the credentials and will no longer need to take procedure for every organization when updating their ID information 
registered there. To update their ID information among multiple organizations, users have to plan a schedule that represents an order of ID cooperation requests from each organization to other organizations. 
However, the organizations’ policies to identify a user and relationships among the organizations make the scheduling problem a complicated one. In this study, we formulate a scheduling problem in the 
cooperative network as an integer linear program and propose a heuristic method based on the graph structure. Numerical experiments show that the heuristic approach has feasible scalability for practical use. 
Finally, we discuss other use cases of the proposed formulation, especially regarding logistics management, such as vehicle scheduling for transporting products from suppliers to consumers.
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Authentication with username and password is becoming an inconvenient process for the user. End users typically have little control over their personal privacy, and data breaches effecting millions of users have 
already happened several times. We have implemented a proof of concept decentralized OpenID Connect Provider by marrying it with Self-Sovereign Identity, which gives users the freedom to choose from a very 
large pool of identity providers instead of just a select few corporations, thus enabling the democratization of the highly centralized digital identity landscape. Furthermore, we propose a verifiable credential powered 
decentralized Public Key Infrastructure using distributed ledger technologies, which creates a straightforward and verifiable way for retrieving digital certificates.
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Self-sovereign identities provide user autonomy and immutability to individual identities and full control to their identity owners. The immutability and control are possible by implementing identities in a decentralized 
manner on blockchains that are specially designed for identity operations such as Hyperledger Indy. As with any type of identity, self-sovereign identities too deal with Personally Identifiable Information (PII) of the 
identity holders and comes with the usual risks of privacy and security. This study examined certain scenarios of personal data disclosure via credential exchanges between such identities and risks of man-in-the-
middle attacks in the blockchain based identity system Hyperledger Indy. On the basis of the findings, the paper proposes the following enhancements: 1) A novel attribute sensitivity score model for self-sovereign 
identity agents to ascertain the sensitivity of attributes shared in credential exchanges 2) A method of mitigating man-in-the-middle attacks between peer self-sovereign identities and 3) A novel quantitative model 
for determining a credential issuer’s reputation based on the number of issued credentials in a window period, which is then utilized to calculate an overall confidence level score for the issuer.
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Identity management systems enable users (i.e., provers) to authenticate and provide attributes to verifiers by using certified credentials obtained from an authority. To accept such a credential, verifiers require 
information on whether the presented credentials are still valid or if they have been revoked. Up-to-date revocation information can be obtained from a revocation database; however, this requires that the verifier or 
prover is online. The problem becomes more interesting in the offline case when the prover (e.g., citizen) and verifier (e.g., police officer) do not have an Internet connection to query the revocation status of the 
presented credential (e.g., digital driver’s license). In this paper, we extend the Self-Sovereign Identity (SSI) model to support both revocation as well as offline-verification. Our concept introduces attestations of 
validity for a point in time, which are issued by the SSI network for credentials that have not been revoked, i.e., added by authorized entities to a revocation list. The concept aims to be generic so that it can be used 
for various use cases, e.g., by giving users the control over the frequency of re-attestation. To show our concept’s feasibility and practicality, we developed and evaluated an implementation that includes an efficient 
and privacy-preserving showing of credentials using noninteractive zero-knowledge proofs, all while being offline.
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Decentralized approaches towards digital identity management, often summarized under the currently popular term Self-sovereign identity (SSI) are being associated with high hopes for a bright future of identity 
management (IdM). Numerous private, open source as well as publicly funded research initiatives pursue this approach with the aim to finally bring universally usable, trustworthy, interoperable, secure, and privacy 
friendly digital identities for everyone and all use cases. However, a major challenge that so far has been only rudimentary addressed, is the trust management in these decentralized identity ecosystems. This 
paper first elaborates this problem before presenting an approach for a trust management infrastructure in SSI ecosystems that is based on already completed work for trust management in digital transactions.
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In this paper we explore the problem of secure handling of private keys in blockchain applications. We present a novel approach, named “Partial Knowledge Recovery Scheme” (PKRS), which allows for the 
recovery of an encrypted private key through the use of personal security questions. In PKRS, an individual is asked a set of questions, and the answers to those questions are used to encrypt the input and 
produce a secured private key. Through the use of Shamir’s secret sharing algorithm, the original private key can be recovered if the individual can answer correctly only a subset of the original questions. PKRS 
does not require any external services for the recovery process, since all the required information is stored within the secured private key itself. This approach tries to achieve a middle ground between security and 
usability. Security, where the private key needs to be encrypted and safely stored offline. Usability, where an individual wants to be able to recover their private key without the need of an easily forgotten 
passphrase and be able to store it in their personal cloud environments. We also discuss the correct design of personal security questions in social environments where an individual’s personal data can be mined 
through public records and social networks. Finally, we present a blockchain Self-sovereign Identity use case, which was used for the integration and evaluation of PKRS within a real-world application.
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In this paper, a subject-centric structure is proposed that improves the holder-centric structural problems of verifiable credentials developed for self-sovereign identities. Holder-Centric structured verifiable 
credentials represent a structure in which a holder can control the credentials even if it is not a subject. This structure allows the holder to attempt authentication or transfer credentials without the subject’s 
permission. The subject may lose some control over the credential, thus losing the meaning of self-sovereign identity. We propose a subject-centric structure that allows the subject to control over the transferred 
verifiable credentials.
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propose a way to delegate credentials that alerts 
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Trust policies enable the automated processing of trust decisions for electronic transactions. We consider the Trust Policy Language TPL of the LIGHTest project [Mö19] that was designed for businesses and 
organizations to formulate their trust policies. Using TPL, organizations can decide if and how they want to rely on existing trust schemes like Europe’s eIDAS or trust scheme translations endorsed by them. While 
the LIGHTest project is geared towards classical approaches like PKI-based trust infrastructures and X.509 certificates, novel concepts are on the rise: one example is the self-sovereign identity (SSI) model that 
enables users better control of their credentials, offers more privacy, and supports decentralized solutions. Since SSI is based on distributed ledger (DL) technology, it is a question of how TPL can be adapted so 
that organizations can continue to enjoy the benefits of flexible policy descriptions with automated evaluation at a very high level of reliability. Our contribution is a first step towards integrating SSI and the 
interaction with a DL into a Trust Policy Language. We discuss this on a more conceptual level and also show required TPL modifications. We demonstrate that we can integrate SSI concepts into TPL without 
changing the syntax and semantics of TPL itself and have to add new formats and introduce a new built-in predicate for interacting with the DL. Another advantage of this is that the “business logic” aspect of a 
policy does not need to change, enable re-use of existing policies with the new trust model.
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The mechanisms and evolving standards collectively known as self-sovereign identity (SSI) offer the prospect of a decentralized Internet by providing a central pillar for a human-centered data ecosystem (HCDE). 
Once established this technology promises to afford participants the same agency in the digital realm as individuals experience in the real world. Investigation suggests that the domain is now sufficiently mature to 
realize practically the principles of SSI, but in order to achieve sustainable adoption, significant design focused work needs to be undertaken at the interface layer. This paper presents recent practice-led research 
designed to project current SSI prototypes to scale through conceptual modeling, preliminary user interface, and critical analysis. This research introduces the term sovereign boundary mechanism (SBM), a 
standardized collection of SSI interactions, which can be described as a metaphorical ring of sovereignty between the participant and the wider network. Within this model, participants control identity, relationships, 
and data streams and access control. This research identifies the domains of interaction and the minimum required objects for a full-scale SSI engagement through an SBM. It defines the component parts and 
functionality of a wider HCDE which require further consideration, and it identifies emergent concepts for which a participant may lack mental model and understanding. The research considers human computer 
interaction (HCI) theory across internalized, external, and distributed cognition, arguing that the current trajectory of SSI requires significant internalized representations, prior knowledge, and participant 
responsibility. This research argues that these elements are problematic and pose a significant barrier to sustainable adoption. In conclusion, this research suggests that the decentralized community needs to 
recognize the obstacle potentially posed at the interface layer and engage in collective standardization, strategy, and design thinking to increase the probability of sustainable adoption.
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Decentralized Identifiers (DIDs) are a technology that allows individuals to realize self-sovereign identity. The advantage of the DIDs is that individuals can decide what information to disclose and transparently 
review the details of the disclosed information. In the core architecture of DIDs, a DID document associated with a DID is derived, and this document is open to the public to access. However, DID service properties 
in the DID document raises a dataveillance problem. In this paper, we analyze the risks of leaking sensitive information that may be included in the DID authentication process through a scenario.
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Self-sovereign Identity Management (SSIM) promotes self-control of credentials without relying on external administration. However, the state-of-the-art SSIM based on Decentralized Identifiers and Verifiable 
Credentials (VCs) defined by the World Wide Web Consortium does not enable credential holders to verify whether a Credential Issuing Authority (CIA) legitimately issued a credential. As a remedy, our work 
constructs a secure authentication protocol, called A-PoA, to provide decentralized and anonymous authorization of CIAs. We leverage a cryptographic accumulator to enable the Root Authority (registering a 
Credential Schema) with the ability to authorize a CIA (registering a Credential Definition) t o i ssue a c redential. T he p roof o f accumulator membership relies on a non-interactive zero-knowledge proof. This 
allows a credential holder or validator node to verify the validity of a CIA, while the CIA remains anonymous. Our security analysis shows the integrity and confidentiality of our protocol against hostile network 
participants and our experimental evaluation shows constant verification t imes independent of the number of authenticated CIAs. Hence, A-PoA introduces the missing building block to develop SSIM-capable and 
VC-compatible ecosystems acting as a drop-in replacement for traditional Public Key Infrastructure schemes.
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The data on the Web is increasingly being centralised towards a few service providers. Personal Data Stores (PDS) have emerged, proposing a fundamental shift from the current service-centric data ecosystem to 
a decentralised data storage and processing environment by placing the data with users. Users are to assume total self-sovereignty over their data, including opportunities to monetise. While PDS systems enable 
user empowerment, they also put a greater burden on the users, who may not be technically-savvy, to manage data access, which may increase the chance of unintended mishaps and privacy risks. This research 
proposes a privacy preference recommender system for privacy-preserving data sharing control that is designed to work with the constraints of user-centric data storage and processing environment for PDS. The 
outcome contributes towards a user-assisting privacy technology that utilises user context effectively to recommend privacy settings while conforming to the PDS architecture by storing and processing all analytics 
locally.
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Self-sovereign identity (SSI) systems are novel blockchain-based solutions that are said to shift the control of data records from organizations to individuals. Contrary to conventional blockchains, such as Bitcoin or 
Ethereum, many SSI systems do not capture on ledger the exchange of transactional data between individuals. By not capturing the exchange of transaction data such SSI systems have the advantage of 
complying with privacy regulations such as the EU’s General Data Protection Regulations, but, at the same time, have the disadvantage of not capturing evidence that an exchange has happened. Such evidence, 
however, may be needed for audit and accountability purposes. To achieve these objectives and to preserve privacy, we leverage archival principles to introduce a novel concept of a proof registry, which we define 
as a set of technical components, data structures, and process flows, that assures that authoritative records offering evidence of transactions is captured, stored, and accessible. This solution solves the compliance 
and accountability problem while preserving the self-sovereignty and privacy of involved parties.
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In a ubiquitous environment enclosing cooperative Internet of Things (IoT) devices, individuals, and entities, Digital Identity Management (DIM) becomes critical and challenging. DIM pertains to device identities 
authentication and verification to enable trustworthy service exchange, data collection, and decision making. DIM is the supporting pillar for all online services and the foundation for security and authentication 
mechanisms. Due to the extreme heterogeneity, scale, and configuration complexity of such environments, enabling trustworthy DIM is crucial and seriously challenging. In an IoT context, devices use local (Digital 
Identities) DIs stored within a tamper-proof unit and verified by a centralized authority for authentication. The recent attacks on IoT systems showed how vulnerable such a design is. It is also an inherent problem 
that influences humans. From that, Self-Sovereign Identity (SSI) has emerged as a decentralized DIM approach embracing the concept of portable selfpossession identity. SSI was presented to decouple the DI 
from the owner to enable large-scale cooperation. However, DI storage and verification still occur on the device and in a centralized manner. Utilizing a local single-point-of-failure storage memory for verifiable 
credentials is one of the considerable drawbacks in contemporary SSI. In this regard, this paper introduces DTSSIM, a novel Decentralized Trustworthy Self-Sovereign Identity Management framework. DT-SSIM 
integrates the secret share scheme with the Blockchain-based smart contracts technologies to provide transparent and trustworthy SSI-based digital identity management services for IoT. Storing IoT identity 
credentials outside the devices’ local storage preserves the identity credentials from being tampered with or misused. Evaluations and discussions show the resiliency assessment of the system and the cost and 
estimated running times for verification processes in DTSSIM.
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Identity management is a principle component of securing online services. In the advancement of traditional identity management patterns, the identity provider remained a Trusted Third Party (TTP). The service 
provider and the user need to trust a particular identity provider for correct attributes amongst other demands. This paradigm changed with the invention of blockchain-based Self-Sovereign Identity (SSI) solutions 
that primarily focus on the users. SSI reduces the functional scope of the identity provider to an attribute provider while enabling attribute aggregation. Besides that, the development of new protocols, disregarding 
established protocols and a significantly fragmented landscape of SSI solutions pose considerable challenges for an adoption by service providers. We propose an Attribute Trust-enhancing Identity Broker (ATIB) 
to leverage the potential of SSI for trust-enhancing attribute aggregation. Furthermore, ATIB abstracts from a dedicated SSI solution and offers standard protocols. Therefore, it facilitates the adoption by service 
providers. Despite the brokered integration approach, we show that ATIB provides a high security posture. Additionally, ATIB does not compromise the ten foundational SSI principles for the users.
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With increasing digitization, more and more people use their identification credentials for accessing online services; which increases concern for data privacy. To ensure user's privacy, alternate credential 
management schemes must be adopted. Self-Sovereign Identity (SSI) is a form of credential management where users are in charge of their credentials. Privacy-critical data is stored at the user's end and they can 
choose to do selective disclosure of minimal required information to access services. Currently, SSI solutions are not being widely adopted by service providers and the ecosystem is fragmented. One of the 
reasons for the lack of adoption is the need for maintaining private infrastructure for credential issuance, as critical user information is to be handled during credential issuance. To cater to this, we present a solution 
that enables the service providers to run their credential issuers on public cloud - a so-called Credentials as a Service (CaaS). CaaS issuers run inside Trusted Execution Environments (TEE) enabling credential 
issuers to ensure user's privacy while enjoying the flexibility of the pay-per-use cloud model. CaaS can pave the way for making SSI credentials ubiquitous in identity management solutions.
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Self-sovereign identity provides a feasible alternative to login via username and password through an identity provider to access digital services. It allows identity subjects to control and own their data. Although this 
is an appealing approach, it requires a whole new infrastructure with almost no dependencies on the existing ones. We designed and implemented a solution that combines an existing federated identity access 
management solution with the new approach by enabling authentication via self-sovereign-identity-based credentials while the identity provider retains verification and communication with the service provider via 
Security Assertion Mark Up Language. Thanks to the standardized federated systems in the German higher education domain, the solution not only enables a smooth transition to self-sovereign identities but can 
also be easily transferred to other universities using the same federated identity framework.
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Self-sovereign identity provides a feasible alternative to login via username and password through an identity provider to access digital services. It allows identity subjects to control and own their data. Although this 
is an appealing approach, it requires a whole new infrastructure with almost no dependencies on the existing ones. We designed and implemented a solution that combines an existing federated identity access 
management solution with the new approach by enabling authentication via self-sovereign-identity-based credentials while the identity provider retains verification and communication with the service provider via 
Security Assertion Mark Up Language. Thanks to the standardized federated systems in the German higher education domain, the solution not only enables a smooth transition to self-sovereign identities but can 
also be easily transferred to other universities using the same federated identity framework.

risk analysis; attack tree a risk analysis of SSI using the attack tree method

267

Self-Sovereign Identity (SSI) is a digital identity that is managed in a decentralized manner utilising an underlying blockchain. It allows identity owners to manage and store their digital identities without relying on 
centralised third-party providers. Providing full control of an identity to its owner seeks to enhance the security and privacy of the individual. The utilisation of the decentralised trust model provided by an underlying 
blockchain realises this user-centred control. However, this operational change towards greater control and responsibility placed upon identity owners poses new challenges and security threats to the SSI system. 
Heretofore, there have been no significant research studies performed to assess potential attacks on the SSI system. The SSI model is an emerging Identity Management model, and requires a meticulous study of 
its potential attack surfaces. Therefore, this paper proposes an attack tree based risk analysis method for investigating potential attacks on the SSI system and their associated risks in facilitating their mitigations. 
This proposed attack tree based risk analysis method presents a systematic and generalised model to generate attack trees that can be used to perform risk analysis. In this investigation, three potential attacks on 
the SSI system are focused: faking identity, identity theft and distributed denial of service attacks. For each attack, the attack tree based risk analysis is performed; and subsequently, their mitigations are proposed.

VC metadata; metadata; 
metadata match; 
metadata search; natural 
language; NLP

Use natural language processing to search VC 
metadata

285

Self-Sovereign Identity (SSI) is a privacy-preserving identity paradigm where users own and manage their digital identities. SSI is also referred to as blockchain identity, as it is commonly implemented using 
distributed ledger technologies. In this work, we describe the problem of schema matching on blockchain-based SSI implementations, systematically review the literature for tools that attack this problem, introduce 
a novel solution, and empirically compare it with the works reported from our literature review. Our solution uses pre-trained word vectors to find semantic similarities between user queries and schemas on the 
blockchain. Experimental evaluation shows that it outperforms existing solutions regarding queries that approach natural language.

VC; VC revocation; VC 
issued by two parties; 
double revocation;

VC issued by two parties and revoked by two 
parties

287
Technical interoperability of the issuance, presentation, and verification of verifiable credentials (VC) across domains of trust is a current challenge for self-sovereign identity. We present an approach incorporating 
different levels of assurance and trust domains in an eIDAS compliant way. This is illustrated through a use case with real-world relevance: the issuance and cross-border usage of the European Health Insurance 
Card. © 2021 Gesellschaft fur Informatik (GI). All rights reserved.

protocol integration; 
eIDAS compliance; legal 
binding; electronic seal; 
electronic certificate; 
qualified certificate; trust 
evaluation

incorporate qualified electronic certificate to VC for 
LoA, also evaluates trust policies

290

Assurance in digital authentication means represents a fundamental requirement in the authentication process of digital identities. Different level-of-assurance (LoA) describe the trustworthiness of the 
authentication specified by various standards. Some traditional governmental identity systems achieve a high LoA. Nevertheless, the recent self-sovereign identity (SSI) model, which utilizes identity wallets to 
ensure that the identity data control remains with the related user, still lacks a high LoA, detaining the full potential of SSI such as using it for sensitive use-cases like for eGovernment or public administration 
services. This work tackles this problem by starting with assessing related LoA standards. Based on this assessment are requirements defined to achieve an LoA high. These requirements are utilized in the 
process of defining and evaluating our proposed concept. Our generic serves as the foundation for other developers, aiming to elevate the LoA in their SSI systems. (More)

cryptographic 
accumulator; LoA; wallet; 
FIDO2; FIDO; biometric; 
certificate; IdP; identity 
derivation

Uses existing digital identity with high LoA to create 
VCs with high LoA, which are stored in digital wallet 
in a way that a FIDO2 hardware token with 
biometrics is needed to finish the registration 
process and is used for VP

296 This paper focuses on a specific type of distributed ledger designed to support this technical architecture, Hyperledger Indy. The data contained within this ledger are analysed from the perspective of a verifier 
attempting to assess the risk associated with accepting a credential presentation they have received. trust; hyperledger indy; Proposes ways to evaluate trust of received 

credentials in Hyperledger Indy
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301

We present a low-overhead mechanism for self-sovereign identification and communication of IoT agents in constrained networks. Our main contribution is to enable native use of Decentralized Identifiers (DIDs) 
and DID-based secure communication on constrained networks, whereas previous works either did not consider the issue or relied on proxy-based architectures. We propose a new extension to DIDs along with a 
more concise serialization method for DID metadata. Moreover, in order to reduce the security overhead over transmitted messages, we adopted a binary message envelope. We implemented these proposals 
within the context of Swarm Computing, an approach for decentralized IoT. Results showed that our proposal reduces the size of identity metadata in almost four times and security overhead up to five times. We 
observed that both techniques are required to enable operation on constrained networks.

DID; DID metadata; 
DIDComm; DID method; 
DID document; 
optimization; IoT; CBOR

Extend DIDComm to DIoTComm, using CBOR to 
reduce protocol overhead five times compared to 
DIDComm

307

Self Sovereign Identity (SSI) facilitates self-control on digitized credentials without depending on a centralised authority for trust management among interacting entities. However, in current SSI solutions, credential 
issuers are still assumed to be from “official” sources (e.g., government agencies) and there is no systematic support for personal issuers in terms of managing trust of the issuers. This engenders lack of trust 
between personal issuers and verifiers. We propose a blockchain-based, decentralised credential and identity management system that allows issuer authentication through the establishment of a verifiable 
credential based ‘Web of Trust’ of personal issuers. Our work aims to establish an effective governance framework for personal issuers by introducing multi-layered issuer authorities and credential-based trust 
management for authenticated issuer on-boarding.

VC; VC issuer; issuer; 
issuer authorization; 

Add policies to VC, allowing others to issue VCs 
under that policy

308

In Self-Sovereign Identity (SSI) there are three entities involved, namely issuer (issues the credentials), holder (for whom the credentials are issued), and verifier (the one who needs to view the credentials to 
provide a service or commodity in exchange). The problem here is that the verifier might request more than the required credentials from the holder. The holder is put into a difficult situation where the holder must 
give all the requested credentials in order to avail of the service offered by the verifier. To stop this from happening policies must be put into place and these policies must be cryptographically enforced. Various 
potential solutions are suggested and from those solutions, Ciphertext Policy Attribute-Based Encryption (CPABE) is used to address this problem. Implementation is provided in the form of a demo and the 
performance of the implemented solution is measured.

Ciphertext Policy 
Attribute-Based 
Encryption (CPABE); 
Issuer Policy; VP 
Authorization;

Uses CP-ABE to enable issuers to specify a policy 
that RPs must respect to receive data from holders.

315

This research has been performed in pursuit of the MSc Computer Science at Delft University of Technology in collaboration with the Dutch National Office for Identity Data (RvIG), part of the Dutch Ministry of the 
Interior and Kingdom Relations. Self-Sovereign Identity (SSI) is a relatively new concept part of a movement aspiring to create a universal identity layer for the Internet. SSI aims to put the citizen at the centre of 
their data, making them the sovereign over their digital presence. Wherein the current ecosystem personal information is stored in centralised or federated settings, SSI delegates this responsibility entirely to the 
user. Functioning SSI schemes have been proposed and deployed, even with governmental support. However, we identify that the key issue that remains to be solved is revocation: the invalidation of credentials. 
Proposed revocation mechanisms typically rely on centralised infrastructure for revocations, defying the principles of SSI itself and, furthermore, lack offline verification capabilities. This research addresses these 
issues and proposes the first fully distributed revocation mechanism in SSI, using a gossip-based propagation algorithm. Our revocation mechanism requires no centralised infrastructure or strict network 
requirements and enables offline verification of credentials in case of disaster. Propagation is handled by honest clients, requires no direct communication with authorities and is shown to be robust in case of 
unreliable communication links. Furthermore, revocation acceptance is at the discretion of individual clients, making our mechanism fully adhere to the principles of Self-Sovereignty. This revocation and verification 
structure is part of our Industry-Grade Self-Sovereign Identity (IG-SSI) architecture. IG-SSI is a purely academic fully distributed SSI scheme with intrinsic equality across the network. Furthermore, communication 
is facilitated peer-to-peer, requiring no specialised infrastructure. The architecture allows for the signing, verification and presentation of credentials using Zero-Knowledge Proofs. We believe that the characteristics 
of our system provide it with use for decades to come, hence, we deem it to be industry-grade. Our simulation portrays that a network comprised of 10,000 clients gossips 1 million revocations within 25 seconds. 
Feasibility on smartphones is shown through a government-backed real-life trial. Based on our results, we claim that IG-SSI is a viable candidate for facilitating the needs for a digital identity of the European Union.

distributed revocation
gossip-based protocol to distribute revocation 
information and allow SSI users to have offline 
revocation information

323

Self-Sovereign Identities provide a solution to the identity crisis as their goal is bringing back control over identities to their owners. Nonetheless, currently deployed SSI managers lack data resilience. 
Consequently, one's identity is lost if the device holding it becomes inaccessible. We achieve data resilience through identity backups. Unfortunately, there is no research on the matter. Thus, we discover that 
traditional backup systems need eight additional requirements to become suitable for identity backups. Then we describe two existing solutions and introduce a novel one designed by us. A comparison between 
them follows, from which we conclude that our novel solution satisfies the most requirements. We then extend an existing SSI manager with a proof-of-concept implementation of our solution. Our implementation 
consists of three main components. The first one takes care of identity recovery. The second one allows verifiers to check whether identities and their backups are consistent before verifying their attested claims. 
And the last mechanism takes care of access revocation.

wallet backup; identity 
backup; backup; backup on another device of the identity owner

324

Self-Sovereign Identity (SSI) is a novel and emerging, decentralized identity approach that enables entities to fully control and manage their digital identifiers and associated identity data while enhances trust, 
privacy, security, and many other properties analyzed in this paper. The paper provides an overview of the SSI properties, focusing on an in-depth analysis, furthermore presenting a comprehensive collection of 
SSI properties that are important for the implementation of the SSI system. In addition, it explores the SSI process flow and highlights the steps in which individual properties are important. After the initial 
purification and classification phase, we then validated properties among experts in the field of decentralized and self-sovereign identity management using an online questionnaire, which resulted in a final set of 
classified and verified SSI properties. The results can be used for further work on the definition and standardization of the SSI field.

SSI properties; theoretical 
discussion

adds decentralization, legacy compatibility, identity 
assurance, secure transactions, recoverability, 
usability and accessibility

WO-2021125586-A1

A content wallet device is disclosed. A content wallet device, to which a storage device having content stored therein connects, comprises: a communication unit for communication between the content wallet 
device and a user terminal device; an encryption unit for generating encryption data comprising a passcode and a user ID for an authentication between the content wallet device and user terminal device; a switch 
unit for controlling the electrical connection between the storage device and communication unit; and a reset unit for resetting the generated passcode if the electrical connection between the storage device and 
communication unit is released by the switch unit. Therefore, when a user is selling content, the user can directly trade the content with a purchaser without transferring the authorization to a central management 
system, and a new passcode is generated every time the user authenticates a content ownership, and thus hacking by a third party is prevented, thereby blocking an unauthorized leak of the content.

wallet; hardware-based 
wallet; HSM; a hardware-based wallet for mobile devices

WO2021064182A1

A computer-implemented transaction system supports transactions between a user computing device and a provider computing device. The user computing device transmits a transaction service identifier to the 
provider computing device, and the provider computing device transmits the transaction service identifier to a provider transaction server. The provider transaction server communicates network with a user 
transaction server identified by the transaction service identifier, and requests that the transaction is performed between the user transaction server and provider transaction server. In response to the transaction 
request, the user transaction server communicates with the user computing device and authenticates usage of the respective user computing device. The user transaction server performs the transaction if usage of 
the user computing device is authenticated.

HCI; authentication; 
authentication through 
"usage data";

Proposes "implicit authentication" throught device 
usage patterns (messages, sensors, applications, 
location history)

30.80
Credentials are a part of our daily lives; driver's licenses are used to assert that we are capable of operating a motor vehicle, university degrees can be used to assert our level of education, and government-issued 
passports enable us to travel between countries. This specification provides a mechanism to express these sorts of credentials on the Web in a way that is cryptographically secure, privacy respecting, and 
machine-verifiable.

credentials; verifiable 
credentials; VC; the verifiable credentials standard

37.29

Decentralized identifiers (DIDs) are a new type of identifier that enables verifiable, decentralized digital identity. A DID refers to any subject (e.g., a person, organization, thing, data model, abstract entity, etc.) as 
determined by the controller of the DID. In contrast to typical, federated identifiers, DIDs have been designed so that they may be decoupled from centralized registries, identity providers, and certificate authorities. 
Specifically, while other parties might be used to help enable the discovery of information related to a DID, the design enables the controller of a DID to prove control over it without requiring permission from any 
other party. DIDs are URIs that associate a DID subject with a DID document allowing trustable interactions associated with that subject. Each DID document can express cryptographic material, verification 
methods, or services, which provide a set of mechanisms enabling a DID controller to prove control of the DID. Services enable trusted interactions associated with the DID subject. A DID might provide the means 
to return the DID subject itself, if the DID subject is an information resource such as a data model. This document specifies the DID syntax, a common data model, core properties, serialized representations, DID 
operations, and an explanation of the process of resolving DIDs to the resources that they represent.

decentralized identifiers; 
DID; identifier; 
authentication; 

the decentralized identifier standard

38.7 - theoretical; requirements proposes requirements for SSI systems

60.19

The desire for increased control over our identity has catapulted the idea of “self‐sovereign identity” into the forefront of digital identity innovation, yet the term lacks a rigorous definition beyond specific technical 
implementations1 . This paper explores what self‐sovereign identity means independent of technology: what people need from independent identity capabilities. I want to understand how such a system enables 
both individuals whose identities are in play (subjects), as well as those who use those “identities” to correlate interactions across contexts (observers). I start with grounding individual sovereignty in the 
Enlightenment and identity in its core function of correlation, then propose core characteristics of a self‐sovereign identity system. My eventual goal is to model the technology‐ independent requirements of a self‐
sovereign solution suitable for realizing UN Sustainable Development Goal 16.9: “Providing every last person on the planet with a legal identity by 2030.”

theoretical; requirements; 
characteristics

defines three fundamental characteristics of self-
sovereign identity that are broken down into smaller 
chunks

113.16 - theoretical; refute; 
comment; discuss

refute most SSI principles, pointing flaws and 
proposing alternatives

158.23 This RFC describes the protocol to exchange DIDs between agents when establishing a DID based relationship. DID communication; exchange of DID info

175.21

An identity system based secure overlay for the Internet is presented. This includes a primary root-of-trust in self-certifying identifiers. It presents a formalism for Autonomic Identifiers (AIDs) and Autonomic 
Namespaces (ANs). They are part of an Autonomic Identity System (AIS). This system uses the design principle of minimally sufficient means to provide a candidate trust spanning layer for the internet. Associated 
with this system is a decentralized key management infrastructure (DKMI). The primary root-of-trust are self-certifying identifiers that are strongly bound at issuance to a cryptographic signing (public, private) key-
pair. These are self-contained until/unless control needs to be transferred to a new key-pair. In that event an append only chained key-event log of signed transfer statements provides end verifiable control 
provenance. This makes intervening operational infrastructure replaceable because the event logs may be therefore be served up by ambient infrastructure. End verifiable logs on ambient infrastructure enables 
ambient verifiability (verifiable by anyone, anywhere, at anytime). The primary key management operation is key rotation (transference) via a novel key pre-rotation scheme. Two primary trust modalities motivated 
the design, these are a direct (one-to-one) mode and an indirect (one-to-any) mode. In the direct mode, the identity controller establishes control via verified signatures of the controlling key-pair. The indirect mode 
extends that trust basis with witnessed key event receipt logs (KERLs) for validating events. The security and accountability guarantees of indirect mode are provided by KERIs Agreement Algorithm for Control 
Establishment (KACE) among a set of witnesses.

identifier; key-rotation; identifiers based on public-key cryptography with 
key pre-rotation

287.2 - DID communication; low level communication protocol for DIDs

301.9
Decentralised identifiers (DIDs) and verifiable credentials (VCs) are upcoming standards for self-sovereign privacypreserving identifiers and authorisation, respectively. This focus on privacy can help improve many 
services and open up new business models, but using DIDs and VCs directly on constrained IoT devices can be problematic due to the management and resource overhead. This paper presents an OAuth-based 
method to delegate the processing and access policy management to the Authorisation Server thus allowing also systems with constrained IoT devices to benefit from DIDs and VCs.

OAuth 2.0 bridge; IoT
an OAuth 2.0 intermediary that accepts VPs and 
issues access tokens, which are then sent to IoT 
devices

324.10 - add new principles add new principles

35.1018

The traditional centralized digital identity management system (DIMS) has been subject to threats such as fragmented identity, single point of failure, internal attacks and privacy leakage. Emerging blockchain 
technology allows DIMSs to be deployed in it, which largely alleviates the problems caused by the centralized third party, but its inherent transparency and lack of privacy pose a huge challenge to DIMSs. In this 
regard, we leverage the smart contracts and zero-knowledge proof (ZKP) algorithms to improve the existing claim identity model in blockchain to realize the identity unlinkability, effectively avoiding the exposure of 
the ownership of attributes. Furthermore, we implement a system prototype named BZDIMS that includes a challenge-response protocol, which allows users to selectively disclose their ownership of attributes to 
service providers to protect users’ behavior privacy. Performance evaluation and security analysis show that our scheme achieves effective attribute privacy protection and a wider application scope compared with 
the prior model.

zkp; zk-snark; smart 
contract; blockchain; VP; 
selective disclosure

use zk-snark and smart contracts to create a 
selective disclosure VP

35.1061

Recently, a self-sovereign identity model has been researched actively as an alternative to the existing identity models such as a centralized identity model, federated identity model, and user-centric model. The 
self-sovereign identity model allows a user to have complete control of his identity. Meanwhile, the core component of the self-sovereign identity model is data minimization. The data minimization signifies that the 
extent of the exposure of user private identity should be minimized. As a solution to data minimization, zero-knowledge proofs can be grafted to the self-sovereign identity model. Specifically, zero-knowledge 
Succinct Non-interactive ARgument of Knowledges(zk-SNARKs) enables proving the truth of the statement on an arbitrary relation. In this paper, we propose a privacy-preserving self-sovereign identity model 
based on zk-SNARKs to allow any type of data minimization beyond the selective disclosure and range proof. The security of proposed model is formally proven under the security of the zero-knowledge proof and 
the unforgeability of the signature in the random oracle model. Furthermore, we optimize the proving time by checking the correctness of the commitment outside of the proof relation for practical use. The resulting 
scheme improves proving time for hash computation (to verify a commitment input) from 0.5 s to about 0.1 ms on a 32-bit input.

zkp; sk-snark; VP; 
expressiveness; any 
language in NP;

allow VP with zk-snark to prove any language in NP

38.1026

Digital identity is essential to almost all information systems. This paper provides a new perspective for reducing digital identity management systems (DIMS) to two mappings, the core operations on the mappings, 
and the trust model built around the mappings. Using this two-mapping view, we derive criteria for determining whether a DIMS solution is self-sovereign. We also compare decentralized identity management 
solutions with the traditional centralized identity management solutions. From the comparison and analysis, we have the following findings. The differences between decentralized and centralized solutions stem 
from the trust model differences which dictate storage scheme differences, and therefore other operation-level differences. With a more trustless trust model and storage scheme, current decentralized solutions can 
be promising candidates for self-sovereign DIMS. Design considerations and certain limitations of the current decentralized solutions are analyzed based on the two-mapping view as well, which can provide useful 
directions to further study.

abstract; classification; 
evaluation

proposes a group of operations (CRUD + 
verification) despite identity and attributes (claims) 
and argues that a SSI system must support all of 
them

38.1113

This paper presents a design for a blockchain solution aimed at the prevention of unauthorized secondary use of data. This solution brings together advances from the fields of identity management, confidential 
computing, and advanced data usage control. In the area of identity management, the solution is aligned with emerging decentralized identity standards: decentralized identifiers (DIDs), DID communication and 
verifiable credentials (VCs). In respect to confidential computing, the Cheon-Kim-Kim-Song (CKKS) fully homomorphic encryption (FHE) scheme is incorporated with the system to protect the privacy of the 
individual’s data and prevent unauthorized secondary use when being shared with potential users. In the area of advanced data usage control, the solution leverages the PRIV-DRM solution architecture to derive a 
novel approach to licensing of data usage to prevent unauthorized secondary usage of data held by individuals. Specifically, our design covers necessary roles in the data-sharing ecosystem: the issuer of personal 
data, the individual holder of the personal data (i.e., the data subject), a trusted data storage manager, a trusted license distributor, and the data consumer. The proof-of-concept implementation utilizes the 
decentralized identity framework being developed by the Hyperledger Indy/Aries project. A genomic data licensing use case is evaluated, which shows the feasibility and scalability of the solution.

homomorphic encryption; 
prevent secondary usage 
of private data

adds new roles to sell access to private data and 
uses homomorphic encryption to supposedly 
prevent data reuse

38.1122

When multiple entities communicate or collaborate in JointCloud, identities are the very prior basis to build trust with each other. Decentralized identifier (DID) can provide a trusted identity with blockchain 
technology and a complete method of identity verification based on verifiable credentials, which solves problems of conventional centralized identity. However, current DIDs can only conduct verification within a 
single blockchain, which limits the interoperability of DIDs on different blockchains. Network isolation hinders the verification of DIDs on different blockchains and thus there is a need to break the barrier between 
blockchains. In this paper, we propose a model to conduct cross-chain verification of DIDs. We build a system of credit evaluation to describe the credibility of DIDs in a unified way and deploy smart contracts to 
implement cross-chain verification of DIDs. Experimental results verifies the feasibility of the model, which realizes cross-chain verification of DIDs in the networks of blockchain.

credibility; reputation; 
interoperability; cross-
chain DID;

a creditibility evaluation using cross chain smart 
contract and the credibility of verifiers

45.1004

In this paper we present ZKlaims: a system that allows users to present attribute-based credentials in a privacy-preserving way. We achieve a zero-knowledge property on the basis of Succinct Non-interactive 
Arguments of Knowledge (SNARKs). ZKlaims allow users to prove statements on credentials issued by trusted third parties. The credential contents are never revealed to the verifier as part of the proving process. 
Further, ZKlaims can be presented non-interactively, mitigating the need for interactive proofs between the user and the verifier. This allows ZKlaims to be exchanged via fully decentralized services and storages 
such as traditional peer-to-peer networks based on distributed hash tables (DHTs) or even blockchains. To show this, we include a performance evaluation of ZKlaims and show how it can be integrated in 
decentralized identity provider services.

practical; claims; 
attributes; verification; 
proof; zero-knowledge 
proof;

a zero-knowledge proof system for presenting 
attributes (claims)

45.1016

Today, identity management is a key element for commercial and private services on the Internet. Over the past decade, digital identities evolved away from decentralized, pseudonymous, user-controlled personas 
towards centralized, unabiguous identities managed at and provided through service providers. This development was sparked by the requirement of real identities in the context of electronic commerce. However, 
it was particularly fuelled later by the emergence of social media and the possibilities it provides to people in order to establish social connections. The following centralization of identities at a handful of service 
providers significantly improved usability and reliability of identity services. Those benefits come at the expense of other, arguably equally important areas. For users, it is privacy and the permanent threat of being 
tracked and analyzed. For service providers, it is liability and the risk of facing significant punishment caused by strict privacy regulations which try to counteract the former. In this thesis, we investigate state-of-the-
art approaches to modern identity management. We take a look at existing standards and recent research in order to understand the status quo and how it can be improved. As a result from our research, we 
present the following contributions: In order to allow users to reclaim control over their identities and personal data, we propose a design for a decentralized, self-sovereign directory service. This service allows 
users to share personal data with services without the need of a trusted third party. Unlike existing research in this area, we propose mechanisms which allow users to efficiently enforce access control on their 
data. Further, we investigate how trust can be established in user-managed, self-sovereign identities. We propose a trust establishment mechanism through the use of secure name systems. It allows users and 
organizations to establish trust relationships and identity assertions without the need of centralized public key infrastructures (PKIs). Additionally, we show how recent advancements in the area of non-interactive 
zero-knowledge (NIZK) protocols can be leveraged in order to create privacy-preserving attribute-based credentials (PP-ABCs) suitable for use in self-sovereign identity systems including our proposed directory 
service. We provide proof of concept implementations of our designs and evaluate them to show that they are suitable for practical applications.

attribute delegation; name 
system; DNS

uses decentralized name system to control the 
delegation of authorization to issue credentials (or 
part of credentials)

45.1018

In many application domains, there is a need to ensure that users satisfy some requirements to use a service: for example, there is a minimum age to buy alcoholic beverages or to watch some videos on YouTube. 
In these situations, organizations typically collect more personal information than necessary to provide a better service. The consequence is a personal data leakage that violates the data minimization principle 
stated by the General Data Protection Regulation 2016/679. This article proposes a new approach for allowing individuals to maintain control over the disclosure of their data, deciding which information to disclose 
and for how long. Our approach is based on the use of social networks, and implementation on Facebook is presented to show that the proposed solution is effective, cheap, friendly, and simple to adopt.

usability; social networks 
as infrastructure; identity; 
credentials; 
blockchainless

SSI on top of social networks

58.1003

Most authentication schemes are centralized or managed by large federated giants. Often data stored in such third parties is highly susceptible to hacks, leaks, crossmatching, selling, and various privacy-invading 
attacks. Biometric credentials are extremely sensitive as unlike other credentials they cannot be renewed if compromised. This work proposes a blockchain based framework that allows secure, transparent, and 
privacy-preserving biometric authentication. Instead of storing biometric data in a centralized database they are decentralized and managed using DID and DID documents. It allows a user to posses self-sovereign 
and revocable pseudobiometric identities that enables complete control over its biometric identity information, completely anonymous transactions, and the right to be forgotten.The pseudo-biometric acts extra 
protecting by imparting one-way transforms to original biometric and making is absolutely safe to onboard. The scheme is analyzed for performance under various operating scenarios.

cancelable biometric; 
selfie; authentication; 
identity;

derive a credential from a selfie

65.1007

Today’s web is comprised of a patchwork of identity solutions because neither identity nor privacy were designed-in when it was created. This paper proposes an integrative identity architecture that satisfies the 
principles of privacy by design from inception. Comprised of identity agents and digital identities that are tightly held by their owners, the architecture decentralizes control over identity from providers to users. 
Owners can manage their digital identities and private data such that liability risks are reduced for service providers without compromising ease-of-use. Identity agents and digital identities enable owners to prove 
who they are when required, protect their private and identifying data, and securely collaborate. Digital identities are virtualized to look and behave like credentials found in one’s wallet thereby facilitating technology 
adoption and reducing dependency on remote access passwords. A gestalt privacy by design process has been used to discover and validate the architecture’s privacy requirements and design elements, 
systematically reasoning about how the design satisfies the requirements. The process can be applied to organically improve the architecture and create a reference model for open source development. This paper 
also relates the architecture to W3C’s models for verifiable credentials and decentralized identifiers, summarizes the architecture’s features, capabilities and benefits, and suggests areas for further study.
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a software agent that controls the user's identities 
and keys and can interact with other entities on 
behalf of the user

65.1027

Owing to the introduction of blockchain technology, a decentralized identity model has been proposed to replace conventional identity models based on centralized authorities. The blockchain platform operated by 
various participants provides a new root-of-trust functionality for entity identification and access control. Each entity generates and registers its own identifier and credential (public key) to the blockchain such that 
any entity can obtain the other entity’s public key. When the corresponding private key is compromised, the key rotation to generate and register a new key pair should be performed. However, the current approach 
for cryptographically binding a decentralized identifier with a public key induces a serious security problem that results in both identity-stealing attacks and multiple identifiers for a single entity. A new decentralized 
identity to address the security problem above is proposed herein, which is based on a newly proposed cryptographic primitive (infinite one-way hash chain), as well as its security analysis and performance 
evaluation on Hyperledger Fabric and Contiki Cooja simulator. To demonstrate the applicability of the proposed decentralized identity to various security protocols, an authenticated key exchange protocol is also 
designed.
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Adds public-key crypto to lamport's hash chain to 
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104.1004

Attribute-based credential systems enable users to authenticate in a privacy-preserving manner. However, in such schemes verifying a user’s credential requires knowledge of the issuer’s public key, which by itself 
might already reveal private information about the user. In this paper, we tackle this problem by introducing the notion of issuer-hiding attribute-based credential systems. In such a system, the verifier can define a 
set of acceptable issuers in an ad-hoc manner, and the user can then prove that her credential was issued by one of the accepted issuers – without revealing which one. We then provide a generic construction, as 
well as a concrete instantiation based on Groth’s structure preserving signature scheme (ASIACRYPT’15) and simulation-sound extractable NIZK, for which we also provide concrete benchmarks in order to prove 
its practicability. The online complexity of all constructions is independent of the number of acceptable verifiers, which makes it also suitable for highly federated scenarios.
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creates a ZKP VP without revealing the issuer 
public key

37.29.1036

Secrets such as passwords, encryption keys, and certificates are used to assist in protecting access to resources such as computing devices, customer data and other information. Unauthorised access to 
resources can cause significant disruption and/or disastrous consequences. Given the importance of protecting these secrets to the security and privacy of many software systems, many solutions have been 
proposed. These solutions take two main directions: either securely store the secret and implement an access control mechanism, or divide the secret into a set of shares and distribute them in different machines 
(such as the Shamir’s secret sharing approach or multi-party computation MPC). However, apart from the MPC approach, they all share the same limitation: once the consumer receives the secret, it can be leaked 
and be used by any malicious actor. We believe that the secret management should not be centralised and that the secret should never be sent to the receiver. Therefore, in this paper we propose, Secretation, a 
new approach for managing the secrets in a decentralised way by leveraging decentralised identity concepts such as verifiable credential technologies, password-authenticated key exchange protocols and multi-
party computation. The result is a more scalable and secure solution that significantly reduces the risk of leaking the secrets.
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