38

32 15 26 33 34 35 36 37

14 25 23 30 31

4

16 24

7 12

2 29 28

[t

19 3

17 18 20 13 22

11 27 21

9 10

requirement(right)
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No

N

Category
API Get

API Get

API Get
Publicness
API Set

API Set

API Set

API Set

API Set

API

API

API

API

API Get

API

Trusted Commi
Trusted Commi
API

API Get

API Log
Data Control
API

API Log

API Log
Intrusion
Payment
Data Get
API Set
Data Control
Data Control
Data Control
API Log
Data Control
User ID
User ID
User ID
User ID

API Get

Category2

SetAPI
SetAPI
SetAPI
SetAPI
SetAPI
API Accessibilty
API Accessibilty
API Accessibilty
API Accessibilty
API Accessibilty
API Accessibilty
Communication
Communication
API Accessibilty
Communication

Who's requirements?
Developer

Developer

Developer

2

Automaker?
Developer
Developer?
Automaker
Automaker

Developer, User
Automaker
Automaker
Automaker, Developer
Automaker

Developer
Developer, User
Developer

User's rights for the User

User's rights for the User

User's rights for the Automaker?
User's rights for the Automaker

API Accessibilty

User

Protection against i User
Multi Drivers/Passe Developer
Multi Drivers/Passe User

SetAPI

Developer

User's rights for the User
Users rights for the User
User's rights for the User
User's rights for the User
User's rights for the User
Protection agains Developer?
Mult Drivers/Passe Developer
Mult Drivers/Passe Developer
Mult Drivers/Passe User
User's rights for the User

Requirement
Geo-location should be obtained.

Weather around car should be obtained.
Camera image around car should be obtained.

Automaker should have responsibility to comply with govermental regulations.

Only one application can use "Set API" simultaneously.
Sheet position, Window and lock can be "set".
Safety critcal functionality (e.g. airbug) can be "set".
Access 10 the drive-rain must be prohibited in a clear way.
"Set API" should be accessible only via an automaker's cloud server.
API should be available even if engine is off.
Automakers expose a subset of Vehicle AP! to developer
tomak Pl only for specifi
There must be a way to verify application D,
"Get API" can be accessible only via an automaker's cloud server.
Users should be possible to restrict AP depending on application.

Users should be able to have access to his content which is stored in cloud servers.

Application should be able to connect with external devices.
API should be accessible remotely.

Obtained data cannot be tampered.

Log is not recorded if DNT is turmed to be ON

Application should respect DNT setting

Any AP restriction should be ignored if an emergency arise.

Log should be protected is an emergemcy arise.

Log should be accessible only by application which obtained the log.
Intrusion detection

Responsible party is charged

Valuable infomation should be protected from hackers or rogue mechanics.

HVAC can be "set".
Developer should offer ways for controlling user's data.
Data destination should be able to control depending on application

Users should be able to control data set and data granularity depending on application.

User can check log and remove it
Users can clear
No user can log into system during driving.

Each passenger must be identifiable.

It must be identifiable whom an obtained data belongs to.
Apps should operate in a personal basis

Sensitive location should not be known by apps

data from the car.

Comment
Depend on sensor
Depend on sensor
Depend on sensor

How about background application?

Even in the future this might have to be prohibited.
Even in the future this might have to be kept.
need architecture discussion

s not_supported_business_policy enough for this purpose?
Is restriction based on h

Responsible module
Web runtime(Browser)
Web runtime(Browser)
Web runtime(Browser)
Web runtime(Browser)
Web runtime(Browser)
Web runtime(Browser)
Web runtime(Browser)
Web runtime(Browser)
Cloud

Car server?

Web runtime(Browser)

enough for thi
ssh seems to meet this purpose
if 50 vehicle AP doesn't need

Is current web service enough for this purpose?
Is ssh enough for this purpose?
need architecture discussion

Should be implemented in a general way, like browser reset.
need architecture discussion

Web )
sSH?
Cloud
Web runtime(Browser), App?

Hardware?, Web runtime(Browser)?
Web runtime(Browser)

App

Web runtime(Browser)

Web runtime(Browser)

Web runtime(Browser)

2

App?

Applruntime(Browser)

Web runtime(Browser)
Cloud

App

Web runtime(Browser), App?
Web runtime(Browser)

Web runtime(Browser)

Web runtime(Browser), App?

Applruntime(Browser)
runtime

Vehicle Spec topic Securi How to treat

More general
Yes
More general
More general
More general
Yes
More general
Yes
More general

More general
More general
More general
Yes

More general
More general
More general
Yes

Yes

More general?
Yes

Yes

More general
Yes?

17,25

28,46, 47

7,39, 44, 55

Use case No.
13,37
19
20,22
13,30
49
28,34,17,25,
1,43
2
31,32
47,45,28, 34
29
3
9
31
27,44
53
52,54,12, 14
17,18, 25, 26,
4,7,10,55
15
5
5,21,40,41,43
21
24,51
48
38
60
16,18, 26, 42
58
27,39, 44
6,8, 15,19, 2
23
1
50
36, 35, 50
15,34
56
57



Category
APl

AP

AP

AP

AP

APl

AP

API Get

API Get

API Get

API Get

API Get

APl Log

APl Log

APl Log

APl Log

API Set

API Set

API Set

API Set

API Set

API Set
Data Control
Data Control
Data Control
Data control
Publicness
Trusted Commur
Trusted Commur
User ID
User ID
User ID

Requirement

Automakers expose a subset of Vehicle API to developper
Automakers expose AP! only for specific applications(website)
There must be a way to verify application ID.

Any API restriction should be ignored if an emergency arise.
Users should be possible to restrict AP depending on application.
API should be available even if engine is off.

API should be accesible remotely.

"Get API" can be accesble only via an automaker's cloud server.
Geo-location should be obtained

Weather around car should be obtained

Camera image around car should be obtained.

Obtained data cannot be tampeted.

Log should be accesible only by application which obtained the log.
Log should be protected is an emergerncy arise.

User can check log and remove it

Log is not recorded if DNT is tumned to be ON.

Only one application can use "Set API" simultaneousely.

HVAC can be "set".

Sheet position, Window and lock can be “set"

Safety criical functionality (e.g. airbug) can be "set"

Access to the drive-train must be prohibited in a clear way.

"Set API" should be accesible only via an automaker's cloud server.

Users should be able to control data set and data granuality depending on application.

Application should respect DNT setting.
Data destination should be able to control depending on application
Users can clear his data from the car.

Automaker should have responsibilty to comply with govermental regulations.

Application should be able to connect with external devices.

Users should be able to have access to his content which is stored in cloud servers.

No user cannot log into system during driving.
Each passenger must be identifiable.
It must be identifiable whom an obtained data belongs to.

Feasibility

XXVYOVMO0OO0O0OO0OYOOXXXD200O0O0X™™™0OXXO0O0™w™

Comment
Is not_supported_business_policy enough Web runtime(Browser)
Is restriction based on whitelisted-hostnan Web runtime(Browser)
Is ssh enough for this purpose? SSH?
Web runtime(Browser)
Web runtime(Browser), App?

Responsible module

need architecture discussion Car server?
need architecture discussion App?
if s0 vehicle API doesn't need Cloud

Web runtime(Browser)
Web runtime(Browser)
Web runtime(Browser)

Depend on sensor
Depend on sensor
Depend on sensor

Hardware?, Web runtime(Browser)?

Web runtime(Browser)
Web runtime(Browser)
Web runtime(Browser)
Web runtime(Browser)
How about cati Web runti )
Web runtime(Browser)
Web runtime(Browser)
Even in the future this might have to be pr Web runtime(Browser)
Web runtime(Browser)
Even in the future this might have to be ke Cloud
Web runtime(Browser), App?
App
App
Should be implemented in a general way, Web runtime(Browser)
Web runtime(Browser)

Is ssh enough for this purpose? App?
Is current web service enough for this pury App?
Web runtime(Browser), App?
App?
App?

need architecture discussion

Vehicle Spec topic?
Yes

Yes

More general

Yes

More general

More general
More general
More general
Yes

Yes

More general
More general
More general?
Yes

Yes

Security or Privacy requirement? How to treat

nothing to do
nothing to do
nothing to do

note for impleme 5, 21, 40, 41, 43

note for impleme
future spec
future spec
nothing to do

»

»

»

future spec

note for impleme
note for impleme
note for impleme
note for impleme
future spec
future spec
future spec
future spec

note for impleme
nothing

note for develope 6, 8, 15, 19, 27, 39, 44, 55

note for develope
note for develope
note for impleme
note for impleme
nothing to do
nothing to do

2

future spec
future spec

17,25
, 28, 46, 47

Use case No.
29
3
9
27,44
47, 45,28, 34,
17,18, 25, 26,
31
13,37
19
20
4,7,10,55
23
21
23
15
49
16, 18, 26, 42
28,34,17,25,
11,43
2
31,32
5
27,39,44
1
13,30
52,54
53
50
36, 35,50
15,34






No  Security/Privac Situation, Usecase of API
yiBothiOther

1 Privacy

2 Security

3 Securty

4 Securly

5 Privacy

6 Privacy

7 Security

8 Privacy

9 Securty

10 Security

11 Securty

12 Both

3 Privacy

4 Privacy

5 Privacy

16 Securiy

17 Security

18 Security

19 Privacy

20 Other

21 Privacy
22 Otrer

23 Privacy
24 privacy
25 Securiy

26 Securty

27 Privacy

28 Security

29 Both

30 Security

31 Securty

32 Securty

33 Privacy

34 Privacy

35 Pricacy

36 Privacy

37 Other

38 Securty

39 Other

40 Privacy

41 Privacy

42 Securty

43 Security

Name Concern Ref.

Renta-car auser, I¢
data data from the car when | leave.

Driving Vehicle romol  As a driver, | don' want any remote
conlrol permissions  person to control my car (eg. speed,

door lock efc.)
for As an OEM,
APl usage appiication fo use Vehicle API without
my check.

Insurance Dataintegrtyfor  As an insurer, | need to be sure that
black box insurance  probe data is ot tampered.

Do Not Track. "DoNot Track' | usually set Do Not Track’, but help
exceptforin me immediately aftr the accident.
emergency

Probe data Traceablty of crowc | am g s provids vhi dta for
sourced data raffic monitoring,

aca it 1o oow destnation
and the exact speed of my c

ADAS Data ety ofon- Advanced Drtver s Junce & yslem
board s (ADAS) Contrlle accepts nput hom

authorized onboard sensors

Data Sharing s a user, I

g
the data.

Application Certication

ADAS

ADAS

Sharing

Sharing
Regulation
Sharing

Do Not Track.

HVAC Control
Remote Control

Remote Control

Data Gathering

ADAS Notifcation

Emergency
ADAS

Logging
Logging
Remote Control

Remote Control
Owner's management

Remote Control

Data Access

Regulation

Vi s a service?
Remote Control

user recognition
& retention imitation

Driving

Identity

Identty

Location Based

Payment

Notification
Location Based
Emergency

Emergency

Emergency

dentity mechanism
for third parties

Data integrity of off
board dala sources

Safoty critcal
interfaces for ADAS

Personal journey
sharing privacy

Regulated journey

Sharing privacy

Personallregulated

ioumey sharing
rivacy

"Do Not Track"
satting logs no data

HVAC integration
with V1

Remete chocking
and control o
Tonia windows

P R R
partes, ret fentfication
mechanisms.

Advanced Driver Assistance System
(ADAS) Controllr accepts input from
authorized external source(s)

Advanced Driver Assistance System
(ADAS) Controler sots saety critical
controls when driving vehicle

Drverandlorpassengers) i arvart
share journey with virlual passenger
[Rrie A

Requirediregulated data sharing with
municipal, state, federal, government

entities.

Vehicle owner/diveripassenger sharing 6,,12
i iiial s commercl o

When 1 DONG-TRACK
Oxpoctan of my i v it

monitored nor recorded.
V1 ystom sows e satus of vrous
climate control equipment and

T2 vsarcone o7 o seraon,
(Even set AP is not recommended)

‘Auser uses his smart devices to
remotely check whether side windows

of his parked car are closed or not, and
1o send a request o the car for closing

heating

Crowd sourcing
weather information

Lane departure
W

his car remotely, and turns heaters on

o warm up the car inside before gelting

in the car.

1f users agree to provide vehicle

iomatn o e westher saton.
weather

infomaton such as ammmt: wtrain

and ambient temperatures

Viwars whan o yohice goes on

a o

ther ane (|
function)

recording
Wi night vision

Drming everts g

an accident for insurance or testimony)
Wi improves vision n the dark

Driver wouldlike to see log of

personaluse  ADAS(driving events
3

forthird party use events

Remole unlocking  Driver would like 1o remoely 2and
locklunlock vehicle.

Remote starting and
heating

Subscription to
remote vehicle
heaith monitoring
Remote seat
settings.

Context dependant
data availabity

Third party vehicle

Driver would like to remotely start
vehicle and tum on/set hea or air
conditioner
Vehicle owner subscribes to 31d party
monitoring of vehicle data and trouble
sure vehicle s running in
good health
Dt would e o contgursseat
settings remotely.

kol et cms

gemens nclucn eemants aueh as

relating to vehicle qualty or
opereing deta wheress aplceion
developer only has access (o subset.
Automaker has concerns around impact
mplance I

reguiations
Data sharing via off-
board

Remole settings
through off-board
only

Tailored data
settings for multple

Preamptve diver
recognit
Sotings.

Drivr recognition

Passenger
recognition

Location based
settings.
Automated toll
payment
Contextual user
recommendations
Driver medical
records in
emergency
Aitbag reporting in
emergency

HVAC integration
with V1

Aitbag deployment
recording

due 0 31 pary access 0 iractwin
vehicle syst

Automakerwoud arly o 0 alow APt
t0 access data from their remot

servers ot directy from

Automaker only wants to ow arctn
seting iacoud ot b iect

oo arcan have multiplo 35,36
usersiow
Automaker needs to know which
vehicle data belongs to whom,o
provide notice and choice to
Usersiowners
Ted a tal driver of the farmily car
hes the car and the seat
adjusts to his setiings
Current driver is identfied

Famiy i vavling i veticeand
ssengers ar identiied.

eticl vl rom one couny (e
US) o anothr ag. Canada), Setings
change to
Driving across tol bric
responsible party s identified and
payment from their account is made.
Could apply to any 3rd party vendor.
Customer s alerted to low fre pressure,
repair localions are recommended.
Emergency responder s called to
accident, vehicle reports who s n the
car and can report i there are existing
medical conditons
Emergency responder s called to
accident, vehicle reports where aifbags

Customer has the abilty o set HVAC
controls

Aitbag has deployed the event is
captured

Reported by Applies to Vehicle Info Spec

Junichi

25 Junichi

29 Junichi

Junichi

15 Hira

8 Hia
Kevin
Gavigan

6 Junichi

Ted Guild

Kevin
Gavigan

Kevin
Gavigan

Kevin
Gavigan

Ted Guild
Ted Guild
5 Junichi

42 Data Spec
1216

46 Data Spec
1215

26 Data Spec
1216

Data Spec
1216

Data Spec
1217
Data Spec
1217

Data Spec
1217

7

Hira

Paul

16 Paul

Porhaps consider broader shared use

Question

Examples. Reference Sensitivity  Conclusive remarks.

Rontal vehicies may be used in order

vehicles or spii that

Fundamentl quosion a0 et A1
willbe used re

‘Suppress specific values is a sub-case
(JH) 1 report this as a possible

requirement from OEMs, but not sure itis
hoped and feasible.

(JH) To be sure this,

read emals
o brouse e intermet in the vehicle.
In order to protect the user's personal
infomaton, inchding hess Gontact
el o brovsing sty th user
may wist

onboardlofioard daa assocatod with
themselves before retuming the
vehice.

a driver | don't want anyone to
controlthe vehicle besides me or the
vehcile with my consent
Since data s inherently valuable, the
data owner may ot wish for data 10 bo
exposed toa third party without explcit
permission. Original data owners could
include the vehicle owner, a third party
app doveloper, tier 1 suppler or an
(OEM. They may wish to block the data
transmission to certain areas in order
rotect exclusivity rights, vehicie
attibute data, privacy or securiy.

(
required. | tink this Is out of scope for
current spec.

(JH) DNT should be touched in the
scope.

(JH) This seems as an application layer
topic

s thers o sancardwy for
sutorzing sensors? Otheruise i wil

e T or e spec
peboadiecih

This may aiso apply to requirements in

or set granulariy of specific fields (e.c.
timestamp, latlon, otc.)

UH) i order o refec apps rom
ninustod developpors? Can we ulize

S5 eaitcats o comnocto

(JH) Usually,this is done hy signning on

deta, JSON web e and re sgnning
canisem col

G hag 19 norder o
[raencs g deity of sendsl atleast)
rely estabis

(k) mmng the dlwmg system from
webapps s t0o challenging a this.

mooment

(KCG 4-Aug-15) Prototype apps are

being rated o conil vficles

remotely, see e.g. i landrover.

comexperercesiavsfirremote-conro-

(JH) roptcson \aye topic

KCG (4-Aug-15). This has both security

e e sl

authenticate before two

commuicaton can bs uhrised and

nesd o stongly eyt communicton
ensure privacy. Also, the.

lmv\nmnnlanun needs avold

U1 Shouk he data colecer ake s
ccount? If so, tis is a serverside.

(AC) How does ths differ from 12 and 137

U For ottty we hove 2
optons: (1) Forbid complty, (2) Alow
TEVAG or s (2)sname
challonging t tis moment and | would
say (1)
(JH) Required features are (1)waking up
Gar (2)contacting with app on the car
and (3o e door

e, (2) mh boan applcation ayer
e Pahapsout
(JH) See 17.

RainSensor

laneDepartureDetection

(JH) Perhaps, Appiication layer topic
(JH) Is it feasible by the current spec?
(JH) Perhaps, Application layer topic.
(JH) Perhaps, Application layer topic
(JH) To be merged wih 17

(JH) To be merged with 18

{Hy-Doweneed-a-sush-as-admin-
mode?

(JH) How about providing diflerent
results for availableFor**() method
depending on the origin of app?
(AC) Merge with 87

(JH) Depends on which set’
functonalties we wil &xpose o apps.
(JH) Does it mean they dorit need client
side APIS?

(JH) Perhaps, Application layer topic

(JH) Perhaps, Application layor topic. Is
this feasible?

1 ik pplcaton s esponsiveand
Cculﬂ EuserHu roup ori
nammandaton syseme aviual
screen showing movie preferences etc
(JH) 1 think application i responsible and
API doesn't need to support hs.

(JH) Perhaps, Application layer topic

(JH) Perhaps, Appiication layer topic

(JH) Perhaps, Appiication layer topic

(1P hecking medical conciton seems
very hard

Granularty of
data?

Ata
maintenance?
In proximity?

insurance) is an increasingly common
method of aclively monitoring a
person's driving siyle in order to
calculate tailored insurance promiums.

calculations. The integriy of the data s
essential to ensure that he systom
‘gves an appropriate indications of risk
and therefore cost. This method of
insurance provides anather
stakeholder who could actively take an
interest in maliciously affecting vehicle
data for monetary gain.
Further Discussion

Deta sboutmy rpn ggregat ey

iven in consent, by my speific
ﬂnvmg behavmr o not oo held
against

Memlmmg of use Of ADAS actvation  hitps /jww.wa.
could be

U
Advanced Driver Assistance System 28ADAS.

75" Contalar aecants nmu o autaged.dnbo son

s

companies or others inerested in

applications for municipaiiltes.

Include afi mappingsenvces ich
call upon daa throughout th
foinorderto 2ogresals
the data for raffic servicos. An
applcatin dosighed orpersoral
tracking may wish to only provide data
on request and after drver verification.

hitps .

‘orglautolsecurityikilUse_CasesitUse Case:

Advanced Driver Assistance System 28ADAS.
29_Conlraller_accepts_inpul_ffom_authorized_exteral_sou
28520

Ditps: e,
orglautolsecurifyiwikilUse_Cases#tUse_Case.

29 Coniroler sets”safety_criical controls_when driving v
ehicle

B "
CasesUse Case: Driver and.

2For_passenger.28s.
29_in_car_want_to_share_journey_with virtual_passenger.
28529 thal are_nol_in_car

probe data,

Non-sensitive

No problem.

User?

Passenger's privacy

PSAP? (Euro?)


https://www.w3.org/auto/security/wiki/Use_Cases#Use_Case:_Advanced_Driver_Assistance_System_.28ADAS.29_Controller_accepts_input_from_authorized_onboard_sensors
https://www.w3.org/auto/security/wiki/Use_Cases#Use_Case:_Advanced_Driver_Assistance_System_.28ADAS.29_Controller_accepts_input_from_authorized_onboard_sensors
https://www.w3.org/auto/security/wiki/Use_Cases#Use_Case:_Advanced_Driver_Assistance_System_.28ADAS.29_Controller_accepts_input_from_authorized_onboard_sensors
https://www.w3.org/auto/security/wiki/Use_Cases#Use_Case:_Advanced_Driver_Assistance_System_.28ADAS.29_Controller_accepts_input_from_authorized_onboard_sensors
https://www.w3.org/auto/security/wiki/Use_Cases#Use_Case:_Advanced_Driver_Assistance_System_.28ADAS.29_Controller_accepts_input_from_authorized_onboard_sensors
https://www.w3.org/auto/security/wiki/Use_Cases#Use_Case:_Advanced_Driver_Assistance_System_.28ADAS.29_Controller_accepts_input_from_authorized_external_source.28s.29
https://www.w3.org/auto/security/wiki/Use_Cases#Use_Case:_Advanced_Driver_Assistance_System_.28ADAS.29_Controller_accepts_input_from_authorized_external_source.28s.29
https://www.w3.org/auto/security/wiki/Use_Cases#Use_Case:_Advanced_Driver_Assistance_System_.28ADAS.29_Controller_accepts_input_from_authorized_external_source.28s.29
https://www.w3.org/auto/security/wiki/Use_Cases#Use_Case:_Advanced_Driver_Assistance_System_.28ADAS.29_Controller_accepts_input_from_authorized_external_source.28s.29
https://www.w3.org/auto/security/wiki/Use_Cases#Use_Case:_Advanced_Driver_Assistance_System_.28ADAS.29_Controller_accepts_input_from_authorized_external_source.28s.29
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57 Privacy

58 Privacy
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Situation, Usecase of API

Monitoring

Self Control

Remote Control

Notcation
Notfcation
APICal

Remote Access
Applcaton Manage

Vehicle to Home integration

Vehici to Home integration

Subscription to
battery monitoring

‘Weather monitoring
for window control
Remete chocking
and

Vonia windows
Park brake remote
alert

Vehicle intrusion
remote alerts
Ml sources for
Inhibit remor
Contwhist dving
Application logging
secuity

Vehicle cameras
and sensors.
integrate with home
alarm system

Vehicle media

storage, home
media

systemiserver and
devices

Concern

Diagnostics application is monitoring
bty votagofor o cvent whro |
volage. Event
kot
Senica monors weaterand chacs
windows are open, they are closed

Remotely close windows, sunroo, etc

Driver/Owner is alterted that parking
brake is not set
Driver/Owner is alterted that that
intrusion in the vehicle
One Set' AP i ol allowed to accept
put from e momer
urmg the driving, pruu-nl other
rom login and conrolng the venics
An applcaton canonly ccess e og
reated by itsell
Sens and cameras in th
inclodiod ntho S0 of sonaors provcing
inputto Sustomer (and o, righbours)
. To do this
Vel and e s sysomot
nead to mutually authentcate so that

H

neighbourhaod walch group could
agree to share extemnal sensor |
camera data

et (kg procs vidsos, music

wih oftin doudsorags o

security token (2.g. OAUTH2) to
acoses ussrs conlent

Vehicle v2x)

fridge in customer's

home that customer  h

neads (o buy 0.9
milk on journey
home

hicle need: that the input
Comes o e s n e susmers
establish identiy of
customers fidge n rter i st inpt
Fridge should ony communicate wit
ustomer's vehicle (and any o
parios aulhorised by tha costomer) in
part o protect customer's privacy.
sors,front

Application Manage

Probe data (Location)

Data Sharing

Driving Context

1D Thett

elc 1o other vehicles.
and to body
responsible or
maintaining roads.

V1 apps for mult-
user

Protection of
Sensilive Location
User's right of
choice

Individual
recognition
Protection of

Sensitive
Information

1o road surface (potholes, broken

damage 1o other vehicles and 1o the
local authoriy responsibl for repairing
foads. Vehicle needs to prove its
identity to other vehicles and to local
authory sevice so that input can be
trusted.
VI apps such s recommendation,
reservaton, shopping,pay.per-use

ice, etc., should operate in a
Personal i, which means tat apps
and its AP have 1o be changed by
driverluser.

Consumer has some locations helshe
does not want other people 1o know.
(Home, reiglous i, speciaized
csp\m mm [

ss right of choice for
data e\ements Tocicoion and rasre

Inﬂwldua\ can be presumedirecognized
y driving contex, sea arrangement
music selection efc, in registered usors.

& commerc romth dashboad for

s’ purchases of fast food, gas,elc.
os bocn v, Car bocorss
hackers' and rogue mechanics'
target for dentiy theft (credit card
numbers, home address, e-mail
mvms\m and allthe ofher personal

).

Ref.

Reported by Applies to Vehicle Info Spec

Gingan
Qngan
GingAn
Gingan
QngAn

Kevin Gavigan

Kevin Gavigan

Kevin Gavigan

Kevin Gavigan

Hira

Hira

Remarks. Question Examples. Reference Sensitivity

Code sampleslexamples for how to use
ubscribe to make this
happen.

(JH)Is it feasible? To reaiize this, some.
Service must be awake even ifcar s
parked

(JH) Itis better o st up what we want to

Gontroll remotely. What we saw so fa are
- windows, sunroof, door lock

(JH) Shouldn' it?

Conclusive remarks.

non-sensitive

out of scope

Further discussion

wot

Signed Data AP
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Category

Privacy

2 Security
3 Security
4 Security

5 Privacy

6 Privacy

7 Security

8 Privacy

9 Security

10 Security

11 Security

12 Privacy
13 Privacy
14 Privacy
15

High Level
Functionality

>

3

Security

®

Security

)

Privacy?

High Level
Functionality

N
3

21

High Level
Functionality

N
R

N
3

Privacy
Privacy

N
®

N
X

Remote Control

26 Remote Control

N
8

Privacy

N
3

Remote Control

~
3

Privacy

@
8

Security

w

Security?

@
8

Security?

w
@

Privacy

@
®

Personalization

w
]

Identity

w
8

Identity

situation, usecase of
APl

Rent-a-car

Driving
Application manage
Insurance

Do Not Track

Probe data

ADAS

Data Sharing

ADAS

ADAS

Sharing
Sharing

Sharing

Remote Control

Remote Control

Sharing
ADAS?
ADAS?
ADAS?

ADAS
Logging

Remote Control

Remote Control

Owner's management

Remote Control

user regconition
& retention limitation

Driving

Identity
Identity

Location Based

Concern Ref. Rported by

As a user, Id like to remove any private data

from the car when | leave. Junichi
As a driver, | don't want any remote person to

control my car (eg. speed, door lock etc.) 25 Junichi
As an OEM, | don't permit any application to

use Automotive API without my check. Junichi
As an insurers, | need to be sure that probe

data is not tampered. Junichi

1 usually set "Do Not Track", but help me
immediately after the accident. Hira
1:am willing to provide vehicle data for traffic

monitoring, but does not want a police officer to

know my destination and the exact speed of my

car. 8 Hira

Advanced Driver Assistance System (ADAS)
Controller accepts input from authorized

onboard sensors Kevin Gavigan

As a user, Id like to apply different data
granularity depending on whom to send the
data. 6 Junichi
Ability to query registry of trusted 3rd parties,

retrieve identification mechanisms Ted Guild

Advanced Driver Assistance System (ADAS)
Controller accepts input from authorized

external source(s) Kevin Gavigan

‘Advanced Driver Assistance System (ADAS)
Controller sets safety critical controls when

driving vehicle Kevin Gavigan

Driver and/or passenger(s) in car want to share
journey with virtual passenger(s) that are not in
car Kevin Gavigan
Required/regulated data sharing with municipal,
state, federal, government entities

Vehicle owner/driver/passenger sharing with
individual parties commercial or personal

Ted Guild

Ted Guild

IVI system shows the status of various climate
control equipments as GUI and lets a user
control it via touch screen.

Auser uses his smart devices to remotely
check whether side windows of his parked car
are closed or not, and to send a request to the
car for closing it if opened.

A user uses his smart devices to start his car
remotely, and tumns heaters on to warm up the
car inside before geting in the car.

Data Spec
1216

Data Spec
1216

Data Spec
1216

If users agree to provide vehicle information to
the weather station, many cars can be used to
get weather information such as amounts of
rain and ambient temperatures.

IVI? warns when the vehicle goes on another
lane (Lane departure warning function)

IVI? records the scene before and after an
accident (for insurance or testimony)

Data Spec
1216
Data Spec
1217
Data Spec
1217
Data Spec
IVI? improves vision in the dark 1217

Driver would like to see log of ADAS/driving
events

3rd party would like to see log of driving events
Driver would like to remotely lock/unlock
vehicle.

Driver would like to remotely start vehicle and
tumn on/set heat or air conditioner

Vehicle owner subscribes to 3rd pai

monitoring of vehicle data and trouble codes to
ensure vehicle is running in good health

Driver would like to configure seat settings
remotely.

Automaker has acces to all data elements
including elements such as those relating to
vehicle quality or operating data whereas
application developer only has access to
subset.

Automaker has concers around impact
compliance with emissions regulations due to
3rd party access to interact with vehicle
systems.

Automaker would only like to allow API to
access data from their remote servers not
directly from car.

Automaker only wants to allow remote settings
via cloud not by direct connection.

The car can have muliple users/owners.
Automaker needs to know which vehicle data
belongs to whom,to provide notice and choice
to users/owners Hira
Ted a tall driver of the family car approaches
the car and the seat adjusts to his settings Ted

Current driver is identified.

Family is travelling in vehicle and all
passengers are identified.

Vehicle travels from one country (€.g. US) to

another (e.g. Canada), settings change to

metric. Paul

Applies to Vehicle Info Spec

Scope
?

Remarks Question

Perhaps consider broader shared use
vehicles or split that into a separate use
case

Fundamental question as to whether API
will be used remotely.

Suppress specific values s a sub-case

Granularity of data?

This may also apply to requirements in
specific places (based on laws in
different countries) or differing
restrictions across the OEMs. The
general use case is the ability to control
or set granularity of specific fields (e.g.
timestamp, lat/lon, etc.)

Ata maintenance?

In proximity?

e.g., from his
home’

really?

Is his name
required?

Could be used for group oriented

recommendation systems, individual

screen showing movie preferences etc.

Examples Reference

See concemn
As a driver | don't want anyone to
control the vehicle besides me or the
vehcile with my consent.

Data about my trip in aggregate may be
given in consent, by my spcific driving
behavior shoud not be held against
me.
https://www.w3.
org/auto/security/wi
ki/Use_Cases#Use
Case:
“Advanced_Driver
Assistance_System
Monitoring of use of ADAS activation ~ _28ADAS.
could be useful to insurance companies 29_Controller_acce
or others interested in monitoring pts_input_from_aut
driving behavior like V2X applications  horized_onboard_s
for municipalitites. ensors

https://www.w3.
org/auto/security/wi
ki/lUse_Cases#Use

Advanced_Driver_
Assistance_System
28ADAS.
29_Controller_acce
pts_input_from_aut
horized_external_s
ourc 9

https://www.w3.
org/auto/security/wi
ki/lUse_Cases#Use
Case:
Advanced_Driver_
Assistance_System
28ADAS.
29_Controller_sets
safety_critical_con
trols_when_driving,
vehicle
https://www.w3.
org/auto/security/wi
ki/lUse_Cases#Use
Case:_Driver_and.
2For_passenger.
28s.

29_in_car_want_to

share_journey_wit
h_virtual_passenge
1285
29_that_are_not_in
_car
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situation, usecase of
API

Category
Identity? Payment
Notification
Privacy? Emergency
Emergency
Privacy Emergency

Remote Control Remote Control
Remote Control Remote Control

Concern
Driving across toll bridge the responsible party
is identified and payment from their account is
made. Could apply to any 3rd party vendor.
Customer is alerted to low tire pressure, repair
locations are recommended.

Emergency responder is called to accident,
vehicle reports who is in the car and can report
if there are existing medical conditions
Emergency responder is called to accident,
vehicle reports where airbags are in car.
Customer has the abilty to set HVAC controls.
Airbag has deployed the event is captured.
Diagnostics application is monitoring battery
voltage for the event where it drops below a
specific voltage. Event monitoring.

Service monitors weather and checks if
windows are open, they are closed

Remotely close windows, sunroof, etc...

Scope
Ref. Rportedby  Applies to Vehicle Info Spec Remarks Question ? Examples

Paul

Code samples/examples for how to use
subscribe/unsubscribe to make this
happen.

Reference
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