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Function

EAl addresses can be

Level of Support

MUST have for

If the software supports or includes an
“address book” (a mechanism through
which contact details can be saved and
later recalled), the feature should allow

IR saved to address book GOLD or higher EAl addresses to be saved. The details of
how the address is stored are
unimportant for this test case, only that
it can be done.

EAl addresses in address L .
book display add If the software allows viewing items in
ook display a ) ress MUST have for the address book, it should display the

MUA.2 |local part as Unicode X K .

X R GOLD or higher local parts of EAl addresses in Unicode
with proper handling of form
RTL and LTR strings )
B0 el o ekl If the software allows viewing items in

MUA.3 |book display address MUST have for the address book, it should display the

’ . 3 GOLD or higher domain parts of EAl addresses in U-label
domain part as Unicode
form.
If the software allows destination
address fields to be populated from the
EAl addresses recalled address book (typically through an
fi dd| book (e.g. i i
|iom address book (e.g., MUST have for autocon'u?letl.on or search feature in the
MUA.4 | via autocomplete) GOLD or higher | COMPOsition interface), the local part of
display address local part e EAl addresses inserted into destination
as Unicode address fields should be displayed as
Unicode. This applies to the “To”, “Cc”,
and “Bec” fields.
If the software allows destination
address fields to be populated from the
EAl addresses recalled address book (typically through an
fi k (e.g. i i
r.om address book (e.g., MUST have for autoconjplet{on or search feature‘m the
MUA.5 |via autocomplete) GOLD or higher composition interface), the domain part
display address domain : of EAl addresses inserted into
part as Unicode destination address fields should be
displayed in U-label form. This applies to
the “To”, “Cc”, and “Bcc” fields.
If the software supports textual
processing on values in the address
Add book text
ress} 00K tex MUST have for book, then it should be possible to do
MUA.6 |processing (search etc) X .
. GOLD or higher that processing for an address
supports Unicode B P -
regardless of its script. “Processing
includes search, import, copy/paste, etc.
Same as MUA.6, but it’s easy to see
when A-Labels are equivalent to U-
Labels. The conversion from U-label to
Add book h
ccress book searc A-label is compliant with [IDNA 2008]
finds U-Labels when MUST have for
MUA.7 S rather than [IDNA 2003]. The four
search text is in A-Label |PLATINUM P
P . [Deviation Characters] are preserved
orm, and vice versa -
when they occur in U-labels. If they are
dropped or converted per [IDNA 2003],
this test is not passed.
Address book entry
creation supports
Unicode even if the MUST have for e ded Lol
MUA.8 . address book as A-Labels, they are
email address was PLATINUM
converted to U-Labels.
generated from a
message using A-Labels
In cases where the software allows the
user to override the source address for a
MUA.9 Originator fields accept |MUST have for given message, it should allow them to
’ EAl addresses GOLD or higher enter EAl addresses in U-label form. This
applies to the “From” and “Reply-to”
message fields.
- . . The software should display the local
(o] tor fields displ
TIgINatOr TIEIEs CISPAY —f\ 11 st have for parts of EAl addresses as Unicode. This
MUA.10 |EAI address local part as ) X “ ” “ \
X GOLD or higher applies to the “From” and “Reply-to
Unicode .
message fields.
- X . The software should display the domain
(o] tor fields displ
MAERET HELE }sp 2 | MUST have for parts of EAl addresses in U-label form.
MUA.11 |EAI address domain part X X ) aq 2 a
. GOLD or higher This applies to the “From” and “Reply-
as Unicode L "
to” message fields.
A The user should be able to enter EAI
Destination address A .
3 MUST have for destination addresses in U-label form
MUA.12 |fields accept EAI N ) . .
GOLD or higher when composing a message. This applies
addreSSES UTA? U I w“ " £
to the “To”, “Cc”, and “Bcc” fields.
- The software should display the local
Destinat dd
_es |na' ‘on adcress MUST have for parts of EAl addresses as Unicode. This
MUA.13 (fields display EAl address X ) o o
. GOLD or higher applies to the “To”, “Cc”, and “Bcc
local part as Unicode .
fields.
Destination address The software should dlfplay the domain
g . MUST have for parts of EAl addresses in U-label form.
MUA.14 (fields display EAl address X X N g Oyt
. . GOLD or higher This applies to the “To”, “Cc”, and “Bec’
domain part as Unicode )
fields.
The user should be able to enter
Unicode strings as the values for
unstructured text headers such as the
Unstructured head MUST have f
MUA.15 nstructured neader ave for “Subject” header. (The Subject header is

fields accept Unicode

GOLD or higher

an unstructured header that most
software allows the user to change
easily.)

Evaluation (Pass Fail)
be entered by test

Overall score SILVER

PLATINUM TESTS LEVEL ACHIEVED

PLATINUM

GOLD TESTS LEVEL ACHIEVED

SILVER

SILVER TESTS LEVEL ACHIEVED

SILVER




MUA.16

EAI mail to link targets
are supported

MUST have for
GOLD or higher

If the software supports opening
“mailto:” links, it should be possible to
open “mailto:” links that target EAI
addresses. The result of opening such a
link will vary between applications, so
this test case only verifies that a links to
EAl addresses can be opened and that
the standard behavior of the application
is triggered successfully.

MUA.17

Message text linkifies EAl
values

MUST have for
GOLD or higher

If the software linkifies addresses, EAl
addresses should be linked in the same
way as conventional (non-EAI)
addresses. The exact action of the link
may vary. For example, some software
may create a “mailto” link from the
address, or it may become possible to
Right-click the address and choose an
action from a menu. This applies to the
editable body text of the message
composition interface.

MUA.18

MUA can access SMTP
server using an A-label

MUST have for
SILVER or higher

If the software supports SMTP, it should
allow a target server at an IDN domain.
Accepting an A-Label is sufficient for this
requirement. For a U-Label name, see
next requirement.

MUA.19

MUA can access SMTP
server using an U-label

MUST have for
GOLD or higher

If the software supports SMTP, it should
allow a target server with an IDN
address to be specified in U-label form.
The conversion from U-label to A-label is
compliant with [IDNA 2008] rather than
[IDNA 2003]. The four [Deviation
Characters] are preserved when they
occur in U-labels. If they are dropped or
converted per [IDNA 2003], this test is
not passed.

MUA.20

SMTP server address
displayed as Unicode

MUST have for
GOLD or higher

If the software supports SMTP, then
when a target server with an IDN
address is specified by the user by U-
label, that label should then be
displayed to the user in U-label form.

MUA.21

Connection to SMTP
server at IDN address is
supported

MUST have for
Silver or higher

If the software supports SMTP, then
when a target server with an IDN
address is used, the application should
correctly resolve the IDN label and
connect to the server. A successful login
is a good way to test this.

MUA.22

Username can be
provided as
Unicode/non-ASClI

MUST have for
GOLD or higher

If the software supports SMTP, it must
be possible to login using a non-ASCII /
unicode username for authenticating
the access to the SMTP server.

MUA.23

Username displayed as
Unicode/ non-ASCII

MUST have for
GOLD or higher

If the software supports SMTP, then
when a username is specified by the
user in Unicode/ non-ASCll, it should
also be displayed to the user in Unicode/
non-ASCIl.

MUA.24

EAI originator header
values are transmitted to
SMTPUTEFS8 server

MUST have for
Silver or higher

If a message includes an originator
header value containing Unicode/non-
ASCII., and if the software submits the
message to an SMTP server offering the
SMTPUTF8 extension, then the software
must deliver the content of the
originator header. It may do so as
Unicode or re-encoded using an ASCII
representation.

This applies to the “From” and “Reply-
to” fields. Because the software may use
either representation, this test simply
verifies that it will correctly submit
messages to an SMTPUTF8-capable
server, but does not test the specific
representation used for the message
header values.

MUA.25

EAl destination address
header values are
transmitted to
SMTPUTFS8 server

MUST have for
Silver or higher

If a message includes a destination
address header value containing
Unicode, and if the software submits the
message to an SMTP server offering the
SMTPUTF8 extension, then the software
must deliver the content of the
destination header.

This applies to the “To”, “Cc”, and “Bcc”
fields. Because the software may use
either representation, this test simply
verifies that it will correctly transmit
messages to an SMTPUTF8-capable
server, but does not test the specific
representation used for the message
header values.




non-ASCIl/Unicode
unstructured header

MUST have for

If a message includes an unstructured
header field containing a non-
ASClI/Unicode value and if the software
submits to an SMTP server offering the
SMTPUTF8 extension then it must send
headers encoded in UTF-8 instead of
using an alternative encoding for non-
ASCII content. (The Subject header is an
unstructured header that most software
allows the user to change easily.)

WS values are transmitted to |Silver or higher
SMTPUTFS8 server Because the software may still choose to
use an alternative ASCII representation,
this test simply verifies that it will
correctly transmit messages to an
SMTPUTF8-capable server, but does not
test the specific representation used for
the unstructured header values.
Regardless of representation, the
encoding must be UTF8.
Messages submitted to an SMTP server
that does not offer the SMTPUTF8
EAI originator header extension should encode EAI addresses
MUA.27 values are transmitted to MUST hav? for in originator headers in A-label form.
non-SMTPUTFS server as |Silver or higher This applies to the “From” and “Reply-
ASCII to” fields. When testing this, use only
email addresses with ASCll-only local
parts.
Messages submitted to an SMTP server
EA! destination address that dges not offer the SMTPUTF8
header values are extension should encode EAI addresses
" MUST have for in destination address headers in A-label
MUA.28 |transmitted to non- . X X . Tt Tl
SMTPUTFS server as Silver or higher ‘florm'; This applies to the .To 5 Fic and
Ascll Bcc” headers. When testing this, use
only email addresses with ASCIl-only
local parts.
Messages submitted to an SMTP server
. that does not offer the SMTPUTF8
Unicode unstructured H
header values are extension should enque unstructured
MUA.29 | transmitted to non- MUST hav.e for he?der values containing qTF-S values
SMTPUTES server as Silver or higher using an AS(':II representation (for
ASCII example, using quoted-words). The
“Subject” header is used as an indicative
test case for this behavior.
If the software assigns Message-ID
header values to the messages it
generates, messages submitted to an
SMTP server that does not offer the
SMTPUTF8 extension must be assigned
Message-ID of EAI ASCIl-only Message-ID values (or the
MUA.30 | message submitted to MUST have for application must encode Message-ID
non-SMTPUTF8 server is |Silver or higher values containing UTF-8 using an ASCII
ASCll-only representation). Because it is common
for Message-ID generation algorithms to
include the domain part of the
originator’s address of Message-Ids, this
test case should send a message “From”
an EAl address.
When submitting an EAl message with
the MAIL command the SMTPUTF8
parameter must be included. For this
SMTPUTF8 parameter is test case, the EAl message should be
MUA.31 provided with MAIL MUST have for one with non-ASCII text in the local part
command for EAI Silver or higher of the originator or destination address
messages header value, since that is not subject to
reencoding. In other words, when
testing this, use only email addresses
with non-ASCII local parts. .
When submitting a non-EAl message
SMTPUTF8 parameter is with the MAIL command the SMTPUTF8
MUA.32 not provided with MAIL  [MUST have for parameter must not be included. For
command for non-EAI Silver or higher this test case, a non-EAI message is one
messages composed entirely of ASClI-only header
values and body content.
If the software is MIME-aware, multipart
Multipart MIME message parts of type message/global
MUA.33 message parts of type MUST have for should be recognized and displayed in a
message/global are Gold or higher manner similar or equivalent to
recognized message/rfc822.(message/global is
defined by RFC6532.)
If the software allows message headers
to be viewed, header atoms containing
Unicode are displayed as Unicode. The
local parts of addresses appearing in
“Received” header values should be
P FERGC e MUST have for used as a test for this behavior, since
MUA.34 |in atoms are displayed as ’

Unicode

Gold or higher

that header’s “for” clauses will contain
destination addresses (unlike “Message-
ID”, which may have an ASCll-encoded
value). Refer to [RFC 5321] for details
about atoms, and the structure of the
“Received” header.




MUA.35

Domain part of EAI
values in atoms are
displayed as Unicode

MUST have for
Silver or higher

If the software allows message headers
to be viewed, header atoms containing
Unicode are displayed as Unicode. The
domain parts of addresses appearing in
“Reply To” header values should be used
as a test for this behavior, since that
header’s “for” clauses will contain
destination addresses (unlike “Message-
ID”, which may have an ASCll-encoded
value). Refer to [RFC 5321] for details
about atoms, and the structure of the
“Received” header.

MUA.36

Message lines longer
than 998 characters are
limited to 998 octets

MUST have for
Silver or higher

Messages generated by the software
must not contain lines longer than 998
octets or 8-bit bytes (as opposed to
“characters”, which in Unicode may
consist of multiple 8-bit bytes). What the
software does with the line is
unimportant for this test (for example, it
may truncate the line, or encode the
message in a way that avoids exceeding
the 998 octet line length restriction).
Note that this test is not conclusive since
software may generate messages whose
content does not correspond one-to-one
with the message entered by the user
(for example, by introducing HTML
markup for text/html| messages).
However, the software’s handling of
messages of type text/plain is
considered indicative of its overall
behavior with regards to message line
length limitations.

MUA.37

Can retrieve messages
from EAI mailbox

MUST have for
Gold or higher

When connected to a MDA which hosts
EAIl mailboxes, the MUA can retrieve
messages from that EAl mailbox. This
must be supported whether the domain
name of the MDA is ASCII or Unicode.

MUA.38

User can send and
receive messages from
EAI mailboxes

MUST have for
Gold or higher

When connected to an MDA which hosts
EAIl mailboxes, the MUA can author
email messages listed as from an EAI
mailbox name, and the MUA can receive
email messages addressed to an EAI
mailbox name. This must be supported
whether the domain name of the MDA is
ASCII or Unicode.




Function

Level of Support

Evaluation (Pass Fail) Item Assigned Score

Server address can be

MUST have for

It must allow servers with IDN addresses

LR specified by A-label E!‘:’:R eIl = to be specified in A-label form.
It should allow servers with IDN
addresses to be specified in U-label form.
The conversion from U-label to A-label is
Server address can be MUST have for Gl i (B 20081 rz?ther t=n
IMAP.2 o N [IDNA 2003]. The four [Deviation
specified by U-label GOLD or higher
Characters] are preserved when they
occur in U-labels. If they are dropped or
converted per [IDNA 2003], this test is
not passed.
When an IMAP server with an IDN
IMAP3 Server address displayed | MUST have for address is specified by the user by U-
) as Unicode GOLD or higher label, that label should then be displayed
to the user in U-label form.
When an IMAP server with an IDN
address is used, the application should
Connection to IMAP | MUST have for correctly resolve the IDN Ie.lbel and
IMAP.4 |server at IDN address is 5 connect to the server. Testing may use
SILVER or higher 3 .
supported successful login as a proxy determinant
for correct domain resolution and
connectivity.
It must be possible for the user to specify
IMAP.5 Username can be MUST have for the IMAP folder or a username to be
) provided as Unicode SILVER or higher |used for authenticating the IMAP
connection in Unicode.
Username displayed as [ MUST have for .Wher? @ usel.'name I it .by QD ey
IMAP.6 3 . in Unicode, it should also be displayed to
Unicode SILVER or higher 3 )
the user in Unicode.
Support use of the AUTHENTICATE
AUTHENTICATE MUST have for command for authentication to the
IMAP.7 [command is used for . server, rather than LOGIN. This allows
-~ SILVER or higher X 5
authentication the user to authenticate with usernames
containing Unicode via a secure channel.
IMAP.8 | UTF8=ACCEPT is enabled MUST haveifor Send the ENABLE comm.and with
SILVER or higher |UTF8=ACCEPT to advertise EAl support.
Do not include a charset specification
IMAP9 SEARCH command does |MUST have for when sending SEARCH commands to
) not specify charset GOLD or higher IMAP servers that support UTF8=ACCEPT
(or equivalent).
IMAP.11 IMAP folder with UTF-8 [MUST have for It should allow the user to create IMAP
) name can be created GOLD or higher folders with names containing UTF-8.
It should be possible to list and subscribe
to IMAP folders with UTF-8 names. For
IMAP.12 | UTF-8 IMAP folder MUST have for |,y test, a IMAP folder with UTF-8
names can be accessed [SILVER or higher L .
characters in its name should exist on the
IMAP server.
IMAP folder names that are represented
UnlcodellMAP folder MUST have for in t_he appllcatlc_m should be displayed gs
IMAP.13 [ names display as . Unicode. For this test, a IMAP folder with
3 SILVER or higher . =
Unicode Unicode characters in its name should
exist on the IMAP server.
Should be able to retrieve messages from
Messages in IMAP folder MUST have for IMAP folders with Unicode names. For
IMAP.14 |with Unicode name can . this test, a IMAP folder with Unicode
. SILVER or higher L o
be retrieved characters in its name should exist on the
IMAP server.
Should be able to access messages with
EAl values in the originator header. This
Message. wnh l_EAI MUST have for applies to the lFrom and “Reply-To
IMAP.15 |address in originator ) headers. For this test case, the header
. " SILVER or higher N .
header is accessible values should be Unicode strings rather
than in an ASCIl encoding such as
quoted-words.
,Should be able to access messages with
Message with EAI EAl values |r.1 destlr\atlon adciresi .
. P headers. This applies to the “To”, “Cc”,
address in destination MUST have for P X
IMAP.16 . . and “Bcc” headers. For this test case, the
address header is SILVER or higher . !
accessible header values should be Unicode strings
rather than in an ASCII encoding such as
quoted-words.
Software can access messages with
Unicode values in unstructured text
Messa_ge with Unicode MUST have for headers‘. For this testAca?e, Fhe Subject
IMAP.17 |value in unstructured SILVER or higher header is used as an indicative example,
text header is accessible E and header values should be Unicode
strings rather than in an ASCIl encoding
such as quoted-words.
Software can store messages in folders
with Unicode names. For this test, a
folder (what IMAP calls “mailbox”) with
Messages can be stored . o
in folders (IMAP MUST have for Unicode characters in its name should
IMAP.18 exist on the IMAP server. NOTE: for this

“mailboxes”) with
Unicode name

SILVER or higher

test, it does not matter how the IMAP
server implements folders (“mailboxes”),
for instance in a database or as files on a
server filesystem.

be entered by tester)

P 1
P 2
p 2
P 1
P 1
P 1
P 1
P 1
P 2
P 2
P 1
P 1
P 1
P 1
P 1
P 1
P 1

Overall score SILVER

PLATINUM TESTS LEVEL ACHIEVED

SILVER

GOLD TESTS LEVEL ACHIEVED

SILVER

SILVER TESTS LEVEL ACHIEVED

SILVER




IMAP.19

Message with EAI
address in originator
header can be stored

MUST have for
SILVER or higher

Software can access messages with EAl
values in the originator header. This
applies to the “From” and “Reply-To”
headers. For this test case, the header
values should be Unicode strings rather
than in an ASCII encoding such as
quoted-words.

IMAP.20

Message with EAI
address in destination
address header can be
stored

MUST have for
SILVER or higher

Software is able to access messages with
EAl values in destination address
headers. This applies to the “To”, “Cc”,
and “Bcc” headers. For this test case, the
header values should be Unicode strings
rather than in an ASCII encoding such as
quoted-words.

IMAP.21

Message with Unicode
value in unstructured
text header can be
stored

MUST have for
SILVER or higher

It is possible to access messages with
Unicode values in unstructured text
headers. For this test case, the “Subject”
header is used as an indicative example,
and header values should be Unicode
strings rather than in an ASCII encoding
such as quoted-words.




Function

Level of Support

Evaluation (Pass Fail) Item Assigned Score

POP.1 Server address can be MUST have for It should allow servers with IDN

specified by A-label SILVER or higher |addresses to be specified in A-label form.
It should allow servers with IDN
addresses to be specified in U-label form.
The conversion from U-label to A-label is

Server address can be MUST have for EoAEIR i (B 2008] ra.lther UiEm

POP.2 specified by U-label GOLD or higher [IDNA 2003]. The four [Deviation
Characters] are preserved when they
occur in U-labels. If they are dropped or
converted per [IDNA 2003], this test is
not passed.

When a server with an IDN address is

POP.3 Server address displayed | MUST have for specified by the user by U-label, that

. as Unicode GOLD or higher label should then be displayed to the
user in U-label form.
When a server with an IDN address is
. used, the application should correct!

IR . MUST have for resolve the?gN label and connect to‘ihe

POP.4 server at IDN address is . .

S Eee] SILVER or higher seryen This test case uses succe5§ful
login as a proxy for correct domain
resolution and connectivity.

It must be possible for the user to specify

POPS Username can be MUST have for the username to be used for

) provided as Unicode SILVER or higher  |authenticating the POP connection in
Unicode.

Username displayed as | MUST have for }Alher? a usell'name s et ‘by ey

POP.6 N N in Unicode, it should also be displayed to

Unicode SILVER or higher R .
the user in Unicode.

Ct?nnect.ion to server MUST have for It should correctly transmit Unicode

POP.7  |with Unicode username GOLD or higher usernames to the server when

is supported authenticating with the USER command.

POPS UTF8 mode is enabled MUST have_for It shot»JI.d e.nable UTF8 mode when the

SILVER or higher | capability is offered by the server.
Once the software has enabled UTF8
mode in a connection it must not issue

POP.9 STLS command is not MUST have for an STLS command. It is expected that

used in UTF8 mode SILVER or higher  [servers will reject the command in this
situation, but it is an error for clients to
request it.
It should be able to access messages with
EAl values in originator headers. This

Message. with I_EAI MUST have for applies to the “lFrom" and “Reply-To”

POP.10 |address in originator SILVER or higher headers. For this test case, the header

header is accessible values should be Unicode strings rather
than in an ASCII encoding such as
quoted-words.
It should be able to access messages with

Message with EAI EAl values ir.1 destipation adtiresi o

. P headers. This applies to the “To”, “Cc”,

POP.11 ALl destlr}atlon RALET haveAfor and “Bcc” headers. For this test case, the

address header is SILVER or higher . !
accessible header values should be Unicode strings
rather than in an ASCII encoding such as
quoted-words.
It should be able to access messages with
Unicode values in unstructured text

Message with Unicode headers. For this test case, the “Subject”

POP.12 |value in unstructured LR GER2 {727 header is used as an indicative example,

text header is accessible

SILVER or higher

and header values should be Unicode
strings rather than in an ASCIl encoding
such as quoted-words.

(To be entered by tester)

P 1
P 2
p 2
P 1
P 1
P 1
P 2
P 1
P 1
P 1
P 1
P 1

Overall score

SILVER

PLATINUM TESTS

LEVEL ACHIEVED

GOLD

GOLD TESTS

LEVEL ACHIEVED

SILVER

SILVER TESTS

LEVEL ACHIEVED

SILVER




Evaluation (Pass Fail)
be entered by tester)

Function Level of Support

Item Assigned Score

MSA.1

SMTPUTF8 capability is
advertised

MUST have for
SILVER or higher

When a client connects to the server
(with the EHLO command), the listing of
capabilities returned by the server must
include SMTPUTFS8 to indicate EAI
support.

Overall score

MSA.2

8BITMIME capability is
advertised

MUST have for
SILVER or higher

When a client connects to the server
(with the EHLO command), the listing of
capabilities returned by the server must
include 8BITMIME to indicate the ability
to handle 8-bit data.

SILVER

MSA.3

EHLO command
argument is transmitted
as ASCII

MUST have for
SILVER or higher

When the software connects to another
SMTP server as a client, it must provide
the domain argument to the EHLO
command in A-label form. For this test,
the software must be configured to
identify itself with all non-ASCII
<Domain>.

MSA.4

SMTPUTF8 parameter is
provided with MAIL
command for EAI
messages

MUST have for
SILVER or higher

When transmitting an EAl message with
the MAIL command to an SMTPUTF8-
capable server, the SMTPUTF8
parameter must be included. For this test
case, the EAl message should be one
with Unicode text in the local part of a
originator or destination address header
value, since that part is not subject to re-
encoding (for example, by conversion to
A-label form). In other words, when
testing this, use only email addresses
with ASCIl-only local parts. NOTE: This
feature is related to mail body and is
therefore crucial to an EAIl user
experience but is orthogonal to EAI RFIs.

PLATINUM TESTS

LEVEL ACHIEVED

MSA.5

EAl reverse path values
are transmitted to
SMTPUTFS server

MUST have for
SILVER or higher

Connections to an SMTP server offering
the SMTPUTF8 extension may submit
envelopes with addresses in either A-
label or U-label form. This applies to the
reverse-path of the MAIL command.
Because the software may use either
representation, this test simply verifies
that it will correctly transmit messages to
an SMTPUTF8-capable server, but does
not test the specific representation used
for the command arguments - either
representation is acceptable.

SILVER

MSA.6

EAIl forward path values
are transmitted to
SMTPUTF8 server

MUST have for
SILVER or higher

Connections to an SMTP server offering
the SMTPUTF8 extension may submit
envelopes with addresses in either A-
label or U-label form. This applies to the
forward-path of the RCPT command.
Because the software may use either
representation, this test simply verifies
that it will correctly transmit messages to
an SMTPUTF8-capable server, but does
not test the specific representation used
for the command arguments - either
representation is acceptable.

GOLD TESTS

LEVEL ACHIEVED

MSA.7

EAl originator header
values are transmitted to
SMTPUTF8 server

MUST have for
SILVER or higher

Messages transmitted to an SMTP server
offering the SMTPUTF8 extension may
send addresses as either A-label or U-
label form. This applies to the “From”
and “Reply-to” fields.

SILVER

MSA.8

EAl destination address
header values are
transmitted to
SMTPUTFS8 server

MUST have for
SILVER or higher

Messages transmitted to an SMTP server
offering the SMTPUTF8 extension may
send addresses as either A-label or U-
label form. This applies to the “To”, “Cc”,
and “Bec” fields.

SILVER TESTS

MSA.9

Unicode unstructured
header values are
transmitted to
SMTPUTFS8 server

MUST have for
SILVER or higher

Messages transmitted to an SMTP server
offering the SMTPUTF8 extension shall
be able to send headers containing UTF-8
values. It may send those headers either
as literal UTF-8 text, or using an
alternative encoding for non-ASCII
content. The “Subject” header is used as
an indicative test case for this behavior.

LEVEL ACHIEVED

SILVER

MSA.10

SMTPUTF8 parameter is
not provided for non-EAI
messages

MUST have for
GOLD or higher

When transmitting a non-EAI message
with the MAIL command to an
SMTPUTF8-capable server, the
SMTPUTF8 parameter should not be
included. For this test case, a non-EAI
message is one composed entirely of
ASCII headers and body content.




EAl messages sent to
non-SMTPUTFS8 server

MUST have for

When transmitting an EAl message to a
non-SMTPUTF8-capable server, the
message must either be returned to
sender as undeliverable or transformed
into a non-EAI form. Because the
software can choose either of these two

DAL e returtned EDEEL SILVER or higher | options and there are many possibilities
as undeliverable, or ! h )
for transformation, this test case just
transformed
ensures that the software does not
submit EAl mail to a non-SMTPUTF8-
capable channel in a way that requires
SMTPUTFS8 features.
If the software transforms EAl messages
for transmission to non-EAI servers
(rather than rejecting them), envelopes
EAl reverse path values submitted to an SMTP server that does
MSA.12 are transmitted to non- | MUST have for not offer the SMTPUTF8 extension
SMTPUTFS8 server as SILVER or higher  [should encode EAl addresses in message
ASCll envelopes in A-label form. This applies to
the reverse-path of the MAIL command.
When testing this, use only email
addresses with ASClI-only local parts.
If the software transforms EAl messages
for transmission to non-EAI servers
(rather than rejecting them), envelopes
EAI forward path values submitted to an SMTP server that does
MSA.13 |2e transmitted to non- [ MUST have for not offer the SMTPUTF8 extension
SMTPUTF8 server as SILVER or higher  [should encode EAl addresses in message
ASCIl envelopes in A-label form. This applies to
forward-path of the RCPT command.
When testing this, use only email
addresses with ASCll-only local parts.
If the software transforms EAl messages
for transmission to non-EAI servers
(rather than rejecting them), messages
EAl originator header transmitted to an SMTP server that does
MSA.14 values are transmitted to | MUST have for not offer the SMTPUTF8 extension
non-SMTPUTF8 server as [SILVER or higher  [should encode EAIl addresses in
ASCIl originator headers in A-label form. This
applies to the “From” and “Reply-to”
fields. When testing this, use only email
addresses with ASCll-only local parts.
If the software transforms EAI messages
for transmission to non-EAl servers
(rather than rejecting them), messages
EAl destination address transmitted to an SMTP server that does
header values are MUST have for not offer the SMTPUTF8 extension
MSA.15 |transmitted to non- SILVER or higher should encode EAl addresses in
SMTPUTF8 server as destination address headers in A-label
ASCIl form. This applies to the “To”, “Cc” and
“Bcc” headers. When testing this, use
only email addresses with ASClI-only
local parts.
If the software transforms EAl messages
for transmission to non-EAI servers
(rather than rejecting them), messages
Unicode unstructured transmitted to an SMTP server that does
header values are not offer the SMTPUTF8 extension
. MUST have for
MSA.16 [transmitted to non- SILVER or higher should encode unstructured header
SMTPUTFS server as values containing UTF-8 values using an
ASCIl ASCII representation (for example, using
quoted-words). The “Subject” header is
used as an indicative test case for this
behavior.
If the software transforms EAl messages
for transmission to non-EAI servers
(rather than rejecting them) and assigns
Message-ID header values to the
messages it transmits, messages
transmitted to an SMTP server that does
Message-ID of EAI not offer the SMTPUTF8 extension
MSA.17 message transmitted to | MUST have for should be assigned ASCll-only Message-

non-SMTPUTFS server is
ASCll-only

SILVER or higher

ID values (or the application should
encode Message-ID values containing
UTF-8 using an ASCII representation).
Because it is common for Message-ID
generation algorithms to include the
domain part of the originator’s address
of Message-Ids, this test case should
send a message “From” an EAIl address.




MSA.18

EAIl Originator Header
domain name U-labels
are converted acceptably
to A-labels

MUST have for
SILVER or higher

When transmitting messages with EAI
originator header domain names entered
as U-Labels by the user to an SMTP
server offering the SMTPUTF8 extension,
the software must either transmit the U-
Labels in U-Label form, or transform the
U-Labels to A-Labels compliant with
[IDNA 2008], or transform the U-Labels
to A-Labels compliant with [IDNA 2003].
This applies to the “From” and “Reply-to”
fields. [IDNA 2003] compliance is
acceptable but not preferred; see MSA.
19. Future revision of this guide is
anticipated to accept only IDNA 2008 to
achieve SILVER.

MSA.19

EAI Originator Header
domain name U-labels
are converted to A-labels
compliant with [IDNA
2008]

MUST have for
PLATINUM or
higher

When transmitting messages with EAI
originator header domain names entered
as U-Labels by the user to an SMTP
server offering the SMTPUTF8 extension,
the software must either transmit the U-
Labels in U-Label form, or transform the
U-Labels to A-Labels compliant with
[IDNA 2008]. This applies to the “From”
and “Reply-to” fields. [IDNA 2003]
compliance is not acceptable for
PLATINUM certification, but see MSA.18
for SILVER-level certification. Future
revision of this guide is anticipated to
accept only IDNA 2008 to achieve SILVER.

MSA.20

EAIl Destination Address
Header domain name U-
labels are converted
acceptably to A-labels

MUST have for
SILVER or higher

When transmitting messages with EAI
destination address header domain
names entered as U-Labels by the user to
an SMTP server offering the SMTPUTF8
extension, the software must either
transmit the U-Labels in U-Label form, or
transform the U-Labels to A-Labels
compliant with [IDNA 2008], or transform
the U-Labels to A-Labels compliant with
[IDNA 2003]. This applies to the “To”,
“Cc”, and “Bcc” fields. [IDNA 2003]
compliance is acceptable but not
preferred; see MSA.21. Future revision of
this guide is anticipated to accept only
IDNA 2008 to achieve SILVER.

MSA.21

EAl Destination Address
Header domain name U-
labels are converted to
A-labels compliant with
[IDNA 2008]

MUST have for
PLATINUM or
higher

When transmitting messages with EAI
destination address header domain
names entered as U-Labels by the user to
an SMTP server offering the SMTPUTF8
extension, the software must either
transmit the U-Labels in U-Label form, or
transform the U-Labels to A-Labels
compliant with [IDNA 2008]. This applies
to the “To”, “Cc”, and “Bec” fields. [IDNA
2003] compliance is not acceptable for
PLATINUM certification, but see MSA.20
for SILVER-level certification. Future
revision of this guide is anticipated to
accept only IDNA 2008 to achieve SILVER.




MTA.1

Function

SMTPUTF8 capability is
advertised

Level of Support

MUST have for
SILVER or higher

When a client connects to the server
(with the EHLO command), the listing of
capabilities returned by the server must
include SMTPUTF8 to indicate ability to
correspond with remote
internationalized email addresses.

MTA.2

8BITMIME capability is
advertised

MUST have for
SILVER or higher

When a client connects to the server
(with the EHLO command), the listing of
capabilities returned by the server must
include 8BITMIME to indicate the ability
to handle 8-bit data.

MTA.3

EHLO command
argument is transmitted
as ASCII

MUST have for
SILVER or higher

When the software connects to another
SMTP server as a client, it must provide
the domain argument to the EHLO
command in A-label form.

MTA.4

SMTPUTF8 parameter is
provided for EAI
messages

MUST have for
SILVER or higher

When transmitting an EAl message with
the MAIL command to an SMTPUTF8-
capable server, the SMTPUTF8
parameter must be included. For this test
case, the EAl message should be one that
is transmitted with Unicode text in the
local part of the originator or destination
address header value, since that is not
subject to reencoding (for example, by
conversion to A-label form).

MTA.5

Trace information
includes domain in U-
label form

MUST have for
GOLD or higher

When the software adds a “Received”
header to a message transmitted to an
SMTPUTF8-capable server indicating the
return path of the message, it should
encode the domain of the host on which
the server is running in U-label form.

MTA.6

Trace information
indicates SMTPUTF8
protocol

MUST have for
SILVER or higher

When the software adds a “Received”
header to a message indicating the
protocol used for transfer, which should
be one of UTF8SMTP, UTF8SMTPS,
UTF8SMTPA, or UTF8SMTPSA. This
protocol is placed in the “with” position
of the “Received” header value.

MTA.7

EAI reverse path values
are transmitted to
SMTPUTF8 server

MUST have for
SILVER or higher

Connections to an SMTP server offering
the SMTPUTF8 extension may submit
envelopes with addresses in either A-
label or U-label form. This applies to the
reverse-path of the MAIL command.
Because the software may use either
representation, this test simply verifies
that it will correctly transmit messages to
an SMTPUTF8-capable server, but does
not test the specific representation used
for the command arguments.

MTA.8

EAI forward path values
are transmitted to
SMTPUTF8 server

MUST have for
SILVER or higher

Connections to an SMTP server offering
the SMTPUTF8 extension may submit
envelopes with addresses in either A-
label or U-label form. This applies to the
forward-path of the RCPT command.
Because the software may use either
representation, this test simply verifies
that it will correctly transmit messages to
an SMTPUTF8-capable server, but does
not test the specific representation used
for the command arguments. (NOTE: This
only applies to MTAs which are separate
from an MSA , which is not typical.)

MTA.9

EAl originator header
values are transmitted to
SMTPUTF8 server

MUST have for
SILVER or higher

Messages transmitted to an SMTP server
offering the SMTPUTF8 extension may
send mailbox parts in either A-label or U-
label form. This applies to the “From”
and “Reply-to” fields. Because the
software may use either representation,
this test simply verifies that it will
correctly transmit messages to an
SMTPUTF8-capable server, but does not
test the specific representation used for
the message header values. (NOTE: This
only applies to MTAs which are separate
from an MSA , which is not typical.)

MTA.10

EAl destination address
header values are
transmitted to
SMTPUTFS8 server

MUST have for
SILVER or higher

Messages transmitted to an SMTP server
offering the SMTPUTF8 extension may
send mailbox parts in either A-label or U-
label form. This applies to the “To”, “Cc”,
and “Bec” fields. Because the software
may use either representation, this test
simply verifies that it will correctly
transmit messages to an SMTPUTF8-
capable server, but does not test the
specific representation used for the
message header values. (NOTE: This only
applies to MTAs which are separate from
an MSA , which is not typical.)

Evaluation (Pass Fail)

Item Assigned Score
be entered by tester) e

P 1
P 1
p 1
P 1
P 2
P 1
P 1
P 1
P 1
P 1

Overall score

SILVER

PLATINUM TESTS

LEVEL ACHIEVED

SILVER

GOLD TESTS

LEVEL ACHIEVED

SILVER

SILVER TESTS

LEVEL ACHIEVED

SILVER




MTA.11

Unicode unstructured
header values are
transmitted to
SMTPUTF8 server

MUST have for
SILVER or higher

Messages transmitted to an SMTP server
offering the SMTPUTF8 extension may
send headers containing UTF-8 values,
instead of using an alternative encoding
for non-ASCII content. The “Subject”
header is used as an indicative test case
for this behavior. Because the software
may still choose to use an alternative
encoding, this test simply verifies that it
will correctly transmit messages to an
SMTPUTF8-capable server, but does not
test the specific representation used for
the message header values. (NOTE: This
only applies to MTAs which are separate
from an MSA , which is not typical.)

MTA.12

SMTPUTF8 parameter is
not provided for non-EAI
messages

MUST have for
SILVER or higher

When transmitting a non-EAI message
with the MAIL command to an
SMTPUTF8-capable server, the
SMTPUTF8 parameter should not be
included. For this test case, a non-EAI
message is one composed entirely of
ASCIl headers and body content. (NOTE:
This only applies to MTAs which are
separate from an MSA , which is not
typical.)

MTA.13

EAl messages sent to
non-SMTPUTFS8 server
are rejected

MUST have for
SILVER or higher

When transmitting an EAl message to a
non-SMTPUTF8-capable server, the
receiving MTA is expected to reject the
message, and the sending MTA must
detect that rejection. When testing this,
use only email addresses with non-ASCII
local parts, , since the domain part of the
address may legally be converted to A-
label form.

(NOTE: This only applies to MTAs which
are separate from an MSA , which is not
typical.)

MTA.14

EAI Originator Header
domain name U-labels
are converted acceptably
to A-labels

MUST have for
SILVER or higher

When transmitting messages with EAI
originator header domain names entered
as U-Labels by the user to an SMTP
server offering the SMTPUTF8 extension,
the software must either transmit the U-
Labels in U-Label form, or transform the
U-Labels to A-Labels compliant with
[IDNA 2008], or transform the U-Labels
to A-Labels compliant with [IDNA 2003].
This applies to the “From” and “Reply-to”
fields. [IDNA 2003] compliance is
acceptable but not preferred; see MTA.
15. Future revision of this guide is
anticipated to accept only IDNA 2008 to
achieve SILVER.

MTA.15

EAI Originator Header
domain name U-labels
are converted to A-labels
compliant with [IDNA
2008]

MUST have for
PLATINUM or
higher

When transmitting messages with EAI
originator header domain names entered
as U-Labels by the user to an SMTP
server offering the SMTPUTF8 extension,
the software must either transmit the U-
Labels in U-Label form, or transform the
U-Labels to A-Labels compliant with
[IDNA 2008]. This applies to the “From”
and “Reply-to” fields. [IDNA 2003]
compliance is not acceptable for
PLATINUM certification, but see MTA.14
for SILVER-level certification. Future
revision of this guide is anticipated to
accept only IDNA 2008 to achieve SILVER.

MTA.16

EAIl Destination Address
Header domain name U-
labels are converted
acceptably to A-labels

MUST have for
SILVER or higher

When transmitting messages with EAI
destination address header domain
names entered as U-Labels by the user to
an SMTP server offering the SMTPUTF8
extension, the software must either
transmit the U-Labels in U-Label form, or
transform the U-Labels to A-Labels
compliant with [IDNA 2008], or transform
the U-Labels to A-Labels compliant with
[IDNA 2003]. This applies to the “To”,
“Cc”, and “Bcc” fields. [IDNA 2003]
compliance is acceptable but not
preferred; see MTA.17. Future revision of
this guide is anticipated to accept only
IDNA 2008 to achieve SILVER.




MTA.17

EAI Destination Address
Header domain name U-
labels are converted to
A-labels compliant with
[IDNA 2008]

MUST have for
PLATINUM or
higher

When transmitting messages with EAI
destination address header domain
names entered as U-Labels by the user to
an SMTP server offering the SMTPUTF8
extension, the software must either
transmit the U-Labels in U-Label form, or
transform the U-Labels to A-Labels
compliant with [IDNA 2008]. This applies
to the “To”, “Cc”, and “Bcc” fields. [IDNA
2003] compliance is not acceptable for
PLATINUM certification, but see MTA.16
for SILVER-level certification. Future
revision of this guide is anticipated to
accept only IDNA 2008 to achieve SILVER.




Function

Level of Support

Evaluation (Pass Fail)

Item Assigned Score

Mail server is capable

The software has the functionality

o0 be entered by tester)

MDA1 of creating and hosting | MUST have for available to create and host email
mailboxes with EAI GOLD or higher boxes with EAl names, even if it is not
mailbox names enabled by default.

Mail server is
configured by default The software has functionality,

MDA.2 |to create and host PLATINUM enabled by default, to create and host
mailboxes with EAI email boxes with EAl names.
mailbox names

If the software adds a “Received”

header to a message transmitted to
Trace information an SMTPUTF8-capable server

MDA.3 |includes domain in U- RILEr hav«_e o indicating the return path of the
GOLD or higher ) )

label form message, it encodes the domain of

the host on which the server is

running in U-label form.

If the software adds a “Received”

header indicating the protocol used
Trace information MUST have for for transfer, it must be one of

MDA.4 |indicates SMTPUTF8 SILVER or higher UTF8SMTP, UTF8SMTPS, UTF8SMTPA,

protocol or UTF8SMTPSA. This protocol is
placed in the “with” position of the
“Received” header value.
The software must be able to deliver
messages with EAIl values in the

Message' with lf.AI MUST have for originator header. This applies to the

MDA.5 |address in originator R “From” and “Reply-To” headers. For
. . SILVER or higher .

header is delivered this test case, the header values must
be UTF-8 strings rather than in an
ASCII encoding such as quoted-words.
The software must be able to deliver
messages with EAl values in

Message with EAI destination address headers. This

MEAG address in destination |MUST have for |applies to the “To”, “Cc”, and “Bcc”

! address header is SILVER or higher |headers. For this test case, the
delivered header values must be UTF-8 strings
rather than in an ASCIl encoding such
as quoted-words.
The software must be able to deliver
messages with UTF-8 values in
. unstructured text headers. For this
Messa.ge wiidh e MUST have for  |test case, the “Subject” header is
MDA.7 |value in unstructured R T
. N SILVER or higher [used as an indicative example, and
header is delivered .
header values must be UTF-8 strings
rather than in an ASCII encoding such
as quoted-words.
The software is able to deliver
messages to the local mailbox with an
EAIl address. For this test case, use EAI
MDA is capable of email addresses as the local address
MDA.8 |delivering messages to RV GER DT to which the message is delivered.

local EAl mailbox

GOLD or higher

The message itself doesn’t need to be
an EAl message, only the recipient
address in the delivery protocol must
be an EAl address.

P 2
P 3
p 2
P 1
P 1
P 1
P 1
P 2

Overall score

SILVER

PLATINUM TESTS

LEVEL ACHIEVED

SILVER

GOLD TESTS

LEVEL ACHIEVED

SILVER

SILVER TESTS

LEVEL ACHIEVED

SILVER




Item Function Level of Support Description
MDA-I.1 U8 iR [ WUy (i Elslz:::nT:f::)ﬁteaia:il:gt(L)J'llj;—eSatext when
accepted via IMAP GOLD or higher L
authenticating to the server.
When a client requests a listing of
IMAP UTF8=ACCEPT or MUST have for | Se7ver capabilities with the
MDA-I.2 UTF8=0ONLY capability 3 CAPABILITY command, the listing
. . GOLD or higher .
is advertised returned by the server must include
either UTF8=ACCEPT or UTF8=ONLY.
IMAP AUTHENTICATE The software must support UTF-8
MDA-L.3 command is supported [MUST have for  |usernames and passwords, either
or LOGIN accepts UTF- [PLATINUM with the AUTHENTICATE command or
8 an extended version of LOGIN
The software must accept requests
IMAP ENABLE for the UTF8=ACCFPT extension,
MUST have for |enable the extension as a result, and
MDA-I.4 UTF8=ACCEPT R . R
e b e SILVER or higher |communicate that result to the client
with an ENABLED message and OK
response.
Once EAl extensions have been
IMAP SEARCH enabled, any SEARCH command that
MDA-L5 command with o MUST hav_e for |specifies a character set with the
CHARSET specification [GOLD or higher |CHARSET argument should be
is rejected rejected and a BAD response should
be sent to the client.
Once EAI extensions have been
enabled, any APPEND UTF8 command
IMAP APPEND UTFS MUST have for that includes Unic.ode in any he.aders
MDA-I.6 3 N of the accompanying message literal
command is accepted |GOLD or higher ) )
should be accepted. This applies
equally when the client uses the
CATENATE extension.
EAIl messages added to a mailbox with
the APPEND command should be
preserved, including Unicode
message headers. This test ensures
that the message can be “round-
IMAP APPENP MUST have for tripped” from the' client to the s'erver
MDA-I.7 preserves Unicode . and back again without corruption of
GOLD or higher X .
header values Unicode header values. The precise
command or commands used to
retrieve the message are unimportant
(for example, FETCH, RFC822, FULL,
and others can be used to retrieve a
message).
IMAP CREATE CREATE commands with non-ASCII
MDA-1.8 command with non-  [[MUST hav_e for |folder name (IMAP "mailbox" name)
ASCII folder GOLD or higher] |arguments should be accepted either
name is accepted as UTF-8 or legacy UTF-7.
Once EAl extensions have been
enabled, SELECT commands with non-
IMAP SELECT ASCII folder name (IMAP "mailbox"
MRS command with non- | [MUST have for |name) arguments should be
: ASCII folder name is GOLD or higher ] |accepted, either as UTF-8 or legacy
accepted UTF-7. For this test, a mailbox with a
Unicode name should exist on the
server.
Once EAI extensions have been
enabled, EXAMINE commands with
IMAP EXAMINE non-ASClI folder name (IMAP
MDA-1.10 command with non-  [[MUST have for |"mailbox" name) arguments should
ASCII folder name is GOLD or higher] |be accepted, either as UTF-8 or legacy
accepted UTF-7. For this test, a mailbox with a
Unicode name should exist on the
server.
Once EAl extensions have been
enabled, SUBSCRIBE commands with
IMAP SUBSCRIBE non-ASCll folder name (IMAP
MDA-1.11 command with non-  [[MUST have for |"mailbox" name) arguments should
ASCII folder name is GOLD or higher] |be accepted, either as UTF-8 or legacy
accepted UTF-7. For this test, a mailbox with a
Unicode name should exist on the
server.
Once EAl extensions have been
enabled, responses to LIST commands
MDA1.12 :mﬁztfﬁ;ﬁzggie [MUST have for |should include non-ASCII folder

folder name

GOLD or higher]

names (IMAP "mailbox" names). For
this test, a mailbox with a Unicode
name should exist on the server.

Evaluation (Pass Fail)
(To be entered by tester)

Item Assigned Score

Overall score

SILVER

PLATINUM TESTS

LEVEL ACHIEVED

GOLD

GOLD TESTS

LEVEL ACHIEVED

SILVER

SILVER TESTS

LEVEL ACHIEVED

SILVER




IMAP LSUB response

[MUST have for

Once EAI extensions have been
enabled, responses to LSUB
commands should include non-ASCII
folder names (IMAP "mailbox"

MDA-I.13 |includes non-ASCII GOLD or higher] names). For this test, a folder with a
folder names non-ASCIl name should exist on the
server and the client’s subscription
list (as specified by SUBSCRIBE) must
include the mailbox.
If the software allows clients to create
Folder with non-ASCII [MUST have for .new folders (IMAP “mailboxes”), then
MDA-1.14 [name can be created GOLD or higher] it must allow mailbox names to
via IMAP specified as Unicode, either as UTF-8
or legacy UTF-7.
Clients must be able to subscribe to
Folder with non-ASCII [MUST have for folders (IMAP ”mailboxes”l) with non-
MDA-I.15 [name can be GOLD or higher] ASClII folder names. For this test, a
subscribed via IMAP folder with a non-ASClII folder name
must be present on the server.
Clients must be able to read the
Messages in folder contents of folders (IMAP
MDA-16 with non-ASCll name  |[MUST ha\{e for |“mailboxes”) with non-ASCII folder
. are accessible via GOLD or higher] |names. For this test, a mailbox with a
IMAP non-ASCll folder name must be
present on the server.
Clients must be able to store
Message with EAI m?sF.ages with EAI valyes in )
. .. originator headers. This applies to the
MDA-1.17 CELIEBINCHHRERSR | (AT have'for “From” and “Reply-To” headers. For
header can be stored |SILVER or higher X
via IMAP this test case, the header values must
be Unicode strings rather than in an
ASCII encoding such as quoted-words.
Clients must be able to store
messages with EAl values in
Message with EAI destination address headers. This
B address in destination |MUST have for |applies to the “To”, “Cc”, and “Bec”
. address header can be [SILVER or higher |headers. For this test case, the
stored via IMAP header values must be Unicode
strings rather than in an ASCII
encoding such as quoted-words.
Clients must be able to store
messages with Unicode values in
Message with Unicode unstructured text headers. For this
MDA-1.19 value in unstructured |MUST have for |test case, the “Subject” header is
. header can be stored  [SILVER or higher |used as an indicative example, and
via IMAP the header value must be Unicode
strings rather than in an ASCII
encoding such as quoted-words.
Clients must be able to access
Message with EAI m_es_sages with EAI Va|l-,|eS in )
. . originator headers. This applies to the
MDA-I.20 address'ln orlgln}ator . oy have'for “From” and “Reply-To” headers. For
header is accessible via [SILVER or higher .
IMAP this te.st case, t‘he header value:e must
be Unicode strings rather than in an
ASCII encoding such as quoted-words.
Clients must be able to access
messages with EAl values in
Message with EAI destination address headers. This
MDA1.21 address in destination |MUST have. for |applies to the “To”, “Cc”, and “Bcc”
) address header is SILVER or higher |headers. For this test case, the
accessible via IMAP header values must be Unicode
strings rather than in an ASCII
encoding such as quoted-words.
Clients must be able to access
Message with Unicode messages with Unicode values in
MBI value in unstructured |MUST have for  |unstructured text headers. For this

header is accessible via
IMAP

SILVER or higher

test case, the header values must be
Unicode strings rather than in an
ASCII encoding such as quoted-words.




Item Function Level of Supp Description
When a client requests a listing of
POP UTFS USER MUST have for |S€7ver capabiliti'es.with the CAPA
MDA-P.1 N . . command, the listing returned by the
capability is advertised |SILVER or higher .
server response must include UTF8
USER.
POP UTF8 command is |MUST have for | 1e software should accept the UTF8
MDA-P.2 . SILVER or higher command and switch the active
session to UTF-8 mode.
POP UTFS USER MUST have for The software should acrfept the UTFS
MDA-P.3 . . USER command and switch the active
command is accepted |SILVER or higher .
session to UTF-8 mode.
POP STLS command is |MUST have for Jhiceeiarethouldiciect a.ny SUCS
MDA-P.4 X . . command after UTF8 mode is enabled
rejected in UTF8 mode [SILVER or higher R
(with the UTF8 command).
When reporting the size of a message
containing Unicode values, the size
(as indicated by the LIST command)
must be given as a count of octets or
8-bit bytes, as opposed to a count of
POP LIST command characters in the message. For ASCII-
MDA-P5 reports size of Unicode [MUST have for  [only messages these values will be
: message as octet SILVER or higher |the same, but for Unicode messages
count containing multibyte characters these
will be different. For this test, a
message with a Unicode value in the
“Subject” header is used as an
example of a message containing
Unicode.
Clients must be able to use a
username containing Unicode text
when authenticating to the server.
MDAPG Unicode usernameis  [MUST have for  |(While it is possible for username to
accepted via POP Gold or higher  |be globally inclusive while the local
part of the corresponding email
address is limited Latin, we expect
this combination to be unusual.)
Clients must be able to access
messages with EAIl values in
Message with Unicode originator header. This applies to the
MDAP.7 value in originator MUST have for  [“From” and “Reply-To” headers. For
: header is accessible via [SILVER or higher |this test case, the header values
POP should be Unicode strings rather than
in an ASCII encoding such as quoted-
words.
Clients must be able to access
messages with EAIl values in
Message with Unicode destination address headers. This
MIBADE value in destination MUST have for  [applies to the “To”, “Cc”, and “Bcc”
address header is SILVER or higher [headers. For this test case, the
accessible via POP header values should be Unicode
strings rather than in an ASCII
encoding such as quoted-words.
Clients must be able to access
messages with Unicode values in
Message with Unicode unstructured text headers. For this
VEARD value in unstructured [MUST have for [test case, the “Subject” header is

header is accessible via
POP

SILVER or higher

used as an indicative example, and
header values should be Unicode
strings rather than in an ASCII
encoding such as quoted-words.

Evaluation (Pass Fail)
be entered by test

Item Assigned Score

Overall score

SILVER

PLATINUM TESTS LEVEL ACHIEVED
SILVER
GOLD TESTS LEVEL ACHIEVED

SILVER

SILVER TESTS

LEVEL ACHIEVED

SILVER




Function

Local part of address

Level of Support

MUST have for

The provider must allow the user who is
setting up their own new mailbox on the

MSP.1 [containing Unicode can . . 8 .
" g GOLD or higher |service to specify a Unicode value as the
be configured )
local part of the assigned address.
\esl e G bl ess MSP offers functionality, enabled by
o N N MUST have for |default and clearly promoted and
MSP.2  [containing Unicode is ) N
X PLATINUM documented, to specify a Unicode value
available by default 3
as the local part of the assigned address.
If the provider allows the user to specify
. a domain or subdomain part for their
Domain part of address N . o
MSP.3 eaEig Vs @ MUST have for  [account’s assigned address, it must allow
i ) GOLD or higher |a Unicode (U-label) value to be
be configured . . q
configured as the domain or subdomain
of the assigned address.
If the provider allows the user to specify
a domain or subdomain part for their
Domain part of address account’s assigned address, it must offer
X .p N . MUST have for  |functionality, enabled by default and
MSP.4 containing Unicode is
X PLATINUM clearly promoted and documented, for a
available by default N ;
Unicode (U-label) value to be provided as
the domain or subdomain of the assigned
address.
The provider’s software interface shall
" display both the local part and domain
Email add
matl addresses MUST have for  |name of EAl addresses as Unicode. This
MSP.5 containing Unicode are . . B R
" . GOLD or higher |applies to the user’s own email address
displayed as Unicode .
as well as the email addresses of
correspondents.
The provider must be able to, upon user
request, provision an ASClI-only
equivalent (i.e. an alias) of any address
containing Unicode text, for use with
legacy email systems. Exactly how the
- address is formed (for example by
Supports provision of an .
. . converting the non-ASClI local part to an
ASCll-equivalent alias, MUST have for . "
MSP.6 R ASCll-only version automatically, or
for use with an EAI PLATINUM .
mailbox, on user request converting a U-Label to an A-Label, or
! a allowing the user to specify the
alternative manually, and so on) and
whether or not it is done automatically is
not important for this test, just that a
second, non-EAl alias can be provided to
the user.
Mallb.o% namg i MUST have for If the prowder.allows Fhe user to create
MSP.7 containing Unicode is . or rename mailboxes, it must accept
GOLD or higher " A
accepted mailbox names as Unicode text.
. If the provider allows the user to create
Mailbox name ’ B
L 3 . MUST have for  |or rename mailboxes, its software
MSP.8 containing Unicode is . . . q
. GOLD or higher [interface must display mailbox names as
displayed as entered X
Unicode.
The provider must correctly receive EAI
messages at assigned addresses with
Addrelssl with I})cal part MUST have for Un.lcodg |‘n the local part ?f the address.
MSP.9 containing Unicode . This verifies that the provider can not
X GOLD or higher -
receives messages only generate an account with an EAI
address, but that it correctly handles mail
destined for that address as well.
If the provider allows a user to specify a
domain or subdomain part for the
Address with domain aSS|g'ned address, then it must correctly
MSP.10 | part containing Unicode MUST have for |receive EAl messages at that address.
i , GOLD or higher |This verifies that the provider can not
receives messages )
only generate an account with an EAI
address, but that it correctly handles mail
destined for that address as well.
The provider must correctly receive EAI
messages at assigned addresses with
Unicode in the local part of the address.
This verifies that the provider can not
only generate an account with an EAl
Address with local part address, but that it correctly handles mail
MUST have for ’
MSP.11 |containing Unicode sent by the user from that address as

sends messages

GOLD or higher

well. The test process should not only
check that the provider’s mail server
accepts the message and reports that it
has been transmitted, but also ensure
that it has been received at its
destination address.

Evaluation (Pass Fail)

Item Assigned Score
be entered by tester) e

P 2
P 8
p 2
P B
P 2
P 2
P 2
P 2
P 2
P 2
P 2

Overall score

GOLD

PLATINUM TESTS

LEVEL ACHIEVED

GOLD

GOLD TESTS

LEVEL ACHIEVED

GOLD

SILVER TESTS

LEVEL ACHIEVED

SILVER




Address with domain

MSP.12 |part containing Unicode

sends messages

MUST have for
GOLD or higher

If the provider allows a user to specify a
domain or subdomain part for the
assigned address, then it must correctly
transmit EAl messages sent on behalf of
the user from that address. This verifies
that the provider can not only generate
an account with an EAl address, but that
it correctly handles mail sent by the user
from that address as well. The test
process should not only check that the
provider’s mail server accepts the
message and reports that it has been
transmitted, but also ensure that it has

been received at its destination address.




Level of Support

Evaluation (Pass Fail)

Item Assigned Score

Tool operates correctly
on any writing system

MUST have for

Tool or utility operates correctly on
Unicode-encoded text in any language or
writing system, including domain names
and email addresses containing characters
from that language or writing system.

The tool may validate the IDNA syntax of
domain names in email addresses. The tool
shall generally not attempt to validate or
reject syntax of the mailbox part of email
addresses, because mailbox names can have

TOOL.1 |used for email . unusual site-specific syntax, and the tool is
. |SILVER or higher X e
addresses and domain unlikely to handle all the variations.
names. Generally, the tool shall operate correctly
on any RFC-compliant email address.
However, it is permissible for a tool to reject
email addresses based on policy configured
by a user or administrator.
Further guidance regarding local mailbox
names is provided in the best practices
document [UASG 028].
Pireslu: s ey The product must be capable of dlsplaylr]g
R domain name parts as U-Labels. For clarity,
email local parts and | MUST have for X X
TOOL.2 . R domain names should be displayed as U-
domain names as SILVER or higher N
R Labels, unless the user requests display as
Unicode.
A-Labels.
Product fully supports
(stores, accepts, For clarity, “fully supporting structures in
displays, etc.) all Unicode form” still allows the tool to
appropriate email impose any character restriction defined by
TOOL.3 |structures such as ZOULS;,?:;T fhoerr applicable RFCs, UASG Best practices
headers, addresses, 8 documents, etc (e.g. the SSAC Advisory on
and subject lines, in the Use of Emoji in Domain Names). See
Unicode form, in References for a list of such documents.
Unicode form.
Product may send Some systems may use email addresses
messages from both as a unique identifier and also for
international email communication to/from the email address
addresses, and may MUST have for |4se" For example, status messages and
TOOL.4 |receive messages at . error alerts might be sent to the user by
X N . SILVER or higher
international email some products, but others (e.g. address
addresses, as books) will not. Likewise, anti-spam services
appropriate for the must be able to send messages to such
product's functionality addresses.
If product functionality
depends on
i Any domain name must be usable (includin,
a55|gnAment aife MUST have for v . ( g
TOOL.5 |domain name, that R new gTLDs, brand domain names and long
. SILVER or higher "
domain name can be domain names).
an international
domain name
If the product can be
il, i F I il to f: il M
contacted by email, it MUST have for or examp e,A email to a)f, email to SMS, Qr
TOOL.6 |can be contacted from . products which can receive commands via
X . N . | SILVER or higher R
internationalized email email.
addresses.
I th? proguct hos.ts MUST have for .
email mailboxes, it can For example, some issue trackers host an
TOOL.7 N . X PLATINUM or R X
host internationalized |, . email address for each tracked issue.
. higher
email addresses.
Any product, which has been adapted to
cater to languages that are written from
right to left (RTL), correctly presents email
product localized to addresses written in RTL scripts.
support languages . .
it AL Seriets MUST have for Itis gcceptable for products which érg not
TOOL.8 . . localized to support languages requiring RTL
correctly displays SILVER or higher N X
K . scripts to be unable to correctly display
email addresses in RTL : X .
. email addresses in RTL scripts.
scripts
Note: email addresses containing a mixture
of LTR and RTL text are not in the scope of
this requirement.
Product can receive
messages from any
valid international For example, listservers must distribute
TOOL.9 |email addresses, and MUY i i messages from any international email

receive, store, and
process that address
without corruption

SILVER or higher

address.

(To be entered by teste

P 1
P 1
P 2
P 1
P 1
P 1
P 3
P 1
P 1

Overall score

SILVER

PLATINUM TESTS

LEVEL ACHIEVED

PLATINUM

GOLD TESTS

LEVEL ACHIEVED

SILVER

SILVER TESTS

LEVEL ACHIEVED

SILVER




Level of Support

Evaluation (Pass Fail) Item Assigned Score

Administrator and

Applicable for

If marketed to system administrators or
procurement officers, marketing materials

DOC.1 i i i
o] AT e (@D e promote globally inclusive eln‘all systems
and features to system administrators and
procurement officers
. If marketed to end users, marketing
. Applicable for . . X "
DOC.2  |End user marketing . materials promote globally inclusive email
GOLD or higher
systems and features to end users
Administrator documentation explains how
. to set up and administer globally inclusive
) Applicable for
DOC.3 |Admin setup and use PP . email features, mailboxes and tools where
GOLD or higher . .
applicable; may include YouTube or other
videos.
End user experience (documentation and
feature discoverability and demo materials)
DOCA End user configuration  |Applicable for explains how to set up and use globally
. and use GOLD or higher |inclusive email features, mailboxes and
tools where applicable; may include
YouTube or other videos.
Public messaging promotes globally
Promotion of Universal [Applicable for inclusive email systems and features to
DOC.5 . . P
Acceptance SILVER or Higher [prospective end users, administrators
and/or procurement officers
. Presence on web and/or social media
Promotion of - . P q
DOC6 | Certification Scores Applicable for promoting certification levels as determined
. online SILVER or Higher |by this guide and pointing to other
resources
. Marketi ial li i
Marketing of Applicable for | ar eting materials and public messaging
DOC.7 e . indicate the level of support as determined
Certification Scores SILVER or Higher . .
by this guide
Marketing materials and public messaging
Promotion of this self- Applicable for reference this self certification guide to
DOC.8 o~ . A X -
certification guide SILVER or Higher |prospective administrators and
procurement officers
Promotion of this self- . Marketing materials and public messaging
L X Applicable for . e .
DOC.9 |[certification guide to end N reference this self certification guide to
SILVER or Higher X
users prospective end users
DOC.10 |Logo and UASG tie-in Applicable for Whe‘n ce,rtlfled,lseek and get a logo + link to
SILVER or Higher [provider’s website on UASG.tech
DOC.11 |support for UASG Applicable for Provider 's'maFerlaIs point back to UASG.
SILVER or Higher |tech certification pages
. ) Applicable for . .
DOC.12 |Online Help videos Help materials such as videos on YouTube
e PLATINUM P
DOC.A3 Use of language inclusive [ Applicable for Issue mailboxes to your own staff for use in

email addresses

PLATINUM

sales, outreach and customer support

(To be entered by teste

P 2
P 2
p 2
P 2
P 1
P 1
P 1
P 1
P 1
P 1
P 1
P =
P =

Overall score

SILVER

PLATINUM TESTS

LEVEL ACHIEVED

SILVER

GOLD TESTS

LEVEL ACHIEVED

SILVER

SILVER TESTS

LEVEL ACHIEVED

SILVER




