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Today’s Presentation...

• Please mute yourself unless you’re speaking

• Three ways to ask questions: raise hand, put 
it in chat,  wait for periodic pauses

• A soft copy of the presentation will be 
provided after the session
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Gluten Free Chocolate Chip Cookies
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https://comicbookmama.com/category/fabulously-festive/gluten-free-cooking-baking/
https://comicbookmama.com/category/fabulously-festive/gluten-free-cooking-baking/


Background/Disclaimer
• Disclaimer 1: I am NOT…

-  an attorney

• Consult Legal Division for specific legal questions

- a technology expert

• Consult the Technology Services Division (TSD) for specific 
technical questions

• Disclaimer 2: We will not cover everything

• Data Privacy Experience

- State of California

- University of California Davis
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http://intranet.cde.ca.gov/ac/bd/le/
http://intranet.cde.ca.gov/ac/bd/ts/ofisec.aspx


Setting the Stage

#CuturalContext
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For Hackers, Big Emotions = Big Opportunities
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https://www.forbes.com/sites/thomasbrewster/2020/06/03/huge-cyber-attacks-attempt-to-silence-black-rights-movement-with-ddos-attacks/?utm_source=newsletter&utm_medium=email&utm_campaign=dailydozen&cdlcid=5d16705f1802c8c524c4ea5a#4936c276742b
https://www.forbes.com/sites/thomasbrewster/2020/06/03/huge-cyber-attacks-attempt-to-silence-black-rights-movement-with-ddos-attacks/?utm_source=newsletter&utm_medium=email&utm_campaign=dailydozen&cdlcid=5d16705f1802c8c524c4ea5a#4936c276742b
https://www.wsbtv.com/video/local-video/report-points-privacy-accuracy-concerns-with-facial-recognition-technology/d9075356-62d4-4e94-a29c-2d964b3ed0b0/?fbclid=IwAR2KwOPB1ZjGhgenmMlg3XCo1XOy9YXpPqzVJ4LwTnWz2qZzjWzo2tVriV0
https://www.wsbtv.com/video/local-video/report-points-privacy-accuracy-concerns-with-facial-recognition-technology/d9075356-62d4-4e94-a29c-2d964b3ed0b0/?fbclid=IwAR2KwOPB1ZjGhgenmMlg3XCo1XOy9YXpPqzVJ4LwTnWz2qZzjWzo2tVriV0
http://www.youtube.com/watch?v=kCRbkYf5kL8
https://www.washingtonpost.com/technology/2021/09/24/remote-work-from-home-surveillance/
https://www.washingtonpost.com/technology/2021/09/24/remote-work-from-home-surveillance/
https://www.zdnet.com/article/fbi-warns-of-online-scammers-impersonating-government-officials-law-enforcement/
https://www.zdnet.com/article/fbi-warns-of-online-scammers-impersonating-government-officials-law-enforcement/
https://www.zdnet.com/article/smartphone-malware-is-on-the-rise-heres-what-to-watch-out-for/
https://www.zdnet.com/article/smartphone-malware-is-on-the-rise-heres-what-to-watch-out-for/
https://www.zdnet.com/article/get-patching-now-cisa-adds-another-95-flaws-to-its-known-exploited-vulnerabilities-list/
https://www.zdnet.com/article/get-patching-now-cisa-adds-another-95-flaws-to-its-known-exploited-vulnerabilities-list/
https://www.npr.org/sections/health-shots/2022/04/12/1091678178/pandemic-inc-j-david-mcswane-covid-fraud?utm_campaign=storyshare&utm_source=twitter.com&utm_medium=social
https://www.npr.org/sections/health-shots/2022/04/12/1091678178/pandemic-inc-j-david-mcswane-covid-fraud?utm_campaign=storyshare&utm_source=twitter.com&utm_medium=social
https://www.zdnet.com/article/how-to-delete-your-twitter-account/?ftag=TRE49e8aa0&bhid=%7B%24external_id%7D&mid=%7B%24MESSAGE_ID%7D&cid=%7B%24contact_id%7D
https://www.zdnet.com/article/how-to-delete-your-twitter-account/?ftag=TRE49e8aa0&bhid=%7B%24external_id%7D&mid=%7B%24MESSAGE_ID%7D&cid=%7B%24contact_id%7D
http://www.youtube.com/watch?v=oD0LgrOVoW0
http://www.youtube.com/watch?v=oD0LgrOVoW0
https://www.npr.org/2022/06/19/1106125421/how-to-detect-hidden-cameras-in-vacation-rentals-and-hotel-rooms
https://www.npr.org/2022/06/19/1106125421/how-to-detect-hidden-cameras-in-vacation-rentals-and-hotel-rooms
http://www.youtube.com/watch?v=RFAFsDEM0j4
http://www.youtube.com/watch?v=RFAFsDEM0j4
http://www.youtube.com/watch?v=vozb6N4YHuQ
http://www.youtube.com/watch?v=vozb6N4YHuQ
https://teamrubiconusa.org/news-and-stories/tips-to-avoid-disaster-relief-scams/
https://teamrubiconusa.org/news-and-stories/tips-to-avoid-disaster-relief-scams/
http://www.youtube.com/watch?v=Ghv82VtpaJk
http://www.youtube.com/watch?v=Ghv82VtpaJk
http://www.youtube.com/watch?v=vtO0ASfaXmQ
http://www.youtube.com/watch?v=vtO0ASfaXmQ
http://www.youtube.com/watch?v=NUfBNJEB5-s
http://www.youtube.com/watch?v=NUfBNJEB5-s
http://www.youtube.com/watch?v=l1X3tYsnnH0
http://www.youtube.com/watch?v=l1X3tYsnnH0


AI … Oh My!
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http://www.youtube.com/watch?v=DsBGaHywRhs
http://www.youtube.com/watch?v=DsBGaHywRhs
https://arstechnica.com/information-technology/2023/06/fbi-warns-of-increasing-use-of-ai-generated-deepfakes-in-sextortion-schemes/
https://arstechnica.com/information-technology/2023/06/fbi-warns-of-increasing-use-of-ai-generated-deepfakes-in-sextortion-schemes/
https://www.wired.com/story/dont-want-students-to-rely-on-chatgpt-have-them-use-it/?utm_source=twitter&utm_medium=social&utm_campaign=onsite-share&utm_brand=wired&utm_social-type=earned
https://www.wired.com/story/dont-want-students-to-rely-on-chatgpt-have-them-use-it/?utm_source=twitter&utm_medium=social&utm_campaign=onsite-share&utm_brand=wired&utm_social-type=earned
https://www.govinfosecurity.com/blogs/cybersecurity-challenges-opportunities-ai-chatbots-p-3458?rf=2023-06-08_ENEWS_SUB_GIS__Slot1_BLOG3458&mkt_tok=MDUxLVpYSS0yMzcAAAGMOpDHER4DhrFWq6hSgxOtVdFMJ71LE889V64p9acidj6NJDQK5D--HegQnFA6RHS6FYoRPugmj8VXx5umRQRNUqAGMqi8Dpj7nFWdRaTU171y9Kg
https://www.govinfosecurity.com/blogs/cybersecurity-challenges-opportunities-ai-chatbots-p-3458?rf=2023-06-08_ENEWS_SUB_GIS__Slot1_BLOG3458&mkt_tok=MDUxLVpYSS0yMzcAAAGMOpDHER4DhrFWq6hSgxOtVdFMJ71LE889V64p9acidj6NJDQK5D--HegQnFA6RHS6FYoRPugmj8VXx5umRQRNUqAGMqi8Dpj7nFWdRaTU171y9Kg
http://www.youtube.com/watch?v=mX3ggk6phno
http://www.youtube.com/watch?v=mX3ggk6phno
https://www.forbes.com/sites/mollybohannon/2023/06/08/lawyer-used-chatgpt-in-court-and-cited-fake-cases-a-judge-is-considering-sanctions/?sh=1ec0e4687c7f
https://www.forbes.com/sites/mollybohannon/2023/06/08/lawyer-used-chatgpt-in-court-and-cited-fake-cases-a-judge-is-considering-sanctions/?sh=1ec0e4687c7f
https://www.npr.org/2023/06/13/1181868277/how-ai-is-revolutionizing-how-governments-conduct-surveillance
https://www.npr.org/2023/06/13/1181868277/how-ai-is-revolutionizing-how-governments-conduct-surveillance
https://www.npr.org/2023/05/25/1177700852/ai-future-dangers-benefits
https://www.npr.org/2023/05/25/1177700852/ai-future-dangers-benefits
https://www.npr.org/programs/fresh-air/2023/09/28/1202313780/fresh-air-for-sept-28-2023-exposing-the-company-at-the-forefront-of-facial-recog?showDate=2023-09-28
https://www.npr.org/programs/fresh-air/2023/09/28/1202313780/fresh-air-for-sept-28-2023-exposing-the-company-at-the-forefront-of-facial-recog?showDate=2023-09-28
https://www.npr.org/2023/10/11/1204822946/facial-recognition-search-engine-ai-pim-eyes-google
https://www.npr.org/2023/10/11/1204822946/facial-recognition-search-engine-ai-pim-eyes-google
https://www.npr.org/2024/04/04/1242933678/even-openai-says-its-new-voice-cloning-tool-has-major-potential-for-misuse
https://www.npr.org/2024/04/04/1242933678/even-openai-says-its-new-voice-cloning-tool-has-major-potential-for-misuse
https://www.wired.com/story/thrive-ai-openai-artificial-intelligence-persuasion/?source=Email_0_EDT_WIR_NEWSLETTER_0_DAILY_ZZ&utm_source=nl&utm_brand=wired&utm_mailing=WIR_Daily_071224&utm_campaign=aud-dev&utm_medium=email&utm_content=WIR_Daily_071224&bxid=5be9dbea24c17c6adf419e55&cndid=53818980&hasha=7ceda6a82b8258ef57a058207c572e0a&hashb=17306df769b8721e977ce4d5dcf13e146edc94ab&hashc=424d6a0cd0048b5c00d1f2af995cd3d787d68e976aff50a901bf4861dab18d19&esrc=SweepstakesTCL&utm_term=WIR_Daily_Active
https://www.wired.com/story/thrive-ai-openai-artificial-intelligence-persuasion/?source=Email_0_EDT_WIR_NEWSLETTER_0_DAILY_ZZ&utm_source=nl&utm_brand=wired&utm_mailing=WIR_Daily_071224&utm_campaign=aud-dev&utm_medium=email&utm_content=WIR_Daily_071224&bxid=5be9dbea24c17c6adf419e55&cndid=53818980&hasha=7ceda6a82b8258ef57a058207c572e0a&hashb=17306df769b8721e977ce4d5dcf13e146edc94ab&hashc=424d6a0cd0048b5c00d1f2af995cd3d787d68e976aff50a901bf4861dab18d19&esrc=SweepstakesTCL&utm_term=WIR_Daily_Active
https://www.wired.com/story/real-time-video-deepfake-scams-reality-defender/
https://www.wired.com/story/real-time-video-deepfake-scams-reality-defender/
https://www.wired.com/story/how-to-stop-your-data-from-being-used-to-train-ai/
https://www.wired.com/story/how-to-stop-your-data-from-being-used-to-train-ai/
http://www.youtube.com/watch?v=5zuF4Ys1eAw
http://www.youtube.com/watch?v=5zuF4Ys1eAw


Spotting & Avoiding Scams
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http://www.youtube.com/watch?v=H5EE2jvaDZA
http://www.youtube.com/watch?v=H5EE2jvaDZA
https://www.npr.org/2023/06/13/1182001331/a-sophisticated-scam-uses-technology-to-impersonate-real-law-enforcement-agents
http://www.youtube.com/watch?v=d526OqZX_LI
http://www.youtube.com/watch?v=d526OqZX_LI
https://www.npr.org/2023/11/07/1196978201/protect-yourself-from-scams
https://www.npr.org/2023/11/07/1196978201/protect-yourself-from-scams
http://www.youtube.com/watch?v=8tcW8dKCCT8
http://www.youtube.com/watch?v=8tcW8dKCCT8
http://www.youtube.com/watch?v=rcZDkdUNJWA
http://www.youtube.com/watch?v=rcZDkdUNJWA
https://www.pcmag.com/explainers/the-biggest-online-scams-to-watch-for-in-2025-and-how-to-avoid-them
https://www.pcmag.com/explainers/the-biggest-online-scams-to-watch-for-in-2025-and-how-to-avoid-them
https://staysafeonline.org/resources/vacation-and-travel-security-tips/
https://staysafeonline.org/resources/vacation-and-travel-security-tips/
http://www.youtube.com/watch?v=j2XdOsjSOBs
http://www.youtube.com/watch?v=j2XdOsjSOBs


Don’t Help the Bad Guys!
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https://www.zdnet.com/article/fbi-and-nsa-say-stop-doing-these-10-things-that-let-the-hackers-in/?ftag=TRE49e8aa0&bhid=%7B%24external_id%7D&mid=%7B%24MESSAGE_ID%7D&cid=%7B%24contact_id%7D&eh=%7B%24CF_emailHash%7D
https://www.zdnet.com/article/fbi-and-nsa-say-stop-doing-these-10-things-that-let-the-hackers-in/?ftag=TRE49e8aa0&bhid=%7B%24external_id%7D&mid=%7B%24MESSAGE_ID%7D&cid=%7B%24contact_id%7D&eh=%7B%24CF_emailHash%7D
https://www.zdnet.com/article/7-password-rules-to-live-by-in-2024-according-to-security-experts/?ftag=TRE-03-10aaa6b
https://www.zdnet.com/article/7-password-rules-to-live-by-in-2024-according-to-security-experts/?ftag=TRE-03-10aaa6b


Real Life Truman Show
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http://www.youtube.com/watch?v=uaaC57tcci0
http://www.youtube.com/watch?v=KWt_IL3JViY
http://www.youtube.com/watch?v=KWt_IL3JViY
http://www.youtube.com/watch?v=rooEBjZWpDc
http://www.youtube.com/watch?v=rooEBjZWpDc
http://www.youtube.com/watch?v=gnEpRDh4Y2A
http://www.youtube.com/watch?v=gnEpRDh4Y2A
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Growing Up Connected

https://www.npr.org/sections/health-shots/2020/05/19/858551813/anxious-meditation-can-help-you-relax-into-the-uncertainty-of-the-pandemic
https://www.npr.org/sections/health-shots/2020/05/19/858551813/anxious-meditation-can-help-you-relax-into-the-uncertainty-of-the-pandemic
https://www.commonsensemedia.org/blog/talking-to-kids-about-the-violence-at-the-us-capitol
https://www.commonsensemedia.org/blog/talking-to-kids-about-the-violence-at-the-us-capitol
https://whyy.org/articles/a-digital-divide-haunts-schools-adapting-to-virus-hurdles/
https://whyy.org/articles/a-digital-divide-haunts-schools-adapting-to-virus-hurdles/
https://arstechnica.com/tech-policy/2022/08/privacy-win-for-students-home-scans-during-remote-exams-deemed-unconstitutional/
https://arstechnica.com/tech-policy/2022/08/privacy-win-for-students-home-scans-during-remote-exams-deemed-unconstitutional/
https://www.edweek.org/teaching-learning/biden-team-spotlights-how-cybersecurity-education-can-help-protect-democracy/2023/04
https://www.edweek.org/teaching-learning/biden-team-spotlights-how-cybersecurity-education-can-help-protect-democracy/2023/04
https://www.washingtonpost.com/technology/2023/10/30/teens-scams-parents/?pwapi_token=eyJ0eXAiOiJKV1QiLCJhbGciOiJIUzI1NiJ9.eyJyZWFzb24iOiJnaWZ0IiwibmJmIjoxNjk4NjM4NDAwLCJpc3MiOiJzdWJzY3JpcHRpb25zIiwiZXhwIjoxNzAwMDI0Mzk5LCJpYXQiOjE2OTg2Mzg0MDAsImp0aSI6IjU3OGY5NGNkLTcxNjYtNDQ4MC1hYzY4LTQ5YWZhMDVkZGQ2MSIsInVybCI6Imh0dHBzOi8vd3d3Lndhc2hpbmd0b25wb3N0LmNvbS90ZWNobm9sb2d5LzIwMjMvMTAvMzAvdGVlbnMtc2NhbXMtcGFyZW50cy8ifQ.gIUst_3xuerwDGKe5l0RLOnZc3TlahD6v1C8sYGaILY
https://www.washingtonpost.com/technology/2023/10/30/teens-scams-parents/?pwapi_token=eyJ0eXAiOiJKV1QiLCJhbGciOiJIUzI1NiJ9.eyJyZWFzb24iOiJnaWZ0IiwibmJmIjoxNjk4NjM4NDAwLCJpc3MiOiJzdWJzY3JpcHRpb25zIiwiZXhwIjoxNzAwMDI0Mzk5LCJpYXQiOjE2OTg2Mzg0MDAsImp0aSI6IjU3OGY5NGNkLTcxNjYtNDQ4MC1hYzY4LTQ5YWZhMDVkZGQ2MSIsInVybCI6Imh0dHBzOi8vd3d3Lndhc2hpbmd0b25wb3N0LmNvbS90ZWNobm9sb2d5LzIwMjMvMTAvMzAvdGVlbnMtc2NhbXMtcGFyZW50cy8ifQ.gIUst_3xuerwDGKe5l0RLOnZc3TlahD6v1C8sYGaILY
http://www.youtube.com/watch?v=sJwNR3usjz4
http://www.youtube.com/watch?v=K9pblGnQE4A
http://www.youtube.com/watch?v=K9pblGnQE4A
http://www.youtube.com/watch?v=7KXXAnxVebQ
https://www.npr.org/2024/03/12/1237497833/students-schools-cybersecurity-hackers-credit
https://www.npr.org/2024/03/12/1237497833/students-schools-cybersecurity-hackers-credit
http://www.youtube.com/watch?v=ZbvClWr93bU
http://www.youtube.com/watch?v=ZbvClWr93bU
https://www.wired.com/story/florida-teens-arrested-deepfake-nudes-classmates/
https://www.wired.com/story/florida-teens-arrested-deepfake-nudes-classmates/
https://www.govinfosecurity.com/webinars/student-powered-cybersecurity-whole-of-state-strategy-to-close-skills-w-5867?user_email=ewisnia@cde.ca.gov&rf=2024-10-09_ENEWS_SUB_GIS__Slot7_WEB5867&mkt_tok=MDUxLVpYSS0yMzcAAAGWEOa2dQCzGs69d1nUP50umaBja1vw3fm7YT9M-UjXg7c5R9bp0Ishn1bUHutasDGkIOPShqPChqHSpjvZGWu-lCN4DDGYNb63Eq8j_6fUhIuiWCM
https://www.govinfosecurity.com/webinars/student-powered-cybersecurity-whole-of-state-strategy-to-close-skills-w-5867?user_email=ewisnia@cde.ca.gov&rf=2024-10-09_ENEWS_SUB_GIS__Slot7_WEB5867&mkt_tok=MDUxLVpYSS0yMzcAAAGWEOa2dQCzGs69d1nUP50umaBja1vw3fm7YT9M-UjXg7c5R9bp0Ishn1bUHutasDGkIOPShqPChqHSpjvZGWu-lCN4DDGYNb63Eq8j_6fUhIuiWCM
http://www.youtube.com/watch?v=lfOFbyuMYj4
http://www.youtube.com/watch?v=lfOFbyuMYj4
https://www.newyorker.com/podcast/critics-at-large/will-kids-online-in-fact-be-all-right
https://www.newyorker.com/podcast/critics-at-large/will-kids-online-in-fact-be-all-right
http://www.youtube.com/watch?v=ci0aUAG13WA
http://www.youtube.com/watch?v=ci0aUAG13WA
http://www.youtube.com/watch?v=r_-WuNpkRHY
http://www.youtube.com/watch?v=r_-WuNpkRHY
https://edtechmagazine.com/k12/article/2025/01/ai-trends-ed-tech-watch-2025
https://edtechmagazine.com/k12/article/2025/01/ai-trends-ed-tech-watch-2025


Media Literacy
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http://www.youtube.com/watch?v=SoWCDJAMk2Y
http://www.youtube.com/watch?v=SoWCDJAMk2Y
https://www.washingtonpost.com/technology/2020/06/05/stop-spreading-misinformation/
https://www.huffpost.com/entry/parents-teach-kids-media-literacy_l_5fab43e3c5b6ed84597c3fc4?guccounter=1&guce_referrer=aHR0cHM6Ly90LmNvLw&guce_referrer_sig=AQAAAJP4hLRCkspkxtXsGLfo4p1xlAh5aRsrz95Ti-S8BHqFh3Y5Eq3UVEyUA33V1oam_M7GGm0HBAe5wNlV9KHtu8gQQavRLNgnNBCw3oqztGc8XX4l9kuseA5zHfvmG0-BlOiD8UvyoG4c8CwfhtGR-ISoThyNCZ1GWe-JJ9cBjBxz
https://www.huffpost.com/entry/parents-teach-kids-media-literacy_l_5fab43e3c5b6ed84597c3fc4?guccounter=1&guce_referrer=aHR0cHM6Ly90LmNvLw&guce_referrer_sig=AQAAAJP4hLRCkspkxtXsGLfo4p1xlAh5aRsrz95Ti-S8BHqFh3Y5Eq3UVEyUA33V1oam_M7GGm0HBAe5wNlV9KHtu8gQQavRLNgnNBCw3oqztGc8XX4l9kuseA5zHfvmG0-BlOiD8UvyoG4c8CwfhtGR-ISoThyNCZ1GWe-JJ9cBjBxz
https://www.npr.org/series/973275370/untangling-disinformation
https://www.npr.org/series/973275370/untangling-disinformation
http://www.youtube.com/watch?v=nwOywe7xLhs
http://www.youtube.com/watch?v=EIKT-cKKiZ4
https://www.wbur.org/hereandnow/2022/10/19/misinformation-trump-truth
https://www.wbur.org/hereandnow/2022/10/19/misinformation-trump-truth
https://www.npr.org/2023/06/07/1180768459/how-to-identify-ai-generated-deepfake-images
https://www.npr.org/2023/06/07/1180768459/how-to-identify-ai-generated-deepfake-images
https://www.scientificamerican.com/article/schoolkids-are-falling-victim-to-disinformation-and-conspiracy-fantasies/
http://www.youtube.com/watch?v=xF0nQKTfBiI
http://www.youtube.com/watch?v=xF0nQKTfBiI
http://www.youtube.com/watch?v=LX9LHKJpUTs
http://www.youtube.com/watch?v=LX9LHKJpUTs
http://www.youtube.com/watch?v=9MJFRr7mY-Y
http://www.youtube.com/watch?v=9MJFRr7mY-Y
http://www.youtube.com/watch?v=BEsIAK-kMiI
http://www.youtube.com/watch?v=BEsIAK-kMiI
https://www.npr.org/2024/07/14/nx-s1-5039234/examining-how-narratives-about-the-trump-assassination-attempt-are-resonating
https://www.npr.org/2024/07/14/nx-s1-5039234/examining-how-narratives-about-the-trump-assassination-attempt-are-resonating
http://www.youtube.com/watch?v=DUZXm3j_VaE
http://www.youtube.com/watch?v=DUZXm3j_VaE
https://www.npr.org/2024/10/09/nx-s1-5146475/milton-helene-fema-rumors-conspiracy-theories
https://www.npr.org/2024/10/09/nx-s1-5146475/milton-helene-fema-rumors-conspiracy-theories
https://staysafeonline.org/programs/cybersecurity-awareness-month/teach-others-how-to-stay-safe-online/
https://staysafeonline.org/programs/cybersecurity-awareness-month/teach-others-how-to-stay-safe-online/
https://www.npr.org/2024/09/30/g-s1-24711/to-combat-misinformation-start-with-connection-not-correction
https://www.npr.org/2024/09/30/g-s1-24711/to-combat-misinformation-start-with-connection-not-correction
http://www.youtube.com/watch?v=lI70AwWLx7M
http://www.youtube.com/watch?v=lI70AwWLx7M
https://www.npr.org/2024/10/16/nx-s1-5151811/election-arizona-latino-misinformation-trump-harris
https://www.npr.org/2024/10/16/nx-s1-5151811/election-arizona-latino-misinformation-trump-harris
https://www.npr.org/2024/10/13/nx-s1-5150594/tiktok-has-known-about-how-the-app-can-harm-teens-and-preteens-new-documents-show
https://www.npr.org/2024/10/13/nx-s1-5150594/tiktok-has-known-about-how-the-app-can-harm-teens-and-preteens-new-documents-show


Sharenting
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http://www.youtube.com/watch?v=YRPUZ3pufAg
http://www.youtube.com/watch?v=YRPUZ3pufAg
http://www.youtube.com/watch?v=dpirtXdzkII
http://www.youtube.com/watch?v=dpirtXdzkII


The 
Good 
Ole 
Days…

14



I0T: Convenience & Comfort v. Privacy

15

http://www.youtube.com/watch?v=cFJUuO7pQWE
http://www.youtube.com/watch?v=cFJUuO7pQWE
http://www.youtube.com/watch?v=oZZSIA_2DtI
http://www.youtube.com/watch?v=oZZSIA_2DtI
http://www.youtube.com/watch?v=EW14SgVTtoA
http://www.youtube.com/watch?v=-kRF5GDYitU
http://www.youtube.com/watch?v=-kRF5GDYitU


Your Data Has Been Encrypted

16

https://www.wired.com/story/how-to-protect-files-ransomware-tips/?bxid=5be9dbea24c17c6adf419e55&cndid=53818980&esrc=bounceX&source=EDT_WIR_NEWSLETTER_0_DAILY_ZZ&utm_brand=wired&utm_campaign=aud-dev&utm_mailing=WIR_Daily_060621&utm_medium=email&utm_source=nl&utm_term=list1_p1
https://www.wired.com/story/how-to-protect-files-ransomware-tips/?bxid=5be9dbea24c17c6adf419e55&cndid=53818980&esrc=bounceX&source=EDT_WIR_NEWSLETTER_0_DAILY_ZZ&utm_brand=wired&utm_campaign=aud-dev&utm_mailing=WIR_Daily_060621&utm_medium=email&utm_source=nl&utm_term=list1_p1
https://www.zdnet.com/article/fbi-warns-of-rise-in-pysa-ransomware-operators-targeting-schools-in-us-uk/?ftag=TRE49e8aa0&bhid=29711077491429876172527988130690&mid=13302305&cid=2362198529
https://www.zdnet.com/article/fbi-warns-of-rise-in-pysa-ransomware-operators-targeting-schools-in-us-uk/?ftag=TRE49e8aa0&bhid=29711077491429876172527988130690&mid=13302305&cid=2362198529
https://www.cisa.gov/stopransomware?fbclid=IwAR0s1BdI2JigLW-J2fBhVPq1vCSg78Brb-AU-77uT0G7YAcqZMvI-nJbgY8
https://www.cisa.gov/stopransomware?fbclid=IwAR0s1BdI2JigLW-J2fBhVPq1vCSg78Brb-AU-77uT0G7YAcqZMvI-nJbgY8
https://edscoop.com/texas-school-paid-547k-ransomware-jam/
https://edscoop.com/texas-school-paid-547k-ransomware-jam/
https://www.cisa.gov/stopransomware/ransomware-reference-materials-k-12-school-and-school-district-it-staff
https://www.cisa.gov/stopransomware/ransomware-reference-materials-k-12-school-and-school-district-it-staff
http://www.youtube.com/watch?v=4qSLO4qSVgA
https://www.wired.com/story/ransomware-hacks-holidays-weekends/?utm_source=twitter&utm_medium=social&utm_campaign=onsite-share&utm_brand=wired&utm_social-type=earned
https://www.wired.com/story/ransomware-hacks-holidays-weekends/?utm_source=twitter&utm_medium=social&utm_campaign=onsite-share&utm_brand=wired&utm_social-type=earned
https://www.zdnet.com/article/texas-california-new-york-and-louisiana-missouri-lead-list-of-states-with-most-ransomware-attacks-on-schools-report/
https://www.zdnet.com/article/texas-california-new-york-and-louisiana-missouri-lead-list-of-states-with-most-ransomware-attacks-on-schools-report/
https://www.zdnet.com/article/the-real-cost-of-ransomware-is-even-bigger-than-we-realised/?ftag=TRE-03-10aaa6b&bhid=%7B%24external_id%7D&mid=%7B%24MESSAGE_ID%7D&cid=%7B%24contact_id%7D
https://www.zdnet.com/article/the-real-cost-of-ransomware-is-even-bigger-than-we-realised/?ftag=TRE-03-10aaa6b&bhid=%7B%24external_id%7D&mid=%7B%24MESSAGE_ID%7D&cid=%7B%24contact_id%7D
http://www.youtube.com/watch?v=x-bH2XfYEgY
http://www.youtube.com/watch?v=x-bH2XfYEgY
http://www.youtube.com/watch?v=860nZSodHAc
http://www.youtube.com/watch?v=860nZSodHAc
https://www.zdnet.com/article/hackers-hijacking-instagram-accounts-of-companies-and-influencers-demanding-ransom/?ftag=TRE-03-10aaa6b&bhid=%7B%24external_id%7D&mid=%7B%24MESSAGE_ID%7D&cid=%7B%24contact_id%7D&eh=%7B%24CF_emailHash%7D
https://www.zdnet.com/article/hackers-hijacking-instagram-accounts-of-companies-and-influencers-demanding-ransom/?ftag=TRE-03-10aaa6b&bhid=%7B%24external_id%7D&mid=%7B%24MESSAGE_ID%7D&cid=%7B%24contact_id%7D&eh=%7B%24CF_emailHash%7D
https://www.govtech.com/products/california-ranks-as-state-with-most-ransomware-attacks-in-2023?utm_campaign=Newsletter%20-%20GT%20-%20GovTech%20Today&utm_medium=email&_hsmi=298167898&_hsenc=p2ANqtz-8XjZKQRhE19KgR3r7cH5iKRyf5GV5P01hdyVqeyjx2-fuVN1agiQrRa8OHCAdBDJ07VGxQQzFvxezp23uypNJLhTsopw&utm_content=298167666&utm_source=hs_email
https://www.govtech.com/products/california-ranks-as-state-with-most-ransomware-attacks-in-2023?utm_campaign=Newsletter%20-%20GT%20-%20GovTech%20Today&utm_medium=email&_hsmi=298167898&_hsenc=p2ANqtz-8XjZKQRhE19KgR3r7cH5iKRyf5GV5P01hdyVqeyjx2-fuVN1agiQrRa8OHCAdBDJ07VGxQQzFvxezp23uypNJLhTsopw&utm_content=298167666&utm_source=hs_email


Scams are Evolving, Becoming More 
Sophisticated

17



Privacy v. Security

18

PRIVACY SECURITY
• Policies • Hardware

• Procedures • Software

• Laws/Guidance • Encryption Methods/Access 
Rights

• Behavioral Best Practices • Infrastructure Best Practices



Privacy in Schools

#Educational Context

19
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The K-12 Cyber Incident Map

BLUE: phishing attacks 
PURPLE: breaches or hacks resulting in the disclosure of personal data 
YELLOW: ransomware attacks 
GREEN: denial-of-service attacks (green pins); and
RED: other cyber incidents resulting in school disruptions & unauthorized disclosures

1,619 KNOWN Incidents 

2016-2022

https://www.k12six.org/map


Cyberattacks on the Rise in Schools

21

https://edscoop.com/k12-cyberattacks-rose-2021/
https://edscoop.com/k12-cyberattacks-rose-2021/
https://edscoop.com/cyber-incidents-k12-schools-expected-rise-86-percent/
https://edscoop.com/cyber-incidents-k12-schools-expected-rise-86-percent/
https://edscoop.com/senate-approves-bill-dhs-review-k12-cybersecurity/
https://edscoop.com/senate-approves-bill-dhs-review-k12-cybersecurity/
https://www.edweek.org/technology/thousands-of-school-websites-went-down-in-a-cyberattack-itll-happen-again-experts-say/2022/01
https://www.edweek.org/technology/thousands-of-school-websites-went-down-in-a-cyberattack-itll-happen-again-experts-say/2022/01
http://www.youtube.com/watch?v=eg-2sTaSwQs
http://www.youtube.com/watch?v=eg-2sTaSwQs
https://www.govtech.com/security/data-rich-resources-poor-cis-report-targets-gaps-in-k-12-cyber?utm_campaign=Newsletter%20-%20GT%20-%20GovTech%20Today&utm_medium=email&_hsmi=234063754&_hsenc=p2ANqtz-8I8UArZKjfDQELA8Eule0ZfD1lGG6WkSNbTSKfHy8yqDY2Q1U4v5F68DMRVQn5zzwpnmiFuSblZVB0So8SA08kyqMKxA&utm_content=234063754&utm_source=hs_email
https://www.govtech.com/security/data-rich-resources-poor-cis-report-targets-gaps-in-k-12-cyber?utm_campaign=Newsletter%20-%20GT%20-%20GovTech%20Today&utm_medium=email&_hsmi=234063754&_hsenc=p2ANqtz-8I8UArZKjfDQELA8Eule0ZfD1lGG6WkSNbTSKfHy8yqDY2Q1U4v5F68DMRVQn5zzwpnmiFuSblZVB0So8SA08kyqMKxA&utm_content=234063754&utm_source=hs_email
https://www.dailynews.com/2023/12/07/tips-for-parents-students-in-the-wake-of-cyberattack-on-glendale-unified-schools/
https://www.dailynews.com/2023/12/07/tips-for-parents-students-in-the-wake-of-cyberattack-on-glendale-unified-schools/
https://www.wired.com/story/us-school-shooter-emergency-plans-leak/
https://www.wired.com/story/us-school-shooter-emergency-plans-leak/
http://www.youtube.com/watch?v=yXF0LDILf1I
http://www.youtube.com/watch?v=yXF0LDILf1I
http://www.youtube.com/watch?v=u7RcKXUNR4o
http://www.youtube.com/watch?v=u7RcKXUNR4o
https://www.govtech.com/security/can-interventions-turn-teens-from-cyber-crime-to-cybersecurity?utm_campaign=Newsletter%20-%20GT%20-%20GovTech%20Today&utm_medium=email&_hsenc=p2ANqtz-9l7izP-UvuiuVJmF4Jgsu0l0NdzymKjkFrL4sPHH4_uHbHlYwnu5sjJSkDutu6detbctaz9R8KzDV8H0qY2_kk2K4d7A&_hsmi=306686485&utm_content=306576388&utm_source=hs_email
https://www.govtech.com/security/can-interventions-turn-teens-from-cyber-crime-to-cybersecurity?utm_campaign=Newsletter%20-%20GT%20-%20GovTech%20Today&utm_medium=email&_hsenc=p2ANqtz-9l7izP-UvuiuVJmF4Jgsu0l0NdzymKjkFrL4sPHH4_uHbHlYwnu5sjJSkDutu6detbctaz9R8KzDV8H0qY2_kk2K4d7A&_hsmi=306686485&utm_content=306576388&utm_source=hs_email
https://www.npr.org/2024/03/11/1236995412/cybersecurity-hackers-schools-ransomware
https://www.npr.org/2024/03/11/1236995412/cybersecurity-hackers-schools-ransomware
https://www.edweek.org/teaching-learning/what-is-doxxing-and-how-can-educators-protect-their-privacy-online/2024/05?utm_source=nl&utm_medium=eml&utm_campaign=eu&M=9827927&UUID=7ceda6a82b8258ef57a058207c572e0a&T=12976385
https://www.edweek.org/teaching-learning/what-is-doxxing-and-how-can-educators-protect-their-privacy-online/2024/05?utm_source=nl&utm_medium=eml&utm_campaign=eu&M=9827927&UUID=7ceda6a82b8258ef57a058207c572e0a&T=12976385
https://www.govinfosecurity.com/schools-face-spike-in-cyberattacks-from-nation-state-hackers-a-26527?rf=2024-10-16_ENEWS_SUB_GIS__Slot1_ART26527&mkt_tok=MDUxLVpYSS0yMzcAAAGWNOOjKKDzbM0meygI4a53v7A3Xfm5HPmmUeQlunXxKDBp4AzapEuZ9C4phYvgNspMfI91p4n1OFWK_aScnsSRVA6Ciy1jWzfaZ6ZHpufuHM9YBqQ
https://www.govinfosecurity.com/schools-face-spike-in-cyberattacks-from-nation-state-hackers-a-26527?rf=2024-10-16_ENEWS_SUB_GIS__Slot1_ART26527&mkt_tok=MDUxLVpYSS0yMzcAAAGWNOOjKKDzbM0meygI4a53v7A3Xfm5HPmmUeQlunXxKDBp4AzapEuZ9C4phYvgNspMfI91p4n1OFWK_aScnsSRVA6Ciy1jWzfaZ6ZHpufuHM9YBqQ
https://www.fcc.gov/cybersecurity-pilot-program
https://www.fcc.gov/cybersecurity-pilot-program


Privacy @ CDE

#OrganizationalContext

22



Practical Example

23



Privacy Policies
• Department of Education Administrative Manual 

(DEAM) sections 10600 and 10601

- The CDE only allows access to personally identifiable 
information (PII) when required/allowed by law

- The CDE has established policies and procedures to 
ensure secure handling of PII

Key takeaway: The CDE DOES NOT share personally 
identifiable information unless permitted or required by 
law!

24



There Ought to be a Law!

#LegalContext

25



Changing Landscape of Data Privacy

26

https://studentprivacycompass.org/audiences/leas/state-laws/


Student Privacy: It is the Law!
Family Educational Rights and Privacy Act (FERPA) (20 
U.S.C. sections 1232(g)/Title 34 Code of Federal 
Regulations [CFR] Part 99)

• Designed to protect student and parental rights 
related to student privacy.

 

• Prohibits release and re-release of personally 
identifiable student data unless very nuanced, legally 
complex conditions are met.

27



FERPA 101

28

http://www.youtube.com/watch?v=nhlDkS8hvMU


FERPA Facts

• Local educational agencies (LEAs) have primary 
obligation to safeguard student data and are 
allowed to share student data with the CDE 
under very specific provisions of state and 
federal laws.

• At the CDE, legal and executive approval are 
required for any release of personally 
identifiable student data!

29



FERPA Exceptions: Consult CDE 
Legal Staff

Examples…

• Emergencies/Health and Safety

• Subpoenas/Court Orders

• Authorized representatives acting for/on behalf of 
an LEA or State Educational Agency (SEA) for (and 
ONLY for) specific purposes designated in a written 
agreement that articulates obligations under both 
state and federal laws

30



Kids & Tech

http://www.youtube.com/watch?v=0dStr6yIE_s
http://www.youtube.com/watch?v=0dStr6yIE_s
https://www.edweek.org/technology/coppa-and-schools-the-other-federal-student-privacy-law-explained/2017/07
https://www.edweek.org/technology/coppa-and-schools-the-other-federal-student-privacy-law-explained/2017/07
http://www.youtube.com/watch?v=AqAtUozJu-E
http://www.youtube.com/watch?v=AqAtUozJu-E
http://www.youtube.com/watch?v=T6mkAi34I6M
http://www.youtube.com/watch?v=T6mkAi34I6M


CALIFORNIA EDUCATION CODE

(EC sections 49079.5 -.7 and Section 60607)

• At least as restrictive as FERPA, sometimes 
more

• Provides some guidance for interagency data 
sharing

• Provides specific restrictions on the release of 
assessment data (EC Section 60607) and school 
lunch information (EC Section 49558)

32



California Student Data Privacy 
Laws

• Student Online Personal Information 
Protection Act (SOPIPA)

• California Education Code section 
49073.1(Contracts)

• California Education Code section 49073.6 
(Social Media)

• California Electronic Communications Privacy 
Act (CalECPA) (Electronic Devices)

33



Laws Balancing Personal Privacy and 
Public Access

•Affirm the public’s right to access information 
regarding how public money is managed/spent

• Inform conditions for release of public records 
(including permissible exemptions for 
nondisclosure)

• “Balance” often achieved through redaction of exempt 
material

34



Laws Balancing Personal Privacy and 
Public Access

• Includes laws such as the federal Freedom of 
Information Act (FOIA) (5 U.S.C. Section 552), 
the California Information Practices Act (IPA) 
(Civil Code sections1798 et seq. 1798.3) and…

• The California Public Records Act (PRA) 
(Government Code sections 6250-6276.48)

35



California Public Records Act

(Govt. Code sections 6250-6276.48)

• Modeled after FOIA, details conditions for 
release of State and local public records

• Defines records broadly to include hard copy 
records, electronic records, video and audio 
recordings, etc.

• Provides permissible exemptions for 
nondisclosure

36



Potential PRA Exemptions: Examples
•Records exempted/prohibited from disclosure by 

federal or state law (e.g., educational records 
protected by FERPA) (Government Code Section 
6254[k])

•Personnel, medical, or similar files (Government 
Code Section 6254[c])*

•Drafts, notes, and memoranda not kept as part of 
normal business practice (Government Code 
Section 6254[a])*

*Best practice is to delete/destroy records that are no longer 
needed for business necessity since ANY records that are 
retained could be subject to disclosure in response to a records 
request or subpoena.

37



Potential PRA Exemptions: Examples

• Privileged communications (Government Code Section 
6254[k])

• Records Reflecting Deliberative Process of Decision Makers 
(Government Code Section 6255, Times Mirror Co. V. Superior 
Court, 53 Cal.3d 1325 [1991])*

• Records that could impact an ongoing investigation, 
litigation, or law enforcement process

*Note: All of these exemptions employ the public interest 
balancing test to determine if they apply.

38

http://scholar.google.com/scholar_case?case=8964105940954501303&q=Times+Mirror+Co.+V.+Superior+Court&hl=en&as_sdt=2006&as_vis=1
http://scholar.google.com/scholar_case?case=8964105940954501303&q=Times+Mirror+Co.+V.+Superior+Court&hl=en&as_sdt=2006&as_vis=1


Important PRA Considerations
•The CDE must provide a written response within 

10 days of receiving a request indicating what 
responsive records (if any) exist, what 
determinations have been made about the 
records, and when records are estimated for 
production.

-Legal and Communications Divisions must 
both be informed when PRA requests are 
received.

39



Important PRA Considerations

•For discretionary exemptions, the CDE Legal Division 
and Executive Office can determine whether or not to 
assert permissible exemptions.

• Note: Some laws (e.g., FERPA) prohibit disclosure of PII. 
Such info must be withheld.

•Exemption of some materials or records does not equal 
withholding of ALL materials. Redactions are often in 
order before providing materials.

•Public Interest Balancing Test

• Input from the CDE Legal Division is always required.
40



California Information Practices 
Act (IPA) 

(Civil Code sections 1798 et seq. 1798.3)
• Articulates…

- What personal information public agencies can collect 
maintain and disseminate

- What information can be disclosed to third parties 
without consent of the individual(s) who could be 
identified/affected if records were released

- Access rights individuals have to records maintained 
about them by a public agency

Note: Employees are entitled to see what is said about them in 
records created by their supervisors. 41



EU Leads the Charge: GDPR & AI 
Regulation

42

http://www.youtube.com/watch?v=_J5IZxI_xKk
http://www.youtube.com/watch?v=DjZptKfGTZ0
http://www.youtube.com/watch?v=DjZptKfGTZ0


43

• Notice: Guarantees consumers the right to 
know what data is being collected

• Consent: Guarantees consumers the right 
to opt out of that data collection

• Deletion: Guarantees consumers the right 
to delete all their private data

• Access: Guarantees consumers the rights 
to access, download, or transfer their data

• Kids' Rights: Kids under 16 must opt in to 
consent to the sale of their data

• Enforcement: The attorney general can 
levy fines, consumers can sue for breaches

https://oag.ca.gov/privacy/ccpa
https://oag.ca.gov/privacy/ccpa
https://www.govtech.com/health/california-passes-law-to-protect-consumer-brain-data
https://www.govtech.com/health/california-passes-law-to-protect-consumer-brain-data


So Now What?

#Digital Citizenship

#MediaLiteracy

44



Empower Students, Parents, & Educators!

45

http://www.youtube.com/watch?v=X9Htg8V3eik
http://www.youtube.com/watch?v=X9Htg8V3eik
http://www.youtube.com/watch?v=J5D2SP45oxA
http://www.youtube.com/watch?v=J5D2SP45oxA
http://www.youtube.com/watch?v=b0KaGBOU4Ys
http://www.youtube.com/watch?v=b0KaGBOU4Ys
http://www.youtube.com/watch?v=qOmODV3Kr3U
http://www.youtube.com/watch?v=qOmODV3Kr3U
http://www.youtube.com/watch?v=mq2INs6PQqs
http://www.youtube.com/watch?v=mq2INs6PQqs
http://www.youtube.com/watch?v=7bRZdUtmH8k
http://www.youtube.com/watch?v=7bRZdUtmH8k
http://www.youtube.com/watch?v=zzgAR6MBgmU
http://www.youtube.com/watch?v=zzgAR6MBgmU


Tap into 
Resources!

https://www.commonsensemedia.org/blog/ask-your-kids-school-these-essential-student-privacy-and-safety-questions
https://www.commonsensemedia.org/blog/ask-your-kids-school-these-essential-student-privacy-and-safety-questions
https://www.commonsensemedia.org/video/what-is
https://www.commonsensemedia.org/video/what-is
https://www.commonsensemedia.org/videos/smart-speakers-your-privacy?j=7571443&sfmc_sub=171313917&l=2048712_HTML&u=139054512&mid=6409703&jb=255&utm_source=edu_nl_20191210&utm_medium=email


Stay Current!

http://www.youtube.com/watch?v=DWDGgMtTYqs
http://www.youtube.com/watch?v=DWDGgMtTYqs


Looking to the Future

48

https://www.npr.org/2024/08/02/1198909063/sherry-turkle-age-of-artificial-intimacy
https://www.npr.org/2024/08/02/1198909063/sherry-turkle-age-of-artificial-intimacy
https://www.npr.org/2021/03/16/977769873/the-age-of-automation-is-now-heres-how-to-futureproof-yourself?fbclid=IwAR00GiMvhk4tGcHRTfqmSyCc3tgArdz7qNseQo4u18_tHUV4KlHdaKrqxpU


Be Mindful of Bias!

49

https://adfontesmedia.com/interactive-media-bias-chart/
https://adfontesmedia.com/interactive-media-bias-chart/


Think Before You Post!

50

http://www.youtube.com/watch?v=zdqVLeg6C9s
http://www.youtube.com/watch?v=zdqVLeg6C9s


Use Resources & Stay Vigilant!

51

https://staysafeonline.org/
https://staysafeonline.org/
https://staysafeonline.org/resources/what-to-do-when-your-data-is-breached/
https://staysafeonline.org/resources/what-to-do-when-your-data-is-breached/
https://haveibeenpwned.com/
http://www.youtube.com/watch?v=QjydTqnrl-M
http://www.youtube.com/watch?v=QjydTqnrl-M
https://www.staysafeonline.org/articles/manage-your-privacy-settings?utm_medium=email&_hsenc=p2ANqtz-8-84G2shUfkipD7Wp59rPoRW277At-e4EzdJPztW20XmnDi_ODJXIh4Sv7AoVP_JyffX0mH11tSvdJ2oygPNf-teRbbQ&_hsmi=342253918&utm_content=342253918&utm_source=hs_email
https://www.staysafeonline.org/articles/manage-your-privacy-settings?utm_medium=email&_hsenc=p2ANqtz-8-84G2shUfkipD7Wp59rPoRW277At-e4EzdJPztW20XmnDi_ODJXIh4Sv7AoVP_JyffX0mH11tSvdJ2oygPNf-teRbbQ&_hsmi=342253918&utm_content=342253918&utm_source=hs_email


Delete/Destroy What is Not 
Needed

•Establish and implement a schedule for destroying 
(e.g., shredding, deleting electronic files) 
confidential data, consistent with the State 
Administrative Manual (SAM)

Note: Any records that are retained may be 
subject to release – even if their business 
necessity has been exhausted. 
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Gather and Store Confidential Data 
Securely

•Encrypt confidential electronic data.

•Store hard copies of confidential data in 
locked cabinets/drawers/secure rooms.

•Ensure that individuals with access to 
confidential data maintain a current 
understanding of data privacy laws, policies, 
and best practices…including 
notice-triggering elements.
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Still With Me?

#CheckingIn
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Perfect Match: Match the Law 
to the Description…
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LAW DESCRIPTION

FERPA (34 CFR Part 99) 

PRA [Government Code 
Section 6254(c)] 

IPA (Civil Code Section 
1798.24) 

SOPIPA

AB 1584

SB 178

California law prohibiting marketing to 
students/their families

California law requiring written consent/a 
warrant to access electronic devices

California law outlining contractual 
requirements for vendors with access to student 
data

California law outlining requirements for 
collecting/accessing data about public 
employees

California public records law

Federal student data privacy law



Name the 3 Places its OK to Have 
Hard Copy Documents Containing PII
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Living the DEAM

According to the CDE’s policy manual (i.e., the Department of Education 
Administrative Manual or DEAM) and the State Administrative Manual 
(SAM), how often is data privacy training required for CDE staff with access 
to student data?

A. Bi-Annually
B. Every 2 Years
C. Annually
D. Every 4 Years
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Stay Informed & Keep 
Exploring!

#Resources
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Student Data Privacy Law 
References

59

Resource Web site

Data Privacy Guidebook http://ccsesa.org/wp-content/uploads/2015/09/Data-
Privacy-Guidebook.pdf

SB 178 (Electronic Devices) https://leginfo.legislature.ca.gov/faces/billNavClient.
xhtml?bill_id=201520160SB178

California Consumer Privacy Act of 
2018

https://leginfo.legislature.ca.gov/faces/billTextClient
.xhtml?bill_id=201720180AB375

The Policymaker’s Guide to Student 
Privacy

https://ferpasherpa.org/resource/the-policymakers-
guide-to-student-privacy/

Student Privacy Compass Guide to 
State Student Privacy Laws

https://studentprivacycompass.org/state-laws/ 

http://ccsesa.org/wp-content/uploads/2015/09/Data-Privacy-Guidebook.pdf
http://ccsesa.org/wp-content/uploads/2015/09/Data-Privacy-Guidebook.pdf
https://leginfo.legislature.ca.gov/faces/billNavClient.xhtml?bill_id=201520160SB178
https://leginfo.legislature.ca.gov/faces/billNavClient.xhtml?bill_id=201520160SB178
https://leginfo.legislature.ca.gov/faces/billTextClient.xhtml?bill_id=201720180AB375
https://leginfo.legislature.ca.gov/faces/billTextClient.xhtml?bill_id=201720180AB375
https://ferpasherpa.org/resource/the-policymakers-guide-to-student-privacy/
https://ferpasherpa.org/resource/the-policymakers-guide-to-student-privacy/
https://studentprivacycompass.org/state-laws/


Student Data Privacy Resources
Resource Website

US Department of Education’s Student Privacy Web Page https://studentprivacy.ed.gov/ 

National Center for Education Statistics (NCES) Forum 
Guide to Education Data Privacy

http://nces.ed.gov/pubs2016/2016096.pdf

Common Sense Education Privacy Program https://www.commonsense.org/education/privacy 

NCES’s Data Stewardship: Managing PII in Student 
Education Records  Report

http://nces.ed.gov/pubsearch/pubsinfo.asp?pubid=2011602

Student Privacy Compass Student Privacy Resource Center https://studentprivacycompass.org/ 

The CDE’s Data Privacy Web Page http://www.cde.ca.gov/ds/dp/

Utah Board of Education Student Privacy YouTube Channel https://www.youtube.com/channel/UCu1bCN7xLIpA1-9sT_mvqiw 

K-12 Cybersecurity Resource Center https://k12cybersecure.com/ 

Future Ready Framework https://futureready.org/about-the-effort/framework/   

California IT in Education (CITE) Resources https://cite.org/page/StuPrivacy 

Common Sense Media’s 2023 Report on Teens’ Smartphone 
Use

https://www.commonsensemedia.org/research/constant-compani
on-a-week-in-the-life-of-a-young-persons-smartphone-use 60

https://studentprivacy.ed.gov/
http://nces.ed.gov/pubs2016/2016096.pdf
https://www.commonsense.org/education/privacy
http://nces.ed.gov/pubsearch/pubsinfo.asp?pubid=2011602
https://studentprivacycompass.org/
http://www.cde.ca.gov/ds/dp/
https://www.youtube.com/channel/UCu1bCN7xLIpA1-9sT_mvqiw
https://k12cybersecure.com/
https://futureready.org/about-the-effort/framework/
https://cite.org/page/StuPrivacy
https://www.commonsensemedia.org/research/constant-companion-a-week-in-the-life-of-a-young-persons-smartphone-use
https://www.commonsensemedia.org/research/constant-companion-a-week-in-the-life-of-a-young-persons-smartphone-use


Resource Title Website
Common Sense Media’s Digital Citizenship Page https://www.commonsense.org/education/digital-citizenship

Common Sense Media’s “What Is…” Videos https://www.commonsensemedia.org/video/what-is 

US Department of Ed Student Privacy Page https://studentprivacy.ed.gov/ 

Student Privacy Compass https://studentprivacycompass.org/ 

#ICanHelp: Ed & Empowerment to Help Students 
to Use Social Media Positively

https://www.icanhelpdeletenegativity.org/

Teaching Tolerance: Equity & Justice Resources https://www.tolerance.org/

PBS News Hour Junk News Segments https://www.pbs.org/newshour/tag/junk-news

News Literacy Project https://newslit.org/

National Cybersecurity Alliance https://staysafeonline.org/stay-safe-online/

Cybersecurity & Information Security Agency’s 
Stop Ransomware Website

https://www.cisa.gov/stopransomware

California Cybersecurity Integration Center https://www.caloes.ca.gov/office-of-the-director/operations/homeland-securit
y/california-cybersecurity-integration-center/

How to Freeze Your Credit https://www.usa.gov/credit-freeze

How to Manage Privacy Settings https://bit.ly/manage-your-privacy-settings 

Privacy, Digital Citizenship, & Media Literacy 
Resources

https://www.commonsense.org/education/digital-citizenship
https://www.commonsensemedia.org/video/what-is
https://studentprivacy.ed.gov/
https://studentprivacycompass.org/
https://www.icanhelpdeletenegativity.org/
https://www.tolerance.org/
https://www.pbs.org/newshour/tag/junk-news
https://newslit.org/
https://www.usa.gov/credit-freeze
https://bit.ly/manage-your-privacy-settings


Resource Title Website
US Department of Education Guía para 
estudiantes elegibles sobre La Ley de Derechos 
Educativos y Privacidad Familiar (FERPA)

https://studentprivacy.ed.gov/resources/gu%C3%ADa-para-es
tudiantes-elegibles-sobre-la-ley-de-derechos-educativos-y-pri
vacidad-familiar 

US Department of Education Una guía para padres 
sobre La Ley de Derechos Educativos y Privacidad 
Familiar (FERPA)

https://studentprivacy.ed.gov/resources/una-gu%C3%ADa-par
a-padres-sobre-la-ley-de-derechos-educativos-y-privacidad-fa
miliar-ferpa 

Common Sense Recursos de privacidad en español https://privacy.commonsense.org/resource/spanish-resources 

En breve: Sus derechos conforme a la ley de 

privacidad del consumidor de California

https://www.consumer-action.org/spanish/articles/Brief-CCPA
-Privacy-Rights-SP 

¡Actúe! Ejerza sus derechos conforme a la ley de 

privacidad del consumidor de California

https://www.consumer-action.org/spanish/articles/CCPA-Priva
cy-Rights-SP 

Telemedicina: Información sobre las consultas 

médicas virtuales

https://www.consumer-action.org/spanish/articles/telehealth_
COVID_SP 

Tome control: Personalice la configuración de 

privacidad en las redes sociales

https://www.consumer-action.org/spanish/articles/social_medi
a_privacy_controls_sp 

recursos de privacidad de datos

https://studentprivacy.ed.gov/resources/gu%C3%ADa-para-estudiantes-elegibles-sobre-la-ley-de-derechos-educativos-y-privacidad-familiar
https://studentprivacy.ed.gov/resources/gu%C3%ADa-para-estudiantes-elegibles-sobre-la-ley-de-derechos-educativos-y-privacidad-familiar
https://studentprivacy.ed.gov/resources/gu%C3%ADa-para-estudiantes-elegibles-sobre-la-ley-de-derechos-educativos-y-privacidad-familiar
https://studentprivacy.ed.gov/resources/una-gu%C3%ADa-para-padres-sobre-la-ley-de-derechos-educativos-y-privacidad-familiar-ferpa
https://studentprivacy.ed.gov/resources/una-gu%C3%ADa-para-padres-sobre-la-ley-de-derechos-educativos-y-privacidad-familiar-ferpa
https://studentprivacy.ed.gov/resources/una-gu%C3%ADa-para-padres-sobre-la-ley-de-derechos-educativos-y-privacidad-familiar-ferpa
https://privacy.commonsense.org/resource/spanish-resources
https://www.consumer-action.org/spanish/articles/Brief-CCPA-Privacy-Rights-SP
https://www.consumer-action.org/spanish/articles/Brief-CCPA-Privacy-Rights-SP
https://www.consumer-action.org/spanish/articles/CCPA-Privacy-Rights-SP
https://www.consumer-action.org/spanish/articles/CCPA-Privacy-Rights-SP
https://www.consumer-action.org/spanish/articles/telehealth_COVID_SP
https://www.consumer-action.org/spanish/articles/telehealth_COVID_SP
https://www.consumer-action.org/spanish/articles/social_media_privacy_controls_sp
https://www.consumer-action.org/spanish/articles/social_media_privacy_controls_sp


Questions?
Elizabeth Wisnia

Education Programs Consultant

Education Data Office 

Educational Data Management Division

916-319-0586

ewisnia@cde.ca.gov
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Information Security and Privacy Office
Technology Services Division

916-327-3852
iso@cde.ca.gov    

mailto:ewisnia@cde.ca.gov
mailto:iso@cde.ca.gov

