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Abstract—Two kinds of contemporary developments in cryp-
tography are ined. Widening lications of telepr i
have given rise to a need for new types of cryptographic systems,
which minimize the need for secure key distribution channels and
supply the equivalent of 2 written signature. This paper suggests
ways to solve these currently open problems. It also discusses how
the theories of ication and ion are beginning to
provide the tools to solve cryptographic problems of long stand-
ing.

1IEEE TRANSACTIONS ON INFORMATION THEORY, VOL. IT-22, NO. 6, NOVEMBER 1976
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The best known cryptographic problem is that of pri-
vacy: preventing the unauthorized extraction of informa-
tion from communications over an insecure channel. In
order to use cryptography to insure privacy, however, it is
currently necessary for the communicating parties to share
a key which is known to no one else. This is done by send-
ing the key in advance over some secure channel such as
private courier or registered mail. A private conversation
between two people with no prior acquaintance is a com-
man acenrrence in hnsiness. however. and it is unrealistic
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