EFIERFERR:
Chromium Q7 —xTOFv&fFHNT

~ EEIC DIBEMNREZLITOS VDM~

Kentaro Hara
2024 May (0>u<e)




SI=% b))

JER] | 4B EEIC S

JaoS305

£4L5H3 IS e

Z ol a-__A



#1% ~EEIC Bt

o JAUIIUJHIFLDI-DIEKRFIZAOTHL
o NMEHMIDFEERMNES oM

o HELEDNEREDEBETHIEY—T12T DEFEIEIZITES
o HEMEY—TAVTIZENDT => HmNEFHT

o HELEDISHELERIDERERICETRICLED
o JOYJIIVJEEEBEH



A i B B X

o WiHNWMIATIIVT EENEZRDEARETEREMEHRZEES

o hIZASH-THCE
o FAYSIa TAE
o FEHPCHEZTE-BE
o KBFEITRAZ(600F)DH—/I\EFIHE
o TA(CDEEES-ERIIFL-ZIHELANTET )



https://sites.google.com/corp/view/i1i2i3/%E3%83%9B%E3%83%BC%E3%83%A0

o MEEARMNIFEI>7-MDT Google MELMT
%Y o

o HB% Google EWLVA Ll I 73 BUALIE D 5% St i
(MapReduce. GFS) f=>1=1+& . ZDF—LM
HRIZIFE oz (rwe )

o HKIEEGESITEFZHOTHELEIERST
Chrome F—LA !

o HNMDL I3

o I UZTF - TyPl)—F - FT4LUA— (T
O—KRIEF={CARTET)




'm%ﬁmaz

B /R=E3SA M YouTube

EF8EUEIHIEOTRFDH

JEERFCI £ E

ILTET-

F RV THIE

:I:A E|:| KKEEJ

A A

3$S'iﬁE


http://www.youtube.com/watch?v=G8zn_18eyl8
https://www.gibier.or.jp/08contest/

A %8 : Chromium®EE




Chromium & Chrome

Chromium Google Chrome



Chromium & Chrome

e Chromium=4—7>2Y—AMOHx7 7595700 xHk

e Chromium#zF|ALTLNST DS UK
o Google Chrome

Microsoft Edge

Opera

Brave

O O O O



[4 DD S|

o Chromium NI KEICLTWLNAI4 DD S1EFAITLEY ?




[4 DD S|

e Chromium NI KFEICLTLNAEI4 DD S1EIFAITLEY ?

l Speed ' Simplicity
S Stability

ecurity



https://www.chromium.org/developers/core-principles

§ B DHE

1. 7AERETIL
2. AEYETIL
3. LYR)TETIL



x x

JOtRXETIL

*

*



JO+tX vs. ALYK

DAX BNIATEDF? (9>0<)s



JOt X vs. ALYK

e JOtXR
o 7ATARABTAEYZEMAEFEINLL
o MEDTBEANIZYLalLTH-ITvIENTH, DT EX
[ZIEFEN R ILTLY

o AXLWK
o ALYKEITARYZE”MMNAEEFEINSD
o FDAATALRIYEWNAEYFERE. AV TFAMNRAYF)



JOt X vs. ALYK

o 74 X:Chromium T google.com & twitter.com ZEAL =&, LK
D2NTOER or ALYRFEBREMN?

G Google X W (11) "4 [ Twitter x| +
& > C @& google.com/webhp?hl=en * @ X @ = Ao

Google




ImII

s B3R 7E -

o TEENDHAWeb R—IUMWib1—H %575
m 1—HDIvF—FEC

m OSIZO/ILREZEYRAD

m HmDETD Web R—IZFHIALTI1y YRR

n ...

&g (RILFTA R T—XTIF )

o Web R—IZHIZTARALRILTHEELTH KRR YIRAANT
EHE5



TILFITALRT7 —FXTIF v

e Browser process =8 E |7O0tX
o 1EIFTHEHE
o FFANPI—HDIIX—1GaELRT L
JY—RIZT Ot RATHE A
e Renderer process = WebRX—I %L A1)
545704 IPC
o N{E®=F®E
o HIURRYIRAATES S
o Browser process &E7OXEL@ET Renderer process ]
PYLy (sandbox)
o SLIEOTIXEARICBRAST—FTIVFVEMN
Chrome A= 2008 4 L EF S ET 1= o1

[ Browser process ]




LOLEEE DG (ol @)



A2 33—y ZERBAERIC Web ZRIINE V=30

Openness

o HRBDFMIZA—TUICTIEATED
Linkability

o JoUzBLTIREHmZR/UMMTIToNS
Ephemerality

o AVAR—ILAE

Embeddability
o WAABRAN=ENME-T-a TV EFa7ICEDHIADDS




Embeddability

o <iframe> ZFEA LMD YA +HBME-F-a0TUVEIEHIAD S
o Google Maps. Facebook ML L Rark3 Web [L &

<html><body>

CHITBIE ! ETERDR—LR—IA]

HIET=1E 1206 FEB DFHRIE TT (veuo0)

<iframe src="https://maps.google.com/..."></iframe>
<iframe src="https://facebook.com/..."></iframe>
<iframe src="https://g.doubleclick.net/..."></iframe>
</body></html>



Embeddability

o MER MDY A-I - TUVIXERTELLY
o citibank.com A Web [GEZFIBHIAATLNT, chnhE—T0
TARICHFEELZEE (=AY ERZEBLTLVESE), BLMA
MLED/NTEERALT Web [L&EM citibank.com D/XXT—F
FRO-EL=G..

o LIATHIAMLLD/ING |oT[&K?

o Chromium QAEYRAED /T (1&ih)
S KNG EIRE(CTE > T=DHY, 2018FIZFE R I 1= Spectre &
Meltdown EFE[E 5 CPU D /35

Lumbt

O



https://meltdownattack.com/
https://meltdownattack.com/

Spectre &I&

o CPUMDIEHETENDIERFHZEALT. EFEDAE)TZFLADIE
ZerIADTLED/ \7
o Google M Project Zero (¥ a!)FT1F—L) & Paul Kocher A3
MILICHER
o BRDIZFITTARTH CPUIZHFEETHEMELE/NT




Spectre D[R IH
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struct Array { int data[2000];
char at(int i) { /] BoE=T7RLAZIETE
if (i < length) char v = array->at(12345678);
return buffer[i]; if (v == -1) { return; }
- else if (v & 1) { data[@]; }

return -1; else { data[1000]; }
}

int length;
char* buffer;
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struct Array { int data[2000];
char at(int i) { // BOT=PFLRAZIETE
if (i < length) char v = array->at(12345678);
return buffer[i]; if (v == -1) { return; }
else else if (v & 1) { data[@]; }
return -1; else { data[lee0]; }
}
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https://bugs.chromium.org/p/chromium/issues/list?can=2&q=
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Object* obj =
malloc(sizeof(Object));

free(obj);

obj->Foo(); // Use-after-free

/] I LIRERIEHI
class A {

A(B* b) : b _(b) { }

void Foo() {

b_->Bar(); // COERTb_MNEE

TWWBHIEFESRIESNDDH. . .2

}

B* b_; //HERAVRIEICEEEFD
¥
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class A { 1. #ATTxHk B #fEMKLT.b_->Bar()H
A(B* b) : b _(b) { } Use-after-free Z#EC9IRREICLTHL
void Foo() { 2. Tb_->Bar()ZMESRELFEEDI—FHAETINDL
b_->Bar(); SIENARF ISR A TV REITERT
} 5, ENRITNIEZDI5DVEDIE b AET
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}; 3. A::Foo()EMUHT
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https://chromium.googlesource.com/chromium/src/+/HEAD/third_party/blink/renderer/platform/heap/BlinkGCAPIReference.md
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https://www.eidos.ic.i.u-tokyo.ac.jp/~tau/lecture/programming_languages/gen/slides/pdf/07-gc-adv.pdf
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https://dl.acm.org/doi/10.1145/3276521
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class A : public GC {
¥

class B : public GC {
~B() {
a_->Clear(); // TANZY
ADIEFRET a_ [TB5EHSN
THMhHLNZRLY
}

GCedPointer<A> a_;

s
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class A {

s

A(B* b) : b (b) { }
void Foo() {
b_->Bar();
}
B* b_; //HERAVATBEIZEERETFD

// BlO3a—K
std::unique_ptr<B> b = new B();
A* a = new A(b.get());

b = nullptr; // b & free
a->Foo(); // use-after-free!
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class A { // Rl@Oa—Fk

A(B* b) : b _(b) { } std::unique_ptr<B> b = new B();

void Foo() { A* a = new A(b.get());

b_->Bar(); ce

} b = nullptr;

MiraclePtr<B> b_; a->Foo(); //wuse-after-freeh fEE4ilL)
¥
MiraclePtr<>D IV ARSI ETEBAY L b+ SRNIUEDOITLSE

MiraclePtr<>MD T ALS 2 TSBAI k- T free ZIBESE S
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https://docs.google.com/document/d/1pnnOAIz_DMWDI4oIOFoMAqLnf_MZ2GsrJNb_dbQ3ZBg/edit#
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https://chromium.googlesource.com/chromium/src/+/dcc13470a/third_party/WebKit/Source/wtf/PartitionAlloc.md
https://github.com/google/clusterfuzz
https://clang.llvm.org/docs/AddressSanitizer.html
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https://www.google.com/about/appsecurity/chrome-rewards/index.html
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e [HTML 4> JavaScript D 77 AL RV R T—IMBZIEINTH G,

Open GL TEEICE/w/LA NN S ETD LKL

TEEGRLET (02095

4 <html xmlns=
>
<head>
<meta http-equiv=
content=

/>

<script type=
>

function reDo() {top.
location.reload() ;}
if (navigator.appName ==
) {top.onresize = reDo;}

EE 1% 20 9

|
é
]

dom=document .

getElementById; PSSy

</script>
</head>
<body>
</body>
</html>
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https://docs.google.com/presentation/d/1boPxbgNrTU0ddsc144rcXayGA_WF53k96imRH8Mp34Y/edit#slide=id.g60f92a5151_40_835
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<html>

</html>
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https://developer.chrome.com/blog/renderingng/
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HTMLZ 74 )L FAIERHT )
<" "html" ">"

<html> "<" "body" ">"

<body> T Tpt

<p>aaa</p> "aaa"

<p>bbb</p> <" "/p" ">

</body> M tpt "

</html> "bbb"

"¢t " /htmlt (FE3XA)
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o AN HEDHIMLIZ7AIL
e 171:DOM (Document Object Model) tree

HTMLZ7A4 )L DOM tree

<html>
<body>
<p>aaa</p>
<p>bbb</p>
</body>
</html>
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/* every p has red text*/
p { color : red }

font-weight: bold; hello

margin-left: 2cm; hello
rTT TS

outline: dashed blue; hello |

—————————

transform: rotate(20deg);
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ComputedStyle
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Layout {
x =183

y =250
width = 600

height = 140
}
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AT—3: Layout

o AN:RFAIVIEE{TE DOM tree
e i J1:Layout tree
Layout tree

X ComputedStyle
ke ComputedStyle
e ComputedStyle

ComputedStyle

e ComputedStyle
ComputedStyle




AT—4: Layering

e Layering = IR 3L [ZHEE A] BE

{

iframe A

[

iframe B
/

} iframe C
|

.
|
)

/4

AL A A —THalE A] 5E

+H

HMEL ANV —ICHET 1%

ToA—=3 9 B8N
ALANY—TEMNT



AT—4: Layering

e A Ji:Layout tree
o H:Layer

Layout tree




e A1:Layer
o H71:OpenGL DHEEIAT R
o Skia ELVSA—TUVY—RS4T3)%FIH



https://skia.org/
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<html>
<body>
<p>aaa</p>
<p>bbb</p>
</body>
</html>

HTML27A1 )L

Layout tree bitmap
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e Code of conduct (FAFEDIHER)

e Chromium project page



https://www.youtube.com/playlist?list=PLNYkxOF6rcICgS7eFJrGDhMBwWtdTgzpx
https://qiita.com/advent-calendar/2017/chromium
https://chromium.googlesource.com/chromium/src/+/master/CODE_OF_CONDUCT.md
https://www.chromium.org/Home
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