
IoT Red Team 

http://www.orbit-lab.org/wiki/Other/Summer/2018/IoTR


Joseph Shenouda

Daniel ChongAshton SopherAdithya Rao Alkankara

Samuel MinkinJustin Wang Rishika Sakhuja



To successfully attack the Blue Team's Internet of Things system.

There are three primary types of attacks we will be trying to conduct.

● Sniffing:  reading data that is being sent.

● Jamming:  preventing data from being sent (ex. interfering with signals).

● Spoofing:  sending fake or edited data without Blue Team noticing.

Objective



Methods and Technologies

Software:

● openHAB IoT framework

● GNU Radio

Sensors: 

● TI Sensortag CC2650

● TI Sensortag CC2541

● Pip Sensor

Other hardware:

● Ubertooth One

● WINLAB ORBIT

● USRP X310



This Past Week

● Researched specific Bluetooth attack strategies

● Researched various IoT frameworks

● Acquired an Ubertooth one and set it up on our computers 

to detect nearby bluetooth traffic

● Got started with Wireshark and its various capabilities and 

functions



Ubertooth One Features:

● Open source 2.4GHz device used for 

bluetooth experimentation

● Not only sends and receives 2.4GHz signals 

but can also work in monitor mode capturing 

bluetooth traffic in real time

● Ubertooth one software allows us to track all 

the bluetooth 



WIRESHARK

● Open-source application to sniff 

data back and forth off of 

ethernet, WiFi, BLE or a Raw USB 

traffic.

● Designed to understand 

structures (encapsulation) of 

different protocols.

● Equipped with bunch of filters to 

read specific data

● Mainly used to troubleshoot 

network issues and also to 

develop and test software.



This Coming Week

● Figure out how to use GNU Radio and Software-Defined Radios

● Read packets captured by Wireshark

● Learn about Z-wave attacks with EZ-wave

First Attack !!!!!!!!! 


