Local Manager GUI

SFTPPlus @ SFTPPlus Server MFT

Slide Overview 9 o
ORYG
O




SFTPPlus Local Manager Authenticated as admin Logout

GENERAL

Status

Past activity
Reports

Keys and Certificates
Review changes
CONFIGURATION
Server

Services
Transfers
Resources
Authentications
Databases

Locations

Groups

Accounts

Roles

Administrators

Event Handlers

Configure account "Charles_Roberts"

Enabled

|dentifier

Name

Type

Group

Description

Authentication

New password

Allowed SSH Keys Path

Expiration date and time

Allowed SSH Keys

-

When account is disabled, all authentication requests will fail.

kR RLLR SRR LR RO TERL LGRS  Cannot be changed at runtime.

Charles_Roberts

The account name is also known as the or used in the authenticatio

Cannot be changed at runtime.

Accounting_Corp_Users

Adding the account to a specific group will allow this account to inherit group's configuration.

v | Go to group configuration

Account for Charles Roberts at YourCompany Inc.

Free text description for this account.

Show password

Review and apply 't change

Create new
application or

operating
system
accounts

Update password for this account. Current password is stored using one way encryption method and cannot be retrieved.

C\Program Files (x86)\SFTPPlus\configure  Inherit from group

Path to file containing authorized SSH keys. Leave empty to disable SSH key based authentication.

YYYY-MM-DD | at | HH:MM:SS

Date and time after which this account will no longer be authorized.

ssh-rsa AAAAB3NzaC1yc2ZEAAAADAQABAAAAGQC4ATIVEISakDSBeZovygLsi1iCOP3tJHeP TKAPKPAWZIUSBRHCmMAUOUTIN7Ghrp:

1 2 | m

|

[~ |
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GENERAL

Status

Past activity
Reports

Keys and Certificates
Review changes
CONFIGURATION
Server

Services
Transfers
Resources
Authentications
Databases

Locations

Groups

Accounts

Roles

Administrators

Event Handlers

Authentication

show password

Update password for this account. Current password is stored using one way encryption met

New password Enter new password

Account

configuration
options include

account expiry,
allowed SSH keys,

Allowed SSH Keys Path  C:\Program Files (x86)\SFTPPIus\configurz = Inherit from group

Path to file containing authorized SSH keys. Leave empty to disable SSH key based authentic

Expiration date and time  YYYY-MM-DD | at | HH-MM:SS
Date and time after which this account will no longer be authorized.

Allowed SSH Keys | ssh-rsa AAAAB3NzaC1yc2EAAAADAQABAAAAQGQC4ATVEISakDSB6ZovyglLsi1iCOP3tJHe
[ < m [>] ]

associated SSL
certificates

List of SSH public keys allowed for this account. One key per line, in OpenSSH format.

Allow SSL certificates No  Inherit from group
When SSL/TLS certificate based authentication is enabled, accounts can be authenticated without requiring a password.

Account home folder

Path inherit

Inherit from group

Path to folder where to store files for this account.

State lock-in home folders

Lock access Application accounts are always locked inside home folder.

and automate new home
folder creation

Missing home folder

Create missing home NO Inherit from group

folder  \when this option is enabled the server will try to create missing home folders for authenticated accounts.
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- Configure group "Accounting_Payroll”

Stat C d
e S—— m e ate al
Past activity When the groUp IS disabled, all accounts associated with this group are denied access. CO nfi g u re g rO u p S —
Reports
: grouD-2 Cannot be changed at runtime. : b
Keys and Certificates e al I OWI n g fO r U | k
Review changes Name  Accounting Payroll | ad m | N | S't rat | O N

CONFIGURATION A simple name to identify this group. _t :
Server O p I O n S
Description Group for the Accounts Payroll department.

Services
Free text description for this group.

Transfers

S Authentication

Authentications

Databases Allowed SSH KeyS Predefined values ~ |

Locations Path to a folder containing authorized SSH keys files. Leave to disable SSH key based authentication. When is not part of the path,
the account name is automatically appended.

Accounts Allow SSL ceriificates Yes NO

When SSUTLS certificate based authentication is enabled. accounts can be authenti Dete rm i n e Setti n g S
Home folder by group - from
authentication to

Base path Predefined values v  c:\Users\Payroll

Path to the base folder where accounts home folders are located. h O m e fO I d e rS
Lock access m

Deny access t‘0 files and folders outside the home folder. Only operating system accounts may have this configuration option.

Roles

Administrators
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Name | YourCompany SFTP Service

GENERAL
A name 1o help identifying this service.
Status

Past activity Protocol Cannot be changed at runtime. Det al I ed CO nfl g u rat | O n
NEPIR Description SFTP only service for Accounting department for YourCompany Inc. O pt I O n S aval I a b | e fO r

Keys and Certificates

Review changes S FTP / SC P baSed
CONFIGURATION Any free form text describing this service. Se rV| CesS.

Server

Address/Port  0.0.0.0 -1 10022 s 9.
°

Address (or domain name) and port number used 1o listen for incoming connections.

Transfers

Resources Authentications custom-authentication-uuid x | custom-authentication-uuid-2 x EaNstcE=RelclEE=Tial=t sl w=1ls s RUINIID

Authentications List with UUIDs of authentication methods enabled for this service. Invalid/short IDs are not accepted. Leave it to use the global authentication
methods. Separate methods using @E1C9. or

Databases

Locations SSH specific configuration (SFTP, SCP)

Groups

SFTP Enabled m
Accounts |
Roles SCP Enabled m

Administrators

Event Handlers SSH Banner | Welcome to the SFTP Service for YourCompany Inc.

Welcome message for new connections.

RSA Private Key | configuration/ssh_host_rsa_key .

Path to RSA private key file used by this service.

RSA Private Key  eeeescscscsccssccsccee - Show password
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Source port used to initiate connection for the PORT or EPRT requests. When set to n the server will use a random port and any available |P address.

GENERAL

R idle data connection | 30 .

Past activity timeout - | . | . a - .
Number of seconds after which idle data channel connections are disconnected. Set to @) to disable disconnecting idle connections.

Reports This does not affect command channel connections, they are configured in Connections configuration.

Keys and Certificates 7] Enable password based authentication

Review changes This allows authentication based on username and password.

CONFIGURATION 7| Enable SSL certificate based authentication

Server This allows authentication based on username and SSL certificate. No password required.

v lgnore ASCII data type mode.

Ve Configures the FTP service to pretend that ASCIl mode is supported, while doing the actual transfer in BINARY/IMAGINE mode.
Resources
Use ASCII data type mode as default.

Authentications | | < |

Conﬂgures the FTP service to use the ASCIl mode, when a data type IS not expllcnly requested by the client.
Databases
Locations Explicit FTPS
Groups D I d f g

v Enable EXp'iC“ FTPS Support. etal e CO n I u rat I O n

Accounts When this is enabled, the service allows Explicit FTPS connections. O pt | O n S fO r FT P / FT P ES

Roles

Administrators v rofee secured aunentication / FT P I S based Se rV i CeS

When this is enabled, unencrypted login requests are not accepted.

Event Handlers

e Force secured command channel

When this is enabled, no commands are processed over unencrypted command channel.

Force secured data channel

When this is enabled, no unencrypied data transfer is processed.
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GENERAL SSL/..I.LS Conﬁguration Detal Ield SS I—./TLS
configuration

Status

Past activity SSL Cipher List | ALL.TRC4:IDES: IMDS:TEXP .

Reports Cipher list as specified by the OpenSSL project. More details on the OpenSSL page. O pt I0NS aval Ia b I e
K d Certificat
oA Allowed SSUTLS | tlsv1 tisv1.1 tlsv1.2 . fO r FTP ES / FTP I S

Review changes methods

Space separated list of allowed SSL/TLS methods.
CONFIGURATION

Server SSL Certificate | configuration/yourcompany_self signed certificate_pem .
Path to SSL certificate used by this component.
Transfers .
SSL Key | configuration/yourcompany_ssl_key.pem .

Resources _ | o | |

Path to SSL key associated to the configured certificate. Can be left when key is included in the certificate file.
Authentications |

SSL Key Password eesccccssece Show password
Databases »
' e atione Password used for storing the encrypted SSL key on disk, either in dedicated SSL key file, or together with SSL certificate.
Groups Certificate authority = ${LETS ENCRYPT X3 CA} - SharePoint CA [RESE=L Yo der
G o Path to certificate authority X.509 certificate in PEM format. When left @5 ®. the peer's certificate is not validated.
Roles
Certificate Revocation | configuration/yourcompany_cri.crl SharePoint CRL .

Administrators List |

Path or HTTP URL to certificate revocation list. Set it to to enable CRL distribution point (CDP) usage. Leave it to disable
Event Handlers |

CRL checking.

CRL Refresh 0 s .

Number of seconds after which each CRL is read again for updates. Set it to o fo use the NextUpdate field from the CRL.

Review and apply
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GENERAL

Status

Past activity

Reports

Keys and Certificates
Review changes

CONFIGURATION

Server
Transfers
Resources
Authentications
Databases
Locations
Groups
Accounts
Roles
Administrators

Event Handlers

Configuration for "HTTPS Service for YourCompany Inc." service.

Enable at startup

Identifier

Name

Protocol

Description

Address/Port

Authentications

Cannot be changed at runtime.

HTTPS Service for YourCompany Inc. H -I-I- P / H -I-I- P S
A name to help identifying this service. O pt | ons avai I a b I S fO I
Cannot be changed at runtime. we b b rOWSser f| Ie

This is the HTTPS service for YourCompany Inc file transfer service. t ran Sfe I man ag er

Access the service using any compatible web browser.

Any free form text describing this service.

0.000 -1 10443 — 9.

Address (or domain name) and port number used o listen for incoming connections.

custom-htip-authentication x § ede41ed5-d0d7-4a1b-9aba-ddb67adddd73 x [EisicR=Ra =Gl s= s Ruuly |

List with UUIDs of authentication methods enabled for this service. Invalid/short IDs are not accepted. Leave it fo use the global authentication

methods. Separate methods using @E15®. or

Connections configuration

Idle connection timeout

Maximum concurrent
connections

300 —

Seconds after which idle connections are disconnected. Set to @) to disable disconnecting idle connections.

10000 ==
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e Review changes Apply or revert individual or all changes.
Status
Past activity Actions Type Name Operation Old Value New Value
Reporis : <t : o
Service FTPS Explicit Service for Yo custom-authentication-meth
Keys and Certificates urCompany Inc > authentic od-1, custom-authenticatio
ations n-method-2
Review changes
Service FTPS Explicit Service for Yo configuration/yourcompany configuration/yourcompany
CONFIGURATION urCompany Inc > ssl_key _ssl_key.pem _new_ssl_key.pem
Server — . : .
Apply  [EREver Service FTPS Explicit Service for Yo false true
Services urCompany Inc > ascii_data
_type as_default
Transfers
Service FTPS Explicit Service for Yo 100 200
RESOWTeS urCompany Inc > maximum
Authentications _concurrent_connections
Databases Apply  IUREvert Service FTPS Explicit Service for Yo Masked password Masked password
urCompany Inc > ssl_key p
Locations P
Groups _ - | . .
Service FTPS Explicit Service for Yo configuration/yourcompany  configuration/yourcompany
Accounts urCompany Inc > ssl_certifi _self signed certificate.pe _new_self signed_certificat
cate m e pem
Roles
o Service FTPS Explicit Service for Yo configuration/yourcompany  configuration/yourcompany
PRSI urCompany Inc > ssl_certifi _cricrl _new_cri.crl

cate_revocation_list

Review changes to any R . -

ection_timeout

components before application

FTPS Explicit Service for Yo @LLEIE true false
urCompany Inc > ignore_as

cii_data_type
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GENERA ;
i Review changes Apply or revert individual or all changes.
Status
Past activity
All pending changes applied.
Reporis

Keys and Certificates

Require restart Components that require restart.

CONFIGURATION

Server Name Changed configuration
Services Email Alert for Accounts - Failed Transfers - email_to_recipients
PDF
Transfers
Resources SQLite DB for Accounts Transfers path
Authentications
Databases FTPS Explicit Service for YourCompany Inc  configuration/ssl_certificate, configuration/ssl_key, configuration/ssl_ceriificate_authority,
: configuration/ssl_certificate_revocation_list
Locations -
Groups HTTPS Service for YourCompany Inc. configuration/ssl_certificate, configuration/ssl_key, configuration/ssl_certificate _revocation_list
Accounts
Roles

Administrators

Once changes are applied, find out which components

Event Handlers

and changed configuration require a restart
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GENERAL

Status

Past activity

Reports

Keys and Certificates
Review changes
CONFIGURATION
Server

Services

Transfers

Resources

Authentications

Databases
Locations
Groups
Accounts
Roles
Administrators

Event Handlers

Configure authentication method "IP time ban authentication”

Enable at startup m

Enable this authentication method at server startup.

Identifier EhaadbatemantfesylietlE LLITERLELTEY Cannot be changed at runtime.

Name IP time ban authentication

A short name to identify this authentication method.

Type ST RGBSR s lRsE0E  Cannot be changed at runtime.

Description Ban certain IPs from trying to access the file transfer resources

Free text description for this authentication method.

Source |IP time ban configuration

Ban interval 604800 o

Authentication options
available including

anonymous, LDAP bind
and |IP time ban
authentication

Number of seconds for which authentication requests from the source IP are denied.

Ban after 2 —

Number of consecutive failed authentications which will result in blocking the source IP.

Review and apply
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GENERAL

Status

Past activity
Reports

Keys and Certificates
Review changes
CONFIGURATION
Server

Services
Transfers
REesources
Databases
Locations
Groups
Accounts

Roles
Administrators

Event Handlers

Configure authentication method "Accounts-Auth-over-Remote-HT TP

Enable at starfup m

Enable this aulthentication method at server startup.

Identifier il Rl yEawETELIlEy Cannot be changed at runtime.

Name Accounts-Auth-over-Remote-HTTP

A short name to identify this authentication method.

Type Cannot be changed at runtime.

Description  Authenticate accounts over specific HT TP endpoints. In this case, it is YourCompany
Inc's Accounts department HT TP endpoint for the HT TPS authentication method.

Free text description for this authentication method.
HTTP Post configuration

URL hitps://www.yourcompany.com/accounts-authenticate .

This option specifies the URL where to send HTTP authentication requests.

Proxy .

Configuration for the proxy to be used to connect to the HTTPS endpoint.

SSL/TLS configuration

SSL Cipher List | ALL/IRC4:IDES:IMDS:1EXP .

Add custom
authentication

methods including

authentication over
remote HI TP
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Configure transfer "Copy Transfer - ACC1"

GENERAL

2NSHE Enable atstartup | Yes [N Add co Py Or move
Past activity

— identifier SUZALEILIRdee RIS EYETE Cannot be changed at runtime. t ra n Sfe rS tO m a n ag e

your file transfer

Keys and Certificates
y Name  Copy Transfer - ACC1

Gl bl A short name to identify this transfer. O p erations

CONFIGURATION

Type Cannot be changed at runtime.

Server
OEIVICES Description Copy Transfer from Accounting Corp to Payroll
Resources
Authentications Free text description for this transfer.
Databases
_ Source conﬂguratlon
Locations
e Location Default filesystem v . Go to location configuration
Accounts Location used as the source for this transfer.
Roles

Path c\Users\Account_Corp_Accounts

Administrators
Path to the folder which is the source of this transfer.

Event Handlers
Changes poll interval 1 .

Number of seconds at which to check for file changes in the monitored path. It should be equal or greater than 1.

File stable period 10 .

Number of seconds after which a file is considered stable. This should be greater than 0.001.
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GENERAL

Status

Past activity
Reports

Keys and Certificates
Review changes
CONFIGURATION
Server

Services
Resources
Authentications
Databases
Locations
Groups
Accounis

Roles
Administrators

Event Handlers

Authenticated as admin Logout

I Ytk , \FAVAFIREN

Retry wait

Archive success path

Archive failed path

Execute before

Execute after success

Execute after failure

Execute before on
destination

Execute after success on
destination

Execute after failure on
destination

' =L

Number of times a file is retried to be transferred on failures. C O nf i g u re

= detailed transfer

Number of seconds to wait before retrying a failed file. .
rules according

to requirements

/Account_Payroll/Success

Path to a folder on the local location where to keep a copy of files which were successfully trans

IAccount_Payroll/Fail

Path to a folder on the local location where to keep a copy of files which failed to be transferred. To disable archiving, leave this option @G-

Executable or script called before processing a source file. Called with full path to file as first argument.

archive_and date ftransfers.bat
Executable or script called after a file was successfully transferred. Called with full path to file as first argument.
-archive_and_date_fail.bat

Executable or script called after a file transfer failed. Called with full path to file as first argument.

Add custom
scripts for any

List of commands called before processing a transfer.

additional
transfer actions

List of commands called after a successful transfer.

List of commands called afier a transfer failed.
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B Configure resource "Trigger Email Alert for Mail_Transfer_Admin"
Status .

| Add email resources
Past activity Identifier rEUPYE Y ST AR IELR AR EVRY  Cannot be changed at runtime.

- for custom emaill

Name | Trigger Email Alert for Mail_Transfer Admir
Keys and Certificates al e rtS

A short name to identify this resource.

Review changes

oo Type Cannot be changed at runtime.
Server

Description For transfers that have failed, trigger the email alert.
Services
Transfers Free text description for this resource.
Resources A ! 2 :

_ Email client specific configuration
Authentications
Databases Address/Port  127.0.0.1 2|25 = @ .
Locations Address (or domain name) and port number of the remote server.
Groups
From email address no-reply@yourcompany.com .
Accounts
Email address used in the "From’ field of the messages sent to this server.

Roles
Event Handlers Username for the server. Leave blank for anonymous authentication.

Password SO0 ROROROROOOOOES .

Password for the server.

Review and apply
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S— Configure event handler "Email Alert for Accounts - Failed Transfers - PDF"

S
e Enable at startup m o
Past activity Enable this log handler at server startup. Set U p d etal |ed

— dentier Cannot be changed at runtime event handlers to
Keys and Certificates

Review changes Name Email Alert for Accounts - Failed Transfers attaC h S peC Ifl C
CONFIGURATION A short name to identify this event handler. aC't I O n S b a Sed O n

Server - .
T Cannot be changed at runtime. -t
Services e Server even S
Transfers Description | This is the email alert for Accounts - Failed Transfers. The event ID 10097 is
associated with failure to store files Event Handler.

Resources The email alert is for all accounts and components, restricted to PDF files only.
Authentications

Free text description for this event handler.
Databases
Locations Events | BOGFEEN Type a new event
Groups List with IDs of events for which this handler is active. Invalid/short IDs are not accepted. Separate events using @E1&9. or
Accounts

Accounts Type a new username
S List with names of users for whom this handler is active. Separate names using @E1&®. or

Administrators

Components Type a valid UUID
Event Handlers | ,
List with component UUIDs for which this handler is active. Separate UUIDs using Z1G®. or

Data Attributes | *.PDF

Name of the data attributes, comma separated to the matching expression. Leave it to not filter based on data attributes.

Fail after errors | 10 o
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e e L L e -

GENERAL Name of the data attributes, comma separated to the matching expression. Leave it to not filter based on data attributes.
Status f
Fail after errors | 10 =
Past activity |
Number of consecutive errors after which the handler will fail. Set to @ to disable automatic failure.
Reports
Keys and Certificates Email configuration

Review changes

Set up a custom

Email Client Trigger Email Alert for Mail_Ti EI. Go to the email client configuration

Email client used to send eventé.- I
T email alert system
Ges Subject | [{id}] [{component.name}] SFTPPIus Alert u S | n g eve n't

Transfers Template used for the “subject” field of the sent email. See documentation for available c¢ h a N d I e rS

CONFIGURATION

Resources Body | This is an email alert that PDF file/s have failed to transfer.

Authentications More details:
[{timestamp.cwa_14051}] {message{LFH{LF}Hdata_json}

Databases

Locations

Groups . . | |
Template used for the body of the sent email. See documentation for available context variables.

Accounts

Roles Recipients | EWSIICIE @V LU A UES Type a new recipient

- List of addresses where to send emails. Separate addresses using @E1a®. €55 or

Event Handlers With associated files Attachment jl.

An associated file is added to an email using specified method. The path of the file is taken from property of an event.

Administrators

Review and apply

SFTPPIus 3.26.0 / Documentation Pages / Staried a day ago at 2017-12-05T714:09:02+00:00
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R Expiration date and time | 2018-05-01  at 00:00:00 | Disable
Status Date and time after which this account will no longer be authorized.
Past activity
Allowed SSH Keys
Reports
Keys and Certificates List of SSH public keys allowed for this account. One key per line, in OpenSSH format.

Review changes
J Allow SSL certificates No Inherit from group

CONFIGURATION When SSL/TLS ceriificate based authentication is enabled, accounts ca
Server A A A I .
| Account home folder (AUt h € nt | Cat 0N 4
sServices : "
- Authorization and
AT Path  inherit .
A Path to folder where to store files for this account. AC COu ntin g) SySte 11
Authentications
T Lock access Application accounts are always locked inside home folder. S U p pO rt fO r aCCO U ntS
Locations
" Missing home folder
roups
createmissng ome. (8 1o | nnert romgroup Whitelist by file types,
Roles folder  yyhen this option is enabled the server will try to create missing home fo

allocate permissions on a
Event Handlers [Archive/*, allow-read | Inherit from group '1 per-aCCOunt Or per_path

Administrators

Permissions allow-full-control

Comma separated values of permissions for this account. b aS I S

Review and apply

SFTPPIus 3.256.0 / Documentation Pages | Staried a day ago at 2017-12-05T14:09:02+00:00
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Home folder

GENERAL
Status Base path | Predefined values ~  c:\Users\Payroll |
Past activity ; :
Path to the base folder where accounts home folders are located. AAA (AUt h e nt | Cat | O n
Reports ’

REp— ook e . . Authorization and
Deny access to files and folders outside the home folder. Only operating
n Accounting) system
CONFIGURATION Missing home folder

i support for agroups
Gz Create missing home m" pp g p

folders  \when this option is enabled the server will try to create missing home folders for authenticated accounts.

Review changes

Transfers
Folder's owner | Predefined values v  ${DEFAULT OS USER}
Resources \
c =20 OS local account to hold ownership of the newly created home folder
Authentications
Databases Folder'sgroup  Predefined values ~ = ${DEFAULT_OS_GROUP) D efl ne p erm | SS | ons
Locations OS local group to hold ownership of the newly created home

per-group and per-path

Permissions allow-full-control
Accounts NT_2018/*, allow-read
/Legal 2018/, allow-read
* PDF, allow-write

Roles
Administrators

Event Handlers Comma separated values of permissions for members of the group.

NI SR | MU [ Set a home folder structure

Legal 2018

according each group

List of folders which should be created inside the home folder. One folder on each line.
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GENERAL

Status

Past activity

Reports

Keys and Certificates
Review changes
CONFIGURATION
Server

Services
Transfers
Resources
Authentications
Databases
Locations
Groups
Accounts

Roles
Administrators

Event Handlers

Past Activity Events occurred on this server.

CWATICEN X Clear filters

Download as CSV €D fitered events 22 | V| per page.

From | YYYY-MM-DD | at | HHMM:SS | ® To | YYYY-MM-DD | at | HH:MM:SS | ®
First Previous 1 Next L ast

Date/Time v Event Peer User Summary

‘ transfer|

20171206 1023810 N0 N N 1 /585F Admin

=
II
=
3
|I
==
—
)
—
=
3
[
13
34
=3
p
-
b
b
—
(3]
»

201

. Access detallead audit logs or view on Local Manager. |
“1 Browse past activity and filter based on search terms,

201

users, peers, events or date and timestamps -

201

2017-12-05 14:09:02 20156 0.0.0.00 Process Successfully started database connector "SQLite DB
2017-12-05 10:00:00 20157 0.0.0.00 Process Stopped transfer "Copy Transfer - ACC1" of type co
2017-12-05 10:00:00 60022 0.0.000 Process Transfer "Copy Transfer - ACC1" is now executing t
2017-12-04 14:54:.07 50005 127.0.0.1:49278 admin All requested changes successfully applied. Change
2017-12-04 14:51:59 60020 0.0.0.0.0 Process Transfer "Copy Transfer - ACC1" has scheduled acti
2017-12-04 14:51:59 60021 0.0.0.00 Process Transfer "Copy Transfer - ACC1" started in "Suspen
2017-12-04 14:51:59 20156 127.0.0.1:492786 admin Successfully started transfer "Copy Transfer - ACC

First

Previous

1

Next

Last
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. - Access the status of all services,
erviCes defined on the server. i i
transfers, authentication methods,
e ey e resources and event handlers

Reports

Started Disabled HTTP Service for YourCompany

Keys and Certificates

_ Started Enabled FTPS Explicit Service for YourCompany Inc FTP and Explicit FTPS 0.0.0.0:10021

Review changes
e Started Disabled FTPS Implicit Service for YourCompany Inc. Implicit FTPS 0.0.0.0:10990
Server Started Enabled YourCompany SFTP Service SSH (SFTPISCP) 0.0.0.0:10022
Services

Stopped Disabled YourCompany Inc Recursive Monitor Local filesystem monitor
Transfers
Resources Stopped Disabled SCP Service for YourCompany Inc. SSH (SFTPISCP) 0.0.0.0:10023
Authentications Started Enabled HTTPS Service for YourCompany Inc. HTTPS 0.0.0.0:10443
Databases

Stopped Disabled YourCompany Inc Non-recursive Monitor Local filesystem monitor
Locations
Groups Started S ELIET YourCompany Inc Local Manager Local Management 127.0.0.1:10020
Accounts

Transfers available on the server

Roles

Administrators
State Startup Name

Suspence Copy Transler - ACC Locate potential problems
Starting Move Transfer ACG 2 befO re -t h ey reaC h yo u r u Se rS

Event Handlers

Authentication methods defined on the server
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GENERAL

Past activity Failed

Services defined on the server

iup

Reports Stopped at 2017-12-06T20:02:31+00:00 with 20077: |
Failed to start the "FTPS Implicit Service for YourCompany

Keys and G nc_ " service. Failed to read the certificate. [Errno 2] No

. - such file or directo
Review chal "y =
CONFIGURATION Failed at start Disabled
server Enabled
sServices

Stopped Disabled
Transfers
RESOUICes Stopped Disabled
Authentications Started Enabled
Databases

Stopped Disabled
Locations

Started Enabled
Accounts

Transfers available on the server.

Roles

Administrators

State Startup
Event Handlers
Stopped

Name Protocol Interface
HTTP Service for YourCompany Inc.
FTPS Explicit Service for YourCompany Inc
FTPS Implicit Service for YourCompany Inc.
YourCompany SFTP Service
YourCompany Inc Recursive Monitor

SCP Service for YourCompany Inc.
HTTPS Service for YourCompany Inc.
YourCompany Inc Non-recursive Monitor

YourCompany Inc Local Manager

Troubleshoot potential issues related to

the server via the Local Manager
(shown) and the detailed text audit trall

Authentication methods defined on the server



SFTPPIlus Local Manager Authenticated as admin Logout

GENERAL Started Enabled
Status

Past activity

Repons

Fvent handlers dafinad an the server.
Configuration which were changed

Keys and Certificates

Review changes Startup

email_to_recipients

Deny Admin Accounts

Determine which components
require any further action

Name Type

CONFIGURATION Enabled Email Alert for Accounts - Failed Transfers - PDF . i -
Server —
Stopped file-transfer-hooks Send as HTTP POST request . -
Services —
T —— Stopped WebAdmin HTTP Post Send as HTTP POST request - = -
Resources Enabled Account activity of failied transfers Audit account activity - i .
Authentications —
Enabled Default Local Log File Store in local file . .
Databases
, Started Enabled Database Logger Store in database . .
Groups
Resources defined on the server
Accounts
Roles
State Name Family Type
Administrators
Stopped Trigger Email Alert for Mail_Transfer_Admin Email Client
Event Handlers
Stopped FTP Location Your Company Inc FTP (unsecured)
Stopped Default filesystem FILESYSTEM
Started SQLite DB for Accounts Transfers database connector SQLite3 File
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R Configure database "SQLite DB for Accounts Transfers”
Status
Past activity dentifier Cannot be changed at runtime.
Reports
Name SQLite DB for Accounts Transfers Ad d d atabases tO

Keys and Certificates

A short name to identify this database. h a n d I e 'th e a u d |'|: 'tra| I —

Review changes

Ao Type Cannot be changed at runtime. m eet mon ItO rl N g an d
i) Description  Stores data into local SQLite file. I O g g I n g req u I re m e ntS

Services

for compliance and
other obligations

Authentications

Locations Free text description for this database.

Groups

Accounts SQLite specific configuration

Roles
Path log/server_accounts_dept .db3 .

Administrators
Path to a local SQLite 3 database file.

Event Handlers

Review and apply
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GENERAL Web_ brOwser

SSL / SSH Keys Management Generate, read or convert SSH/ SSL keys.

interface available
Past aCtMty eneraie New e onve ed Xistin - ew ey an .
— G fe New SSH Key C r/Read Existing SSH Key New SSL Key and CSR tO COnflgure SSL /

Type | RA v SSH services

Review changes Type of the new SSH Key.
CONFIGURATION Size 2048 .
sServer

Size of the new SSH Key. DSA/DSS keys have a fixed size of 1024 byies.

services
Private Key Password Enter key password ®

il = GGenerate new SSH

Optional password used to encrypt newly created private key. Leave empty whe
Resources F P YP y P y Pty

Authentications keys eaS | Iy dll d
Databases q U I C kly

ord.

Locations SFTPPlus / OpenSSH Public (single line) QeiithILES
Groups
ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAACAQCPIAS1zBX028d811TZ10KShXsTPCygc7irGrviNbopw7WLIOMQV2ISYrbPGGdEmsKiUDNnGokVSisRjbo7C7xdh@tjVk2dUHXVbBx1QIqEGwzdTTs04I1bS
Accounts SMREXSVEsXWviT3afq3YzEDByiFcN60OTgPq7UYUEBUOr2al//+cSgl2eStmm6BF2M5ZMeF /nTL40BUDNKL1pgHYPN@RgRYSVL1ghNt2fEL/DsxygdWSoKcre74kc LAW1OwZZAU1XnfmxsMMp jhgHvPGVgHM
CV@GPntR7170hjf3eIlisVibCl9ZvvMCO9wnVy1ReW3aApZS jFgGhixjN9BhhNzQBVgscVrIAdmkS6E1IzQPrgGoNtsI8hCpbonkMVdI4An]IzShlp/gbu2VFkekglkrfyYLyoeaiYitEOcpZhDt7Vafclplasu
Roles cPUp/dFjcpNyVu+3nHy IGkx0An@@SPUN2155HqeCfSvzNNZKF qWatavQFpLFB+Fgj8iNODTMMF 1§ cLOWMCctMKQuuKB jHiZREBaWNLE jOKW1qUCENVUWog3 x5 THONQXhcjL1QECQETZ1i/Uo+j8SITRTeBSdd

Administraions 9UABGKIYErtpOFdrCLFRSUN2c/gwBZuaehyrUsQulD7Z33vnj3VMiThySxpzpKpOrCXTE+qb3c0jG1ikVcMOlp7covtGLpbrEverBuw==

Event Handlers | . o : -
When handling the public key, make sure it is stored as a a single line.

OpenSSH Private

Proc-Type: 4,ENCRYPTED
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GENERAL ool f SSH Keys Management Generate, read or convert SSH / SSL keys.

Generate new
Status
past actiily Generate New SSHKey  ConvertRead Existing SSHKey = New SSL Key and CSR SS I_ keyS an d

Size | 4096 [5 C S RS on
Size of the new SSL Key. d e m an d

Reports

Review changes
T Private Key Password Sassnsises ®
Server Optional password used to encrypt newly created privaie key. Leave empty when you don't want to protect generated private keys with a password.
BT Common Name | *.yourcompany.com
Transfers s . : . : : :

In general this is the fully qualified domain name (FQDN) for the server attached to this CSR. If you are generating a CSR for a wildcard certificate your
Resources common name must start with an @, for example:
Authentications i e Mo
Databases . . : . - .

Optional alternative name associated with the CSR. For example or or combined
| ocations DN S:www.fs.domain.tid,IP:192.168.7.1
Groups : .

Email Address | admin@yourcompany.com

Accounts

Optional email address associated with the CSR.
Roles

Hitassaivaio Organization = YourCompany Inc

Event Handlers Full legal company or personal name, as legally registered in your locality.

Organization Unit | IT_Department

Optional branch of your company which is ordering the certificate (accounting, marketing, etc).

Locality/City | YourCity



Do you need help?

S FT P Plus Email us at sales@proatria.com or
chat with us on sftpplus.com

Send us feedback via our feedback survey


https://www.surveymonkey.de/r/9TY95QW

