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2) "why" motivation
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public input: tx ciphertext
private witness: ix plaintext

zk statement: ix ciphertext valid



public input: tx ciphertext + state root

private witness: tx plaintext + sender pubkey Merkle proof

zk statement: tx ciphertext valid + Merkle proof valid



public input: tx ciphertext + state root
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signature valid
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public input: tx ciphertext + state root
private witness: tx plaintext + sender balance Merkle proof
zk statement: tx ciphertext valid + Merkle proof valid

sufficient sender balance
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public input: tx ciphertext + state root
private witness: tx plaintext + nonce Merkle proof
zk statement: tx ciphertext valid + Merkle proof valid
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public input: tx ciphertext + state root + replay tag
private witness: tx plaintext + nonce Merkle proof
zk statement: tx ciphertext valid + Merkle proof valid
new nonce valid

replay tag = H(nonce, private key)
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public input: tx ciphertext + state root + replay tag + slot
private witness: tx plaintext + nonce Merkle proof
zk statement: tx ciphertext valid + Merkle proof valid
new nonce valid

replay tag = H(nonce, private key, slot)
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