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http://snomed.info/id/128045006

Concept IRIs are widely used in RDF

IRl Stem

Form

URIs for components, based on the corresponding SCTID, take the following form:
http://snomed.info/id{sctid}

URIs for members of a Reference Set, based on the corresponding UUID, take the following
form:

http://snomed.info/id{uuid}

For simplicity this document refers to either of the above forms as a component URI.

Examples

The following table shows some examples of URIs for components and reference set members.

Table 2.2-1: Examples
Resource URI
The concept 74400008 | Appendicitis http://snomed.info/id/74400008

The description "Appendicitis" with id=123558018 http://snomed.info/id/123558018

http://snomed.info/id/[128045006 [<—

Code



http://snomed.info/id/128045006

Coding.system/code pairs — Concept IRIs

Codesystem/NamingSystem Coding.system Coding.code |Coding.display
SNOMED CT http://snomed.info/sct [128045006 Cellulitis
https://terminology.hl7.org (disorder)
/2.0.0/CodeSystem-v3-snomed

-CT.html

i

L
IRIStem - http://snomed.info/id/| 28045006 [«—{ Code |

|

777



https://terminology.hl7.org/2.0.0/CodeSystem-v3-snomed-CT.html
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Examples

Proposal: Add to HL7
Terminology website

Coding.system

Coding.code

IRI Stem

Concept IRI

ICD 10: G44.1 http://purl.bioontology.org/ http://purl.bioontology.org/onto

http://hl7.org/fhir/sid/icd-10 ontology/ICD10/ logy/ICD10/G44.1

SNOMED CT: 128045006 http://snomed.info/id/ http://snomed.info/id/128045006

http://snomed.info/sct

MeSH: D000305 https://id.nlm.nih.gov/mesh/ https://id.nlm.nih.gov/mesh/D000O

https://www.nlm.nih.gov/mesh 305

LOINC: http://loinc.org 35217-9 https://loinc.org/rdf/ https://loinc.org/rdf/35217-9
Regional example

Example of a code containing gad http://dARIA0TgC AT . example/ http://dARIATgCATIT . example/ code

non-ASCII characters
http://[IRTACTgcATIT.example/

code/

/&ed




IRIs vs URIs vs URLSs

IRI http://aARIAvTEeATT.example/code/gea Does not allow characters that | RFC 3987
are significant in IRIs (such as
spaces, ‘#’, ‘/”) but allows
Unicode characters (including
non-Latin characters).
URI | http://xn--g2bge2acacusd4bbfé6d.example/code/ Only allows ASCII characters. RFC 3986
%E0%A4%B9%E0%A5%83%E0%A4L%A6%E0%A
4L%AF
URL | http://xn--gabge2acacusdsbbfé6d.example/code/ Only allows ASCII characters. RFC 3986
%E0%A/%4%B9%E0%A5%83%E0%A4%A6%E0%A
4L%AF
URN | urn:ietf:rfc:3986 Only allows ASCII characters. REC 8141
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Who would this benefit?

e RDF developers
e Any other applications that prefer to use a single identifier per concept,

instead of a System + Code pair
e Anyone wanting to follow Web Architecture:

Good practice: Identify with URIs

To benefit from and increase the value of the World Wide Web, agents
should provide URIs as identifiers for resources.


https://www.w3.org/TR/webarch/#uri-benefits

Additions needed

1. Designate an Identifier.system value for IRI Stems in CodeSystems (e.g.
“https://terminology.hl7.org/IdentifierSystem/IRIstem”).

2. Designate “urn:ietf:rfc:3987" as an Coding.system value for IRIs in
https://build.fhir.org/identifier-reqgistry.html to be used where the Coding.code is
already an IRI.

3. Add an “IRIstem” value to the NamingSystemIdentifierType, allowing it to be used as
a value in the NamingSystem.uniqueld.type field in NamingSystems.

(Full details in https:/bit.ly/fhir-rdf-concept-iris-july-2022)


http://build.fhir.org/datatypes-definitions.html#Identifier.system
https://build.fhir.org/identifier-registry.html
http://build.fhir.org/valueset-namingsystem-identifier-type.html
http://build.fhir.org/namingsystem-definitions.html#NamingSystem.uniqueId.type
https://bit.ly/fhir-rdf-concept-iris-july-2022
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35 lines (34 sloc) 1.8 KB

<?xml version="1.0" encoding="UTF-8"?>

<CodeSystem xmlns="http://hl7.org/fhir">
<id value="v3-snomed-CT"/>

<extension url="http://h1l7.o0rg/fhir/StructureDefinition/codesystem—-properties—mode">
<valueCode value="not-present"/>
</extension>

1
2
3
4
5 <language value="en"/>
6
7
8
9

[ <url value="http://snomed.info/sct"/> |
10 <identifier>

11 <system value="urn:ietf:rfc:3986"/>

12 <value value="urn:0id:2.16.840.1.113883.6.96"/>

13 </identifier>

14 <identifier>

15 <use value="usual"/>

16 <system value="https://terminology.hl7.org/temporary/CodeSystem/IRIstem"/>
17 J<value value="http://snomed.info/id/"/> |

18 </identifier>

19 <version value="3.2.0"/>

20 <name value="SNOMED_CT_INT"/>

21 <title value="SNOMED CT International Edition"/>

22 <status value="active"/>

23 <date value="2020-11-03"/>

24 <publisher value="International Health Terminology Standards Development Organisation (IHTSDO) trading as

25 <contact>

26 <name value="International Health Terminology Standards Development Organisation (IHTSDO) trading as SN
27 <telecom>

28 <system value="email"/>

29 <value value="info@snomed.org"/>

30 </telecom>

31 </contact>



https://github.com/gaurav/UTG/blob/28b2c022e619809ada2d3152bca8f5d9e6eea997/input/sourceOfTruth/external/v3/codeSystems/cs-v3-snomed-CT.xml#L14-L18

v < L )] & github.com ¢

<extension url="http://terminology.hl7.org/StructureDefinition/ext-namingsystem-version">

<valueString value="3.1.0"/>
</extension>
<name value="SNOMED_CT_INT"/>
<status value="active"/>
<kind value="codesystem"/>
<date value="2020-11-03"/>
<publisher value="International Health Terminology Standards Development Organisation (IHTSDO) trading as
<contact>

<name value="International Health Terminology Standards Development Organisation (IHTSDO) trading as SN

<telecom>

<system value="email"/>
<value value="info@snomed.org"/>

</telecom>
</contact>
<responsible value="International Health Terminology Standards Development Organisation (IHTSDO) trading
<description value="SNOMED CT is a core clinical healthcare terminology that contains concepts with uniqu
<uniqueld>

<type value="oid"/>

<value value="2.16.840.1.113883.6.96"/>

<preferred value="true"/>
</uniqueld>
<uniqueld>

<type value="uri"/>

|<value value:“http://snomed.info/sct"/>I

<preferred value="true"/>

</uniqueld>
<uniqueld>

<type value="other"/>

<comment value="IRIstem"/>

f<value value="http://snomed.info/id/"/> |
</uniqueld>

</NamingSystem>



https://github.com/gaurav/UTG/blob/b78bd5dea353d0e7549a4ef4d5a33e89c4e4fbcd/input/sourceOfTruth/external/v3/namingSystems/v3-snomed-CT.xml#L38-L42

Also accessible through the NPM package!

“resourceType": "CodeSystem",

T.ison + (-

"url": "http://hl7.org/fhir/tools/StructureDefinition/extension-title",

"valueString": "SNOMED\u@0a0CT International Edition"
http //wwwi.w3.0rg/1999/xhtml\" xml:lang="

diy "en\" lang=\"en\"><p>This code system http://snomed.info/sct defines m
codes, but they are not represented here</p></div>" "url" "http //h17.0rg/fhir/5. O/StructuFEDEf1n1tlnn/extenSlon—NamlngSyStem url",
"valueUri": "http://terminology.hl7.0rg/NamingSystem/v3-snomed-CT"
"extension": [

“url": “http://hl7.0rg/fhir/StructureDefinition/codesystem-properties-mode”,
"valueCode": "not-present"

“url": “http://terminology.hl7.0rg/StructureDef inition/ext-naningsysten-version”,
"valueString": "3.1.0"

"url": "http://snomed.info/sct", SNOMED_CT_INT",
“identifier": [ : Mactive®,
ki codesystem",
"urn:ietf:rfc 020-11-03",
urn:0id:2.16. BAQ 1 113883.6.96" “International Health Terminology Standards Development Organisation (IHTSDO) trading as SNOMED International™
“https://terninology.hl7.org/temporary/CodeSysten/IRIsten",

International Health Terminology Standards Development Organisation (IHTSDO) trading as SNOMED International®
= |
http://snomed. info/id/"

“value"
"3.2.0", }
'SNOMED_CT_INT",
'SNOMED\ DOBOCT International Edition", }
“active",
"'2020-11-~ 03"

"email®,
info@snomed.org"

I
"responsible”: "International Health Terminology Standards Development Organisation (IHTSDO) trading as SNOMED International
"description”:

"SNOMED CT is a core clinical healthcare terminology that contains concepts with unique meanings and formal logic based d
efinitions organized into hierarchies.",
“uniqueId": [
{

"2.16.840.1.113883.6.96",
“preferred”: true

"type": "uri®,

“value": "http://snomed.info/sct",
"preferred": true

"This artefact 1ncludes content from SNOMED Clinical Terms (SNOMED CT) which is copyrighted material of the International H "type": "other",
ealth Terminology Standards Development Organisation (IHTSDO). Where an implementation of this artefact makes use of SNOMED CT content, the http //Snumed info/id/",
implementer must have the appropriate SNOMED CT Affiliate license - for more information contact http://www.snomed.org/snomed-ct/get-snomed- =
ct or info@snomed.org",
“content": "not-present"
}

—— VISUAL —-




The NPM package can be used 1n JavaScri

v < & github.com

/%%

* Ideally, we'll eventually have some kind of prefix index within hl7.terminology.
* Until we have that, we have to index that package ourselves. We do that when this
* class is constructed so that further calls to this method should be fast.

*/
constructor() {

let package_json_path = require.resolve('hl7.terminology/package.json

if (!package_json_path) {

throw new Error("ConceptIRI requires 'hl7.terminology' to be installed.");
}
let hl7terminology_path = path.dirname(package_json_path);

// Initialize prefix indexes.

// The prefixIndex will be in the form this.prefixIndex[prefix][uril = 1
this.prefixIndex = {};

// The uriIndex will be in the form this.uriIndex[urillprefix] = 1
this.uriIndex = {};

// Load all CodeSystem and Naming files from the hl7terminology path and look for prefix information.
let files = fs.readdirSync(hl7terminology_pat!
files
.filter(filename => filename.endsWith('.json') && (
filename.startswWith('CodeSystem-') ||
filename.startsWith('NamingSystem-')
))
.forEach(filename => {
let raw = fs.readFileSync(path.join(hl7terminology_path, filename), "utf-8");
let content = JSON.parse(raw);

if (filename.startsWith('CodeSystem-')) {
let url = content.url;



https://github.com/fhircat/fhir-rdf-playground/pull/12

Tested our approach with FHIR examples
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https://docs.google.com/spreadsheets/d/1g-TKGzKA2YdV4gELLkjL0Ku5cZN0rz-VPNXgMLaJGhk/edit#gid=1303917068

Summary

e Adding IRl stems to HL7 Terminology would be a simple change that would

make interconversion between FHIR and the Linked Data world much, much
easier.

e HL7 Terminology’s NPM package is a powerful mechanism for extracting
and using data from the HL7 Terminology records.



Feedback from Vocab WG

1. Who gets to pick IRl stems and with what criteria?

a. Vocab/TSMG will pick IRI stems for HL7 terminologies.
b. RDF subgroup can help find and maintain IRI stems for external terminologies.
i. Gaurav will be in charge of figuring out how to make changes through the UTG.

2. How do we deal with versioning?
a. Not necessary at the moment, but we will plan for this going forward.
3. How do we deal with characters that aren't ASCII?
a. We believe we can fully support translating back and forth from FHIR strings and codes.

4. Should FHIR ValueSets be changed to better support concept IRIs?
a. We don't anticipate needing to change this (apart from supporting concept IRIs via the
“urn:ietf:rfc:3987" as an Coding.system value for IRIs)
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Would be accessible on terminology.hl7.org

eoe M-+ <

ircat/UTG/output/CodeSystem-v3-snomed-CT.json.html

"resourceType" : "CodeSystem”,
"id" : "v3-snomed-CT"
"language” : "en"
"text"

"status" : "generated",

"div" : "<div xmlns=\"http://www.w3.0rg/1999/xhtml\" xml:lang=\"en\" lang=\"et

"extension"
"url" : "http://hl7.org/fhir/StructureDefinition/codesystem-properties-mode'
"valueCode" : "not-present”

"url" : "http://snomed.info/sct",
"identifier" :

"system" : "urn:ietf:rfc:3986",

"value" : "urn:oid:2.16.840.1.113883.6.96"

use" : "usual"
"system" : "https://terminology.hl7.org/temporary/CodeSystem/IRIstem"

"value" : "http://snomed.info/id/"

"version" : "3.2.0"

"name" : "SNOMED_CT_INT",

"title" : "SNOMED CT International Edition"

"status" : "active"

"date" : "2020-11-03"

"publisher” : "International Health Terminology Standards Development Organisat
"contact" :

“name" : "International Health Terminology Standards Development Organisatic
"telecom" :

"system" : "email"
"value" : "info@snomed.org"

CodeSystem (SNOMED)

eoe M- < @ 8 ; -

Tjson.html ¢

"url" : "http://terminology.hl7.org/StructureDefinition/ext-namingsystem-vei
"valueString” : "3.1.0"

"name" : "SNOMED_CT_INT"

"status" : "active"

"kind" : "codesystem"

"date" : "2020-11-03"

"publisher" : "International Health Terminology Standards Development Organisat

"contact” :
"name” : "International Health Terminology Standards Development Organisatic
"telecom" :

"system" : "email"
"value" : "info@snomed.org"

"responsible” : "International Health Terminology Standards Development Organist

"description" : "SNOMED CT is a core clinical healthcare terminology that conta
"uniqueId"
{

"type" : "oid",
"value" : "2.16.840.1.113883.6.96"
"preferred" : true

"type" : "uri",
"value" : "http://snomed.info/sct",
"preferred" : true

"http://snomed.info/id/",
"IRIstem"

NamingSystem (SNOMED)




IRIs vs URIs vs URLSs

RDF systems generally use IRIs, which allow you to include Unicode

characters (allowing non-Latin characters). Defined by RFC 3987.
o E.g. http:/aIRTAVTgCATIT.example/code/gcd
All IRIs can be converted to URIs, which don't allow Unicode characters, but

use percent-encoding to encode them. Defined by REC 3986.
o E.g. http://xn--g2bge2acacu4d4bbfed.example/code/%E0%A4%BI%E0%A5%83%E0%A4%A6%EQ%AL4%AF

URIs may be URLs (which are resolvable, like the link above) or URNs (which
are “persistent, location-independent resource identifier”). Defined by RFC

8141.

o URNSs are in the format urn: [namespace]:[identifier]



https://datatracker.ietf.org/doc/html/rfc3987
https://datatracker.ietf.org/doc/html/rfc3986
https://datatracker.ietf.org/doc/html/rfc8141
https://datatracker.ietf.org/doc/html/rfc8141

IRIs vs URIs vs URLSs

e We propose using IRIs, since they are what RDF systems are generally
designed to use, and since FHIR already has good support for Unicode in its
string type.

e These already work well with Coding. code values, which are defined as
codes, which are strings restricted to having no leading or trailing
whitespace and no internal whitespace apart from single spaces.

e |f needed, concept IRIs could be converted into URIs and stored as uris or

urls, but we don't think there is a need for concept IRIs to replace Codings in
FHIR.



https://build.fhir.org/datatypes.html#string
https://build.fhir.org/datatypes-definitions.html#Coding.code
https://build.fhir.org/datatypes.html#code
https://build.fhir.org/datatypes.html#uri
https://build.fhir.org/datatypes.html#url

An algorithm for conversion

Given:
e aFHIR Coding.system, s, that identifies a terminology t; and
e a Coding.code, ¢, that is defined within t;
a Concept IRI, conceptIRI, corresponding to s and c is computed as follows:
1. If noIRI Stem is defined for sin the HL7 Terminology website, then conceptIRIis
undefined. Halt.
2. Let iStem be an IRI Stem that is defined for sin the HL7 Terminology website.
3. Asaspecial case, if iStem equals urn:ietf:rfc:3987, then conceptIRIis c,and ¢
MUST be a syntactically valid absolute-IRI as defined by RFC 3987. Halt.
(Non-normative comments: The purpose of this special case is to permit System.codes

that are already IRIs to be used directly as Concept IRIs, without any transformation.
Note that an absolute-IRI may also be a URL or a URN.)


https://datatracker.ietf.org/doc/html/rfc3987

An algorithm for conversion (2)

2. Let cSafebe the IRI-safe version of ¢, as defined by the algorithm in section 7.3 of
R2RML: RDB to RDF Mapping Language (W3C Recommendation 27 September 2012),
non-normatively quoted here for convenience:

"The IRI-safe version of a string is obtained by applying the following
transformation to any character that is not in the junreserved production in
[RFC3987]:

1. Convert the character to a sequence of one or more octets using UTF-8

[RFC3629]

2. Percent-encode each octet [RFC3986]"



https://www.w3.org/TR/2012/REC-r2rml-20120927/#from-template
https://www.w3.org/TR/2012/REC-r2rml-20120927/#from-template
http://tools.ietf.org/html/rfc3987#section-2.2
http://tools.ietf.org/html/rfc3986#section-2.1

An algorithm for conversion (3)

The iunreserved production defined in RFC 3987, section 2.2 using ABNF is also non-normatively quoted here for
convenience:
iunreserved = ALPHA/DIGIT/"-"/""/"_"/"~"/ucschar

The ucschar production defined in RFC 3987, section 2.2 is also non-normatively quoted here for convenience.
(Non-normative comment: The ucschar production defines international character ranges that are valid unicode
characters within the intersection of path components (ipath), query strings (iquery) and fragment identifiers
(ifragment). They do not include any reserved characters involved in parsing apart the various components of an
IRI)

ucschar = %xA0-D7FF / %xF900-FDCF / %xFDFO-FFEF
/ %x10000-1FFFD / %x20000-2FFFD / %x30000-3FFFD
/ %x40000-4FFFD / %x50000-5FFFD / %x60000-6FFFD
/ %x70000-7FFFD / %x80000-8FFFD / %x90000-9FFFD
/ %xA0000-AFFFD / %xB0000-BFFFD / %xC0000-CFFFD
/ %xD0000-DFFFD / %xE1000-EFFFD

2.  conceptIRIis the result of concatenating iStem and cSafe.


https://datatracker.ietf.org/doc/html/rfc3987#section-2.2
https://datatracker.ietf.org/doc/html/rfc2234
https://datatracker.ietf.org/doc/html/rfc3987#section-2.2

Security issues (1)

Hostile agents may try to introduce incorrect stem IRIs into the HL7 Terminology
records, e.g. trying to set “http://malicious.actor.org/" as the stem IRI for
SNOMED, so that cellulitis (128045006) would result in the concept IRI
http://malicious.actor.org/128045006.

e 1. A healthcare application trying to dereference this URL could download
malicious data to the application.


http://malicious.actor.org/128045006

Security issues (2)

2. A healthcare application trying to dereference this URL could leak

information to the malicious actor.
o E.g. the malicious actor tricks a patient into accessing their healthcare records from a
healthcare application at a particular time.
m The application dereferences the concept IRI for all concepts related to their health
information.
m The malicious actor records can now deduce information about the patient.
o Even if the previous attack does not work, the malicious actor could still perform a frequency
analysis of the concepts being looked up within the healthcare application.

3. If some systems use the malicious IRl Stem and others use the correct IRI
Stem, interoperability between those systems would be impaired, potentially
resulting in denial of service.



What would this cost?

e Additional identifiers in HL7 Terminology records
o Should be very stable in the long term.
o Unlikely that users will confuse IRl stems with Coding. system values.

e Possible security issues



Who gets to pick IRI stems?

e Many vocabularies (SNOMED CT, LOINC) publish their own guidelines on

how to create concept IRIs for their concepts.
o All the vocabularies we've looked at use IRl stems, but someone might want to use more
complex concept IRIs in the future.

e Extra property to indicate whether it's “official” from the organization or not?
e However, if concept IRIs are needed, several online databases of concept IRI
patterns are available:
o https:/bioreqistry.io/ (e.g. https://bioregistry.io/registry/loinc)

o https://reqistry.identifiers.org (e.g. https://reqistry.identifiers.org/registry/uberon)
o Wikidata (e.g. https://www.wikidata.org/wiki/Property:P5806)



https://bioregistry.io/
https://bioregistry.io/registry/loinc
https://registry.identifiers.org/registry/uberon
https://registry.identifiers.org/registry/uberon
https://www.wikidata.org/wiki/Property:P5806

Choosing IRI stems for HL.7 Terminologies

e FHIR CodeSystems (https://terminology.hl7.org/codesystems.html)
o (Check working build, there are some new changes being made to this list)
e External terminologies (https:/terminology.hl7.org/external_terminologies.html)
o 1. Official IRI stem, if one exists.

o 2.Look through repositories to find any in community use:
m  https:/bioreqistry.io/ (e.g. https:/bioregistry.io/registry/loinc)
m  https:/reqistry.identifiers.org (e.g. https://registry.identifiers.org/registry/uberon)
m  Wikidata (e.g. https:/www.wikidata.org/wiki/Property:P5806)

o 3. Assign an HL7 IRI stem in the hl7.org domain/namespace
m If the organization comes up with one in the future, we can change the FHIR IRI stem to
that.
e FHIR RDF group can be responsible for coming up with IRl stems for all FHIR CodeSystems and
external terminologies.
e What if branding changes in the future and an organization wants to change their concept IRIs in
the future?



https://terminology.hl7.org/codesystems.html
https://terminology.hl7.org/external_terminologies.html
https://bioregistry.io/
https://bioregistry.io/registry/loinc
https://registry.identifiers.org/registry/uberon
https://registry.identifiers.org/registry/uberon
https://www.wikidata.org/wiki/Property:P5806

Concept IRIs and versioning?

Each FHIR Coding can specify the version of the terminology from which the
term was taken in the Coding.version field.

Concept IRIs generally don't require versions, since obsolete terms are
supposed to be marked as deprecated while a new term is created for the

updated concept (see e.g. 0BO Foundry's URI automated check).
o E.g. UBERON:0006852 (“obsolete glomerular visceral epithelium”) has been deprecated and
replaced with UBERON:0005751 (“glomerular visceral epithelium”).

If a use-case for versions becomes necessary, we would want to add an “IRI
stem template” that allows both Coding.code and Coding.version to be
inserted separately.



https://build.fhir.org/datatypes-definitions.html#Coding.version
https://obofoundry.org/principles/checks/fp_003
http://purl.obolibrary.org/obo/UBERON_0006852
http://purl.obolibrary.org/obo/UBERON_0005751

Examples

Coding.system Coding.code | IRI Stem Concept IRI

ICD 10: G44.1 http://purl.bioontology.org/ |http://purl.bioontology.org/onto

http://hl7.org/fhir/sid/icd-10 ontology/ICD10/ logy/ICD10/G44.1

SNOMED CT: 128045006 http://snomed.info/id/ http://snomed.info/id/128045006

http://snomed.info/sct

MeSH: D000305 https://id.nlm.nih.gov/mesh/ |https://id.nlm.nih.gov/mesh/D000O

https://www.nlm.nih.gov/mesh 305

LOINC: http://loinc.org 35217-9 https://loinc.org/rdf/ https://loinc.org/rdf/35217-9
Regional example

Example of a code containing gad http://dRIA0TgCATIT . example/ | http://ARIACTgC AT . example/ code

non-ASCII characters
http://[IRTACTgcATIT.example/

code/

/&ed




