Parental Privacy Settings

Information from “Parenting in a Digital World - Clayton Cranford”
Presented by Eric Ramos, Chief Technology Officer DUSD



Parenting in a Digital World

- Author Clayton Cranford
- Cyber Safety Cop
- Sign up for Cyber Safety Cop’s free newsletter at www.cybersafteycop.com
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The Cyber Safety Cop Plan

Educate Yourself Talk with your child Use Parental Controls
I
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Set Rules and Expectations Friend and Follow Create Balance
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Managing Online Reputation & Privacy

ﬁKeys for a Positive Digital Reputation
(1) Be careful what is published online

Would you post it on a freeway billboard
for all to see?

(2) Assume your posting is permanent
(3) Privacy is an illusion

(4) Manage your digital reputation



Harvard Pulls Admission Offers After Explicit Posts
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Creating Balance In Your Child’s Tech Life

According to the Pew Research center, 92% of teens go onllne daily with 24% of
those saying they are online “almost constantly”.

Kids ages 8 - 18 are spending an average of 44.5 hours per week in front of
screens. (Assuming they sleep for 8 hours a day, this represents about 40% of the
time they’re awake.)



Creating Balance In Your Child’s Tech Life

Nearly 23% of youth report that they feel “addicted to video games”.
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Suggestions

e Use social media as a tool for promoting a charity or
social cause

e Likes should not equal self-esteem
e Be the person you want your child to be

e Don't be afraid to be the bad guy

e Create limits

Additional resources: http://cybersafetycop.com/resources
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(& common sense media

Reviews Top Picks Family Guides

Find Great Media for
Kids by Age and Type

. o) Ages2-18

& Movies

(1] Books
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| Websites

What Parents Need to Know About Fanfiction
Review some of the key facts about fanfiction, important tips to keep in mind, and a “
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http://www.youtube.com/watch?v=0kAhabyw0c0

Use parental controls on your iPhone, iPad, and
IPod touch

10 Second Summary

. Open Settings

Tap General

. Tap Restrictions

Tap Enable Restrictions

hn _‘; (%] r\) N

-

Enter a passcode

(@)

. Limit App Store access
. Tap Apps.

co ~

Select age restrictions
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Use parental controls on your iPhone, iPad, and
IPod touch

& - 2. Scroll down and tap Restrictions, then tap Enable Restrictions.
Turn on Restrictions
3. Create a Restrictions passcode. You need your Restrictions passcode to change your settings or to turn
1. Tap Settings > General > Restrictions. off Restrictions.
sesee T 9:41 AM 100% . sssee T 9:41 AM 100%
< Settings General < General Restrictions

Accessibility
Enable Restrictions

Storage & iCloud Usage ALLOW

Background App Refresh

Auto-Lock

Restrictions

Date & Time
Keyboard
Language & Region

Dictionary

iTunes Wi-Fi Sync


http://www.wikihow.com/Set-Parental-Controls-for-the-iPhone-App-Store
http://www.wikihow.com/Set-Parental-Controls-for-the-iPhone-App-Store

1:51 AM @ 32%@ )4

Thursday

Calendar Settings

* @

Contacts Weather Messages

Background App Refresh

Restrictions

Date & Time

Keyboard

Control Center

Do Not Disturb

General

Display & Brightness

Wallpaper
00000 = 3:51 PM
£ General Restrictions

—> Enable Restrictions

ALLOW:

Safari

82% &) 4



Enter a Restrictions Passcode

All >

Installing Apps

Deleting Apps

In-App Purchases




How to use Android parental controls

First, drag down from the top of the screen, then drag down further if a settings cog icon
doesn't appear. Tap on the icon to open the Settings app.

06:31 Mon, & May

v

Add new user?

You can share this device with other
people by creating additional users.
Each user has their own space,
which they can customise with apps,
wallpaper and so on. Users can also
adjust device settings like Wi-Fi that
affect everyone.

Set up user now?

Make sure that the person is
available to take the device and set
up their space

When you add a new user, that
person needs to set up their space.

Any user can update apps for all
other users.

Scroll down until you see Users. If your phone has a Settings appe split into sections, you
might have to search other tabs to find the Users menu.

In Users, you'll see your own account, or the main account of the owner & of the phone. There

will be an 'Add user' option, so tap on this.

Accept the message by tapping 'OK' then tap on 'SET UP NOW'
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How to use Android parental controls

The device will log you out and ask you to sign into the new user's account. As that's for a
child in this case, you'll continue to make the settings.

Set up new user

Skip account setup?

You have been added to this phone.

¥ Without a Google account, you
Set up email won't be able to
Important:
s - = " : 1 or Bxch 5 Download apps, music,
-The phone's owner can uninstal you also use a personal or Exchange games and other
YOur apps or remove your space email, add it now. content from Google
completely,

Play

O Personal (IMAP/POP)

«Any other user can accept updated Yahoo, Outlook co
app permissions on your behalf

adn Back up your apps to
Google, and sync Google

@) Exchange ) X services like Calendar
-As with any computer, you should only cicseBabedabio oo and Contacts with your
share this phone with people whom device

Not now
ou trust

y @ Add later in Gmail app
O Continue

To add another Google account, see
O qQuit

Settings > Accounts after setup

< NEXT >

Tap Continue, as in the image ahove left, then you'll be asked if you want to sign into an
Android account#. If you want to prevent your kids from downloading apps, games, music,
videos and TV shows through Google Play, just tap on Skip Setup. You will still be able to
download apps etc. via your own user account.

You'll also have the option to set up their email account, or tap Not now if you don't want to.
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How to use Android parental controls

How can I restrict content in Play Store?

Assuming you do want to give your child access to the Google Play Store within their account,
either sign in with your own Google account when prompted during the setup, or use their

account if they have one.

w  Arsagames

ol

B Myopps & games & Settings

%5 Movies, Music, Books Apps were auto-updated

fy when apps maomatically updated

k-3 Movies & TV User controls
Use itineraries from Gmail
0 Music Imprave recommendations using ltinera
from Gma
. Books
Parental controls
Newsstand off
A Accouit Require authentication for purchases
Apps Starter Kit FOr S Purcheses sough Googie Faay on'
8| Redeomn
About
%
Q ° B wisist Open source licences
detols for i ftware
0 Settings
WhatsA  : Messen Facebo
Pp Mes Qer ok an Play Store version
tiw e 10w Vession: 7.7.31.0-s2 [0) [PR] 1533946
x Help & feedback
q 0o O q O O

Then, launch the Play Store app (this is in their user account on the phone or tablet# stll)
and tap the 'hamburger' - the three horizontal lines at the top left.

Scroll down and tap Settings, then scroll until you see Parental & controls.

Tap it, and you'll have to create a PIN code. Enter this twice.
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How to use Android parental controls
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Set content restrictions Most rest
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How to use Android parental controls

If you want to prevent kids from buying content freely, you can set a PIN that only you know
which will be asked for when they twy to download anything that costs money. To do this, go
back to the main Play Store settings menu and tap on 'Require authentication for purchases".
Then you'll see a screen like the one helow, right.

ftom v M 06:56

<  Settings

Apps were auto-updated

Notify when apps are automatically updated

User controls

Require authentication

Use itineraries from Gmail
ecommendations using itineraries @ FOI' a" prChaseS Fhfough

Google Play on this device

Improve r

from Gmail

O Every 30 minutes
Parental controls
Off

O Never

Require authentication for purchases

For all purchases through Google Play on this devic

e

About CANCEL

Open-source licences

Licence details for open-source software

Play Store version
Version: 7.7.31.0-all [0] [PR] 153394623
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How to use Android parental controls

The Play Store isn't the only place to download apps and games, so it's important to make
sure other sources are blocked. To do this, go back to the device's home screen, and drag
down from the top of the screen again to get to the cog icon - tap it to open the Settings app.

i

Settings Security & fingerprint

Unknown sources

® rops
Q Location Advanced
Your phone and personal data are
Credential storage more vulnerable to attack by apps
from unknown sources. You agree
o Security & fingerprint that you are solely responsible for

any damage 1o your phone or loss

of data that may result from using
these apps

B Accounts
Screen pinning

G Google
Apps with usage access
Encryption
©  Datedtime Encrypt phone
J O O 4 O

Find the Security section (called Security & fingerprint on our phone), tap it and then check to
make sure the Unknown sources switch is turned off (which it probably will be).
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(1) Sign into a youtube account



Youllllil] 29 vanguage:English ~

Content location: United States ~ Restricted Mode: Off ¥ X History © Help

About Press Copyright Creators Advertise

Developers  +YouTube
Terms Privacy Policy & Safety

Send feedback  Test new features © 2017 YouTube, LLC

V(1] Tube 80 Language: English ~

Content location: United States ~ Restricted Mode: Off ¥ ’ ‘ X History © Help ‘

Restricted Mode

« Restricted Mode hides videos that may contain inappropriate content flagged by users and other signals. No filter is 100% accurate, but it should help you avoid most inappropriate content.
« Your Restricted Mode setting will apply to this browser only.

® on O off
Lock Restricted Mode on this browser

Restricted Mode lock prevents others from changing the Restricted Mode settings on this browser.
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X Settings
Get YouTube TV

Get YouTube Red

YOUTUBE

Restricted Mode filtering
Play HD on Wi-Fi only

Double-tap to seek
Watch on TV

Content location

Stats for nerds

Notifications

PRIVACY

Clear watch history
Pause watch history

Clear search history
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How to set
Parehttp://www.wikihow.com/Set-U

/M DUALSHOCK™4 wireless controller connected. User's Guide

S . -
Who is using this controller? Data Handling/He

PSN®

+ Notifications
: Login Settings
Parental Controls
New User

Application Saved Data Management

System Storage Management

Cyvetem Software | Indate

1 Log into your PS84 profile (assuming this is the main account on the console).
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How to set Parental Controls with PS4
Parental Controls

Q Restrict Use of PS4 Features

Restrict use of PS4 features. |If necessary, harents or guardians can se

4 Select "Restrict Use of PS4 Features." From this point on, you can select the
eature yoL uld like to restrict from your child

« All settings of the Parental Controls can be configured here
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How to set T —
http://www.wikihow.com/Set-Up-Parental-Conurois-in

A

Settings

Desktop

Control Panel

Personalization

PC info

BN . o A
. | 2 wiki

2 Select "Control Panel" from the options under Settings.
Move your cursor all the way to the right in the Windows 8 Desktop, and then

select "Settings" when the Charm bar appears.


http://www.wikihow.com/Set-Up-Parental-Controls-in-Windows-8
http://www.wikihow.com/Set-Up-Parental-Controls-in-Windows-8
http://www.wikihow.com/Set-Up-Parental-Controls-in-Windows-8
http://www.wikihow.com/Set-Up-Parental-Controls-in-Windows-8
http://www.wikihow.com/Set-Up-Parental-Controls-in-Windows-8

© =~ 1 @) ControlPanel » All Control Panel items »

File Edit View Tools Help

Adjust your computer’s settings

ﬂ Color Management

@ Date and Time

Credential Manager
Default Programs

Devices and Printers

File History
Folder Options
HomeGroup

Indexing Options

v & Search Control Panel

View by: Largeicons ¥

How tn Sat Lin Parantal Cantrale in Windows §

3 Click on "Family Safety" where it appears over on the left in the Control Panel.

Windows'8

@ 3) v 4 0« All Control Panel ltems » Family Safety v & Search Contrel Panel
File Edit View Tools Help

ool fand e Set up Family Safety

Use Family Safety to get reports of your kids’ PC activities, choose what they see
online, and set time limits, apps restrictions, and more.

To tum on Family Safety, add a new child's account, or change an existing
account to a child’s account in Accounts.

To turn off Family Safety for an account, change the account type from Child
to Standard in Accounts.

Manage settings on the Family Safety website
You can manage this PC's Family Safety settings on the
website,

People who can manage these settings online: mrsjanesmith9@outlook.com
® More information

How ta Rat Lin Parental Cantrole in Windowe §

4 Click on "Manage settings on the Family Safety Website."
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@© v 1 & « FamilySafety » User Settings

File Edit View Tocls Help

Control Panel Home

Accounts to Monitor
® User Settings

ow UpdatusUser will use the PC
ty:
enforce current settings

sorting:
collect information about PC usage

£ limits

trol when UpdatusUser uses the PC
1e and Windows Store app restrictions
trol by rating or title

top app restrictions

trol the apps allowed on your PC

(V) Search Control Panel

Current settings:

H UpdatusUser
Standard user
Password protected

I i View activity reperts I

Web filtering: Allow all e
Time limits: Off

Game restrictions: Off
Desktop app restrictions: Off

How to Sat Up Parantal Controls in Windows §

Login to the family safety account using the same user password as is on your
computer. Click "view activity report" on the user you want to set up parental controls

for.

=E_Windows'8

@ v 1 & « FamilySafety » UserSettings » Web Filtering v e
File Edit View Tools Help

Search Control Panel

s Which websites can UpdatusUser view?

o
Web Filtering
Web Restrictions

(O UpdatusUser can use all
@ UpdatusUser can only use the websites | allow

Allow or block specific websites

How tn Sat Uin Parantal Cantrale in Windows §

6 Click on "Web Filtering," and select "Turn on web filtering" to filter what the
user can access on the Internet. Select the "designed for children" option and click
"save."
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Windows'8

v) ¢ | éemh Control Panél

Control how long UpdatusUser can use the PC

(O UpdatusUser can use the PC all day
@ UpdatusUser can only use the PC for the amount of time | allow

How tn Sat Lin Parantal Cantrole in Windowe §

Select another parental control option, like "Time limits." Set the limits you want

on the computer use. and click "Save." again.
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How to use Parental Controls with Mac OS

Hardware

& — - a

y W @ = 3

CDs & DVDs Displays Energy Keyboard Mouse Trackpad Print & Scan Sound
Saver

o

Ink

Force Quit...

Internet & Wireless

Sleep .
58 © e

Restart... iCloud  Mail, G N Shari
u , Contacts etwo ng
Shut Down...
A S
Log Out Matthew Bautista... ©%Q L . ‘
‘ 2 @ & @ @
Users & Software Dictation  Time Machine Accessibility Startup Disk
Groups Update & Speech
Other

How to Use Mac OS X Parental Controls f \ P ﬂ__,
—_ (L%

_ Flash Player FUSE for OS X VoodooHDA
1 Navigate to Apple > System Preferences. —

2 Under the System submenu, choose Parental Controls.
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How to use Parental Controls with Mac OS

. \ « If you can't make changes, make sure the lock icon at the left-bottom corner of the
screen is Open. If not, click on it and enter your computer password to allow
changes.

[ ] .
Parental controls are turned off for this account. \
Parental controls let you manage your children’s use of
this computer, the applications on it, and the Internet.
| Enable Parental Controls | Parental controls are turned off for this account.

Parental controls let you manage your children’s use of
this computer, the applications on it, and the Internet.

Enable Parental Controls

|_| Manage parental controls from another computer

To access this comp to change p tal control
settings, you need the name and password of an
dministrator of this computer,
wiki

Manage parental controls from another computer
To access this computer to change parental control
settings, you need the name and password of an

d of this ;

Choose the user account which you want to apply Parental Controls to. You
can not apply Parental Controls to administrator users

ick the lock to prevent further changes. (2)
wilci
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How to use Parental Controls with Mac OS

enon Parental Controls
[« /> || ShowaAul | Q

@
Yy

Parental controls are turned off for this account.

ontrols let you manage your children’s use of
puter, the applications on it, and the Internet.

Enable Parental Controls

4 Click on Enable Parental Controls.

Apps Web People PRiliERililiEs m

Weekday time limits

Allows access to this computer Monday through Friday for the
specified number of hours only.

3 hours a day
M Limit ¢ P use to: B—

Weekend time limits

Allows access to this computer Saturday and Sunday for the
specified number of hours only.

5 hours a day
M Limit computer use to: ; =

7717\, Bedtime
\-/ Prevents access 1o this computer during the specified hours.

(¥ school nights: ~ 5:00 PM [2/ to  7:00 PM [:

Sunday

-

¥ Weekend: 1:00 PM [3/to 6:00 PM |2

day and Saturday

+ | - |3 wiki

5 From the tabs located at the top of the window, you can edit permission and

settings for the user. You can even monitor the user's iChat and Mail and filter Web
Content. The best function is limiting usage time by giving it a schedule. For example, if you
set 17:00-21:00 as the time that allows the user to login, the user will be automatically
logged out at 21:00. This function is good to limit your children's playtime so they don't skip
their homework
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How to use Parental Controls with Mac OS

Show activity for: | One week s

“"

Group by: | Application
YAlEallecmms Logs

€5) Websites Visited

@ Websites Blocked |

,/AQ Applications

?‘ Messages

] -5 wiki

6 To check the user's recent activity on the computer, switch to the Logs tab. All
the info is recorded there.


http://www.wikihow.com/Use-Mac-OS-X-Parental-Controls
http://www.wikihow.com/Use-Mac-OS-X-Parental-Controls

The ULTIMATE POWER - Change the Wi-Fi password

.




How to change your Wi-Fi

= - - e
/ [ 192.168,
“~ Gl [} 192.168.1.1 w e =

Authentication

The server http://192.16
password. The server say:

User Name:

Password:

wiki

1 Open your router's configuration page. You can access your router's configuration

page through a web browser on a computer connected to your network. If you can't
connect via Wi-Fi because you don't know the password, use an Ethernet cable to connect
your computer directly to the router. This will bypass the need for the Wi-Fi password.

« Standard router addresses are 192.168.1.1, 192.168.0.1 ,

192.168.2.1 ,0r 10.0.1.1 (Apple)or 18.0.0.1 (Xfinity). Enter the
address into your browser's address bar.

password Lo
®

/ [ 192.168.1.1

x Y

B- -5

€« C [3192.168.1.1

Authentication Required

The server http://192.168.1.1:80 requires a usemame and
password. The server says: £1200.

User Name:  admin

Paxsword ['

Log In Cancel

wilkd

Enter your router's username and password. Every router will require a username

and password before you can access the innards. If you never changed this when you
first configured the router, chances are the username is "admin" and the password is
"admin" or "password". Of course this varies from model to model, so you should search
your model online to see your exact login info_[2]
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How to change your Wi-Fi password

< C [3192.168.1.1 QY

Fienware Versol

Linksys E1200 E

Setup

Basic Setup s M ddrece

Language
Select your language English v

Internet Connection Type | ' Automatic Configuration - DHCP ¥

Optional Settings

(required by some Internet | Host Name
Service Providers)
Domain Name:
MTU. Auto
Network Setup
Router Address | 1p aqdress: 192
Subnet Mask 2552552550 v
Router Name Cisc039210
DHCP Server Seting |  pHcP Server: ® Enabled '’ Disabled | DHCP Reservation
Start IP Address 192168 .1.[100 wiki

3 Open the Wireless section. Once you are logged into your router, you will need to

find the Wireless section of the configuration page. The exact name changes from
manufacturer to manufacturer, but generally you are looking for a "Wireless" or "Wireless
Settings/Setup” tab or button.

« If your "Wireless" section has multiple subsections, open the Wireless Security
page.

¥

[} Wireless Security x \ DY
L o D 192.168.1.1 WL_WPATable.asp

Q

llllulllc
CISCO.

Linksys E12(
Wireless Wireless Security

| Wireless S/

2.4 GHz Wireless Security

Security Mode:

Passphrase [WikinowR0cks 123

Save Settings Cancel Changes

wiki

Change the password. Look for the box labeled "Password", "Passphrase” or
"Shared Key". You can enter your new password into this box. Some routers will ask
that you type the password again to ensure that you entered it correctly.
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T
CISCO.

ateat]n,
CISCO.

Linksys E12(

Wireless

Access Applications &
Policy Gaming

| Wireless Security | est Acce |

Wireless Security
Wireless S

Configuration View

2.4 GHz Wireless Settings

Wireless

i il
2.4 GHz Wireless Security Basic Wireless Seffings |

Security Mode: WPA2MWPA Mixed Mode

Passphrase: ® Manual Wi-Fi Protected Setug

Network Name (SSID)

Cancel Changes

Channel Auto hd

SSID Broadcast * Enabled Disabled

Save Settings Cancel Changes

5 Check out your security type. There are three main types of wireless encryption: wiki
WEP, WPA, and WPA2. For the most secure network, you should be using WPA2.
You may run into issues connecting older devices, however, in which case you could switch 6 Change your network name. While you're here, take a moment to change your
to WPA or WPA/WPA2. Selecting WEP is NOT recommended, as WEP encryption is very network name if you have not already. The name should not include any personally
easy to break (it can take less than 30 minutes to crack a WEP password). identifiable information, as the name will be publicly broadcast. Changing the name will help

deter people from trying to break into it. Routers with default names are seen as easier
hacking targets
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afean]n,
CISCO.

Wireless Setup Wireless Security

Basic Wireles- Setlings |

Configur

Save Settings

wili

7 Save your settings. Once you are done entering in your new password, click the
Apply or Save button. The button's location is different for every router, but is typically
located at the top or bottom of the page. The router will take a few moments to process the
change, at which point any devices currently connected would be disconnected.
« Atfter your settings are changed, you can connect to your wireless network using
your new password.
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Resources

Parenting in a Digital World - Clayton Cranford
Google images

http://www.usnews.com/news/features/news-video?ndn.trackingGroup=90080&ndn.siteSection=ndn1_usnews&ndn.videold
=32509286

https://www.commonsensemedia.org/

http://www.wikihow.com/Set-Parental-Controls-for-the-iPhone-App-Store

http://www.pcadvisor.co.uk/how-to/google-android/how-use-android-parental-controls-3461359/

http://www.wikihow.com/Set-Up-Parental-Controls-on-PS4

http://www.wikihow.com/Set-Up-Parental-Controls-in-Windows-8

http://www.wikihow.com/Use-Mac-OS-X-Parental-Controls

http://www.wikihow.com/Change-Your-Wi-Fi-Password
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Thank you for your time
Eric Ramos

Chief Technology Officer, Duarte USD

eramos@duarteusd.org



