
Security in AI



general formatting for slides

- Direction of the project/research changed slightly
- instead of targeting voice assistance systems, it will be WiFi-enabled IoT 

devices
- What we worked on this week:

- Familiarizing ourselves with PyTorch
- Reading paper (check Slack for this if haven’t seen already)
- (Maybe?) exploration/research into attack mitigation



Exploring PyTorch



Exploring PyTorch (Cont.)

Results



IoT Devices

Internet of Things (IoT) Devices
● Connected to internet
● Gather information 
● Send and receive data 

through wireless channels

● Channel State Information 
(CSI) has the communications 
between devices



Using IoT Devices for Authentication

IoT Devices can pick up interference 
from:
● behavioral characteristics

○ body movements

Gives unique biometric signature of 
each user from behavioral and 
physiological characteristics 

User-authentication can be deployed using deep 
neural networks on user activity information
● Without devices
● No password/fingerprint/facial recognition



Goals for Next Week

Continue learning PyTorch with more advanced mathematical functions to 
apply to IoT interference data

Set up experiments to collect interference data from mobile devices


