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AR R A - SigmaRule

title: Vulnerable Driver Load

id: 7aaaf4b8-e47c-4295-92ece-6ed40a6F60c8

status: test
description: Detects loading of known vulnerable drivers via their hash.
references:
- https://loldrivers.io/
author: Nasreddine 8enchercha#i (Nextron Systems)

date: 2822-08-18 4443 - "IMPHASH=fbfa302bf7eb5d615d@968541ee49ces’
modified: 2023-12-92

4449 - "IMPHASH=f9b9487f25a2c1e@8c@2f391387¢c5323"
tags:
- 4450 - "IMPHASH=ef102eB58f6b88af@d66d26236257706"
- attack.privilege-escalation
4451 - "IMPHASH=0f3713913e9fa3ba3a923718e489debb"
- attack.t1543.083
SigttEekAeeE 4452 condition: selection
logsource: 4453 falsepositives:
product: windows 4454 - Unknown
category: driver_load 4455 level: high
detection:
selection:

Hashes|contains:
- "MD5=c996d7971c49252¢582171d93803602"
- 'MD5=da7e98b23b49b7293ee0@6713032c7416"




Search site About Premium

Living Off The Land Drivers Top Products

Living Off The Land Drivers is a curated list of Windows

drivers used by adversaries to bypass security controls and EEES CPUID service mmmmm NTIOLib mmmmm Novell XTier
carry out attacks. The project helps security professionals m— \Vindows (R) Win 7 DDK driver mimidrv (mimikatz)
stay informed and mitigate potential threats.

I Top Publishers

& Feel free to open a PR, raise an issue(s) or request new
driver(s) be added.

J. You can also get the malicious driver list via API using
CSV or JSON. Sysmon users check out the pre-built
confia. There is a Sigma rule for SIEMs. If you've found
this project valuable, you'll absolutely love our sister
projects, | AS and GT ns, check them out!
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Provides syntax highlighting, bracket matching, and folding in YARA-L files.
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SORA Solution - Shutfle Automation !
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SORA Solution - Shuftle Automation

™

now

) Workfows

Testing
Version: 1.0.0

Dabugging app far

Shuffie Tools
Version: 1.0.0

A tool app for Shuffie

Date Tools

Versiof

A date parsing app for

Genasil
Version: 1.0.0

Emasl app for Gmail

Owa
Version; 1.0.0

Email app for Exchange

RTR
Version: 1.0.0

Based on httpsAnt-
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Q, in:itrash Shuffe

Shuffle-Email-Alter =## x
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Dear Jun-Shi VM :
h“d Sent with Mailsuite

Q Chinese (simplified)\ Chinese (simplified)
Unsubscrib

2 B - Gmail ZEERE O

B attack_technique...

Web-application 158/Z] {APT29-dection-rule} IP : 100.26.102.140 Risk-Score : 100 Shuffle-server
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Q Search the platform...

THREAT ACTORS
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TARGETED REGIONS

Asie
Europe
Eastern Asia

Americas
Western Europe:

Oceania
Central Asia
asia (victim)
Australia and New Zeal.
middic-cast (victim)

TARGETED SECTORS

Transport
Retall @istribution)
Legal consuting
Energy

Construction
Medias and audiovisual
Education

LATEST CAMPAIGNS

INTRUSION SETS
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& TARGETED SECTORS & TARGETED REGIONS & ACTIVE VULNERABILITIES
1.2K T CVE-2017-11882 214

S Africa =

S— 900 ¥ CVE-2012-0158 157
o 600

. Asia CVE-2017-0199 145
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= South America

e @Fnance @Energy @ Transport @ Govemments & Administration @ Health ' ! ' \ fF CVE-2019-0708 122

Feb1.2023 Apr15.2023 Jun27,2023 Sep8.2023 Nov 20,2023
LATEST REPORTS ACTIVE TTPS
. ’ [71566] Phishing
[2 Ranion Ransomware - Quieta... Feb28,.. AlienVault e ) (EEEEE 12647.001) Regatry Aun (71204.001) Makcious..
[71069.001] PowerShell [TA0O11] Command and.

May 24, 2023 at 10:18:27 AM @ FATA MORGANA

Tortoiseshell's campaign
which focuses on shipping
and logistics companies
based in Israel, aligning

B Iranian APT Imperial Kitten ha... Feb28,... Orange Cyber... | Ceew ) N
[2]  CARBON SPIDER EmbracesBi.. Feb28,.. Alienvault e )

[T1110] Brute Force [T1082] System.

OBSERVABLES

460.65K i oo

@ TRICKBOT @ Cobalt Strike @ Mimikatz @ PlugX.
@ EMOTET @ Agent Tesla @ FORMBOOK

@ DARKSIDE @ CLOP @ Cobalt Strike - S0154

@ ASYNCRAT @ MIRAI @ Winnti @ QUASARRAT

@ METASPLOIT

ACTIVE TOOLS

"
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® POWERSPLOIT @ COMahawk @ LCGKit @ TOR
@ SLENTTRINITY @ Royal Road @ RMS

INDICATORS SOURCES
2 [Clsekoia
2 [Criskiq
o [C] alienvault
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https://www.caa.org.tw/images/download/18ae693e77892a35dd00b3ef2187528a.pdf
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https://www.caa.org.tw/course.php?kindid=112
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