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\ Information Disclaimer

The testing performed was done in a safe
environment, with no connection to any network. We
are not responsible for any damages caused by
attempting the content depicted in this presentation.



Introduction

e “In2020, 1,112 organizations were hit by ransomware attacks. In comparison, 1,097

organizations were hit by ransomware attacks in the first half of 2021”
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Attack Vectors - Phishing Emails

(1) Reminder : 1§ Q@RAEMIAD - PLeAse ConFIrM Your Reward /' __ID:835754029496 © span &

Why is this message in spam? It is similar to messages that

T-Mobile™ lkghc-rmkyrfetnx@wzycevde.us via tristatechri

to 190.ci45.inbox@amfd02.alpha.net>, c1/29791_md/1/4628/3

Mon, Mar14,11:52AM Yy & $

T-Mobile™ <lkghc-rmkyrfetnx@wzycevde.us> via tristatechristianacademy.onmicrosoft.com

'97,190.ci45.inbox@amfd02.alpha.net>" “@iSuOsJ 8kxm.gy.bgcmuyfiln1gw0d9li83hip>)
¢cl/29791_md/1/4628/3798/3/344139

Mar 14,2022, 11:52 AM

{4 (1) Reminder: #§ ~ PLEASE CONFIRM Your Reward y/__ID:835754029496
tristatechristianacademy.onmicrosoft.com

@ Standard encryption (TLS) Learn more
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:‘ Thank you for using .T. Mobile . Your recent purchase has got you
ecligible for an exclusive reward worth $90. You are one of 10e
:randonﬂy selected .T. Mobile customers who will receive this:
:re\\‘ard. You have been rewarded a free reward worth $90. Just
:click on the button below to claim your reward.
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If you no longer wish to receive these emails, you may unsubscribe by clicking here
or by writing to 6130 W Flamingo Rd. Las Vegas, NV 89103

unsubscribe here
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5 Download Adobe Photoshop 7.0 X +

&€ > C 1 @ softmany.com/adobe-photosho download ® % 0O @ Incognito

Attack Vectors -
Downloads

2 Easy Steps

| DOWNLOAD 1. Click "Download"

2. Add Data Shield for Chrome™

Note:
_ The u nOfﬁCial U RL Home » Windows » Imaging and Digital Photo » Adobe Photoshop 7.0 for Windows » download
- The suggestion to download ‘data Adobe Photoshop 7.0 for Windows
Shield, for Chrome w Nov 14, 2019 - Adobe Inc ( Trial ) - Size : (160 MB) - Safe & Secure
Not a single word is said
otherwise, it just wants you to

2 Easy Steps
download data shield. Which is ity Sus gdCe g o2 "
& .U \ | | 1. Click "Start Now
most likely bad for you. START I | oOw ¢
The fake (ldownloadn and astartn 2. Add Data Shield for Chrome™
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3 Easy Steps

x 1. Click “Start”
&, 2. Start Download
© 3. Browse The Web




Internal Attacks
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Indicators of Compromise
v

BlackMatter Ransomware encrypted all your files!
To get your data back and keep your privacy safe,

you must find syLRjIZRLREADME.txt file
and follow the instructions!

6106 | (@) BlackMatter
Ransomware .
Now Time to end After time end
% 5,900,000 06 day, 11,800,000 $
@ 152.29 (with 25% fee @ e Jith 25% fee) 304.57 @

& 21787.3 43574.59 &

End date: 25 Sep, 12:04 PM
[NY time]
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