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You, each of you, need to use 
strong passwords

You, each of you, need to use 
a password manager





Memorizing strong passphrases



● Password managers prevent password reuse, 
which lets attackers grab passwords from a random 
web forum and then break into Amazon or Google 
accounts. 

● Even though passphrases are much easier to 
memorize and don’t need to be rotated, you still need 
unique secrets per-account. And memorizing 
hundreds of these is impossible.



Ideal: 
● memorized strong passphrase 

protecting all other passwords, 
with auto-fill in the browser

In practice: 
● as close to that as is reasonable 

for you



Two factor authentication

● On top of a password, also something you 
have (or something you are, or...)

● SMS isn’t great at “something you have”, but 
any second factor is better than none

● Whenever possible, use non-SMS methods, 
especially...



Universal 2nd Factor (U2F)

Not just simple: also seriously resists phishing by only 
working when you’re at the right domain name



HTTPS
It actually does a pretty 
amazing job



Confidentiality (Privacy)

Integrity (Untouched)





HTTPS
Privacy, security, anti-censorship 
(but not anonymity)



HTTPS
Only securing the connection.
You can still be phished over 
HTTPS.



HTTPS
Strong protection, 
even from governments,
even on a very hostile network.



Ads and third parties



http://www.technologyreview.com/news/541351/facebooks-like-buttons-will-soon-track-your-web-browsing-to-target-ads/




What
“AddThis”

Did

https://www.propublica.org/article/meet-the-online-tracking-device-that-is-virtually-impossible-to-block


Eric Mill
Twitter: @konklone
Email:   eric@konklone.com

Passwords, Two Factor Authentication, 
HTTPS, Third Parties
in 10 minutes somehow


