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Chapter 7

The Manner in Which All Business Books Are to be
Authenticated, Why, and by Whom,

tialiioauiivilo,

In the name of his officer, the clerk will write all this on the first page
of your books and will attest to its truth. He will then attach the seal
of the pertinent officer which will make them authentic for any situa-
tion in which their presentation might be required. This custom should
be fully commended, as should the places where it is observed.
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Book authentication
2020




auditor-based book authentication

everything is
ok!




...2023

Trustless book authentication



trustless book authentication
(naive approach)

everything is
ok!
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trustless book authentication
(ZK approach)

everything is
ok!
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Book Authentication

Proof of
Solvency for
Centralized

Exchanges
(CEXs)







Proof of Solvency

- Cryptographic proof that a CEX is solvent at a specific
moment in time



Proof of Solvency

- Cryptographic proof that a CEX is solvent at a specific
: . i —
moment in time l

Assets >= Liabilities



LIABILITIES

Deposits of the users
Denominated in ETH,
BTC, USDC ..

Do not live on-chain,
live in the CEX's DB



ASSETS

Cryptographic assets
(ETH, BTC, USDC..)
controlled by the CEX
Live on-chain

Should map 1:1 the
deposits of the users

LIABILITIES

Deposits of the users
Denominated in ETH,
BTC, USDC ..

Do not live on-chain,
live in the CEX's DB



Proof Of Solvency

- Cryptographic proof that a CEX is solvent at a specific
: . i —
moment in time l

Assets >= Liabilities

'

Users are confident
that they can withdraw
at any time



Summa: ZK Proof of Solvency



Why ZK?



/K for computational integrity



/K for privacy



How?



Merkle Sum Tree

e The entries are the
users’ data (=

hash: H(HLeft, 75, HRight, liabilities )
875)
sum: 950
: T | e Lives off-chain
hash: H(HLeft, 50, HRight, hash: H(HLeft, 75, HRight,
25) 800)
sum: 75 sum: 876 e Only the root-hash
T T gets published
on-chain
hash: H(bob, 50) hash: H(alice, 25) hash: H(carl, 75) hash: H(dave, 800)

sum: 50 sum: 25 sum:75 sum:800

A

username : bob
balance: 50
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Ethereum

Proof of Assets

Build Merkle Sum Tree
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/k Proofs - computational integrity

Attest that the user is included in the Merkle Sum Tree
with the correct balance

Attest that hash of the Merkle Sum Tree matches the one
committed

Attest that sum of liabilities is Less Than the assets of
the exchange (as committed in step 1)

Attest that no sum overflow happened in the merkle sum
tree computation



/k Proofs - secrecy

Other users information such as their balances and usernames
Total number of users

Total amount of liabilities

Total amount of assets

The addresses of the wallets controlled by the CEX



/k Proofs - secrecy

Other users information such as their balances and usernames
Total number of users

Total amount of liabilities

Total amount of assets (WIP)

The addresses of the wallets controlled by the CEX (WIP)
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Proof Verification

F(m, username, balance, assetsSum, rootHash) =
yes/no



Next Steps
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KZG Polynomial Commitment

Replace the merkle sum tree commitment with a KZG
polynomial commitment

Proving that (username, Balance) is included in that
commitment
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Ethereum
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Ethereum State Proof

Prove that Cex own a wallet using ECDSA Signature
Prove the balance of that wallet using account proofs
from the ethereum state Trie

Prove that this balance is >= liabilities



Open issues

- Dispute resolution
- Interactive protocol



Abstracting the protocol..



Receive money from
the users

Have some mandate
related to
managing these
money

Want to be trusted
by its users

Don’t want their
business
information
revealed to the
public

OoO
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Deposit their money
into an institution

Expect some
behaviour from this
institution

Don’'t trust the
institution
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Insurance Companies
Investment Funds
Charities

whoever has some
mandate over your
money. .
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Abstracting even more..
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data
Receive -merey- from
the users

Have some mandate
related to
managing these

-orrey- data

Want to be trusted
by its users

Don’t want their
business
information
revealed to the
public
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Deposit their money

data +rte—an institution

Expect some
behaviour from this
institution

Don’'t trust the
institution
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Social Media
Al Companies

whoever has some
mandate over your
data..
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idea #2 Recursion for privacy

- Recursively verify inside a snark that:
- an Axiom proof attesting the balance of a wallet is valid
- the CEX controls that wallet (ECDSA signature)
- the balance of that wallet is >= total liabilities



idea #2 Recursion for privacy

- Recursively verify inside a snark that:

- an Axiom proof attesting the balance of a wallet is valid
- the CEX controls that wallet (ECDSA signature)
- the balance of that wallet is >= total liabilities

The recursed proof hides a public input from the original
proof



Thank you!
> on github




