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Project Objectives:

e Open source implementation of 5G
e Network control applications

o Resilience

o  Security

e Done in context of Open RAN (O-RAN)
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Security rApp

e C(losed loop control in SMO

e Reads messages from
Kafkabus

e Processes alarms from RAN

e [solates compromised nodes
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KAFKABUS

TERMINAL EIR
import requests
Time: 2023-06-15T01:13:26.1Z 1m t Json
im "t time
Source Name: 0-DU-1122
Event Severity: MAJOR
Alarm Condition: Hmm, I might have been hacked! node url = "https://odlux.oam.smo.indigo.cosmos-lab.org"
Specific Problem: Hmm, I might have been hacked! alarm url = "https://messages.smo.indigo.cosmos-lab.org"
Time: 2023-06-15T01:13:46.1Z username = "admin"
password = "Kp8bJ4SXszMOWXlhak3eHlcse2gAw84vaoGGmIvUy2U"
Source Name: 0-DU-1123 node header = {
i{ent ieVST%FV‘ Mégg? e "Authorization": "Basic " + f"{username}:{password}"
arm Condition: ort Down WA K A w SN g "
S Accept”: "application/yang-data+json
Specific Problem: CPRI Port Down P PP e aoane )
Time: 2023-06-15T01:13:46.1Z

alarm_header = {
"Authorization": "Basic " + f"{username}:{password

Source Name: 0-DU-1123 ;
"Accept": "application/json"

Event Severity: NORMAL

Alarm Condition: CPRI Port Down

Specific Problem: CPRI Port Down

Time: 2023-06-15T01:14:06.2Z
get_all = "/rests/data/network-topology:network-topology/topology=topology-netconf?content=nonconfig"

Source Name: 0-DU-1122

Event Severity: NORMAL get_ids = "/rests/data/network-topology:network-topology/topology=topology-netconf?fields=node(node-id)"

Alarm Condition: Hmm, I might have been hacked!

Specific Problem: Hmm, I might have been hacked!

Time: 2023-06-15T01:14:06.2Z timeout = 5000

Source Name; 0-DU-1123 get_topics = "/topics"
Event Severity: MAJOR
é;gngggngigg€2$' ngéIngEthgCn get pnf = "/events/unauthenticated.VES PNFREG OUTPUT/1/1?timeout={{{tir
Time: 202380 10101, 18 06,24 get faults = "/events/unauthenticated.SEC FAULT OUTPUT/1/1?timeout={{{timeou
Source Name: 0-DU-1122
Event Severity: CRITICAL
Alarm Condition: Yikes, I have been hacked! ad )
Specific Problem: Yikes, I have been hacked! def get request(url_ending:str, type:str):
Time: 2023-06-15T01:14:26.2Z if type == "node":
headers = node header
[ | ‘ url = node url + url_ending




Network Topology and Resilience rApp

e Topology: Info about parent/child
relationship, node status, connections,
etc.

e Resilience: Maintain and optimize
connectivity

e Resilience rApp:

o Uses topology to choose optimal
paths

o Communicates with Security

rApp to update topology



Al Planner

e Al planning: Given a task to perform, and a

set of available actions, find a subset of these SMO

actions and a suitable ordering (the plan) that m m

when executed achieves the task. —L‘ ———)
e Sophisticated management and coordination ‘ Security | Interface

in multi-network, multi-SMO system 5
e In a single network setting, could help the Qlarm

rApps with more sophisticated plans

(responses). Database

kafkaBus




Questions?



