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Project Objectives: 

● Open source implementation of 5G
● Network control applications

○ Resilience  
○ Security

● Done in context of Open RAN (O-RAN)
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O-RAN Implementation
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SMO and rApps:

SMO: 
● Service Management and 

Orchestration responsible for RAN 
domain management and workflow 
optimization

RIC: 
● Non-Real-Time RAN Intelligent 

Controller that hosts/enables the 
application.

rApp:
● Modular application providing 

non-real time control of RAN

O-RAN Interfaces:
● A1: Interface between Non-RT RIC and the Near-RT RIC
● O1: Interface between SMO framework and O-RAN managed 

elements
● O2: Interface between SMO and the O-Cloud
● Open FH M-Plane: Interface between SMO and O-RU 



Security rApp

● Closed loop control in SMO

● Reads messages from 

Kafkabus

● Processes alarms from RAN

● Isolates compromised nodes
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KAFKABUS CODE



Network Topology and Resilience rApp
● Topology: Info about parent/child 

relationship, node status, connections, 
etc.

● Resilience: Maintain and optimize 
connectivity

● Resilience rApp:
○ Uses topology to choose optimal 

paths
○ Communicates with Security 

rApp to update topology UE
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AI Planner
● AI planning: Given a task to perform, and a 

set of available actions, find a subset of these 

actions and a suitable ordering (the plan) that 

when executed achieves the task.

● Sophisticated management and coordination 

in multi-network, multi-SMO system

● In a single network setting, could help the 

rApps with more sophisticated plans 

(responses).



Questions?


