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Worldwide
demographics
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Which do you currently own?

i
O

Respondent Profile

1% 65
Self Employed

Pog4 Q0

99% 20% 25-34
Full-Time 45-54 o5
Employee %

P 3544

Employment Status Age
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95%
95%
72%
55%

47%
45%

43%
25%

15%

Smartphone
Laptop
Automobile

Pets

Smart speaker

Desktop

Fitness Equipment

Luxury watch

Motorcycle
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aobal digital
daily lives



Most are logging into
websites multiple
times a day

creating more chances for
security vulnerabilities
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Multiple times a day 79%

Once a day 1 20/0
A few times a week 6%
Rarely 3%
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The largest group of respondents
manage passwords
across 10-25 sites

For how many different sites or apps do
you manage passwords?

Perhaps explaining why the largest
group also reuses passwords
across at least 5-10 sites

For how many sites do you estimate
you reuse your passwords?

32%

5-10 sites
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Frequency of password resets

6%  Everyday
Almost a quarter
reset their passwords

every day or multiple
times a week

1 50/0 Multiple times a week

34% Roughly once a month
With %5 resetting once a

month, and only 44% rarely

44% Rarely
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Two-factor authentication has gone global

Familiarity and adoption solid in the workplace and for personal use,
with personal use edging ahead of work adoption

Are you familiar Do you use 2FA for Do you use 2FA for
with 2FA? work accounts? personal accounts?
17%
Never
heard of it
37% 27% 22%
Somewhat No No
73% 78%
46% Yes Yes
Very
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Password manager
behavior



Password manager usage up

Do you use a password manager?

14%
Have before but
1 30/0 not now
Have before but 34%
not now Yes
30%
Yes
51%
550/0 No
No
2021 2022
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Almost all are ‘'somewhat’ or ‘very’' familiar with
password security best practices

90%

Somewhat Very Familiar Never heard of
password security
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87% of respondents use passwords
between 9-15 characters or less

27%

-8 9-15 15-20

Characters
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4%

20+

14


https://bitwarden.com/pricing/
http://bitwarden.com/

Breach reality and
concern



Nearly 1/4 of respondents affected by a data breach

The majority asked to reset their passwords did so

Affected by a data breach Recommended to Completed a
in the last 18 months reset password password reset

24%
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Direct email leads breach notification sources

Direct email from the | set up
service that was Password  Company email notification  Security focused
breached manager from IT Web services Browser method mobile app
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A third are more
worried about cyber
attacks this year
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35%

More
worried

SYA

About the same
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Discovering
password managers



More than two-thirds use websites to
find information on password managers

69%
25%
14% 14% 12%
Online
Websites forums Newsletters Blogs Reddit
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Users prioritize security
over memorability

It is more important a password
be secure than easy to remember

- but users can get both with a
password manager

U bitwarden

32%

Easy to
remember

68%

More secure
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Document
Password on my
Memory Pen/Paper Manager computer Email

Too many people
are still using
memory to manage
their passwords

As evidenced by all the

resetting, memories are
notoriously unreliable

55% 32% 30% 23% 20%
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Security, and memory failures, prompt most people
to start using password managers

It seemed like a good | heard orread | wanted to share
way to protect my | kept forgetting | use one about itin passwords with
digital information my passwords at work the news my family | was hacked
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When considering
password management
software what is the
most important to you?

Security is #1

(] _
[Em 1. Security

@ 2. Ease of use

3. Price



38%

32%

27%

27%

21%
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My current system works

| don't want to pay for
password protection

| don't know which one to use

I'm afraid the password
management software
will get hacked

| don't know how to get started

Satisfaction with
the status quo
inhibits password
manager use

Why not use
a password manager?
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A marriage story

People want their spouse to start using a password manager and worry most about their spouse
getting breached

What one other person would you most like What one other person are you most worried
to start using a password manager? will be affected by a data breach?
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The Great (s Remote)
Return



32%

Most employees expect "

to return to work
Y5 expect to stay remote

o)
Do you envision going back to work in an 68 70
office full time? Yes
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63%
Yes

Do you think workplaces
should provide employees
with a password manager
to protect credentials?

Employers: Most employees desire password
manager software

==ilje =il
=ilje =l)e
==ilje =il
=ilje =ile =il)e
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Employers leaving
credential management

open

(o)
Does your employer require you to use a 75 /o

password manager?

U bitwarden

No
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Those who are remote
want to be better protected

=ilje =ilje =il)e =i)e

=)o =ilje =il
=ilje =ije =il)e

Do you think that employers should provide
security tools and training specifically for a
remote work environment?

=ilje =ije =il
0 =il ==ilje ==l

Yes No
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