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Introduction
Unleashing SR-IOV on Virtual Machines
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Multi-tenant cloud environments
Two goals of multi-tenant cloud environments:
• Cost-effective

• A primary motivator for multi-tenant cloud deployments

• Maximize resource utilization by eliminating the need for infrastructure dedicated to 
each tenant

• Secure
• Each tenant is independent

• Each tenant can only view and configure its own resources
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Single Root I/O Virtualization (SR-IOV)
Achieve the two goals of multi-tenant cloud environment
• A single PCIe device presents Physical and Virtual Functions

• Physical Function (PF) allows the host configuring VFs

• Virtual Function (VF) is independently assigned to containers or VMs

• Cost-effective: Reduce network virtualization overhead
• Configure the offloading of packet switching with the PF

• Secure: Network functions are allocated exclusively

• A problem arises in some situations (next slide)
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Problem with offloading container networks on VMs
Containers on VMs require their own virtual network
• However, VMs cannot offload such a virtual network to hardware

› The host controls the PF exclusively to construct a virtual network for VMs
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Our proposal
Unleashing SR-IOV on Virtual Machines
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Proposal: SR-IOV emulation
Emulate SR-IOV with VMM
• VMs gain their own PFs (=“virtual PFs”) and corresponding

VFs (=“virtual VFs”)

• VMs can configure network offloading through virtual PFs
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• Consistent with bare-metal system
• Allows the use of existing network construction software (e.g. SR-IOV CNI plugin)

• Scalable: Eliminates the need to assign one PF per VM

• Secure: Users cannot control entire NIC hardware from within a VM

Advantages of SR-IOV emulation
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Avoiding emulation overhead with vDPA 
SR-IOV emulation solely governs the control path
• The data path can be still offloaded with vDPA (virtio Data Path Acceleration)
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Adapting SR-IOV emulation to other use cases
Replace backends for other use cases
• E.g., use tap/user devices to test virtio-net driver with SR-IOV for the guest OS
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Interface for virtio SR-IOV embedded switch
virtio 1.3 will expose SR-IOV embedded switch capability as device 
groups
• A device group allow its owner device to control its member devices

• Some features using device groups are already proposed:
• E.g., [virtio-comment] [RFC] virtio-net: support access and control the member 

devices
› Inspect the statuses of VFs
› Set MAC addresses of VFs

• Extend virtio spec for packet switching based on device groups
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https://lore.kernel.org/virtio-comment/20230803083150.46745-1-xuanzhuo@linux.alibaba.com/
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Future work: offload packet switching
Provide comprehensive solution of NW offloading on VMs with OVS
• QEMU processes TC

configuration from within
VMs

• Host’s OVS configures 
offloading
• A bridge in OVS

accommodates
virtual PF and VFs
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Performance Verification
Unleashing SR-IOV on Virtual Machines
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Verification target’s setup
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(*) with slight modification to adapt to virtio’s sysfs

Confirmed 2x performance improvement with vDPA in the following setup:

Server model HPE ProLiant DL360 Gen10

CPU Intel Xeon CPU 4210R @2.4GHz

NIC Mellanox Technologies MT27710 family ConnectX-6 Dx (100G)

Host/Guest OS Rocky Linux 9.2

QEMU version QEMU 8.1.1 (w/ virtio SR-IOV emulation patch applied)

Kubernetes version 1.27.6

CNI plugin Calico v3.26.3

SR-IOV CNI plugin 2.7.0  (*)

netperf 2.7



Environments
Compare the following 2 environments
• Using SR-IOV VFs as the backends and netperf as a measurement tool
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Metrics and section
Verification metrics are throughput and latency
• Metrics: Throughput and latency

• Section: Between a container on the VM and an external machine
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Throughput
• Measuring method

• Average throughput of UDP bulk transfer with netperf

• Results
• Transmission: x 2 (2874.1 Mbps → 5000.1 Mbps)

• Reception: x 2 (1827.8 Mbps → 3289.1 Mbps)
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Latency
• Measuring method

• 99%ile of UDP round trip time using netperf

• Results
• - 100 μsec (327 μsec → 236 μsec)
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Development of SR-IOV Emulation in QEMU
Unleashing SR-IOV on Virtual Machines
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History of SR-IOV emulation
2014: igb patch series by Knut Omang

igb: a network device (Intel 82576)

2019: Virtio version 1.1 specification with SR-IOV support

2022: nvme upstreamed by Lukasz Maniak

2023: igb upstreamed by Akihiko Odaki (details on daynix.github.io)

2023: virtio-net-pci RFC by Yui Washizu

2024: virtio-net-pci for upstreaming by Akihiko Odaki (in progress)
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https://lore.kernel.org/qemu-devel/1409296629-9078-1-git-send-email-knut.omang@oracle.com/
https://docs.oasis-open.org/virtio/virtio/v1.1/virtio-v1.1.html
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https://daynix.github.io/2023/05/06/igb-developing-a-new-device-for-qemu-part-1-introduction.html
https://patchew.org/QEMU/1689731808-3009-1-git-send-email-yui.washidu@gmail.com/
https://patchew.org/QEMU/20240802-sriov-v6-0-0c8ff49c4276@daynix.com/


Adding SR-IOV to virtio-net-pci
Paravirtualized

● igb: physical device emulation

Challenge: flexible configuration

● Varying number of VFs
○ igb: Fixed number of VFs

● Network backends (netdev)
○ igb: One backend and

hardware-defined
packet switching
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https://www.intel.com/content/dam/www/public/us/en/documents/datasheets/82576eg-gbe-datasheet.pdf


Conventional PCI multifunction
Just specify multifunction and
addr:

-netdev user,id=n -netdev user,id=o
-netdev user,id=p -netdev user,id=q
-device pcie-root-port,id=b
-device virtio-net-pci,netdev=q,bus=b,
        addr=0x0.0x3
-device virtio-net-pci,netdev=p,bus=b,
        addr=0x0.0x2
-device virtio-net-pci,netdev=o,bus=b,
        addr=0x0.0x1
-device virtio-net-pci,netdev=n,bus=b,
        addr=0x0.0x0,multifunction=on
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https://gitlab.com/qemu-project/qemu/-/blob/v9.0.1/docs/pcie.txt
https://gitlab.com/qemu-project/qemu/-/blob/v9.0.1/docs/pcie.txt
https://mermaid.live/edit#pako:eNp9kkFvgyAUgP8K4SwLuptZd5mXHZY02W7qAeFZSRQoguvS9L8P1CztYvtOj8f3PQK8M-ZaAM5x2-tv3jHr0FdRKRSiKQ2XQKzWjhhtXSLFrqkRIQTREzULNPrmYJnpYqncv70D-vC9k61X3EmtUAGT5FAvcIyoLuA-9Pxr90RPz-UkbZCIgnAgly-NfWVC2N26_a_JlZk9NrP7ZvrYTO-b9LFJVxOUWJL1EnOHYxkkAVN0_Ag2vuyxvuaymTMbnLnh0pnTG5y-4ejMqQ1O1TjBA9iBSRHG4BytCrsOBqhwHlIBLQtfWuFKXQLKvNOfP4rj3FkPCbbaHzqct6wfw8obwRwUkoWhGNbq5Rduv76q


Composable SR-IOV device
Add the sriov-pf property:

-netdev user,id=n -netdev user,id=o
-netdev user,id=p -netdev user,id=q
-device pcie-root-port,id=b
-device virtio-net-pci,netdev=q,bus=b,
        addr=0x0.0x3,sriov-pf=f
-device virtio-net-pci,netdev=p,bus=b,
        addr=0x0.0x2,sriov-pf=f
-device virtio-net-pci,netdev=o,bus=b,
        addr=0x0.0x1,sriov-pf=f
-device virtio-net-pci,netdev=n,bus=b,
        addr=0x0.0x0,id=f

The implementation is a bit more
complicated though.
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https://mermaid.live/edit#pako:eNqVkkFvwiAUgP8K4Vw2rLdGvcws8TQzFy9tD7S8WhILSKFzMf73QdssupgmvtPj8b0P8vIuuFQccIKro_oua2Ys-lpnEvkoUl0KIEYpS7QyNhJ8WeSIEILomeoBal1xMEzXoZRu3zaAdp9k87FHa-hECflAhQg9A7H1sj_PCz3P004YKxSR4F8qxaIwK8a5WY7X4bwoVvt3RCM0X7wWq3_aG1c87YrvXPG0azbtmj3zLzrtomG41SjceuGNDSQfknEcvfWUehGHLrS4FkzoP-W3XNxz-gGn77hZz6kHnLrjaM_JB5zMcYQbMA0T3G_SJXRl2NbQQIYTn3KomDvaDGfy6lHmrNr9yBIn1jiIsFHuUOOkYsfWn5zmzMJaML9XzVi9_gICis6P


SR-IOV as guest-controlled hotplugging
The VF lifetime is controlled by the guest

1. The guest configures the resource allocation in the device

2. The guest enables VFs

Similar to hotplug, but the guest expects:

● Function numbers are already allocated

● Underlying resources (e.g., netdev) are already allocated

…because physical devices do
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Issues with hotplugging
Today: literally hotplugging VFs as the guest requests.

● Problem 1: function numbers and resources are not reserved
● Problem 2: ad-hoc CLI

○ The conventional CLI immediately plugs VFs instead of hotplugging

-netdev user,id=n -netdev user,id=o
-netdev user,id=p -netdev user,id=q
-device pcie-root-port,id=b
-device virtio-net-pci,bus=b,addr=0x0.0x3,netdev=q,sriov-pf=f
-device virtio-net-pci,bus=b,addr=0x0.0x2,netdev=p,sriov-pf=f
-device virtio-net-pci,bus=b,addr=0x0.0x1,netdev=o,sriov-pf=f
-device virtio-net-pci,bus=b,addr=0x0.0x0,netdev=n,id=f
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Avoiding hotplugging
[PATCH v16 00/13] hw/pci: SR-IOV related fixes and improvements:

1. Realize the VFs when the paired PF gets realized
• Reserves function numbers and resources
• VFs can be added with normal -device command line

2. But leave them disabled
• Reuses the code to power down PCI devices

3. Enable them when the guest requests
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https://patchew.org/QEMU/20240913-reuse-v16-0-d016b4b4f616@daynix.com/


Validation of SR-IOV device configuration
SR-IOV imposes several restrictions:
● SR-IOV requires PCI Express.
● A function cannot be a PF and VF at the same time.
● A pair of PF and VFs must be on the same bus.
● The vendor and device ID of the VFs must be consistent.
● The memory region configurations of the VFs must be consistent.
● The IDs of VFs must be linear (i.e., have a consistent stride).
● VFs do not implement Expansion ROM.

To satisfy these requirements:
● Check them when composing a SR-IOV device[1][2][3]
● Limit SR-IOV device composition to virtio-net-pci as a precaution[4]
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https://patchew.org/QEMU/20240802-sriov-v6-0-0c8ff49c4276@daynix.com/20240802-sriov-v6-1-0c8ff49c4276@daynix.com/
https://patchew.org/QEMU/20240802-sriov-v6-0-0c8ff49c4276@daynix.com/20240802-sriov-v6-4-0c8ff49c4276@daynix.com/
https://patchew.org/QEMU/20240802-sriov-v6-0-0c8ff49c4276@daynix.com/20240802-sriov-v6-5-0c8ff49c4276@daynix.com/
https://patchew.org/QEMU/20240802-sriov-v6-0-0c8ff49c4276@daynix.com/20240802-sriov-v6-7-0c8ff49c4276@daynix.com/


Summary
Unleashing SR-IOV on Virtual Machines
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Summary
● Background: virtual network offloading with SR-IOV

○ Emulating SR-IOV can provide configurability to the guest for containers
○ Proposals to exploit the emulated SR-IOV capability

■ [virtio-comment] [RFC] virtio-net: support access and control the member devices
■ Even packet switching?

○ The SR-IOV emulation will be immediately useful for testing

● Benchmarks show a big win with offloaded packet switching:
○ Throughput (Tx): x 2 (2874.1 Mbps → 5000.1 Mbps)
○ Throughput (Rx): x 2 (1827.8 Mbps → 3289.1 Mbps)
○ Latency: - 100 μsec (327 μsec → 236 μsec)

● We aim to land the SR-IOV emulation for virtio-net-pci in QEMU 9.2
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Multi-tenant cloud environments
Two goals of multi-tenant cloud environments:
• Cost-effectiveness

• A primary motivator for multi-tenant cloud deployments

• Maximize resource utilization and avoid the need for dedicated infrastructure
to each tenant

• Security
• Each tenant is independent

• Each tenant can only view and configure their own resources
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Single Root I/O Virtualization (SR-IOV)
A single PCIe device presents Physical and Virtual Functions
• Roles of the Physical Function and Virtual Functions:

• Physical Function (PF) allows the host configuring VFs through PFs

• Virtual Functions (VFs) are assigned to containers or VMs

• Reduce network virtualization overhead
• Configure the offloading of packet switching with the PF

• A problem arises in a specific workload
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The problem with offloading container networks on VMs
VMs cannot control networks by accessing the SR-IOV PF
• Objective: Virtual network for containers

• Container virtual networks cannot be offloaded using SR-IOV
• PF is only available on physical machine
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Our proposal
Unleashing SR-IOV on Virtual Machines
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Proposal: SR-IOV emulation
Emulate PCIe devices with SR-IOV on QEMU
• Allow using virtio SR-IOV in VMs

• Able to create new VFs (=“virtual VFs”) through a PF (=“virtual PF”) in a VM

• Also able to handle hardware control requests from a VM through the virtual PF 
in the future
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• Consistent with bare-metal system
• Allows the use of existing network construction software (e.g. SR-IOV CNI plug-in)

• Facilitates the offloading of more advanced network features in the future

• Scalable: Eliminates the need to assign one PF per VM

• Secure: Users cannot control entire NICs hardware from within a VM

Advantage of SR-IOV emulation
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Offload container networks with SR-IOV emulation
Combine with Virtio Data Path Acceleration (vDPA)
• vDPA offloads only the data plane

• Allows the host‘s VF to exist as a virtual PF within a VM
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Adapting SR-IOV emulation to other use cases
Replace backends for other use cases 
• E.g., use tap devices to test guest OS with SR-IOV
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Implement device groups for virtio with SR-IOV
Help to implement the features related to virtio SR-IOV
• Features using device groups

• Device groups allow a device to control a group of other devices

• Currently, only SR-IOV included as a device group type
› SR-IOV needs to be used in VMs

• The following suggestions exist in the virtio community:
› [virtio-comment] [RFC] virtio-net: support access and control the member devices
› [virtio-comment] [PATCH v15] admin: Add group member legacy register access commands
› [virtio-comment] [PATCH v4 0/1] VIRTIO: Introduce MGMT device and Provision maximum 

MSI-X vectors for a VF
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Future work: offload advanced NW features
Potential solution for advanced network features on VMs with OVS
• QEMU (+ libvirt etc.) handles

TC configuration
from within VMs

• Host’s OVS configures 
offloading
• The bridge handles

virtual PF and VFs
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Performance Verification
Unleashing SR-IOV on Virtual Machines
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Verification target’s setup

42

(*) with slight modification to adapt to virtio’s sysfs

We confirmed performance improvement with vDPA in the following setup:

Server model HPE ProLiant DL360 Gen9

CPU Intel Xeon CPU E5-2600 @2.3GHz

NIC Mellanox Technologies MT27710 family ConnectX-6 Dx (100G)

Host/Guest OS Rocky Linux 9.2

QEMU version QEMU 8.1.1 (w/ virtio SR-IOV emulatiopatch applied)

Kubernetes version 1.27.6

CNI plugin Calico v3.26.3

SR-IOV CNI plugin 2.7.0  (*)

netperf 2.7



Environments
Performance verification in the following 2 environments
• Using SR-IOV VFs as the backend and netperf as measurement tool
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Metrics and section
Verification metrics are throughput and latency
• Metrics: Throughput and latency

• Section: Between a container on the VM and an external machine
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Throughput
• Measuring method

• Average throughput of UDP bulk transfer with netperf

• Results
• Transmission: x 2 (2874.1 Mbps → 5000.1 Mbps)

• Reception: x 2 (1827.8 Mbps → 3289.1 Mbps)
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Latency
• Measuring method

• 99%ile of UDP round trip time using netperf

• Results
• - 100 μsec (327 μsec → 236 μsec)

46

Y
 - 100 μsec  

Result of single core [μsec]


