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(Hash Function)
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Preimage resistance Secono! FUEITEESE Collision resistance e
resistance ST g
1400 &8 al



W8 A
o 1S aqls

BESEY
1400 K al




o/

Sign

JlsiSa Al ) oaldiil m
29k

U O siee ez Olles 5 (A p LAl 6l 0 @
S salaiul (gal Hlusasia

Sl 8 1y Casial gl 4 JlasaSa ali ) oaliiu) @
t 3 e Gl 8 )y ) IS ash 2y
Ale pialS Ladl Jsh 1
02 5 Gl Ol (5 S liaal glacillee Slaaliay 2

D gdioe il () e ) Qe pw 4

BENETY
[



el....i:\. Q.A'Mle [

4 . )
§ File to transmit ATaShIEg Hashing
= gorithm Value ) . . : Yo @
2 1001010010100 B ol jloodsSe b S sl (993 ) palas (9,5 I
o 1011110110011  [—>{#MOD#—»| hd32dd23 “ol 6 ))a
a L 1110001010011 ~) e G0
Transmitted to user Ru 0 X =Y oS C8yS As u’\-“’ Qt:&@-“"
. - s 1 . . &
/ Hash value mah y&gf w‘/vo =¥ 45) ‘) Q‘ L5°'\‘~§>.. )‘-\340 &S Cowl @‘5
1001010010100 . 36 0udS (]
o|| 1011110110011 [~HH#MOD#—> hc@@é3 S o |
-'3 1110001010011 SWoyjoyp sl bl o cdlal gly Jie loe 4 @
S Hash value mis-match )L""-’fr{% 6-319’ ‘-"fr*"b u-" )‘ 019"‘_5" Geee 9 L“’)‘)B‘P)-’
al!| 1001010010100 3,5 o3lit
1011110110011  [~>#MOD#—> 54%44»'
\1110001010011 /
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Check if H(mt56(*GH) = hajjce

User=Alice, Pass= mt56(*GH

>

s
Password File:
hy = H(passy)
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(Birthday Problem)

S5 9 ol loas sl dolal Ciygo 4 dS (6385 € oy &S ol i ] ialiue gyl @

364
Pr(no collision among 2 people) =

365
. 364\ (363
Pr(no collision among 3 people) = (ﬁ) _ (ﬁ)
Pr(no collision among t people) = (ﬂ) _ (@) (365 — (t — 1))
365/ \365 365

Pr(at least one collision amont t people) = 1 — Pr(no collision among t people)
Sl oddd Wgie 59y SOy a5 Wy dgng 485 90 oy B YL Jlsl Lt = 23 il @
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(Merkle—-Damgard Construction)
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Message x;
(16 words)
—_—>

Message
Expansion

Expanded
Message w

(48/64/80 words)

>

State
Update
48/64/80
Steps

\/
Output
(4/5/8 words)
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SHA-0 pb L &5 5,8 By2e >9y> Cw VF+ L Secure Hash Algorithm (SHA)
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MD5

SHA-0
SHA-1

SHA-2

SHA-224
SHA-256
SHA-384
SHA-512

Output [bit]
128
160
160
224
256
384
512

Input [bit] No of rounds Collisions found
512 64 Yes
512 80 Yes
512 80 Yes
512 64 No
512 64 No
1024 80 No
1024 80 No
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