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Instructions for use

Leverage Clever's Cybersecurity Blueprint for your plans.
Step 1: Make a copy of this presentation.

Step 2: Fill in "My cybersecurity plans” in the bottom row.

Step 3: Share with your team, colleagues, and stakeholders.

Clever ﬁ
RN



Top 5 strategies
for schools

Securing schools: Your cybersecurity blueprint

1

Secure identities
and access

2

Protect
devices

3

Proactively
manage vendors

4

Plan for
recovery

5

Cultivate a
security culture

Key tactics

Check these
off as you
implement

O Implement SSO for
centralized user
management

O Use complex
passphrases
and MFA

O Deprovision unused
accounts

O Limit privileged access

O Secure login to devices

O Apply endpoint
protection

O Create alist of active
vendors

O Have a process to
document, vet and
accept a vendor

O Develop and test
incident response
plans

O Identify and backup
everything you need

O Ensure environments
are separated
and protected

O Train regularly to
improve cyber
awareness

O Share information
about threats,
vulnerabilities and
best practices

Where Clever
can help layer
your security

O Clever SSO
O Clever DM
O Classroom MFA

O Clever Badges

O cClassroom MFA for
Chromebooks

O Guide to evaluating
vendor security

O Clever Secure Sync
Rostering

O Clever district dashboard

Cybersecurity training
in Clever Academy:
Admins | Teachers
*Login required

O Clever teacher training

NIST guidelines

PR.AA-01, PRAA-02,
PR.AA-03, PRAA-05

PR.IR-01, DE.CM-09

GV.SC-04, GV.SC-08,
ID.AM-02

PR.DS-11

PR.AT-01, PR.AT-02

My cybersecurity

plans
Ses
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I plan on...

I plan on...

I plan on...

I plan on...

NIST Framework resource: h: §

I plan on...

Is/reference/nist- I Jrity-framework/v2-

Seeking support on your cybersecurity strategies? Contact a specialist at Clever.



https://www.clever.com/solutions/data-and-access
https://www.clever.com/blog/2024/01/edtech-vendor-security
https://www.clever.com/blog/2024/01/edtech-vendor-security
https://www.clever.com/products/rostering
https://www.clever.com/products/rostering
http://clever.academy/quick-start-cybersecurity
http://clever.academy/quick-start-cybersecurity-teachers
https://www.clever.com/clever-training
https://www.clever.com/products/badges
https://www.clever.com/products/clever-mfa
https://www.clever.com/products/clever-mfa
https://www.clever.com/products/sso
https://www.clever.com/products/clever-idm
https://www.clever.com/products/clever-mfa
https://www.clever.com/security-consultation
https://csf.tools/reference/nist-cybersecurity-framework/v2-0

How to take action before next school year

Complete your own cybersecurity blueprint.

Talk with a Clever security specialist about your gaps.

Take advantage of our offers! Sign now, pay later.

Plan your roll outs for this summer.

Get hands-on support with roll out comms, consultation on your
configuration, and of course: world-class customer support.
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https://www.clever.com/security-consultation

