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<Chat> Linux-Surface Kernel Developer 
This is another document including groups of screenshots captured from Support (linux-surface) , It's the discussion of the root 
cause. 
 
Some screenshots might not be useful/ not related to the issue but I still  put them here anyway, in case anyone loses track of the 
date of the chat or the trend of what It’s talking about. 
 
I’ve marked groups of chats that I think are useful to understand the issue, with <USEFUL> 
 
 

https://app.element.io/#/room/#linux-surface-support:matrix.org/
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[Sat, Jul 8 2023] 
 

New Surface UEFI firmware enforces this NX security option? 
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<USEFUL> 

Some firmware protection thing kicks in and essentially stalls things without grub 
even having a chance to figure out something is going wrong 
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<USEFUL> 

Why does the kernel memory need write permissions? 
​

So based on grub debug output, it sets the kernel memory to rx and the 
stack memory to rw right before the handover to the kernel. ​
​
So it gets stuck either at kernel handover or somewhere in the early kernel 
code 
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notice the last couple of lines 
in particular: permissions for <kernel memory> are rwx and permissions for <stack> are rwx 
before, they were r-x and rw- 
so... it doesn't boot if we follow the nx stuff and it boots if we just mark everything as rwx?! 

diff --git a/grub-core/loader/efi/linux.c b/grub-core/loader/efi/linux.c 
index e413bdcc2..532b26432 100644 
--- a/grub-core/loader/efi/linux.c 
+++ b/grub-core/loader/efi/linux.c 
@@ -173,8 +173,8 @@ grub_efi_linux_boot (grub_addr_t kernel_addr, grub_size_t kernel_size, 
  
   if (nx_supported) 
     { 
-      kernel_set_attrs &= ~GRUB_MEM_ATTR_W; 
-      kernel_clear_attrs |= GRUB_MEM_ATTR_W; 
+      // kernel_set_attrs &= ~GRUB_MEM_ATTR_W; 
+      // kernel_clear_attrs |= GRUB_MEM_ATTR_W; 
       stack_set_attrs &= ~GRUB_MEM_ATTR_X; 
       stack_clear_attrs |= GRUB_MEM_ATTR_X; 
     } 

 
the minimal change that makes this work. essentially, that changes kernel memory to rwx 
(instead of r-x)​
​
at least all of that works without secureboot, haven't checked with secureboot yet 
and with secureboot it works as well 
​
could it be related to the decompression done by the stub before jumping to the actual kernel?​
 I believe that the EFI stub adjusts the memory permissions and removes the write protection from the image here: 
https://github.com/torvalds/linux/blob/master/drivers/firmware/efi/libstub/x86-stub.c#L296-L322 
and I think the grub loader skips the EFI stub, so the memory is protected by default from the firmware and the protection is never 
removed?  

https://github.com/torvalds/linux/blob/master/drivers/firmware/efi/libstub/x86-stub.c#L296-L322
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[Mon, Jul 17 2023]
 

Fedora GRUB problem or Surface UEFI Problem? 



13 



14 



15 



16 



17 



18 



19 

 

 



20 

[Thu, Jul 27 2023]
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<<<<Skippable>>>> The Next 3 Screenshots are not related<NOT USEFUL>
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<<<<Skippable>>>><NOT USEFUL> 
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<<<<Skippable>>>> <NOT USEFUL>
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<<<<Skippable>>>> Questions to Linux-Surface Kernel Developers 

 

Do you feel it is more difficult to get Surface Kernel working on Newer 
Surface devices (Pro 9, SLS)? 

Be more specific,​
Did Microsoft use more proprietary stuff in newer devices? 
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<<<<Skippable>>>><NOT USEFUL>
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<<<<Skippable>>>><NOT USEFUL>
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<<<<Skippable>>>><NOT USEFUL>​
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<<<<Skippable>>>><NOT USEFUL>
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[Sat, Aug  5 2023]
 

<NOT USEFUL> 
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[Mon, Aug 7 2023] 

 

We are not sure if NX stuff is the root cause 
“I would keep the NX stuff out of it, because we have no idea if that is actually an issue”  
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[Tue, Aug 8 2023] 

 
<USEFUL> 

Okay, maybe some recap of the things I've looked into over the weekend:  

Okay, maybe some recap of the things I've looked into over the weekend: 

●​ Fedora GRUB uses the EFI handover protocol, so it jumps to handover_offset defined in the kernel header (see 
https://www.kernel.org/doc/Documentation/x86/boot.txt) 

●​ arch/x86/boot/tools/build.c defines that as efi64_stub_entry (actually efi64_stub_entry - 0x200 and grub adds the 
0x200 back because x64 and things are weirdly defined... and actually in x32/x64 mixed mode it points to 
efi32_stub_entry and efi64_stub_entry = efi32_stub_entry + 0x200) 

●​ the stub entry pretty much does the following things (in that order): 1) realign stack, 2) save boot param pointer, 3) run 
efi_main, 4) run startup_64 

●​ one of the first things efi_main does is relocate the kernel to a different address (at least it's supposed to when booted via 
the handover protocol) 

and efi_main returns the address of the relocated kernel, to which efi64_stub_entry then jumps (specifically: it jumps to 
startup_64 in the relocated kernel 
so I'm wondering: one of the first things efi_main does is set a global variable... does that blow up?! 
essentially anything that happens in the relocated kernel should be fine because the permissions should be set correctly (otherwise 
changing permissions in grub shouldn't have any effect) 

 

https://www.kernel.org/doc/Documentation/x86/boot.txt
https://www.kernel.org/doc/Documentation/x86/boot.txt
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