KOPOTKE PE3IOME IIOJAHHA

IIpi3zBuine, im's, mo 6aTbKoBi NpeTeHaenTa: badenko Bipa ['puropisHa.
Jara napomxennsi: 29 Bepecus 1984 poky.

IMocana: nmpodecop xadeapu iHGOpMaIIiiHOT OS3MEKH Ta KOMITIOTEPHOT 1HXEHEi,
Uepkacbkuii JIep>KaBHUN TEXHOJOTIYHUN YHIBEPCUTET, MIHICTEPCTBO OCBITH 1
HayKu YKpaiHu.

Ha3Ba HaykoBo-TexHiYHOi po6oTH: TexHOJOrii pPO3BUTKY MaJopecypcHOi
KOMIT'FOTEepHOI KpunTorpadii Ha OCHOBI omnepariii KpUNTorpadiyHOro KOJIyBaHHS.

Koporka xapaktepucTuka podoru. OCHOBHa Me€Ta HayKOBO-TE€XHIYHOI pO3pOOKH
NOJIATAE Yy BUPIMICHHI MOPOTUPIY MIXK CTIMKICTIO, CKJIAQJHICTIO, IIBUAKICTIO Ta
HA/IIMHICTIO KPHUNTONEPETBOPEHh B YMOBaX pEalbHOTO 4Yacy 3 OOMEKEHUMH
pecypcamu  peamizamii  Jyis  3a0€3MEUEeHHS  MPOTUIlI  MOCTKBAaHTOBOMY
KpUIITOAHAJI3y, Ha OCHOB1 omepaliid KpUNnTorpadgiyHOro KOAyBaHHA. Y XOji
peaizallii HayKOBO-TEXHIYHOI pOOOTH BUPINTYBAaTUMYThCS TaKl HAyKOB1 3aBJIaHHS:
po3poOKa MeTOAIB Ta 3aco0iB CHHTE3y oleparliii KpunTorpadiqHoro Ko yBaHHS
iHdopmarii 13 3aJaHUMU BIIACTUBOCTAMHM;, PO3pOOKA TEHEPATOPiB BHUMAJIKOBHUX
MEPECTAaHOBOK 3 BUKOPHUCTAHHIM oOlepaiiii KpunrtorpadiyHOTo KOJXYyBaHHS,
po3po0Ka TeHepaTopiB BUITAJIKOBUX OMNEpaIiil KpuntorpadiuHoro KOMYyBaHHS 3
BUKOPHCTAHHSIM oOIlepariii KpunrorpadiyHOTO KOMYBaHHS [IJIi KOMITFOTEPHOT
kpuntorpagii; CTBOPEHHS Ha OCHOBI ormepariil KpunrorpapiqyHOro KOAYyBaHHS
TEXHOJOT1i NOOyIOBH CHCTEM MAaJOpPECYPCHOI KOMI'IOTEpHOI Kpunrorpadii i3
3aJJaHUMH XapaKTePUCTHKaMHU. BUpileHHs MOCTaBICHUX 3aBlIaHb 3a0€3MeYUThH
CTBOPEHHsSI TEOpPEeTHMYHOi ©0a3u ana  peanmizauii  3aco0lB  MaJOpECypCHOl
KOMIT'IOTepHOI KpunTorpadii. [IpakTuyHa 3HauymIicTh poOOTH B HAlLlIOHAJIBLHOMY Ta
MDKXHApPOAHOMY MacIlITall Mojisrae y peaizalili BEJIMKOro CIEKTPy MepCreKTUBHUX
KpunrorpadiyHUX CHCTEM 3aXUCTy iHdOpMaIllii, MOYMHAIOYH BiJ MaJOPECYpPCHUX
cUCTeM JUisi MOOLIBHHUX TelieOHIB, MPUCTPOIB PO3YMHOTO OYIWHKY Ta s
Oe3MJIOTHUX arapariB, 10 CKIAJHUX CHUCTEM CHEIlajJbHOTO 3acTOCYBaHHA 13
3aJlaHUMH XapaKTEPUCTUKAMHU.

Kisbkicte Ta THN nyOaikamiii. 3a TeMOI0 HAyKOBO-TEXHIYHOI poOOTH
babenko B.I. omy6OnikoBano 90 HaykoBHX mpallb, B TOMy 4ucCii 9 mMoHOrpadii,
48 crareit Ta 33 marepiamniB 1 Te3 JOMOBiACH KOHPEPEHITH, 2 3 AKUX OITyOIIKOBAHO
y TIepIOJMYHUX BUAAHHSAX, K1 BKIIOUEHI O HAyKOMETpUuHuX 6a3 Scopus.

Jani npo nuuryBanHs npaub badenko B.I".:
Web of Science: 0, Scopus: 3, Google Scholar: 305.

h-ingexc badenko B.I. 3rigHo 3 6a3amu x1aHux:
Web of Science: 0, Scopus: 1, Google Scholar: 8.

Kanaunar Ha 3100y TTS iIMEHHOT CTUTICH 11 Bipa BABEHKO



SHORT SUMMARY OF THE SUBMISSION

Name of the applicant: Vira Babenko.
Date of birth: September: 29, 1984.

Position: Professor of the Department of Information Security and Computer
Engineering, Cherkasy State University of Technology, Ministry of Education and
Science of Ukraine.

Title of scientific and technical work: Development technologies of low-resource
computer cryptography based on cryptographic coding operations.

Brief description of the work. The main goal of the scientific and technical work
1s to resolve the contradictions between stability, complexity, speed and reliability
of cryptographic transformations based on cryptographic coding operations in
real-time conditions with limited implementation resources to ensure
countermeasures against post-quantum cryptanalysis.

During the implementation of scientific and technical work, the following
scientific tasks will be solved: development of methods and means of synthesizing
operations of cryptographic encoding of information with specified properties;
development of generators of random permutations using cryptographic coding
operations; development of generators of random cryptographic coding operations
using cryptographic coding operations for computer cryptography; creation on the
basis of cryptographic coding operations of technology for building systems of
low-resource computer cryptography with specified characteristics. Solving the
tasks will ensure the creation of a theoretical basis for the implementation of
low-resource computer cryptography. The practical significance of the work on a
national and international scale lies in the implementation of a wide range of
promising cryptographic information protection systems, starting from
low-resource systems for mobile phones, smart home devices and for drones, to
complex special application systems with specified characteristics.

Number and type of publications. On the subject of the scientific and technical
work of Babenko V.G. 90 scientific works were published, including
9 monographs, 48 articles and 33 conference proceedings, 2 of which were
published in periodicals that are included in the Scopus scientometric databases.

Data on citing the works of Vira Babenko:
Web of Science: 0, Scopus: 3, Google Scholar: 305.

Babenko, V. h-index according to databases:
Web of Science: 0, Scopus: 1, Google Scholar: 8.
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