N I H R National Institute for
Health and Care Research

Update to how you login to CPMS and
ODP

Introduction of Multi-Factor Authentication

What is changing?

To ensure our systems are compliant with the security standards recommended by the
NCSC (National Cyber Security Centre), we are implementing Multi-Factor
Authentication (MFA) when logging into the NIHR Clinical Research Network Central
Portfolio Management System (CPMS) and the Open Data Platform (ODP).

This will mean when you log in, the email address associated with your account will be
sent a One Time Passcode (OTP).

This change is due to be implemented on Tuesday 4th July 2023.

How will it work?

When you log into CPMS or ODP for the first time from Tuesday 4th July 2023, you
will be shown a screen where you will need to input a One-Time Passcode.
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Email Verification

Enter the code sent to your email ID
I:g-k HERFRKERRHENAE (F) ] r.ac‘uk‘,



The Passcode will be sent via email from identity@nihr.ac.uk and it will be valid for 15
minutes.

N I H R | Hzgiﬁr?jr:gsé:ﬁsizgarch ® I RAS
Hi,

Use the below One-Time Password to sign-in to your application:
245030

Please note, the above code is only valid for 15 minutes.

Kind Regards,
|dentity Gateway Team
https://portal nihr.ac uk/help

In order to finish logging into CPMS (or ODP), you will need to copy the six digit
Passcode into the box on the login screen and click the Authenticate button. Once you
have been authenticated, you will be able to use CPMS (or ODP) as normal.

What happens after | authenticate?

Once you have logged into the system with your Passcode you will not need to do so
again for CPMS, or any other system connected to the NIHR's Identity Gateway
including ODP, for another 30 days, providing that:

Your account is accessed from the same browser and device
You have not cleared your browser cookies/cache

You are not logging through a private/incognito window
You are not logged in via a new browser profile

You are not logged in with a different account

You are not logged in via a different browser

After 30 days, or if you clear the cookies in your browser, you will be sent a new
Passcode which will be good for a new 30 day period.
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How to prepare for this update

Ensure that you have access to the email inbox associated with your CPMS and ODP
accounts and can easily retrieve the passcode once sent. The passcode will only be
valid for 15 minutes.

If you do not receive the code within 15 minutes of signing in, please contact your local
IT team and ask them to add identity@nihr.ac.uk to the allowed list on the local IT mail
gateway.

You may also need to check your Spam folder, in case the email has been marked as
“Spam”.

What if | have trouble authenticating?

If you have any questions or concerns about these changes or any trouble using the
One-Time Passcode, please contact the helpdesk by emailing
crn.servicedesk@nihr.ac.uk
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