[HamsaTku g odyyaromuxcest 00 MHGOPMaIMOHHON 0€30IACHOCTH

OO6uue npaBuia.

HEJIb34:

1. Bcem moapsn cooOmare cBOl 4YacTHYH uH(MOpMaiuio (Hacrosimue ums, (HhaMuuio,
tenedoH, aapec, HOMEP IIKOJIbI, a Takke Gororpadun cBOU, CBOEH CEMbU U JIPy3eil);

2. OTKpbIBaTh BIIOXKEHHBIE (DaiiIbl 2JIEKTPOHHON TIOYTHI, KOT/a HE 3HACIIh

3. OTIIpaBUTEIIS;

4. ['pyOuth, npuaupathcs, OKa3bIBaTh 1aBJICHHE - BECTU ce0sl HEBEXKIIMBO U arpeCCUBHO;

5. He pacnopspkaiicss neHbramMu TBOE€H ceMbU 0€3 pas3pelleHusl CTapIIuX - BCerna
CIIpalllMBail pOIUTENEH;

6. He Bctpewaiics c¢ VHTepHET-3HAKOMBIMU B pealbHOM JKM3HH - IIOCOBETYMCS CO

B3POCIIBIM, KOTOPOMY JIOBEPSICIIIb.

OCTOPOXHO

1.  He Bce numyTt npaBay. Uuraems o cebe HenpaBay B MHTepHeTe - cooOuiu o0 3TOM
CBOMM POAUTCIIAM HUJIU OINCKYHAM;

2. [IpurnamatoT nepenucsbBaThCsl, UTPATh, OOMEHUBATHCS - IPOBEPD, HET JIU MO/IBOXA;

3. He3sakonnoe konupoBanue (aiinos B IHTepHETE - BOPOBCTBO;

4. Bcerna paccka3sbiBaii B3pociibIM 0 Ipo0iemMax B CETH - OHU BCET/ia TOMOTYT;

5. Hcnonp3yil HacTpoiiku O0€30maCHOCTH W NPUBAaTHOCTH, YTOOBI HE MOTEPSTh CBOM

AKKAaYHThI B COLICCTAX U JPYTrux ImopTalax.

MOXHO

1. VYBaxkail Ipyrux nojb30BaTeNeil;

2. [Tonb3yembes HTEpHET-UCTOYHUKOM - JI€JIal CCBUIKY HA HETO;

3. OTKpbIBall TOJIBKO T€ CCHUIKH, B KOTOPBIX YBEPEH;

4. OOmarecs 3a MOMOIIBIO B3POCIBIM - POIUTENIH, ONEKyHbl M aJMHHUCTPALUS CAMTOB

BCCra MOMOTI'YT,

KomnbrorepHbie BUPYCHI

KommnbroTepHblii BUPYC - 3TO Pa3HOBUAHOCTH KOMIIBIOTEPHBIX IPOrpamMM, OTIUYUTEIbHOU
0COOEHHOCTBIO KOTOPOM SIBJIETCSI CIIOCOOHOCTh K Pa3MHOXKEHHUIO. B J0nogHEeHne K 3TOMY BHPYCHI
MOTYT TIOBPEIUTh WIJIM TOJHOCTbIO YHHUTOKUTH BCe (ailibl U JaHHbIE, IOJKOHTPOJIbHBIC
10JIb30BaTEN0, OT UMEHU KOTOpOro Oblia 3amlylieHa 3apaKeHHas Iporpamma, a TakkKe HOBpPEAUTH
WIN JJa)ke YHUUYTOXKUTh ONEPalMOHHYIO CHCTEeMY cO BceMHu (aiimamu B nesnoMm. B GonblimHCTBE
CIIy4aeB pacIpOCTPAHSIOTCS BUPYChI YEPE3 UHTEPHET.

MeTonp! 3a1UTHI OT BPEJOHOCHBIX IIPOIPaMM:

1. I/ICHOHBSYﬁ COBPCMCHHBIC OICPALIMOHHBIC CHUCTCMBbI, UMCHOIIUC CepBG3HBII71 YPOBCHBb
3alIUTHI OT BPCAOHOCHLBIX IIPOTrpaMM;
2. ITocTosiHHO YCTaHaBHHBaﬁ naTau (L[I/I(prBBIe 3aIlJIaTKH, KOTOPBIC ABTOMATHYCCKU

YCTaHABIIMBAIOTCA C LENbIO 0pa0OTKH MPOrpamMMbl) U JIpyrue OOHOBJIEHHS CBOEH OnepanroOHHON
cuctembl. CkaunBail UX TONBKO ¢ ouUIIMATBHOTO caiita pazpadorunka OC. Ecnu cymiecTByeT pexum
ABTOMATHYECKOTO OOHOBJICHUS, BKIIIOUH €T0;

3. Pabortaif Ha cBOeM KOMIBIOTEpE IMOJ] MpaBaMH MOJIH30BATENs, a HE aJMUHHUCTPATOpa.
OT0 HE TMO3BOJUT OOJIBIIMHCTBY BPEIOHOCHBIX MPOTpaMM HHCTAJNIUPOBAaThCSl Ha TBOEM
IIEPCOHAIIBHOM KOMIIBIOTEPE;

4. Hcnonp3yil aHTUBHpPYCHBIE IPOrpPaMMHBIE NPOAYKTHl M3BECTHBIX NPOU3BOAUTEINEH, C
aBTOMAaTHYECKUM OOHOBJIEHHEM 0a3;

5. Orpannyb Gpu3HUECKUit TOCTYH K KOMITBIOTEPY JUIs TOCTOPOHHUX JIMIL;



6. Wcnonp3yil BHENIHME HOCUTENM MHPOpPMAIMM, TaKhe Kak (remika, IUcK win ¢ain u3
MHTEPHETA, TOJIKO U3 IPOBEPEHHBIX UCTOYHUKOB;

7. He otkpeiBaii KOMIIBIOTEpPHBIE (DAIBI, MOTyYEHHBIE U3 HEHAIEKHBIX UCTOUHUKOB. [lake
Te (paiiIbl, KOTOPbIE MPUCIIAI TBOI 3HAKOMBIH. JlydIlle yTO4YHH y HEro, OTIPABIISUI JIU OH TeOe HX.

Cern WI-FI

Wi-Fi - 310 He BUJ mepenavyn JTaHHBIX, HE TEXHOJIOTHS, a BCETO JIHIIb Opena, mapka. Eme B
1991 romy HuaepinaHiackas KoMmIanus 3apeructpupoBaia Openn "WECA", dro o06o3Hauasno
cioBocouetanue "Wireless Fidelity", koTopslii nepeBoguTcs Kak "O0ecpoBOAHAsS TOUHOCTD".

Jlo Haiiero BpeMeHHu Jo1uia apyras abOpeBuarypa, KoTopas sIBJISIeTCsS TaKOU e TEXHOIOTHEH.
Oto abOpesuarypa "Wi-Fi". Takoe Ha3BaHue ObUIO JaHO C HAMEKOM Ha CTaHAAPT BBICIICH 3BYKOBOI
texuuku Hi-Fi, uto B mepeBoze o3Ha4yaeT "BbICOKAsi TOUHOCTH".

Jla, OecruiaTHBII HMHTEPHET-AOCTYI B Kade, OTeIsIX M a’dpomlopTax SBISETCA OTIMYHON
BO3MOXKHOCTBIO BBIXOJIa B MHTEpHET. HO MHOTrMe 3KCmepThl CUMTAIOT, 4TO oOmenoctynHsie Wi-Fi
CETH He SIBIISIOTCS 0€30MaCHBIMU.

CoBeTbl 10 0€301acHOCTH PabOTHI B OOIIENOCTYTHBIX ceTsax Wi-fi:

1.  He mepenamaii cBoro Mn4yHy0 uHpOpMaIuio uepe3 odmenocrynasie Wi-Fi cetu.
PaGoras B HuX, *KeNnaTelbHO HE BBOAUTD MAPOJIH JOCTYIA, TOTHHBI U KAaKHE-TO HOMEPa;

2. Hcnonb3yit 1 OOHOBJISIM aHTHUBHPYCHBIE NMpOrpaMMbl U Opanamayep. Tem caMbIM Thl
obe3omacuib cebst OT 3aKa4Ku BUPYyca Ha TBOE YCTPOUCTBO;

3. IIpn wucnonpzoBanun Wi-Fi oTtkmroun ¢ynkuuio "OOmmii moctyn K daitnaMm u

npuntepam". JlanHas QyHKIMS 3aKpbITa 10 YMOJIYAHUIO, OJHAKO HEKOTOPHIE
II0JIb30BATEIIN AKTUBUPYIOT €€ JUIsl yA00CTBa UCIOJIb30BaHUs B pabOTe UK yuehe;

4. He wucnone3yit my6muuneiii WI-FI ans nepenaun JWYHBIX JaHHBIX, HApPUMEp IS
BBIXOJIa B COL[MAJIbHBIE CETU WJIM B AIEKTPOHHYIO MOUTY;

5. Hcnonp3yil Tonpko 3ammiieHHoe coenuHenue uyepes HTTPS, a we HTTP, te. npu
Habope BeO-aapeca BBoau umeHHO "https://";

6. B mMo6unsHOM Tenedone orkitoun Gpynkuuto "loakmouenue k Wi-Fi

aBTomarnyecku'". He gormyckail aBToMaTnuecKoro MoJKIIoueHus ycTporcTBa Kk ceTsim WiFi 6e3 TBoero
cornacusi.

ConuaJjibHbIE CeTH

ConuanbHble CEeTH aKTUBHO BXOISAT B HAIly >KM3Hb, MHOTHE JIIOAM pabOTalOT U KUBYT TaM
MOCTOSIHHO, a B Facebook yike 3apeructpupoBaH MUIUTHAP] YETIOBEK, UTO SIBIISIETCS OJHON CEAbMOM
BCEX JKUTENEeH TutaHeThl. MHOTHE TOJIb30BaTeIM HE MOHUMAIOT, YTO HH(OpMAIIHs, pa3MeIIeHHAs HMU
B COLHMAJIBHBIX CCTAX, MOXKET 6BITB Haﬁ;[eHa U HCIIOJIb30BaHa KEM YIOJHO, B TOM 4YHCIIC HC
00s13aTeNIbHO ¢ OJIaruMu HaMEPEHUSIMU.

OcHOBHBIE COBETHI 110 0€30MACHOCTH B COIIMANIBHBIX CETIX:

1. Orpanuub CHUCOK Jpy3eil. Y TeOs B Jpy3baX HE JOKHO OBbITh CIy4alHBIX U
HE3HAKOMBIX JIIOJICH;
2. 3amuimaid CBOI 4YacTHYIO XW3Hb. He ykaspiBaii maponm, tenedoHbl, aapeca, Jary

TBOETO POXKICHUS U IPYTYIO0 JTUYHYI0 MH()OpPMALNIO. 3IOYMBINIIEHHUKH MOTYT UCIOJIb30BaTh JaXKe
UH(OPMAITUIO O TOM, KaK Thl U TBOM POAMUTENH TUIAHUPYETE MPOBECTH KAHUKYJIBI;

3. 3amuiai cBOIO peryTalmio - JepXkKH €€ B YUCTOTE M 3ajjaBail cebe BOMpOC: XOTel Obl
Thl, YTOOBI Jpyrue MOJb30BAaTEIH BUJIENM, UYTO Thl 3arpyxaeuib? [lomymaii, mpexzae 4em 4YTO-TO
OIyOJIMKOBATh, HAIMCATh U 3arPy3HTh;

4. Ecuu Thl TOBOPHILB C JTIOABMHU, KOTOPHIX HE 3HACIH, HE UCTIOIB3YH CBOE peallbHOE UMS
U JIpYTYIO JINYHYIO HH(OpMAIMK: UMSI, MECTO )KUTEIbCTBA, MECTO yueObl U IIpoyee;
5. N3z6eraii pazmenienus: ¢pororpaduii B MaTEpHETE, TI€ THI N300pa’K€H HA MECTHOCTH, 10

KOTOpOﬁ MOKHO OIIPCACINTb TBOC MCCTOIIOJIOKCHHUC,



6. [Ipu peructpanuu B CONMAIBHONW CETH HEOOXOIMMO HCIIONB30BaTh CIOXKHBIE TAPOJIH,
cocTosiiue u3 OykB U (P U ¢ KOTUIECTBOM 3HAKOB HE MEHee &;

7. Jnst counanbHOM CETH, TOYTHI U JIPYTUX CAaWTOB HEOOXOIMMO HCIOJIb30BAaTh pa3HbIC
naposin. Torga eciau Te€0s B3JIOMAIOT, TO 3JI0YMBIIUIEHHUKH [10JIy4aT JOCTYII TOJIBKO K OTHOMY MECTY,
a He BO BCE Cpasy.

DJIeKTPOHHbBIE IeHbI U

ONEeKTPOHHBIE JI€HbIM - 3TO OYEHb YNOOHBIH crnoco0 miarexed, OJHAKO CYLIECTBYIOT
MOILICHHUKH, KOTOPbIE XOTAT MOIY4YUTh 3TH JICHBIU.

DNEeKTPOHHBIC NIEHBIW TOSBWIIMCH COBCEM HEIAaBHO M HMMEHHO H3-32 3TOTO BO MHOTHX
rocyzapcTBax 70 CHX IMOpP He MPONUCAHO PO HUX B 3aKOHAX.

B Poccun xe onn (pyHKIIMOHHPYIOT U O HUX YK€ MPOMHCAHO B 3aKOHE, T/Ie UX Pa3leNsaioT Ha
HECKOJIBKO BUJIOB - aHOHMMHBIE M HE aHOHMMHbIE. Pa3HMIa B TOM, YTO aHOHUMHBIE - 3TO T€, B
KOTOPBIX pa3pelaercs MPOBOAUTH omepanuu 0e3 uaeHTH(PUKALUU [T0JIb30BaTelIsl, @ B HEAHOHUMHBIX
UACHTU(DUKAIIHS [TOJIE30BATEIIS SBIISICTCS 00s3aTCILHOM.

Taxke cnexyer pas3nuyaTbh 3JIEKTPOHHBIE (UATHBIE AECHBIM (PaBHBI T'OCYIAapPCTBEHHBIM
BAJIFOTaM) U 3JIEKTPOHHbIE He(huaTHbIEC IEHbIH (HE paBHBI TOCYJAPCTBEHHBIM BaJIIOTaM).

OcHoOBHbIE COBETHI 110 0€3011aCHOM paboTe ¢ ANEKTPOHHBIMU JIEHbIaMU:

1. IlpuBsku K cueTy MOOWIbHBIM TenedoH. DTO caMblii yaOOHBINM U OBICTPBIA CHOCOO
BOCCTaHOBHTH JIOCTYII K cueTy. [IpuBsizaHHbIN TenedoH MOMOXKET, €CJId 3a0y/IeIIb CBOM TUTATEKHBIN
MapoJib WM 3aiJICIIb Ha CAUT C HE3HAKOMOI'O YCTPOICTBA;

2. Hcnons3yit omHopazoBsie mapoiu. [Tocie nepexoaa Ha YCHICHHYIO aBTOPU3AIUIO TeOe
yke He OyZieT yrpokaTh OMaCHOCTh KPaXKu WIIM MepexBara MIaTeXHOro mapois;
3. Bri6epu cnoxubiii mapons. [IpectynHukam OyneT He MPOCTO YraJaTh CIOXKHBIN Mapob.

HapnexHble maponu - 3TO Iapoiu, KOTOpbIE COJAEpPXKAT HE MEHee § 3HAKOB M BKIIIOYAIOT B ceds
CTpOYHBIE M MPONHUCHbIE OYKBBI, IIM(PPBl U HECKOJIBKO CUMBOJIOB, TAKHE KaK 3HAK Jojuiapa, (yHTa,
BOCKJIMIIATEIbHBINA 3HaK W T.. Hampumep, $tROng!;; 4. He BBoau cBOM JMYHBbIC TaHHBIC HA CalTax,
KOTOPBIM HE J0BEpsIClIb.

JICKTPOHHAS I0YTA

DJEKTpOHHAs IOYTa - 3TO TEXHOJOTHS U IPEJOCTABIISEMbIE €10 YCIyTH MO IEPEChUIKE U
HOJTYYEHHUIO IEKTPOHHBIX COOOIEHUH, KOTOphIE PacIpeelssoTCsl B KOMIIbIOTEpHON ceTH. OObIUHO
ANIEKTPOHHBIN MOYTOBBIN SIIMK BBINIAIUT CICIYIOIIUM 00pa3oM: UMs I0JIb30BaTeIsI(@HUMS_JIOMEHA.
Taxoxe kpoMe nepesadu IpoCTOro TEKCTa, UMEETCsl BO3MOXKHOCTD Iepe/iaBaTh (ailiibl.

OcHOBHBIE COBETHI MO O6€30MacHOM padoTe ¢ AMEKTPOHHOMN MOUTOM:

1. Hano BBIOpaTh MpaBHUIIBHBIN MOYTOBBIA cepBUC. B MHTEpHETE €CTh OIPOMHBIN BBEIOOD
OecIIaTHBIX TOYTOBBIX CEPBUCOB, OJHAKO JIydllle JOBEpATh TEM, KOrO 3Haellb U KTO IEpPBbIM B
pEUTHUHTE;

2. He ykaspiBaii B nu4yHOW moure Ju4yHyr uH(popMmaiuio. Hampumep, myudrine BbIOpaTh
"My3bIKaibHbIN (aHar@" nim "pox2013" Bmecto "Temal3";

3. Hcnonb3yil AByXdTalHYI0 aBTOPU3ALMIO. JTO KOTJA MOMUMO Mapojisi HY)KHO BBOJIMTH
KOJI, IpUChLIaeMbIi 10 SMS;

4. BriGepu cnoxupiii mapoinb. sl KaXXaoro MOYTOBOTO SIIUKA JIOJDKEH OBITh CBOM
HaJIC’)KHbIN, YCTOMYUBBIN K B3JIOMY IapOJib;

3. Ecnu ectb BO3MOXHOCTH Hamucarb CaMOMY CBOM JIMYHBIA BOIIPOC, UCIOIB3YH ITYy
BO3MO>XHOCTH;

6. Hcnonb3yil HECKOJIBKO TMOYTOBBIX SIIMKOB. IlepBBIM 11 YacCTHOM TMEPENUCKU C

ajZipecaraMu, KOTOPBIM Thbl JOBepsielllb. DTO 3IEKTPOHHBIA aJpec He HaJl0 HCIHOJIb30BaTh IPH
peructpanuu Ha popymax u caiTax;



7. He otkpsiBail aiinel u Apyrue BIOXKEHUS B TUCbMaX, AaK€ €CJIU OHU MPHIILIN OT TBOUX
npys3eil. Jlyurie yTouHM y HUX, OTHPABIISUIN JIM OHU Tebe 3TH (ailbl,

8. [Tocne okoHUaHUs1 pabOTHI HA IOYTOBOM CEPBHCE MEpe]l 3aKPbITHEM BKIJIAJKU C CATOM
He 3a0y/1p Haxarh Ha "BeridTi".

Ku0epOy/IHHT WM BUPTYaJbHOE H31eBaTeIbCTBO

KubepOymnnuHr - mpeciieoBaHue COOOIIEHUSIMHU, COAEpPXKAIIUMU OCKOpPOJIEHHs, arpeccuio,
3allyrMBaHUe; XYJIUTaHCTBO; COLMAIbHOE OONKOTUPOBAHUE C TMOMOUIBIO PA3IUYHBIX HHTEPHET-
CEPBHCOB.

OcHoBHbIE COBETHI 110 O0pbOE ¢ KHOEPOYITUHIOM:

1. He Opocaiics B 60#i. Jlyumuii cmoco6: mocoBeToBaThcs Kak ce0si BECTH U, €CJIM HET TOrO,
K KOMy MOXKHO OOpaTUThCs, TO BHAYaJle YCIIOKOUTRLCS. ECIU ThI HAYHEIIh 0TBEYATh OCKOPOJICHHUSIMH Ha
OCKOpOJICHHSI, TO TOJIBKO eI1ie O0JIbIIe Pa3oiOKeb KOHIIHUKT;

2. VYnpasisii cBoel kubeppenyranuei;

3. AHOHMMHOCTh B ceTu MHUMas. CylIeCTBYIOT CIIOCOOBI BBIICHUTH, KTO CTOUT 3a
QHOHHMMHBIM aKKayHTOM;

4. He crout Bectu xynuranckuii oOpa3 BHpTyasbHOW ku3HHM. IHTEpHET (uKCHpyeT Bce
TBOM JICHCTBUSA U COXPAHSCT UX. YIAIUTh UX OyJET KpalHe 3aTPYAHUTEIBHO;

5. CoOmronaii CBOXO BUPTYaJIbHYIO YECTh CMOJIONY;

6. Urnopupyit enunuuneiii HeratuB. OJHOPa30BbIe OCKOPOMTENBHBIE COOOIICHUS JIydlle
uraopuposatb. OOBIYHO arpeccus NpeKpalaeTcsi Ha Ha4aJbHOU CTa UM,

7. ban arpeccopa. B mporpamMMax oOMeHa MTHOBEHHBIMHU COOOIIEHUSMHU, B COLUATHHBIX
CEeTSX €CTh BO3MOKHOCTb OJIOKHPOBKH OTIPABKU COOOIIEHUH C ONPEIEIIEHHBIX a/IpeCOB;

8. Ecim 11 cBuzmerens kuOepOymiuHra. TBoum  AEWCTBUS:  BBICTYNUTb  IPOTHUB

mpeciaeaoBarcid, MnmokKasarb €My, 4To €ro ,Z[GI>'ICTBI/I$I OLICHUBAKOTCA HCTATUBHO, NOAACPIKATH KCPTBY,
KOTOpOfI HY)XXHa IICHUXOJOTrn4YeCKasd 1MoMouib, COO6IIII/ITI) B3pPOCJIbIM O q)aKTe arp€CCUBHOIO IMOBCACHHUA B
CCTH.

MoOuiabHbIH TegedoH

CoBpeMeHnHble CMapT(OHBI U TUTAHIIETHI COEpKaT B ceOe BIOJIHE B3POCIbIH (PyHKIMOHAMT, U
TeTNeph OHU MOTYT KOHKYPHPOBATh CO CTAllMOHAPHBIMH KOMIIbIOTepamMu. OTHAKO, CPENICTB 3aIIUTHI IS
HOAOOHBIX YCTPOUCTB MOKAa OY€Hb Maslo. TecTUpOBaHUE U MOUCK YSI3BUMOCTEI B HUX IIPOUCXOAUT HE
TaK MHTEHCUBHO, Kak /i1 [1K, To ke camoe kacaeTcst 1 MOOUIIbHBIX MPUIIOKESHUH.

CoBpeMeHHbIE MOOUIIbHBIE Opay3ephl yKe IPAKTUYEeCKH JOTHAJIU HACTOIbHbIE aHAJIOTH, OJTHAKO
pacupenue (yHKIHOHAJA BIEYeT 32 CO0O0M OOJBLIYIO CIIOKHOCTh M MEHBIIIYIO 3AIIUIIIEHHOCTb.

Jlaneko He BCE MPOU3BOIUTENN BBHITYCKAIOT OOHOBJICHUS, 3aKPHIBAIOIINE KPUTHUYECKUE
YSA3BUMOCTH JUIsl CBOMX YCTPOMCTB.

OcHOBHBIE COBETHI 151 0€30IaCHOCTH MOOMIIBHOTO Tene(oHa:

1.  Hwuuero He sBisieTcs mo-HacrosuieMy OecrulaTHbIM. Byas octopoxeH, Benp korna Tede
npeasararT OeCIuIaTHbII KOHTEHT, B HEM MOTYT OBITh CKPBIThI KAKHE-TO IUIaTHBIE YCIYTH;

2. Hymaii, mpexie ueM oTnpaBuTb SMS, GoTo min BUIEO;

3. Heo6xoammo 0OHOBIISITH ONEpallMOHHYI0 CUCTEMY TBOETO CMapT(HOHA;

4. Vcnonb3yit aHTUBUPYCHBIE IPOTPaMMBbI JIsi MOOMIIBHBIX TeJIE(OHOB;

3. He 3arpyxaii npuinokeHusi OT HEU3BECTHOIO MCTOYHMKA, BEIb OHM MOTYT COAEpKaTh
BPEJOHOCHOE MPOrpaMMHOE 00ECIIEUCHHUE;

6. Ilocne Toro kaxk Tl BBIWJCHIb C CaiiTa, IJe BBOAWI JIMYHYIO MH(POPMAIUIO, 3ai1u B
HACTPOUMKHU Opay3epa u yzuanu cookies;

7. [leproanuecku npoBepsii, KakKe IUIaTHbIE YCIIyTH aKTUBUPOBAaHbI HA TBOEM HOMEPE;

8. JaBaii cBOif HOMEpP MOOHIIBHOTO Tele(oHa TOIBKO JIOSAM, KOTOPBIX Thl 3HACIIb H KOMY
JIOBEpsICIlb;

9.  Bluetooth nomxeH ObITh BBIKIIOUEH, KOTZIAa Thl UM He Mojb3yelbes. He 3a0piBail nHorMa

IPOBEPSATH 3TO.



Online urpsi

CoBpeMeHHbIC OHJIAH-UTPHI - 3TO KPACOUYHBIE, 3aXBaThIBAIOIIUE Pa3BICUCHUs, OOBEIUHSIONINE
COTHHU ThICSY 4YEJIOBEK IO BceMy Mupy. Mrpoku uccienyroT AaHHBII UM MHp, OOIIAIOTCS APYT C
JPYTOM, BBIIOJHSAIOT 3aJaHMs, CPAKAIOTCA ¢ MOHCTpAaMHU M INOJY4arOT ONBIT. 3a YIOBOJIBCTBHE OHU
IUIATAT: HOKYHAIOT AUCK, OIJIAYMBAIOT aOOHEMEHT MJIH MIPHOOPETAIOT KaKKUe-TO OMIIHH.

Bce st cpenctBa uayT Ha nmojiep)KaHUE M Pa3BUTHE UIPbI, a TAKXKe HAa caMy 0€30MacHOCTb!
COBEpILEHCTBYIOTCS CHCTEMbl aBTOPHU3ALMM, BBITYCKAIOTCS HOBbIE MaTud (LU(POBBIE 3aIUIATKU JUIS
IPOrpaMM), 3aKpbIBalOTCS YSI3BUMOCTH CEPBEPOB.

B 1monoOHBIX Urpax CTOMT OIAcaThCsl HE CTOJIBKO CBOMX COINEPHHUKOB, CKOJIBKO KPaXKH TBOETO
napoJisi, Ha KOTOPOM OCHOBaHa CUCTEMa aBTOPU3ALIUK OOJIBIIMHCTBA UTP.

OcCHOBHBIE COBETHI TI0 O€30MAaCHOCTH TBOETO UTPOBOTO aKKAyHTA:

l. Ecnu npyroit urpok BefieT ceds II10X0 UM cO3/1aeT Te0e HENPUATHOCTH, 3a0JIOKUPYH ero
B CIIUCKE UI'POKOB;
2. [Toxxany¥ics aIMMHUCTPATOPaM UIPhI Ha IIOXO€ IMOBEIECHHE ITOrO UTPOKA, JKEIATEIBHO

HOPUIOKUTh KaKUE-TO J0Ka3aTeIbCTBA B BU/IE€ CKPUHOB,;

He ykasbiBaii 1nuHyto nHGOpMaLuio B mpodaiiie urpsr;

YBaxkail Ipyrux y4aCTHUKOB IO UTPE;

He ycranapnuBaii HeouaibHble IaT4u U MOJIBI;

Hcnons3yii ClI0KHBIE U pa3HBIE TAPOJIH;
Jlaxxe BO BpeMs HUIPbl HE CTOMUT OTKJIOYaTh aHTUBHUpYC. Iloka Thl Wrpaemb, TBOH
KOMITIBIOTEP MOT'YT 3apa3uTh.

Nk w

DOUIIMHT WA Kpaka JIMYHbIX JAHHBIX

OObIuHOW Kpakeil JeHer W JOKYMEHTOB CETOJHS y)K€ HMKOTO HE YAMBHIIb, HO C Pa3BUTHUEM
UHTEPHET-TEXHOJIOTUH 3JI0yMBIIUICHHUKN TEPEMECTHIINCh B WHTEPHET, U MPOAOIDKAIOT 3aHUMAThCS
"TFOOUMBIM" JTETIOM.

Tak mosBMIIaCH HOBasi yrpo3a: HHTEPHET-MOIIEHHWYECTBA WM (UIIMHT, TJIaBHAs IIeTTh
KOTOPOTO COCTOUT B IMOJYYCHHH KOH(UICHIMATBHBIX JaHHBIX MOJb30BaTEINCH - JIOTHUHOB M TAPOJICH.
Ha anrmuiickom sizpike phishing uurtaercs kak ¢umuHr (ot fishing - peiOnas noBms, password -
1apoJnb).

OcHoBHBIE COBETHI 110 60pbOE C PUIIUHTOM:

1.  Crnenu 3a cBouM akkayHTOM. Ecnu Tl moo3peBaeliib, YTO TBOsSI aHKeTa Obljla B3JIOMaHa,
TO HEOOXOAMMO 3a0JIOKHMPOBaTh €€ U COOOIIUTH AJMHHHUCTPATOpaM pecypca 00 3TOM KaK MOXKHO
CKopee;

2. Hcnonw3yii Ge3omacHble BeO-CalThl, B TOM YHCJE, WHTEPHET-Mara3uHOB U MOWCKOBBIX
CHUCTEM;

3. Hcnonb3yit ciokHble W pasHble mapoiau. Takum oOpa3om, ecind TeOs B3JIOMAlOT, TO
3JI0YMBIIUIEHHUKH TOJTy4aT TOCTYII TOJIBKO K OJHOMY TBOEMY NPOQUIIIO B CETH, a HE KO BCEM;

4. Ecnu Tebst B3nomany, TO HEOOXOIUMO NPEAYHPEAUTh BCEX CBOUX 3HAKOMBIX, KOTOPbIE

no0aBieHbl Yy TeOS B JIPY3bsX, O TOM, 4TO TEOsI B3JIOMAaIH M, BO3MOXKHO, OT TBOETO MMEHH OyaeT
pacchuIaThCs CIIaM M CCBHUTKH Ha (DUITMHTOBBIE CAMTHI;

5. YeranoBu HagexHbIH napons (PIN) Ha MOOWIBHBIN TenedoH;
6. OTkIIIOYN COXpaHEHHUE Maposis B Opaysepe;
7. He otkpeiBaii Qaiinsl ¥ Apyrue BIOXKEHUS B MUCbMAX, AAXKE €CJIM OHU IPUIILIN OT TBOUX

npy3ei. Jlydine yTouHH y HUX, OTIPABIISUIH JTH OHU TeOe 3TU (aiibl.

u¢posas penyranus

Hudposas pemyramust - 3TO HEraTUBHAs WM IO3UTHBHAs WHQOpManus B ceTH O Tebe.
Komnpomerupyromass uHpopmanus, pasMelIeHHass B HHTEPHETE, MOXET CEpbe3HbIM 00pa3oM
OTpa3uTbcs Ha TBOeil peanbHoi xu3HHM. "LludpoBas pemyranums" - 3TO TBOW UMUK, KOTOPBIH
dopmupyetcs u3 HHGopMaluu o Tede B UHTEPHETE.

TBOoe MecTO KUTENbCTBA, yueObl, TBOE€ (PMHAHCOBOE MOJOKEHUE, OCOOCHHOCTU Xapakrepa U



paccka3bl O OJIM3KHUX - BCC 3TO HAKAILJIUBACTCS B CCTH.



MHorue NoApOCTKH JETKOMBICICHHO OTHOCSTCS K ITyOIMKAIIMK JTHYHON HH(DOpMAIH B
WuTepHeTe, HEe MOHMMAsT BOSMOXKHBIX TOCTENCTBUHA. ThI Ta)ke HE CMOXKEIIb OTaIaThCs O TOM,
yto (oTorpadus, pasMemieHHass 5 JeT Ha3aj, cTajla MPUYMHONW OTKa3a MPUHATH TeOs Ha
pabory.

KomMmenTapuu, pasMenieHue TBoux ¢ororpaduil u Apyrue AEUCTBUS MOTYT He
WCUE3HYTh Ja)Ke€ IMOCJIe TOTO, KaK Thl MX YAANWIIb. Thl HE 3HAEUIb, KTO COXPAHWI 3Ty
UH(OPMAIIUIO, TIOTaja JIM OHA B TIOMCKOBBIE CUCTEMBI U COXPAHWIIACH JIU OHA, a TJIABHOE: YTO
MOyMaIOT O Te0e OKPY’KAIOIIKE JIFOAH, KOTOPhIe HAMAYT M YBUIAT 3T0. Haittu nndopmarmio
MHOTO JIET CITyCTS CMOXET JI000# - Kak U3 I0OpbIX MOOYKICHHUH, TaK M C HaMEpPEHUEM
OPUYUHUTH Bpe. DTO MOXKET OBITh KTO YTOJIHO.

OcHOBHBIE COBETHI MO0 3auTe NUPPOBOI penyTaumnu:

1.  Tlomymaii, mpex/e yeM 4To-TO MyOJIMKOBATh U IepenaBarh y cedst B 6jore win B
COIMANLHOM CETH;

2. B nHacrtpoiikax npoduisi ycTaHOBU OTpaHUYECHHS HA MPOCMOTP TBOETO Mpodus
U €T0 COJIEP’KUMOT0, CIeNIall ero ToJIbKO "1 apy3ei”;

3. He pasmemait m He yka3piBail HMHQpOpMAIMIO, KOTOpas MOXET KOTO-Tu00
OCKOPOJISITH U OOMKATh.

ABTOpCKOE IpaBo

CoBpeMeHHBIE IIKOIBHUKHY - aKTUBHBIE TIOJIH30BaTEH HU(POBOTO MPOCTPAHCTBA.

OnHako [ajeko He BCE 3HAKT, YTO IOJb30BAaHHME MHOTUMH BO3MOXHOCTSIMU
QpoBoro Mupa TpedyeT coONoAeHUs paB Ha HHTEIUIEKTYaIbHY0 COOCTBEHHOCTb.

Tepmun "WHTENIEKTyalbHasi COOCTBEHHOCTh"' OTHOCHUTCSI K Pa3jIMYHBIM TBOPEHUSIM
YeJ0BEYECKOr0 yMa, HauuHas C HOBBIX M300peTeHMH W 3HAKOB, OOO3HAYAIOLIUX
COOCTBEHHOCTh Ha TMPOAYKTHI M YCIyTHM, M 3aKaH4YMBas KHHUramu, (QoTorpadusmu,
KHHO(DHUIBMaMU ¥ MY3bIKaJIbHBIMHU TIPOU3BEICHUSIMU.

ABTOpCcKME TmIpaBa - 3TO IIpaBa Ha MHTEUIEKTYaJbHYI0 COOCTBEHHOCTh Ha
NPOM3BEICHUS] HAYKH, JINTEPATypbl U UCKYCCTBAa. ABTOPCKHE IpaBa BBICTYNAIOT B Ka4eCTBE
rapaHTHU TOTO, YTO MHTEIUIEKTYaJIbHBIN/TBOPUECKUI TPy aBTOpa He OyleT HalpacHbIM, AACT
€My CIIpaBe/UIMBbIe BO3MOXHOCTH 3apaboTaTh Ha pe3ylbTarax CBOEro Tpydd, MOIY4YHUTh
W3BECTHOCTh M Npu3HaHue. Hukro Ge3 paspemieHus: aBTopa HE MOXKET BOCIPOHM3BOAUTH €T0
IPOM3BEIEHUE, PACIIPOCTPAHATh, MyOJINYHO EMOHCTPUPOBATh, IPOJaBaTh, UMIIOPTUPOBATH,
MycKaTh B MPOKAT, MyOJUYHO HCIIONHATH, IMOKA3bIBATH/UCIIONHATH B 3(Upe WU pa3Menlarh B
WNHuTepHeTe.

Hcnonb3oBanue '"muparckoro" MNpOrpaMMHOIO OOECIeUYeHUs] MOXKET IPUBECTH KO
MHOTHM PUCKaM: OT TIOTEPH JaHHBIX K TBOMM aKKayHTaM J0 OJOKHPOBKU TBOETO YCTPOICTBA,
IJle YCTaHOBJIEHA HeserajgpHas mnporpaMma. He cTouT Takke 3a0bIBaTh, YTO CYLIECTBYIOT
JeranbHble U OeCIUIaTHbIE TPOrpaMMBbl, KOTOPbIE MOXKHO HAalTH B CETH.
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