1). MySQL database setup.
Define table(s) to handle security

CREATE TABLE "accountmanagement’ (
id” int(11) NOT NULL AUTO_INCREMENT,
"Username’ varchar(50) DEFAULT NULL,
‘Password” varchar(50) CHARACTER SET latin1 DEFAULT NULL,
“email” varchar(100) DEFAULT NULL,
“telnum’” varchar(100) DEFAULT NULL,
PRIMARY KEY ('id")
) ENGINE=InnoDB AUTO_INCREMENT=9 DEFAULT CHARSET=utf8;

CREATE TABLE “accountmanagement_custtype’ (
“Username’ varchar(50) NOT NULL,
“custtype’ varchar(100) DEFAULT NULL,
PRIMARY KEY (‘Username’)

) ENGINE=InnoDB DEFAULT CHARSET=utf8;

2). Define database resource based on database connection to your database repository to
the table(s) defined in step 1.

2 Database Resource USERS_table [= [P =
W e Bal 3 @

P i
Description

USERS_tahle Debug:

Database Connection
MYSQL_EBASE_SAMPLES E]

Options
(@ For use with table operations (multiple rows) Use Prepared Statements '-':’:-'

() For use with non-table operations (single row)

m

SQL Editor
() Assisted SQL @ Native SQL

Assisted SQL | Mative SQL

Select | Update | Delete | Insert

(Required far use of FETCHTABLE command)
select * -

from ebase_samples.accountmanagement

&&WHERECLAUSE
Resource fields -
B
Field Name Type Len.. Dec.. Reg.. Description Unig... Rea.. Persi.. Dyn.. =
Password VARC.. 255 0 @ I} = I}
Username VARC.. 255 0 @ I} = I}
WHERECLAUSE CHAR 255 o B o | ] N
email VARC.. 255 0 @ I} ] 0
id INTE... 10 o B | ]
telnum VARC.. 255 0 @ ] = I}
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Description
Resource to read in customer/client type Debug: []

Database Connection

MYSQL_EBASE_SAMPLES E]
Options
() For use with table operations (multiple rows) Use Prepared Statements @ =

@ For use with non-table operations (single row)

50QL Editor
(7} Assisted SQL @) Mative SQL

Assisted SQL | Mative SQL B
Select | Update DEIEtElInsert

(Required for use of FETCH command)

select *

from ebase_samples.accountmanagement_custtype
BAWHERECLAUSE

»

Resource fields

&

Field Name Type Leng.. Dec... Requ.. Description Unig... Read.. Persi.. Dyna.. E
Username VARC... 50 0 [ accountManagement_custtype non-table = |}
WHERECLAUSE CHAR 0 1] accountManagement_custtype non-table field for where clause | =]} (=) | =]}
custtype VARC... 100 0 [} accountManagement_custtype non-table = =1 ) 7

Please note the “WHERECLAUSE” field added in the tables above. This info is per
comments by segi which is crucial.

3). Define a login service for your project.

Please check the version of ebase you using, most will have a project that has this already
implemented (ver 5.0.0: ebaseSystemServices) that | believe becomes the default login
service that can be used by projects deployed within that deployed webapp.

In the following section, we creating one ourselves just as a reference.



Open = Folder
P Fun = Form
of Cut Ctrl+X | 1| Script (Javascript)
[iE] Copy Ctr+C | Ll Senpt (FPL)
& Paste Ctrl+V | [ Static List
= Rename F2 5| Dynamic List
W Delete Delete ® Custom Resource
[# Properties Database Resource
gig Import ¥ 4 Email Resource
By Export * & MQ Resource
+ Deploy (=) Printing Resource
5] References li Stored Procedure Resource
B Uses i) Web Service Resource
P4 Refresh F5 #ML Resource
[E Presentation Template
= Print Master Page
Web Resources
17 Component
[ Scheduled Task
= Texts
Integration Service

System Service

Workflow

lhle operations (multiple rows)

on-table operations (single row)

& Mative SQL

tive SOL

Il Delete | Insert

ce of FETCHTABLE command)

samples.accountmanagement
5E

VARC... 255 o |
VARC... 255 o |
CHAR 255 o |
VARC... 255 o |
IMTE... 10 o |

[ ]

B Logen Service

El Worlflow Assignment Service

Systermn Service Resource

This operation creates the logon service as well as the logon service resource for it.

4). Add the database resource created in step 2 to the logon service resources.

| i Fields | B Tables | # Res. |
[f 9 X

- [@ USERS_custtype
>HQ, Tipo_Resource
“[@ USERS_table




5). Add the corresponding table and fields of the database resource to the tables and Field
tab.

i Fields | Tables | o Res.. |
Cf i 1% X
-8 CREDENTIAL

-FH CUSTOMROLE

- F EBASEROLE

w-F USERS_table

= Fields | [ Tables | % Res.. |
v/ 1% X pu e
9 WHERECLAUSE

' custtype

ERRORCODE
ERRORDESCRIPTION
PARAML_SOURCE
PARAML_VALUE
PARAM2_SOURCE
PARAMZ_VALUE
PARAM3_SOURCE
PARAM3_VALUE

USERID

PP EPOPEPEOE

6). Script.
In this example, | copied the code from the supplied example ebaseSystemServices and
amended as follows

importPackage(com.ebasetech.xi.api);
importPackage(com.ebasetech.xi.services);

try {

/**
* Required by the login process to be set!
*/

fields.USERID.value=fields. PARAM1_VALUE.value;

[**



* Using Native SQL with a database resource field of WHERECLAUSE defined.
* Note the seetings required for this since is crucial!
*/
var n = "WHERE BINARY Username=\"" + fields.PARAM1_VALUE.value + "\" AND Password=aes_encrypt("+
fields.PARAM2_VALUE.value +",'definesecuritystrip')";

tables.USERS_table. WHERECLAUSE.value=n;

tables.USERS_table.fetchTable();
log("COUNT (tables.USERS_table.fetchTable()): "+ tables.USERS_table.rowCount);

if ( tables.USERS_table.rowCount > 0 ) {
/**
* successful login
*/

/I Required for Ebase SecurityManager to know that the authentication was successfull
fields.USERID.value=tables.USERS_table.Username.value;

/IGather customer/client type data
var n = "WHERE BINARY Username=\"" + fields.USERID.value +"\"";
fields. WHERECLAUSE.value = n;

var loginResult = resources.USERS_ custtype.fetch();
log("AK: status of reading in the customer/client type: "+ loginResult + ". Customer/Client type: "+
fields.custtype.value);

/I Comment this out to add credentials here as needed which can be accessed by any application to get
information about the currently logged in user by doing system.securityManager.getCredential("REALNAME");

tables. CREDENTIALS.insertRow();

tables. CREDENTIALS.ID.value="customerType";

tables. CREDENTIALS.VALUE.value=fields.custtype.value;

tables. CREDENTIALS.updateTable();

}else {
o
* login failure
*/
fields.USERID.value = null;
fields. ERRORCODE.value = "999991";
fields.ERRORDESCRIPTION.value = "Your username or password is not correct”;
print("Login failed with the username " + fields. PARAM1_VALUE.value);

}

} catch (e) {
fields.USERID.value = null;
fields. ERRORCODE.value = "999991";
fields.ERRORDESCRIPTION.value = "Your username or password is not correct" + e;

}

Add the script to the logon service.
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b Service Configuration

Enter a web service name which is unique within the workspace

Web Service Name: |Tipo

= Fields | 5 Tables | éf Res..

Cf & 5 1% X fued

|E| System Service Properties

General | Events

ent Scripts

Configure scripts to run at the following events.

Integration‘ On Error

1] /Scripts/tipo

Add Script(s) | [ Remove Script(s)

Shared Functions

J5_LOGOM_SERVICE_FUMCTIONS

@

& WHERECLAUSE

D custtype

> ERRORCODE

' ERRORDESCRIPTION
& PARAML_SOURCE
O PARAMI_VALUE
O PARAMZ2_SOURCE
& PARAM2_VALUE
O PARAM3_SOURCE
O PARAM3_VALUE
& USERID

[ ok |[cancel| [ Help |

[#f Properties

5@
Table EBASEROLE
= Properties
Table name EBASEROLE
Column prefix EBASEROLE
Resource Tipo_Resourc... Q

Client accessibili... Inaccessible LI

You can then test the logon service by typing in the values of userid and password. Please
see output which shows the credentials as the output.




ESﬁEmSewiceTest—Tipo - W T S R— u

Edit the request document, supply values for the elements shown in black.
Click the Submit button to test,

Select operation [getLugu-nDetail.s - ]

Target URL [Tipe |

Select request docurment [F'-Equﬂt (Body) - ] )
<?uml wversion="1.8" encoding="UTF-8" standalone="no"?> -

<req:Request wmlns:reg="h
<req:PARAML VALUE
<req:PARAML_S0URCEZ>=Tring
<req:PARAMZ VALUE req: PARAMZ VALUE:
<req:PARAMZ S0URC g</req:PARAM2_SOURCE:>
<req:PARAMS VALUE:=string</req:PARAM3_VALUE:
<req:PARAM3_SOURCE=>string</req:PARAM3_SOURCE:

</req:Request:

tp://www.ebasetech.com/logon/Request™:
req: PARAML_WALUE>
</req:PARAML_SOURCE>

Select response document |Response (Body)

<res:Response xmlns:scap="http://schemas.xmlscap.org/scap/envelope/" =
<res:USERID>kotin</res :USERID>
<res iCREDENTIALS>
<res:CREDENTIAL>
<res:ID>customerTyped/res:ID>
<res:VALUE=sponsor</res :WALUE:
</res:CREDENTIAL>
</res :CREDENTIALS:
</res:Responses

Close




