
MikroTik RouterOS 6.34.3 (c) 1999-2015       http://www.mikrotik.com/ 
[admin@RatNet] > log print 
07:45:45 system,error,critical login failure for user root from 94.79.5.102 via ssh  
07:45:46 system,error,critical login failure for user http from 94.79.5.102 via ssh  
07:45:47 system,error,critical login failure for user root from 94.79.5.102 via ssh  
07:45:47 system,error,critical login failure for user bin from 94.79.5.102 via ssh  
07:45:48 system,error,critical login failure for user bin from 94.79.5.102 via ssh  
07:45:49 system,error,critical login failure for user http from 94.79.5.102 via ssh  
07:45:50 system,error,critical login failure for user bash from 94.79.5.102 via ssh  
07:45:51 system,error,critical login failure for user root from 94.79.5.102 via ssh  
07:45:52 system,error,critical login failure for user root from 94.79.5.102 via ssh  
07:45:53 system,error,critical login failure for user cgi from 94.79.5.102 via ssh  
07:45:54 system,error,critical login failure for user root from 94.79.5.102 via ssh  
07:45:55 system,error,critical login failure for user root from 94.79.5.102 via ssh  
07:45:56 system,error,critical login failure for user bash from 94.79.5.102 via ssh  
07:45:57 system,error,critical login failure for user root from 94.79.5.102 via ssh  
07:45:58 system,error,critical login failure for user plesk from 94.79.5.102 via ssh  
07:45:59 system,error,critical login failure for user root from 94.79.5.102 via ssh  
07:46:00 system,error,critical login failure for user root from 94.79.5.102 via ssh  
07:46:00 system,error,critical login failure for user root from 94.79.5.102 via ssh  
07:46:01 system,error,critical login failure for user root from 94.79.5.102 via ssh  
07:46:02 system,error,critical login failure for user root from 94.79.5.102 via ssh  
07:46:03 system,error,critical login failure for user root from 94.79.5.102 via ssh  
07:46:04 system,error,critical login failure for user mp3 from 94.79.5.102 via ssh  
07:46:05 system,error,critical login failure for user root from 94.79.5.102 via ssh  
07:46:06 system,error,critical login failure for user root from 94.79.5.102 via ssh  
07:46:07 system,error,critical login failure for user cgi from 94.79.5.102 via ssh  
07:46:08 system,error,critical login failure for user root from 94.79.5.102 via ssh  
07:46:09 system,error,critical login failure for user root from 94.79.5.102 via ssh  
07:46:10 system,error,critical login failure for user root from 94.79.5.102 via ssh  
07:46:11 system,error,critical login failure for user svn from 94.79.5.102 via ssh  
07:46:12 system,error,critical login failure for user svn from 94.79.5.102 via ssh  
07:46:12 system,error,critical login failure for user root from 94.79.5.102 via ssh  
07:46:13 system,error,critical login failure for user root from 94.79.5.102 via ssh  
07:46:14 system,error,critical login failure for user puiu from 94.79.5.102 via ssh  
07:46:15 system,error,critical login failure for user root from 94.79.5.102 via ssh  
07:46:16 system,error,critical login failure for user root from 94.79.5.102 via ssh  
07:46:17 system,error,critical login failure for user root from 94.79.5.102 via ssh  
07:46:18 system,error,critical login failure for user root from 94.79.5.102 via ssh  
07:46:19 system,error,critical login failure for user bin from 94.79.5.102 via ssh  
07:46:20 system,error,critical login failure for user dede from 94.79.5.102 via ssh  
07:46:21 system,error,critical login failure for user plesk from 94.79.5.102 via ssh  
07:46:22 system,error,critical login failure for user gusr from 94.79.5.102 via ssh  
07:46:23 system,error,critical login failure for user notice from 94.79.5.102 via ssh  
07:46:24 system,error,critical login failure for user pi from 94.79.5.102 via ssh  
07:46:25 system,error,critical login failure for user xxxxxxxx from 94.79.5.102 via ssh  



07:46:25 system,error,critical login failure for user postgres from 94.79.5.102 via ssh  
07:46:26 system,error,critical login failure for user webadmin from 94.79.5.102 via ssh  
07:46:27 system,error,critical login failure for user nagios from 94.79.5.102 via ssh  
07:46:28 system,error,critical login failure for user oracle from 94.79.5.102 via ssh  
07:46:29 system,error,critical login failure for user teamspeak from 94.79.5.102 via ssh  
07:46:30 system,error,critical login failure for user teamspeak from 94.79.5.102 via ssh  
07:46:31 system,error,critical login failure for user zhangyan from 94.79.5.102 via ssh  
07:46:32 system,error,critical login failure for user sunil from 94.79.5.102 via ssh  
07:50:00 ssh,info auth timeout  
10:18:33 system,error,critical login failure for user root from 122.3.93.35 via telnet  
10:19:24 system,error,critical login failure for user root from 122.3.93.35 via telnet  
10:20:13 system,error,critical login failure for user root from 122.3.93.35 via telnet  
10:21:03 system,error,critical login failure for user root from 122.3.93.35 via telnet  
10:21:51 system,error,critical login failure for user root from 122.3.93.35 via telnet  
10:22:41 system,error,critical login failure for user root from 122.3.93.35 via telnet  
10:23:30 system,error,critical login failure for user root from 122.3.93.35 via telnet  
10:24:20 system,error,critical login failure for user root from 122.3.93.35 via telnet  
10:25:09 system,error,critical login failure for user root from 122.3.93.35 via telnet  
10:25:57 system,error,critical login failure for user root from 122.3.93.35 via telnet  
10:26:45 system,error,critical login failure for user root from 122.3.93.35 via telnet  
10:27:37 system,error,critical login failure for user root from 122.3.93.35 via telnet  
10:28:25 system,error,critical login failure for user root from 122.3.93.35 via telnet  
10:29:15 system,error,critical login failure for user root from 122.3.93.35 via telnet  
10:39:02 wireless,info 00:0C:D2:10:18:91@wlan1: disconnected, group key exchange 
timeout  
10:39:07 wireless,info 00:0C:D2:10:18:91@wlan1: connected  
10:39:10 wireless,info 00:0C:D2:10:18:91@wlan1: reassociating  
10:39:10 wireless,info 00:0C:D2:10:18:91@wlan1: disconnected, ok  
10:39:10 wireless,info 00:0C:D2:10:18:91@wlan1: connected  
11:21:12 system,error,critical login failure for user admin from 62.210.162.182 via web  
11:21:14 system,error,critical login failure for user admin from 62.210.162.182 via web  
11:21:14 system,error,critical login failure for user admin from 62.210.162.182 via web  
11:21:15 system,error,critical login failure for user admin from 62.210.162.182 via web  
12:30:06 system,error,critical login failure for user system from 177.237.33.246 via telnet  
12:30:14 system,error,critical login failure for user echo welcome from 177.237.33.246 via 
teln 
14:16:41 system,info,account user admin logged in from 192.168.88.249 via winbox  
14:16:43 system,info,account user admin logged in from 192.168.88.249 via telnet  
14:17:06 system,info,account user admin logged out from 192.168.88.249 via winbox  
14:17:06 system,info,account user admin logged out from 192.168.88.249 via telnet  
16:17:19 system,error,critical login failure for user zhangyan from 187.217.192.34 via ssh  
16:17:22 system,error,critical login failure for user dff from 187.217.192.34 via ssh  
16:17:26 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:17:28 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:17:32 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:17:37 system,error,critical login failure for user root from 187.217.192.34 via ssh  



16:17:40 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:17:44 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:17:47 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:17:51 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:17:54 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:17:57 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:18:00 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:18:03 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:18:07 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:18:10 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:18:13 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:18:16 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:18:20 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:18:23 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:18:30 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:18:33 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:18:36 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:18:40 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:18:43 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:18:48 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:18:51 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:18:54 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:18:57 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:19:00 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:19:03 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:19:08 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:19:12 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:19:17 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:19:20 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:19:23 system,error,critical login failure for user oracle from 187.217.192.34 via ssh  
16:19:27 system,error,critical login failure for user test from 187.217.192.34 via ssh  
16:19:30 system,error,critical login failure for user oracle from 187.217.192.34 via ssh  
16:19:34 system,error,critical login failure for user ubuntu from 187.217.192.34 via ssh  
16:19:38 system,error,critical login failure for user git from 187.217.192.34 via ssh  
16:19:42 system,error,critical login failure for user boot from 187.217.192.34 via ssh  
16:19:45 system,error,critical login failure for user 123456 from 187.217.192.34 via ssh  
16:19:48 system,error,critical login failure for user 123 from 187.217.192.34 via ssh  
16:19:53 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:19:56 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:20:01 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:20:03 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:20:06 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:20:10 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:20:13 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:20:16 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:20:20 system,error,critical login failure for user root from 187.217.192.34 via ssh  



16:20:24 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:20:28 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:20:31 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:20:34 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:20:37 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:20:42 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:20:45 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:20:48 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:20:51 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:20:55 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:20:58 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:21:01 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:21:04 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:21:08 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:21:12 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:21:15 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:21:19 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:21:25 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:21:28 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:21:32 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:21:35 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:21:39 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:21:42 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:21:46 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:21:49 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:21:53 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:21:57 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:22:00 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:22:04 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:22:09 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:22:12 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:22:15 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:22:18 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:22:22 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:22:25 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:22:27 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:22:31 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:22:35 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:22:39 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:22:44 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:22:47 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:22:54 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:22:57 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:23:01 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:23:06 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:23:09 system,error,critical login failure for user root from 187.217.192.34 via ssh  



16:23:13 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:23:18 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:23:22 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:23:26 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:23:29 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:23:33 system,error,critical login failure for user admin from 82.241.134.66 via telnet  
16:23:35 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:23:40 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:23:43 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:23:46 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:23:50 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:23:53 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:23:58 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:24:02 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:24:06 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:24:10 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:24:14 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:24:17 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:24:20 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:24:24 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:24:28 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:24:32 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:24:37 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:24:40 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:24:44 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:24:48 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:24:51 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:24:55 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:25:00 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:25:04 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:25:11 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:25:15 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:25:18 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:25:21 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:25:25 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:25:30 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:25:30 system,error,critical login failure for user root from 123.111.200.45 via telnet  
16:25:33 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:25:39 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:25:42 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:25:48 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:25:52 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:25:58 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:26:02 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:26:06 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:26:11 system,error,critical login failure for user root from 187.217.192.34 via ssh  



16:26:19 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:26:22 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:26:26 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:26:30 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:26:33 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:26:36 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:26:40 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:26:45 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:26:48 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:26:51 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:26:55 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:27:00 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:27:04 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:27:07 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:27:10 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:27:13 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:27:16 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:27:19 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:27:23 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:27:24 system,error,critical login failure for user root from 46.77.76.94 via telnet  
16:27:26 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:27:31 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:27:35 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:27:38 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:27:42 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:27:45 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:27:48 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:27:52 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:27:55 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:27:58 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:28:04 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:28:07 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:28:10 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:28:14 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:28:19 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:28:25 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:28:29 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:28:33 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:28:37 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:28:41 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:28:45 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:28:51 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:28:55 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:29:00 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:29:03 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:29:06 system,error,critical login failure for user root from 187.217.192.34 via ssh  



16:29:10 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:29:13 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:29:18 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:29:19 system,error,critical login failure for user root from 61.79.252.42 via telnet  
16:29:22 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:29:26 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:29:30 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:29:34 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:29:37 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:29:41 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:29:44 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:29:47 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:29:51 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:29:56 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:29:58 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:30:03 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:30:06 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:30:09 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:30:12 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:30:15 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:30:19 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:30:23 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:30:27 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:30:31 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:30:35 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:30:37 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:30:41 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:30:45 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:30:48 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:30:51 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:30:54 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:30:58 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:31:01 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:31:05 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:31:08 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:31:11 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:31:15 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:31:18 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:31:21 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:31:24 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:31:27 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:31:28 system,error,critical login failure for user admin from 220.162.54.198 via telnet  
16:31:32 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:31:36 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:31:39 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:31:42 system,error,critical login failure for user root from 187.217.192.34 via ssh  



16:31:45 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:31:49 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:31:52 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:31:56 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:31:59 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:32:02 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:32:05 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:32:09 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:32:12 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:32:15 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:32:18 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:32:22 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:32:25 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:32:30 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:32:33 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:32:36 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:32:39 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:32:44 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:32:49 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:32:54 system,error,critical login failure for user root from 187.217.192.34 via ssh  
16:34:48 system,error,critical login failure for user admin from 210.59.96.206 via ftp  
16:38:43 system,error,critical login failure for user admin from 62.210.162.182 via web  
16:38:44 system,error,critical login failure for user admin from 62.210.162.182 via web  
16:38:44 system,error,critical login failure for user admin from 62.210.162.182 via web  
16:38:45 system,error,critical login failure for user admin from 62.210.162.182 via web  
16:38:59 system,error,critical login failure for user root from 124.230.243.220 via telnet  
16:41:10 system,error,critical login failure for user root from 67.169.226.122 via telnet  
16:43:20 system,error,critical login failure for user root from 123.248.99.196 via telnet  
16:45:26 system,error,critical login failure for user admin from 123.12.3.104 via telnet  
16:47:41 system,error,critical login failure for user root from 191.176.81.92 via telnet  
16:49:47 system,error,critical login failure for user root from 59.28.16.157 via telnet  
18:53:16 system,error,critical login failure for user root from 46.159.137.242 via telnet  
18:54:47 system,error,critical login failure for user ZXDSL from 58.208.172.237 via telnet  
18:57:34 system,error,critical login failure for user admin from 93.118.197.197 via telnet  
19:00:33 system,error,critical login failure for user admin from 180.107.107.129 via telnet  
19:03:58 system,error,critical login failure for user admin from 112.252.230.150 via telnet  
19:07:32 system,error,critical login failure for user admin from 113.71.199.185 via telnet  
19:11:09 system,error,critical login failure for user admin from 49.143.122.17 via telnet  
19:14:12 system,error,critical login failure for user admin from 180.182.245.137 via telnet  
19:16:51 system,error,critical login failure for user admin from 222.139.127.160 via telnet  
19:19:57 system,error,critical login failure for user admin from 182.87.36.172 via telnet  
19:23:26 system,error,critical login failure for user admin from 81.21.249.2 via telnet  
19:26:49 system,error,critical login failure for user adsl from 95.50.160.212 via telnet  
19:30:18 system,error,critical login failure for user admin from 86.215.50.55 via telnet  
19:33:20 system,error,critical login failure for user admin from 83.128.126.83 via telnet  
19:35:43 system,error,critical login failure for user admin from 117.67.8.201 via telnet  



19:39:01 system,error,critical login failure for user admin from 2.237.170.170 via telnet  
20:22:06 system,error,critical login failure for user root from 58.56.93.171 via ssh  
20:22:09 system,error,critical login failure for user root from 58.56.93.171 via ssh  
20:22:12 system,error,critical login failure for user root from 58.56.93.171 via ssh  
20:22:17 system,error,critical login failure for user root from 58.56.93.171 via ssh  
20:22:20 system,error,critical login failure for user ADMIN from 58.56.93.171 via ssh  
20:42:48 system,error,critical login failure for user user from 37.214.149.108 via ftp  
20:56:26 system,error,critical login failure for user brett from 179.43.141.197 via ssh  
20:56:27 system,error,critical login failure for user brian from 179.43.141.197 via ssh  
20:56:30 system,error,critical login failure for user bruno from 179.43.141.197 via ssh  
20:56:31 system,error,critical login failure for user bruno from 179.43.141.197 via ssh  
20:56:33 system,error,critical login failure for user brunosp from 179.43.141.197 via ssh  
21:56:00 system,error,critical login failure for user admin from 179.43.141.209 via ssh  
21:56:01 system,error,critical login failure for user ADMINISTRATOR from 179.43.141.209 
via ssh 
  
21:56:02 system,error,critical login failure for user Administrator from 179.43.141.209 via ssh 
  
21:56:03 system,error,critical login failure for user Administrator from 179.43.141.209 via ssh 
  
21:56:09 system,error,critical login failure for user ADMN from 179.43.141.209 via ssh  
22:05:46 system,info,account user admin logged in from 192.168.88.249 via winbox  
22:05:49 system,info,account user admin logged in from 192.168.88.249 via telnet  
22:12:50 system,error,critical login failure for user caracas from 179.43.144.2 via ssh  
22:12:54 system,error,critical login failure for user carlos from 179.43.144.2 via ssh  
22:12:57 system,error,critical login failure for user ccardenas from 179.43.144.2 via ssh  
22:38:54 system,error,critical login failure for user admin from 189.218.140.4 via telnet  
22:38:57 system,error,critical login failure for user echo welcome from 189.218.140.4 via 
telne 
t  
22:39:01 system,error,critical login failure for user admin from 189.218.140.4 via telnet  
22:39:04 system,error,critical login failure for user echo welcome from 189.218.140.4 via 
telne 
t  
22:39:09 system,error,critical login failure for user admin from 189.218.140.4 via telnet  
22:39:11 system,error,critical login failure for user echo welcome from 189.218.140.4 via 
telne 
t  
22:39:15 system,error,critical login failure for user admin from 189.218.140.4 via telnet  
22:39:18 system,error,critical login failure for user echo welcome from 189.218.140.4 via 
telne 
t  
22:39:22 system,error,critical login failure for user admin from 189.218.140.4 via telnet  
22:39:25 system,error,critical login failure for user echo welcome from 189.218.140.4 via 
telne 
t  



22:39:29 system,error,critical login failure for user admin from 189.218.140.4 via telnet  
22:39:31 system,error,critical login failure for user echo welcome from 189.218.140.4 via 
telne 
t  
22:39:35 system,error,critical login failure for user admin from 189.218.140.4 via telnet  
22:39:38 system,error,critical login failure for user echo welcome from 189.218.140.4 via 
telne 
t  
22:39:42 system,error,critical login failure for user root from 189.218.140.4 via telnet  
22:39:45 system,error,critical login failure for user echo welcome from 189.218.140.4 via 
telne 
t  
22:39:49 system,error,critical login failure for user root from 189.218.140.4 via telnet  
22:39:52 system,error,critical login failure for user echo welcome from 189.218.140.4 via 
telne 
t  
22:39:56 system,error,critical login failure for user root from 189.218.140.4 via telnet  
22:39:58 system,error,critical login failure for user echo welcome from 189.218.140.4 via 
telne 
t  
22:40:02 system,error,critical login failure for user user from 189.218.140.4 via telnet  
22:40:05 system,error,critical login failure for user echo welcome from 189.218.140.4 via 
telne 
t  
22:40:09 system,error,critical login failure for user admin from 189.218.140.4 via telnet  
22:40:12 system,error,critical login failure for user echo welcome from 189.218.140.4 via 
telne 
t  
22:40:16 system,error,critical login failure for user admin from 189.218.140.4 via telnet  
22:40:18 system,error,critical login failure for user echo welcome from 189.218.140.4 via 
telne 
t  
22:40:22 system,error,critical login failure for user admin from 189.218.140.4 via telnet  
22:40:25 system,error,critical login failure for user echo welcome from 189.218.140.4 via 
telne 
t  
22:40:29 system,error,critical login failure for user admin from 189.218.140.4 via telnet  
22:40:32 system,error,critical login failure for user echo welcome from 189.218.140.4 via 
telne 
t  
22:40:36 system,error,critical login failure for user admin from 189.218.140.4 via telnet  
22:40:38 system,error,critical login failure for user echo welcome from 189.218.140.4 via 
telne 
t  
22:40:42 system,error,critical login failure for user admin from 189.218.140.4 via telnet  



22:40:45 system,error,critical login failure for user echo welcome from 189.218.140.4 via 
telne 
t  
22:40:49 system,error,critical login failure for user admin from 189.218.140.4 via telnet  
22:40:52 system,error,critical login failure for user echo welcome from 189.218.140.4 via 
telne 
t  
22:40:56 system,error,critical login failure for user admin from 189.218.140.4 via telnet  
22:40:58 system,error,critical login failure for user echo welcome from 189.218.140.4 via 
telne 
t  
22:41:02 system,error,critical login failure for user admin from 189.218.140.4 via telnet  
22:41:05 system,error,critical login failure for user echo welcome from 189.218.140.4 via 
telne 
t  
22:41:09 system,error,critical login failure for user admin from 189.218.140.4 via telnet  
22:41:12 system,error,critical login failure for user echo welcome from 189.218.140.4 via 
telne 
t  
22:41:16 system,error,critical login failure for user admin from 189.218.140.4 via telnet  
22:41:18 system,error,critical login failure for user echo welcome from 189.218.140.4 via 
telne 
t  
22:41:22 system,error,critical login failure for user admin from 189.218.140.4 via telnet  
22:41:25 system,error,critical login failure for user echo welcome from 189.218.140.4 via 
telne 
t  
22:41:29 system,error,critical login failure for user admin from 189.218.140.4 via telnet  
22:41:32 system,error,critical login failure for user echo welcome from 189.218.140.4 via 
telne 
t  
22:41:36 system,error,critical login failure for user admin from 189.218.140.4 via telnet  
22:41:38 system,error,critical login failure for user echo welcome from 189.218.140.4 via 
telne 
t  
22:41:42 system,error,critical login failure for user admin from 189.218.140.4 via telnet  
22:41:45 system,error,critical login failure for user echo welcome from 189.218.140.4 via 
telne 
t  
22:41:49 system,error,critical login failure for user admin from 189.218.140.4 via telnet  
22:41:52 system,error,critical login failure for user echo welcome from 189.218.140.4 via 
telne 
t  
22:41:56 system,error,critical login failure for user admin from 189.218.140.4 via telnet  
22:41:59 system,error,critical login failure for user echo welcome from 189.218.140.4 via 
telne 



t  
22:42:03 system,error,critical login failure for user admin from 189.218.140.4 via telnet  
22:42:05 system,error,critical login failure for user echo welcome from 189.218.140.4 via 
telne 
t  
22:42:09 system,error,critical login failure for user admin from 189.218.140.4 via telnet  
22:42:12 system,error,critical login failure for user echo welcome from 189.218.140.4 via 
telne 
t  
22:42:16 system,error,critical login failure for user admin from 189.218.140.4 via telnet  
22:42:19 system,error,critical login failure for user echo welcome from 189.218.140.4 via 
telne 
t  
22:44:49 system,error,critical login failure for user admin from 14.188.153.209 via telnet  
22:50:36 system,error,critical login failure for user admin from 223.115.44.254 via telnet  
22:52:14 system,error,critical login failure for user Any from 179.43.144.14 via ssh  
22:52:17 system,error,critical login failure for user apache from 179.43.144.14 via ssh  
22:52:18 system,error,critical login failure for user arbab from 179.43.144.14 via ssh  
22:52:27 system,error,critical login failure for user aron from 179.43.144.14 via ssh  
22:52:28 system,error,critical login failure for user backup from 179.43.144.14 via ssh  
22:56:19 system,error,critical login failure for user admin from 182.122.106.17 via telnet  
22:57:20 system,error,critical login failure for user adrian from 179.43.144.20 via ssh  
22:57:21 system,error,critical login failure for user alan from 179.43.144.20 via ssh  
22:57:23 system,error,critical login failure for user alex from 179.43.144.20 via ssh  
22:57:25 system,error,critical login failure for user alien from 179.43.144.20 via ssh  
22:57:26 system,error,critical login failure for user allan from 179.43.144.20 via ssh  
22:58:48 system,info ip service changed by admin  
22:58:51 system,info ip service changed by admin  
22:58:54 system,info ip service changed by admin  
22:58:59 system,info ip service changed by admin  
22:59:02 system,info ip service changed by admin  
 
[admin@RatNet] >  
 
 


