TAI LIEU HUONG DAN « AN NINH MANG & Al

CAM NANG CAI PAT & SU’ DUNGPENTAGI BY
VXCONTROL

Al Agent Ty Bdng Hbéa Pentest » Lap Ké Hoach Da Tang * Tw Khai Thac & Bao Céo L6
Héng

GitHub Repository: https://github.com/vxcontrol/pentaqi (~3.800+ Stars)
& Tac gia / Té chirc: vxcontrol (Cong déng An toan thong tin)
Giay phép: Apache-2.0 (Ma ngudn mé hoan toan)
Cdong nghé 16i: Docker Compose, Langfuse / Graphiti, Python Backend, React Ul
Mé hinh hé tro: OpenAl, Anthropic Claude, Ollama (Local), vVLLM

1. PENTAGI LA GIi & TAI SAO PANG CHU Y?

PentAGI la hé thdng Al Agent ma nguén mé dot pha, dwoc xay dwng chuyén biét cho tac vu
kiém th(r thAm nhap (Penetration Testing) tw hanh. Thay vi chi chay cac bd quét bao mat thu
dong nhw Nessus hay Nikto, PentAGI s& hivu kha ndng tw Ién chién lwoc tAn cong, phan
tich béi canh, th&» nghiém khai thac (exploit) va tdng hop bao céo chi tiét.

e Hai ché d6 linh hoat (Automation vs Assistant): Ché dd Automation cho phép
agent ty dong thwc thi toan dién theo muc tiéu dwoc giao; Ché dd Assistant cho
phép chuyén vién an ninh duyét tirng Iénh ho&c can thiép budc tiép theo.

e Tich hop céng cu an ninh hang dau: Nmap, SQLmap, Metasploit, Gobuster, Nikto,
ffuf, hydra... déu dwoc container héa va diéu khién thong qua Al Tool-Use API.

e Tw lap ké hoach tan céng (Attack Graph): S dung db thi tri thirc (Graphiti/Neo4;)
dé& ghi nhé dwdng di mang, dich vu mé va cac 16 hdng da xac nhan, tranh 1ap lai cac
ther nghiém vé ich.

e Bao cao chuan quéc té: Ty dong phan loai 16 hdng theo thang diém CVSS v3.1,
trich xut bang chirng (PoC) va dé xuét phwong an va 16i cho ky sw DevOps.

2. YEU CAU HE THONG & DIEU KIEN TIEN QUYET

Thanh phan Yéu cau téi thiéu Khuyén nghi san xuét

Hé didu hanh Linux (Ubuntu 22.04+), WSL2, Ubuntu Server 24.04 LTS x64
macOS
CPU / RAM 4 Cores CPU / 8 GB RAM 8 Cores CPU /16 GB - 32 GB
RAM

O cling 30 GB dung lwgng tréng 50 GB SSD NVMe


https://github.com/vxcontrol/pentagi

Phan mém bét budc Docker Engine 24+, Docker Docker Engine 26+, Podman

Compose v2 rootless (tuy chon)
APl Key / LLM Téi thiéu 1 API key OpenAl GPT-40 / Claude 3.5
(OpenAl/Anthropic) Sonnet hoac Ollama 70B local

3. HWONG DAN CAI BAT CHI TIET QUA DOCKER COMPOSE

Phwong phap cai d&t chuan va an toan nhat cho PentAGI la sir dung Docker Compose, gitp
c6 lap méi trwdng thwe thi va bao ddm an toan cho may chi géc:

Bwéc 1: Clone kho ma nguén chinh thirc

git clone https://github.com/vxcontrol/pentagi.git
cd pentagi

Bwéc 2: Cau hinh bién méi trwdng (.env)

cp .env.example .env
# M& file .env va dién API key md hinh ngén nglr cla ban
nano .env

Mau cau hinh téi thiéu trong file .env

# CAu hinh cong va domain
PENTAGI_LISTEN_IP=0.0.0.0
PENTAGI_PORT=8080
PUBLIC_URL=http://localhost:8080

# LLM Provider (Chon 1 hodc nhidu nha cung cép)
OPENAI_API_KEY=sk-...
ANTHROPIC_API KEY=sk-ant-...

# Bado mat hé thdng
PENTAGI_JWT_SECRET=thay_the_bang chuoi_ngau_nhien_rat_dai_32_ky tu

Bwéc 3: Khéi dong toan bo cum container

docker compose up -d

# Xem tién trinh kh&i chay va nhat ky container
docker compose logs -f

4. HWUONG DAN THUC THI KIEM THU’ AN NINH PAU TIEN

Sau khi cum container kh&i dong thanh cong, hay truy cap giao dién quan tri tai dia chi:
http://localhost:8080

e Bwéc 1: Tao tai khoan quan tri Admin dau tién va dang nhap vao Dashboard.



e Buwdc 2: Chon 'New Pentest Flow' -> D3t tén chién dich (vi du: 'Kiém ther may chu
thir nghiém web ndi bd").

e Buwéc 3: Xac dinh rd pham vi (Scope): Nhap IP/Domain dich (vi du: 192.168.1.100
ho&c demo.testfire.net) va pham vi bi cAm dung dén.

e Bwé&c 4: Chon ché dd 'Assistant Mode' cho 1an chay dau dé quan sat tirng 1énh Al
dé xuét trwdc khi bAm 'Approve' thuc thi.

5.LUU Y PHAP LY & BAO MAT (QUAN TRONG)

CANH BAO PHAP LY NGHIEM NGAT

PentAGI chira cac cong cu khai thac 16 héng that. TUYET BOI KHONG thuc hién kiém
ther trén cac hé théng, may chd, mang lwéi ma ban KHONG c¢6 van ban Gy quyén hop
phap bang van ban. Moi hanh vi tAn céng trai phép déu vi pham luat an ninh mang.

Cach ly méi trwdng an toan
Ludn chay PentAGI trong mot VLAN c6 1ap hodc may o riéng biét dé ngan ngtra rdi ro
ro ri div liéu hoéc lan truyén ma doc ngoai y muén.

Chuc ban xay dwng giai phap an ninh mang tw déng va nang cao nang lwc phong tha
thanh céng cung PentAGlI!
© Kénh Al M6i Ngay | Hwéng dan Al & Linux Tw Dong Héa
Noi dung ky thuat téng hop tir tai liéu chinh thirc cla repo https://github.com/vxcontrol/pentagi
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