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Delayed Messages - Joone

e Joone: want to talk about challenges with PostMessage
e .. see significant delays of data between workers and the main thread Ul

What Causes postMessage Delays?

e Thread Occupation
o The target thread is occupied with long-running tasks and cannot immediately

process incoming messages
e Message Queue Congestion
o Too many messages are enqueued faster than they can be processed.
e Serialization/Deserialization Overhead
o The data being sent is large or complex, leading to overhead.


https://github.com/MicrosoftEdge/MSEdgeExplainers/blob/main/DelayedMessages/explainer.md
https://github.com/MicrosoftEdge/MSEdgeExplainers/blob/main/PerformanceControlOfEmbeddedContent/explainer.md

Case 1: Thread Occupation
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e .. need to measure blocking duration

Case 2: Message Queue Congestion
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e .. behaves like a long task



Case 3: Serialization/Deserialization overhead
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Deserialization happens inside the message handler (in Chromium)
.. Need a new API to tell where the delay is coming from

.. currently there’s no way to know what the queue time was

.. Propose PerformanceDelayMessageTiming

.. end to end timing

.. invoker and receiver tell us the direction of the message

.. script property gives us long tasks

.. startTime - when the message was invoked

.. blockedDuration - tells us how fast the message queue was cleared
.. send time - after serialization at the invoker side

.. processingStart - after deserialization



"name": "run_task",

"entryType": "delayed-message"
"startTime": 274.40000009536743,
"duration": 112,

“traceld": 5,

"messageType": "cross-worker-document",
"sentTime": 274.5,

"processingStart":

335.19999980926514,

“processingEnd": 386.69999980926514,
"blockedDuration": 66
"serializeDuration": 0,
"deserializeDuration”: O,
EScriptsianl

fnamet N tseripty;

"entryType": "script",
"startTime": 213.30000019073486,
"duration”: 121,

"invoker": "DedicatedWorkerGlobalScope.onmessage"

"invokerType": "event-listener",
"windowAttribution": "other"
"executionStart": 213.30000019073486
"forcedStyleAndLayoutDuration": 0,

"invoker": {

"name": "invoker"
"sourceURL": "http://localhost/main.js",
"sourceFunctionName": "sendMessage",

"sourceCharPosition”: 518,
"sourceColumnNumber": 14,
"sourceLineNumber": 15,
"executionContext": {
"name”: "",
"type": "main-thread",
Eidese
}

h
"receiver": {
"name": "receiver"
"sourceURL": "http://localhost/worker.js",

"sourceFunctionName" : "runLongTaskOnWorker"
"sourceCharPosition": 168,
"sourceColumnNumber": 41,
"sourceLineNumber": 8,
"executionContext": {

"name": "",

“type": "dedicated-worker",

"pauseDuration”: @, "id": 1
"sourceURL": "http://localhost/worker.js", } E
"sourceFunctionName": "runLongTaskOnWorker", }

L )
"sourceColumn": 41
e

... will support worker, window, message port
... Can also give you information regarding the execution context
... We can also extend postMessage to provide a task name that this can reflect, making
debugging easier
... Explainer outlines 200ms as the threshold, but considering making it configurable or a
lower threshold
Bas: Would it only work for same origin invokers/receivers/
Joone: yes
Bas: the way different engines handle postMessage is different. If there’s a blocking
script it's simple to provide information similar to LoAF. But there are a lot of different
reasons inside of browsers to delays, and I'm concerned that the APl would just expose
weird engine quirks that are not actionable by developers
... What information do you want to provide?
Joone: want to measure delays of messages between workers and window
Bas: What are the possible sources of delay? Even serialization/deserialization are
engine-specific concept
Joone: Spec says that they should happen. Manual instrumentation makes it hard to
measure this
NoamH: What we want are things that are actionable for developers. Serialization is
impacted by the type and amount of payload, so it would be important regardless of
engine implementation.
... want to identify bottlenecks
NoamR: Whatever weird browser stuff happens is already observable, using a separate
event loop. As long as we’re not trying to measure time of serialization specifically, but
when did my script receive the handles, we can already measure it, even in cumbersome
ways



Bas: This isn’t an observability/security concern. Looking at the spec and serlialization
latency is specified so we can report.

... Also LoAF things where the script is blocking the receiver also make sense.
NoamR: | would start without the serialize duration because that bit is more browser
specific.

Bas: So you’d want latency to delivery?

NoamR: Easier to reason about. Serialization is similar to how LoAF exposes compiling.
Serialization can only happen in a certain moment, as otherwise the object can change
... One bit in the spec where serialization is observable

Bas: So you want the time to delivery separate from the time to total execution

... So two numbers and information between those two numbers

NoamR: Similar to LoAF

... Wanted to say that it’s nice to see this coming along. Better than Long Tasks for
workers, as it observes it from the outside.

Delayed Messages vs. Long Animation Frames

Delayed Messages API Long Animation Frames API
Objective Identify delayed postMessage events and Identify delayed frame updates and tasks
their blocking tasks contributed to the delays.
Threshold PerformanceDelayMessageTiming.duration PerformanceLongAnimationFrameTiming.
>=200ms blockingDuration >= 50ms
Script PerformanceScriptTiming.duration >=50ms PerformanceScriptTiming.duration >=
Attribution Sms
Target Main and worker thread, Main thread
iframe and window
Impact Improve overall performance Address Ul responsiveness problems

Joone: different from LoAF

NoamH: With this proposal, will we be able to distinguish on the receiver if there’s a long
task blocking it, vs. many small tasks? How can we know if we have too many short
messages Vvs. a single long one?

Joone: the script properties would expose the delays of the tasks. It only provides long
tasks that take more than 50ms. Alternatively we can add a property that counts the
number of the tasks, so you can see how many short ones were there

Bas: “Tasks” - postMessage tasks specifically? The receiver can be the main thread
Joone: yeah

NoamH: So you can report the task queue length on the receiver

Bas: Not sure about the value

Joone: developers don’t know how many tasks we send the receiving context

Bas: but does the number provide value? | don'’t see it being actionable

NoamR: If the author knows what their tasks mean, it could be useful



NoamH: | think it can be helpful when investigating bottlenecks. If there isn’t a long task,
it's interesting to understand there are many small tasks causing congestion

Bas: But it doesn’t really tell you that. Latency can also be elsewhere

NoamH: important to be able to distinguish between the cases

Bas: Maybe “total script time”

NoamH: and “number of tasks” give your the average task duration

Joone: already have a local implementation, we can upstream it behind a flag

Yoav: This feels like something that still needs some incubation before landing in this
group (that is normal)

... Having some implementation experience and debugging using that implementation
will help a lot of the conversation around “which parts are useful” and “which parts are
missing”

... Implementation can help guide that discussion with real-life experience

... Kick off incubation around this in parallel with experimentation

... In a few months we’ll discuss where things are at

IFRAME Performance Constraints - Luis

Luis: wanted to continue conversation (after BlinkOn and the WG call)
.. Want to discuss some of the details. Still early stage but want to build it right

Setting perf constraints: a proposal

4 constraint categories as Document Policy configuration points:

basic ¢ Text resources must be compressed (HTML, CSS, JS, JSON).

Basic web development best practices  [RBOALAI LU EEECEICR {ET-:CT
(scenario-agnostic) * Oversized assets are flagged.

¢ Total limits on JS served prior to user interaction
¢ Scripts must contain content-length headers
* No non-compositor thread animations.

early-script

JavaScript constraints during load

.. Want to focus on the “basic” category

.. generic best practices - compression for text resources, opt-in for compressed formats
and keeping non-compressed resources small (data URLs - 100KB, images - 1MB, fonts
- 96KB)

.. Given that this is an opt-in, we have more room to apply restrictions


https://github.com/MicrosoftEdge/MSEdgeExplainers/blob/main/PerformanceControlOfEmbeddedContent/explainer.md

.. Want a boolean configuration point, where the top-level requires a policy and the
iframes agree to it

.. Any violation triggers a report

.. Request to the iframe will include the Require-Document-Policy header

.. Wanted to define specific numbers and wanted feedback on that

.. what happens when there’s a violation?

.. browser warnings, throttling and even blocking of the resources.

.. Similar to heavy-ad interventions, we can tell the user why the resource was blocked

.. Blocking can result in functionality breakage and the top-level document assumes
some level of risk. Report-only mode enables developers to test that in advance.

.. Aim to enable enforcement through blocking of resources

.. Want to create a prototype, try it using an Origin Trial and see what works for
developers

.. Want to define specific values, but future updates may be necessary

.. e.g. if new formats emerge, the limits would change

.. Otherwise we may add new criteria (e.g. header bloat)

.. One option is to move the semantics of the categories (not great, as it could break
things)

.. Another (not great) option is to never update

.. We aim to use some versioning, where a new version of the policy would update the
limits

.. We could also introduce new policies that include the same criteria + updates
Gouhui: this can leak the behavior of the embedded frame if certain behavior e.g. loads
a large image. There’s a privacy leak
Luis: Past proposals had some fuzzing in the limits
Bas: that won’t address that, but the iframe would have to accept this mode in order to
load. So e.g. a bank iframe won’t accept it.
Yoav: Even if they would, they wouldn’t allow you to apply those limits
Luis: In that case, e.g. bank login, it wouldn’t want to have it embedded in the first place
Bas: My point, login screen is restricted, they wouldn’t allow it being embedded
Guohui: Embedder has a chance to reject, doesn’t have to agree to the policy

.. Depends on on sensitivity
Luis: That's Document Policy, the embedded frame has to acknowledge
Nic: and because it’s opt-in the embedded page has to accept these restrictions and
know that they're not leaking anything meaningful

.. how can we continue the conversation?
Luis: Asking for folks to review the document and the explainer. Looking for feedback
BlinkOn 20 - Performance Control of Embedded Content

B Performance Control of Embedded Content - Basic



https://docs.google.com/document/d/1RGxvtkoQbvApLVdipiASoUQjC0Jf-IKD9qV1EfUJHAQ/edit?tab=t.0
https://docs.google.com/presentation/d/13AhCI2E4JWQXUx_e0PTorQu10EMD_ZQHFJGt9ESBbIw/edit?slide=id.g3404fb51ff7_0_123#slide=id.g3404fb51ff7_0_123
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