BOn céch tOi pham c6 thé str dung A.l

B6n cach téi pham cé thé s dung AI dé€ nhdm muc tiéu vao nhiéu nan nhdn hon (Four ways criminals
could use A.I to target more victims).
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Ngay nay, c6 thé thdy nhitng canh bdo vé tri tué nhén tao (Artificial Intelligence - Al)
nhan nhan & khdp moi nai, di cung v3i nhitng théng diép dang so rang A.I c6 thé day
nhéan loai dén bd vuc diét vong, kem theo |a nhitng hinh anh trong loat phim
Terminator. Thu tudng Anh Rishi Sunak tham chi da thiét 1ap mot hoi nghi thugng
dinh dé€ thao ludn vé su an toan cua Al.

Tuy nhién, nhdm cua Gido su vé An ninh mang Daniel Prince da s dung cac céng cu
A.I trong mot thdi gian dai - tir cac thudt todn dugc sir dung dé€ dé xuét cac san phdm
cé lién quan trén cac trang web mua sam, cho dén xe hai cé cong nghé nhan dang
bi€n bdo giao théng va dinh vi lan dudng. Al 1& mét cdng cu gilp tdng cudng hiéu
qua, giai quyét va sap xép khdi lugng I6n dir liéu, cling nhu gidam bét khd khan cho
qua trinh ra quyét dinh...

Tuy nhién, bdi vi nd chi la cdng cu, cho nén ai cling cé thé s dung, k& ca ngudi xau.
Va ching ta da thay bon tdi pham ap dung A.I & giai doan dau. Thi du, cong nghé
Deepfake d& dudc st dung dé tao ra cac ndi dung khiéu dam gia tao.

Coéng nghé tang cudng hiéu qua cua cac hoat ddng pham phap, gilp tdi pham nhédm
muc tiéu vao nhiéu ngudi han va bién cac manh khoe loc Itra tréd nén hgp ly han.
Quan sat cach bon tdi pham tirng thich nghi va ap dung nhitng tién bé céng nghé,
ching ta cé thé tim ra mot s& manh mdi vé cach chiing cé thé sir dung A.I.

1. Cong cu lura dao tot hon (A better phishing hook).

Thi du, cdc cong cu A.I nhu ChatGPT va Bard cta Google cung c&p hd trg k§ ndng
viét, cho phép nhitng ngusi khdng cé nhidu kinh nghiém viét lach van cé thé tao ra
cac théng diép tiép thi hiéu qua. Tuy nhién, cdng nghé nay cling cd thé gitp tdi pham
thém phan dang tin khi lién lac v&i cac nan nhan.

H&y nghi vé tat ca nhitng tin nhan va email ltra dao thudng c6 ndi dung dd té va dé bi
phat hién. Cai trang hop ly 1a chia khda dé cé thé thu thép thdng tin tir nan nhan.

Lira dao la tro chai cua nhitng con s6: udc tinh cé khoang 3.4 ty email rac dudc gui di
mdi ngdy. Néu bon téi pham co thé cai thién thdng diép clia chiing sao cho chi
0.000005% s8 email cé thé thuyét phuc dudc ai do tiét 16 thdng tin, thi sé& cd thém
6.2 triéu nan nhan bj Itra ddo mdi ndm.

2. Tuong tac tu dong (Automated interactions).

Mot trong nhitng ('ng dung ban dau cua cac cong cu A.I la tu ddng hda cac tudng tac
gitra khach hang va nha cung cép dich vu qua tin nhan, chat va dién thoai. Khach
hang nhan dugc phan hoi nhanh han, giup t6i uu hda hiéu qua kinh doanh. Lan tiép
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xUc dau tién cua mdt ngudi véi mot céng ty, t6 chic cd thé 1a véi hé thdng Al, trudc
khi cé thé ndi chuyén vdi con ngudi thét su.

Tdi pham cd thé sir dung cac céng cu tucng tu dé tao tuong tac tu déng vdi s lugng
nan nhan tiém nang & quy md rat I18n, vén khdng thé thuc hién dudc néu chi s dung
sic ngudi. Chling cd thé mao danh cac cd quan nhu ngén hang qua dién thoai va
email, nhdm thu thép théng tin cha nan nhéan réi si dung dé€ danh cap tién cua ho.

3. Gia Tao Tinh Vi (Deepfakes).

A.I thuc su gidi trong viéc tao ra cdc md hinh todn hoc c6 thé dudc “dao tao” trén mot
lugng I8n dir liéu trong thé gidi thuc, giup cac md hinh dé hoat dong tét hon trong
mot nhiém vu nhat dinh. Cong nghé gia tao tinh vi (deepfake) trong video clip va am
thanh 1 mét thi du dé thdy nhat. Gan day, Metaphysic d& ch&ng minh tiém ndng cla
cong nghé deepfake khi cong b6 mot doan clip Simon Cowell hat opera trén chudng
trinh truyén hinh America’s Got Talent.

Cong nghé nay ndm ngoai tam vaGi cia hau hét tdi pham. Tuy nhién, kha ndng s
dung A.I d€ bat chudc cdch moét ngudi tra 18i tin nhén, viét email, dé lai tin nhan thoai
hodc thuc hién cudc goi, déu cé sdn mién phi khi str dung A.I. Thi du, di liéu d€ dao
tao A.I cd thé dudc thu thp tir cac video trén mang xa hdi.

Phuong tién truy@n théng xa hdi ludn Ia kho tang phong phu dé tdi pham khai thac
théng tin vé cadc nan nhén. A.I sé cd thé dugc sir dung dé€ tao ra mot phién ban
deepfake cla ai do. Ky thudt Deepfake nay cé thé dugc sir dung dé€ tuong tac véi ban
bé va gia dinh, thuyét phuc ho cung cap thong tin t6i pham vé nan nhan. Khi da cé
dugc cai nhin sau sac hon vé cudc séng cla nan nhan, viéc dodn mat ma hodc ggi y
mat ma sé& dé dang hon nhiéu.

4. Tan cong hang loat (Brute forcing).

M6t ki€u tdn cong khéc dugce tdi pham ung dung cé tén la “brute forcing,” cling c6 thé
Igi dung A.I. N6 s& thir [an lugt nhiéu té hdp ky tu va biéu tugng d& xem chiing ¢
khdp v8i mat ma cua nan nhan hay khong.

D6 cling la ly do tai sao cac mat ma dai, phulc tap lai an toan han; ching khé doan
hon bang phuong phap nay. “Brute forcing” tén nhiéu tai nguyén, nhung moi viéc sé
dé dang hon néu cé chlt thong tin vé nan nhan. Thi du: né sé cho phép danh sach
cac mat ma tiém nang dugc sap x€p theo mirc do uu tién - tang hiéu qua cua quy
trinh. Chang han nhu cé thé bat dau véi cac két hgp tir cb lién quan dén tén cua cac
thanh vién trong gia dinh hoac thu cung.

Cac thuét todn dudc dao tao dua trén dir liéu cla nan nhan cé thé dudc sir dung dé
giup xay dung cac danh sach uu tién nay chinh xac hon va nhdm muc tiéu nhiéu
ngudi cung mot Iic - tir dd, ching can it tai nguyén han dé tdn céng. Cac cdng cu Al
cu thé cd thé dudc phat trién dé thu thap di liéu truc tuyén cia moi ngudi, sau dé
phan tich t&t ca dé xay dung hd sd vé ho.

Thi du: néu quy vi thudng xuyén dang bai trén mang xa hoéi vé Taylor Swift, thi viéc
ngdi ra lai tirng bai ddng dé tim manh md&i cho mét ma cua quy vi sé Ia mot cdng viéc
kho khan. Nhung vai cac cong cu tu dong, viéc nay sé dudc thuc hién mot cach nhanh
chdéng va hiéu qua cling cao hon. T&t ca thong tin thu dugc sé dudc sir dung dé tao ho
sa, gilp viéc dodn mat ma va ggi y dé dang haon.



Tap théi quen can trong (Healthy scepticism).

Ching ta khdng nén sg A.I, vi né cé thé mang lai nhitng Igi ich thuc su cho x& hdi.
Nhung cling nhu véi bat ky cdng nghé mdi ndo, xa hdi can phai hiéu rd va thich nghi
véi nd. Mac du bay gid chidng ta coi dién thoai thdng minh (smartphone) la diéu hién
nhién, nhung x& héi d& phai trai qua thdi gian diéu chinh dé& cé thé thich nghi véi cudc
s6ng cé smartphone. Va du smartphone mang lai nhiéu Igi ich, nhung van con dé
nhirng lo ngai, chdng han nhu thdi lugng s dung phu hgp cho tré em.

Piéu chdng ta can lam Ia chu ddng tim hiéu A.I, ch khdng nén budng xubi ‘séng
chung vdi Il chiing.” Chdng ta nén phat trién cac cach tiép can riéng ddi vdi A.1, tép
gilr thai dd hoai nghi, cdn tdc nhu mét thdi quen. Chang ta cling can xem xét cén
trong nhirng gi minh dang doc, nghe hodac xem. Nh{rng viéc don gian nay sé giup xa
hoi cé thé ‘tan hudng’ moi Igi ich clia A.I, ddng thdi moi ngudi van cé thé tu bao vé
minh khoi nhitng m&i nguy hiém chuc ché.
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Cac bai viét cung tac gia hay cung chu dé (NnQ suu tam).

<+ More Than Three Billion Fake Emails are Sent Worldwide Every Day. it nhat 3,4 ty email
gid mao dudc gl di khdp thé gidi mdi ngdy - véi hau hét cdc nganh céng nghiép van dé bj tadn cong
mang Ilra dao va “gid mao” don gian chi vi ho khdng trién khai cac giao thirc xac thuc tiéu chudn
nganh, theo Canh quan gian lan email mua xuan 2019 cda Valimail... DPoc tiép @ Security
Magazine.

< Nhitng ké tan cong su dung AI dé ting cudng lira dao dam thoai trén thiét bi di dong.

Cac chuyén gia A.I, nha bdo, nha hoach dinh chinh sach va céng ching dang ngay cang thao luan vé
mot loat cac rdi ro quan trong va cdp bach tir AI. M3c du vay, cd thé khé néi 1én mdi lo ngai vé mét sb
rdi ro nghiém trong nhét cua Al tién ti€n. Tuyén bd ngdn gon dudi ddy nham muc dich vuot qua tré
ngai nay va md ra cudc thao luan. N6 ciing cé nghia la tao ra kién thirc chung vé s6 lugng ngay cang
tang cua cac chuyén gia va nhan vat cia cong ching, nhitng ngudi cling coi trong mot s6 rui ro nghiém
trong nhat ctia A.I tién tién.

Mitigating the risk of extinction from AI should be a global priority alongside other societal-scale risks
such as pandemics and nuclear war (Gidm thiéu nguy cd tuyét ching tir AI nén la uu tién toan cau bén
canh cac rai ro quy mod xa hoéi khac nhu dai dich va chién tranh hat nhan...) Nguon @ Center for A.I
Safety

< A.I dang dinh hinh cudc chay dua vii trang an ninh mang nhu thé nao (How A.I is
shaping the cybersecurity arms race). Mot doanh nghiép trung binh nhan dugc 10.000 canh bao
mdi ngay tUr cac cdng cu phan mém khac nhau ma ho st dung dé gidm sat nhitng ké xadm nhap, phan
mém doc hai va cac maéi de doa khac. Nhan vién an ninh mang thudng thdy minh bi ngap trong dir liéu
ho can sdp xép dé€ quan ly hé théng phdong thi mang cua ho... Poc tiép @ The Conversation

< An Overview of Catastrophic A.I Risks. Nhitng tié€n bo nhanh choéng trong tri tué nhan tao
(AI) da lam day Ién mdi lo ngai ngay cang tang cua cac chuyén gia, cac nha hoach dinh chinh sach va
cac nha 18nh dao thé& gidi vé tiém nang cla cac hé thdng A.I ngay cang tién tién dé gay ra nhirng rui ro
tham khéc... Poc tiép @ Center for A.I Safety. (PDF File)
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