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1. Introduction

This Privacy Policy and End-User License Agreement explains how Rivano (“App”)
collects, uses, transmits, processes, stores, and protects information when you use
the App.
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The App is owned and operated by Sviatlana Mikhailava (“Developer,” “we,” “us,” or
“our”).

By downloading, installing, accessing, or using the App, you acknowledge that you
have read and understood this Agreement.

Before any user-provided content is transmitted for Al processing, the App displays
an in-app consent screen. Al processing begins only after the user actively provides
consent.

If you do not agree with this Agreement or do not consent to Al processing, you must
not submit content for processing.

The App is provided on an “AS IS” and “AS AVAILABLE" basis.

2. License Grant

The Developer grants you a limited, personal, non-exclusive, non-transferable,
non-sublicensable, and revocable license to use the App on Apple devices that you
own or control, subject to this Agreement and Apple’s applicable terms.

You may not:

e Reverse engineer, decompile, disassemble, or attempt to extract the source
code of the App;



e Modify, adapt, copy, distribute, sublicense, sell, rent, or commercially exploit
the App;

e Circumvent subscription, token, security, or access-control systems;
Use the App for illegal, fraudulent, abusive, misleading, or harmful purposes;
Upload content that violates intellectual property, privacy, publicity, or other
legal rights;

e Upload an image of another person without the necessary permission;
Use generated content to identify, impersonate, deceive, harass, or harm
another person.

All rights not expressly granted remain the exclusive property of the Developer.

3. Information We Process

3.1 User-Provided Content
Depending on the feature selected, the App may process:

Photos selected from your device;

Images captured using your device camera;

Prompt text entered by you;

Descriptions and generation instructions;

Selected effects and generation settings;

Reference images intentionally added by you;

Other content intentionally submitted for Al generation or editing.

Uploaded images may contain faces, facial features, or other personal information
visible within the image.

The App accesses only the images that you actively select or capture after granting
the applicable device permission.

3.2 Technical Information

The App may process limited technical information necessary to provide, maintain,
secure, and improve its functionality, including:

App or user identifier;

Device model;

Operating system and version;

App version;

Language and region;

Request status and processing information;



e Crashreports;
e Errorlogs;
e Diagnostic and security information.

Technical information is not used for third-party advertising, cross-app tracking, or
behavioral profiling.

3.3 Purchase Information

The App may offer subscriptions or consumable token purchases through Apple’s
In-App Purchase system.

The App may receive limited transaction information necessary to verify access to
purchased functionality, including:

Product identifier;
Transaction identifier;
Purchase status;
Subscription status;
Renewal or expiration status.

Apple processes the payment transaction. The Developer does not receive the user’s
complete payment-card information.

4. Al Processing Consent

Before transmitting content for Al processing, the App displays an Al Processing
consent screen.

The screen informs users that the following information may be sent:

e Prompt text and selected effect settings;
e Photos uploaded for effects, prompts, generation, or editing;
e Technical identifiers, such as an app or user identifier.

This information may be transmitted to:

e Our servers; and
e Integrated Al providers.

The purpose of the transmission is to process the user’s request and generate or edit
the requested Al-powered visual output.

The user must actively enable the consent control before processing can begin. The
Continue button remains unavailable until consent is provided.



Users may decline by closing the consent screen. When consent is declined, the
applicable content is not submitted for Al processing, and the requested Al feature
cannot be completed.

Consent applies only to processing necessary to provide the requested Al
functionality. It does not authorize advertising, facial recognition, identity verification,
or unrelated profiling.

5. Al Processing and Infrastructure

Al image generation and editing may be performed using our servers and integrated
Al providers.

When the user submits a request:

e The selected image, prompt text, effect settings, and necessary technical
identifiers are transmitted through an encrypted HTTPS connection;

e Our servers and integrated Al providers process the submitted information to
complete the user’s request;
The generated result is returned to the App;

e The result may be displayed, downloaded, saved, or shared by the user.

Integrated Al providers receive only the information reasonably necessary to perform
the requested generation or editing operation.

Integrated Al providers are not authorized by the Developer to use submitted content
for:

Third-party advertising;

Behavioral profiling;

Facial recognition;

Identity verification;

Data-broker activities;

Unrelated marketing;

Building databases of identifiable individuals.

No user-provided image or prompt is transmitted for Al processing before the user
provides explicit consent through the App.

6. Facial Images and Facial Data

Images submitted by users may contain visible faces or facial features.

What may be processed:



e Facial images contained in photos intentionally uploaded or captured by the
user;
e Visible facial features required to generate or edit the requested image.

Purpose of processing:

Facial images are processed solely to create the Al-powered visual result requested
by the user.

Recipients:

Facial images may be transmitted to our servers and integrated Al providers after the
user provides explicit consent.

The App does not use facial images to:

Identify a person;

Confirm a person’s identity;

Perform facial recognition;

Create biometric identifiers;

Create biometric templates;

Create persistent facial embeddings;

Build face-geometry databases;

Track individuals;

Determine sensitive personal characteristics;
Provide advertising or behavioral profiling;
Conduct surveillance or identity verification.

The Developer does not sell facial images or facial data.

7. How We Use Information

Information may be used to:

Generate or edit images requested by the user;
Apply selected effects and generation settings;
Process text prompts and reference images;

Deliver generated results to the App;

Maintain the App'’s functionality and performance;
Verify subscriptions and token purchases;

Diagnose crashes, errors, and failed requests;
Detect fraud, abuse, and unauthorized use;

Protect the security of the App and its infrastructure;
Respond to support requests;



e Comply with applicable legal obligations.

Submitted content is not used for third-party advertising or data-broker activities.

8. Data Sharing and Disclosure

Information may be disclosed in the following circumstances:

e To integrated Al providers after explicit user consent and solely to process the
requested Al operation;

e To hosting, infrastructure, security, and technical service providers when
necessary to operate the App;

e To Apple for payment processing, transaction verification, subscription
management, and distribution of the App;
When required by applicable law, regulation, court order, or valid legal process;
When reasonably necessary to protect users, the Developer, the App, or the
rights and safety of others;

e In connection with a legitimate merger, acquisition, restructuring, or transfer
of the App, subject to appropriate privacy protections.

The Developer does not sell, rent, or trade user images, prompts, facial content, or
generated outputs.

The Developer does not share user data with advertisers or data brokers.

9. Camera and Photo Library Permissions

The App may request access to your camera or photo library when you choose to
capture or upload an image.

These permissions are used only to provide the feature initiated by you.
The App does not access:

Contacts;

Precise location;

Background photo-library content;

Images you did not select;

Files unrelated to the selected feature;

Microphone recordings, unless a separate feature explicitly requires and
discloses such access.

You may manage camera and photo-library permissions through the iOS Settings
application.



10. Data Retention

Uploaded images, prompt text, effect settings, and related processing information
are retained only for the period reasonably necessary to:

Complete the requested Al processing;
Deliver the result;

Resolve failed processing requests;
Maintain system security;

Prevent fraud or abuse;

Investigate technical or security incidents;
Comply with applicable legal obligations.

The Developer does not intentionally retain uploaded images or facial content longer
than necessary to provide the requested functionality.

Integrated Al providers may temporarily process or retain submitted information only
as necessary to provide the requested Al operation, maintain security, prevent abuse,
or satisfy applicable legal obligations.

Generated results may be saved locally on the user’s device at the user’s discretion.
Content saved locally remains under the user’s control and may be deleted through
the device.

Transaction and diagnostic records may be retained for a longer period when
reasonably necessary for accounting, fraud prevention, dispute resolution, service
operation, or legal compliance.

11. Data Security

Information transmitted by the App is protected using encrypted HTTPS
connections.

The Developer applies reasonable technical and organizational safeguards intended
to protect information against unauthorized access, alteration, loss, misuse, or
disclosure.

Access to processing systems is limited to authorized personnel and service
providers who require access to provide the applicable functionality.

No electronic transmission or storage system can guarantee absolute security.

12. User Content and Permissions



Users retain ownership of the content they submit.

By submitting content, the user grants the Developer a limited, non-exclusive,
temporary license to transmit and process that content solely as necessary to
provide the requested App functionality.

By submitting an image, the user confirms that:

The user owns the image; or

The user has obtained the necessary rights and permission to use it;

The person shown in the image has provided permission where required,;
The submission does not violate privacy, publicity, intellectual property, or
other legal rights.

Users are responsible for the legality of the content they submit.

13. Generated Content

Al-generated or edited results may contain inaccuracies, distortions, unexpected
elements, or unintended similarities.

Users must review generated content before saving, publishing, distributing, or
relying on it.

Generated content may not be used:

To impersonate or deceive another person;

To falsely represent an individual;

To violate privacy, publicity, or intellectual property rights;

For fraudulent, defamatory, illegal, abusive, or harmful purposes;

To identify people or conduct facial recognition;

In a manner that implies the Developer verified the authenticity or accuracy of
the result.

14. User Consent and Privacy Rights

Users may decline Al processing by closing the consent screen without enabling the
consent control.

Users may withdraw consent for future processing by discontinuing use of Al
features.

Depending on the applicable jurisdiction, users may have the right to:



Request information about personal data processed about them;
Request correction of inaccurate information;

Request deletion of eligible information;

Withdraw consent for future processing;

Obiject to or restrict certain processing;

Request a copy of eligible information;

Submit a complaint to an applicable data-protection authority.

Withdrawal of consent does not affect processing completed before consent was
withdrawn.

Privacy requests may be sent to:

cjjcdujc59(@gmail.com

15. Children’s Privacy

The App is not directed to children under the minimum age required to provide valid
consent in their jurisdiction.

The Developer does not knowingly collect personal information from children
without authorization from a parent or legal guardian where such authorization is
required.

If you believe that a child has submitted personal information improperly, contact:

cjjcdujc59@gmail.com

16. International Processing

Our servers and integrated Al providers may process information in countries other
than the user’s country of residence.

When cross-border processing occurs, reasonable steps are taken to protect
information in accordance with this Privacy Policy and applicable data-protection
requirements.

17. Third-Party Content and Rights

The App does not grant users permission to use third-party names, likenesses,
copyrighted works, trademarks, or other protected content.

Users must obtain all permissions necessary for content they upload, generate, edit,
save, publish, or distribute.


mailto:cjjcdujc59@gmail.com

18. Disclaimer
The App and its Al features are provided on an “AS IS” and “AS AVAILABLE" basis.

To the maximum extent permitted by applicable law, the Developer does not
guarantee that:

® The App will always operate without interruption or errors;
® Every processing request will produce a result;

® Generated content will be accurate, unique, suitable, or free from unintended
elements;

® The App will satisfy every user’s intended purpose.

Nothing in this Agreement limits rights that cannot legally be excluded.

19. Suspension and Termination

The Developer may restrict or terminate access when a user:

Violates this Agreement;

Uses the App illegally or fraudulently;

Attempts to compromise the App or its infrastructure;

Circumvents payment or access controls;

Engages in abusive or unauthorized automated activity;

Creates a material risk to the Developer, service providers, or other users.

20. Changes to This Agreement

The Developer may update this Agreement when the App’s functionality, integrated
Al providers, legal obligations, or data practices change.

The Last Updated date will be revised when changes are published.

Where required, users will be notified of material changes or asked to provide
renewed consent before new processing begins.

21. Contact Information
Developer and Data Controller:
Sviatlana Mikhailava

Email:



cjjcdujc59@gmail.com

© 2026 Sviatlana Mikhailava. All rights reserved.



	PRIVACY POLICY & END-USER LICENSE AGREEMENT 
	1. Introduction 
	2. License Grant 
	3. Information We Process 
	3.1 User-Provided Content 
	3.2 Technical Information 

	5. AI Processing and Infrastructure 
	6. Facial Images and Facial Data 
	7. How We Use Information 
	8. Data Sharing and Disclosure 
	9. Camera and Photo Library Permissions 
	10. Data Retention 
	11. Data Security 
	12. User Content and Permissions 
	13. Generated Content 
	14. User Consent and Privacy Rights 
	15. Children’s Privacy​The App is not directed to children under the minimum age required to provide valid consent in their jurisdiction. 
	16. International Processing 
	17. Third-Party Content and Rights 
	18. Disclaimer​The App and its AI features are provided on an “AS IS” and “AS AVAILABLE” basis. 
	To the maximum extent permitted by applicable law, the Developer does not guarantee that: 
	●​The App will always operate without interruption or errors; 
	●​Every processing request will produce a result; 
	●​Generated content will be accurate, unique, suitable, or free from unintended elements; 
	●​The App will satisfy every user’s intended purpose. 
	Nothing in this Agreement limits rights that cannot legally be excluded. 
	19. Suspension and Termination 
	The Developer may restrict or terminate access when a user: 
	●​Violates this Agreement; 
	●​Uses the App illegally or fraudulently; 
	●​Attempts to compromise the App or its infrastructure; 
	●​Circumvents payment or access controls; 
	●​Engages in abusive or unauthorized automated activity; 
	●​Creates a material risk to the Developer, service providers, or other users. 
	20. Changes to This Agreement 
	The Developer may update this Agreement when the App’s functionality, integrated AI providers, legal obligations, or data practices change. 
	The Last Updated date will be revised when changes are published. 
	Where required, users will be notified of material changes or asked to provide renewed consent before new processing begins. 
	21. Contact Information​Developer and Data Controller: 
	Sviatlana Mikhailava 
	Email: 
	cjjcdujc59@gmail.com 


