Project Dark

Project Dark is a browser extension designed to empower users by detecting and
highlighting dark patterns on websites. Dark patterns are user interface design choices
crafted to manipulate or deceive users into taking actions they might not otherwise perform.
This extension helps users identify such patterns, fostering a more transparent and
user-friendly online experience.

How to Utilize Our Project in Your Web Browser

1) Access the ZIP File on Our GitHub Profile
(https://github.com/Project-Dark/Dark-Extension) by Navigating to the 'Code'
Button and Selecting 'Download ZIP!
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2) Unzip the files on your local computer.

3) Launch a Chromium-based browser such as Chrome, Brave, Microsoft Edge,
or Opera. For this instance, | am using Chrome Browser.

4) Access the Extensions menu in your browser. Activate Developer Mode as
illustrated in the figure



Developer mode

® Extensions Q_ search extensions

fn My extensions l le i y vitacin

=) Keyboard shortcuts
All Extensions

Discover more exten:

P8 and themes on the Cf E} Always active Window - Always Visible '
Pretend that all browser windows are active by

spoofing the visibility state event and more! ads

Autoskip for Youtube™ Ads

Automatical on skip button on YT

Details Remove Details Remove

y) Google Docs Offline McAfee® WebAdvisor
Edit, create, and view your documents, McAfee® WebAdvisor
spreadsheets, and presentations — all without

internet acc
Details Remove Details Remove
(@ React Developer Tools ViBoot
ct debugging tools to the Chr Enhance your VTC
Developer Tools. Created from revis

on 12/5/20

Details Remove Details Remove

Developer mode @D

Q search extensions

(@ Select the extension directory.

Pack extension Update
< v > Desktop > DESKTOP DATA >

Organize ~  New folder

Date modified
Keyboard shortcuts
06-12-2023 19:21

0120,
' Downloads 26-01-2024 1
Discover more extensi

and themes on the 5 Documents

27-01-2024 12211
PN Pictures 28-10-2023 1321
O Music Project Dark 29-01-2024 23:30
& videos

DESKTOP DATA

Folder: Project Dark

Cancel

dbepaoc

ID: ghbmnnjooekpmoecnnnilnnbdiolhkhi spect v worker

Details Remove Details Remove

6) You will observe our extension, which is now prepared to function.
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An lllustrative Example of Utilizing this Extension

1)We are utilizing a website that showcases images of webpages containing
Dark patterns. This is being employed to evaluate our Extension.
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2)Click on the extension and then select the "Scan me" button to analyze your
webpage.



VIT Chenna: Log in @ Misign:Design with Min Top 10 Front End Pre »

Search » Select » Services » Payment » Itinerary e

Passenger Details - All passenger names must match those in the passport/accepted travel document |@ Flights
1[Te v v 0.00 GBP | || Going Out: Project Dark
Beat the queues, buy priority boarding: Yes Ono C 0.00 GBP | ||£ast Midlands - Beriin
Buy AXA travel insurance View policy benefits | Piease select a country of residence h 0.00 GBP 1 x Adult
1f you do not wish to buy insurance select No Travel Insurance in the drop down menu. Taxes/Fees

Take

x Web Check in Screenshot

SMS Confirmation

Coming Back:

Click Yes to receive a text message ves ONo 0.00 GBP
‘Number and flight details (Click for information)? Berfin - East Midlands
Your mobile phone number will be entered on the following page and will only be used to send important flight information. 1 x Adult

R A <d Cabin B ‘ Taxes/Fees
anair rove abin Bas
Y PP i'] . ,

x Web Check in
Samsonite ves Ono O 0.00 GBP |@1 o
o

The Samsonite Aspire cabin bag is available exclusively at Ryanair.com
and is approved for carriage on Ryanair flights, subject to our cabin
baggage weight and size restrictions detailed in the cabin bag specification
below.

If you would like to purchase an approved Ryanair Cabin bag
from Samsonite please click “Yes™ (Cabin 2ag specification)

Total Cost 37.98 GBP

g administration fee (if applicab

ISports i /Musical Instru /Infant Equip;

. !a E Please check box if one or more passengers wishes to carry sports equipment, a musical
& instrument or infant equipment.

Please check box to reserve special assistance at the airport for members of your party. Failure to
prebook special assistance may result in the service being unavailable.

CJImportant - please check box to continue
Lhave read and accept Ryanair's Terms and Conditions of Travel and Website Terms of Use. All travel is

3) We have received our output as depicted in the figure.
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