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Abstract
AQE HEHE= MSHO HA &0 NIS3eE HA 28 UNMEZ AN CHEH
MASS BHEAI = SHZ UEHUU. 8 2SS0 Ad2 O HE2AH o 2HE
SAXOF =S0IL RIS B2 E A2 YU 0IEE ollOFSHCH aH XIS D2 Aol &9
IZESE 20U A0E HEHREE IIsSotHN & = U= SSHUZ2 B AIAE SIS
native communicationO| = J} s atCt.
S TH 0l %HI Ch2D|2o MEXH AJlE £2H2 UE ANAB S HAS JisotH ots
Qct20ICH & =MoteE LetE2=2 L etE AHIASO0ICH 0 MEIAE AtE0dtE AOLE
HEHE= Md3H S2st= UXE g2 LS80l @ &0 & (single point of
failure)0| AUJ| =20l 2otAH0| O ZotXI & &LCH.

[m
jg
Lu
"o
o

Ol CZIZEA AJE J=E ChainLinkele EE2U5tE Q22 L
ChainLinkJl ZHEZHED} /2 HZHO| JIsolH & 4= JAEE MIols LA=UH UHERKIAS
CEESS AHAII= AZTERHSS 8YHE L Onchain ZEZE HO0IH & &

Al A & (contract data aggregatlon system)lt f 22 & 2l off-chain &2 HIHALIZS
LS S22 E RAHNS0| F2E 26 AHUM HMBAIE SEExAs s8 D
&t 2ot

sclet ZHUNAMT ;_U,PEO_I MHBIAE 222 U= ChainLink2l &M EMcte &
PLIHE MHIAE &S0 OHXIY 22 2|2 B0t Meto| 3= & 0|4 X2l
Qct29 s4 == LIEHW 1, IS0l 328t oracle programming, data-source infrastructure

| S
=Z LI AQEAEHE S5 ZSE 00l Hts2CU= HLSS H 26

O

JUJ



Contents

1 Introduction

2 Architectural Overview

2.1 On-Chain Architecture . . ... .................
2.2 Off-Chain Architecture . . .. ..................

3 Oracle Security

4 ChainLink Decentralization Approach

4.1 Distributingsources . . ........... .. ... .. ...
4.2 Distributingoracles . . .......................

5 ChainLink Security Services

5.1 ValidationSystem . . . . ......... ... ... ... ...
5.2 Reputation System . . ........... . L
5.3 Certification Service . ... .......... ... ... ...
5.4 Contract-Upgrade Service . .. .....................
55 LINKtokenusage . ...... ... ...

6 Long-Term Technical Strategy

6.1 Confidentiality . . ........... ... ... ... .. ...
6.2 Infrastructurechanges . . .. ......................
6.3 Off-chain computation. .. .......................

7 Existing Oracle Solutions
8 Conclusion

A Off-Chain Aggregation

A1 OCAprotocol . ....... ...
A.2 Proof sketches . . ... ... . . . .
A3 DISCUSSION . .. ..

B SGX Trust Assumptions

11

11
11

16

16
17
19
20
21

21

21
25
26

26

27

33

34
36
37

38



1. Introduction

ADIE HEHEE= ESMNZ2 €5 Yse 2Z2t0I0h 0242 2&0| X L=, 5,
02 2HE AFEIMAI ZEtol A (st S DEE HESHHLE S 2ol & =
Qllt= AOICH GMECZ BEH IEZ EH HAEHE= SAUSE HAOZ AESIM CHE
Ao ot HE, B, AN AME IHSUCH BHHZ AGE AEHES M2 2=
AHE2 ANH SAMU SIHESO, ME 2 26t A2 2HE MHEZ N HE &
IO MO O|EGHA R= 2HE BESICH ANE HEMHEE= XHIIH S,

A& eoletz JISS01 U0 CIKIE 22 480 22|ot=0 SES =HS

NI = &tLt.

SHAIBH Ol 2Z&s Al2RE 2 AZAH0|ets ME2 JI=XQ2l 22X E 20I&tCh ADLE
HEHES AN 8L E5M 2 2R 2 datafeedsLt APISOlA It H 2= G0l E Ol
O|Z=SICE =2 M1 J|EH0] Tl= &2 LIS HALIS 20 == H 20l 1 UEtol
SREHUO0HE HNLEN2 SIS0t

L2t 0l 2He §22 Hotst=210l iz EotE 222 U E R 32! ChainLinkCh.
ChainLinkJt Tt E Qct2 &R ES U2 UEZ 2 2Hol €523t WERK AL 0
SSUSIE 22 L & BT MO oJES NHEtetCZ2ZM AQE AESHER APIOI
end-to-end operation )t X| =& = SIS0t StCH S MAEE DU = CIRIE &2
Aot ADIE HEHEE APIZ2 datafeedSE 1 HS= A= JIs0| 24 OIEP.

S U= OXNEZ AtsstE 8SHQ! HUAS S2=2 22 UOIHE AtZEHM
Hetao] =52 2S00t dataoutput2 AR AAE S H EULHOESHCH ADHE
HAEMHEI S EMot=E HLA2 HAHAULSS HAotH 22 G0l E inputdt output= 2
MIEIIH =2 versions=2 222 & D*OIEP CtEMO2 Iisgd=EJA= ACGE
AEHES N0 2Rz & U0H=2 HE FH:

o IHZAOIL} 2l It &4FZ2 RIIISH ﬁDPE HEMHEI M2ICHH S EAIE
dESS L= APIE 5 & = U= AHES0| 2 & H0I0.

o B ANE HEHEE= 1] B 2HAE O|HES 26t oT HIOIHE MS5t=
data feedJt 22 & A O0ICH O E =™ warehouselt THEIME A B0l Z0I
SAAJ=R, AL &S50 HSSOIU =X, OtLIH B[ IF HAIZH &=2
M=K,

o RHIE AUNE HEHEE= HUXNO RE BEAIIHEH =522 GPS HI0IH,
=52 AFS ERP AIAE 2|10 S22 M2ABE=S2 222 & A0

Ol Ol S04 £ 20jLI= & L2 2= X0/ ASUSI HOIEIS 2270l 22l
AABSOIH MoK 2ot HOITH Ol HIOIE 2 Mahaie RS0l 010] HF0| U
MEN0 ZUSIE OITAZ AIE HAIKE 20 B (eg. AT 52, PayPal). ADIE

" "The main use of smart contracts in Ethereum today is management of tokens, which are a
common functionality in most smart contract networks. We believe that the current focus on

tokens to the exclusion of many other possible applications is due to a lack of adequate
oracle services, a situation ChainLink specifically aims to remedy.



HAEHEEZ Halol A GIOIE&% OHMGHAl API2t CH2ESt legacy AIAERICE MG & = U=
ChainLink® Jls2 222 AsE 10 Z&0| 2I)tssh A2 MdsS JtsotH & = UL,
Whitepaper Roadmap

0l B8 M 0l Al = ChainLink2 /X 2t &85t} (Section 2). LIS Hl= Q222 2ot2

eIt HEHN B =X E & HEHC (Section 3). ChainLinkIt =25t 2 222 1t data
sourceS2 Z4&tE HENH 2= =X0l Hol A H =2 = (Section 4), ChainLinkJt
MEct= 442 &2 FA—IHI =1t LINK token2| &t = A H S (Section 5). 1 TS0l =

J

SMNE JIYFA, AMESJU= SIEAAHL ALE, Q1Z e BHEtE, 12l dXA 222
Z=2eHal DPSO% LSt DMl Y B3 HICHSHTE (Sectlon 6). 2Fctol CHAI
tsst 2cet2 X2 4 H =2 Fl (Section 7), ChainLink 12 S 21 &5t= Cl Ao & = vt

o0 Ciet 2 =2/ 2 It 2L (Section 8).

2 Architectural Overview

ChainLink2| &4 &l J|=& =X 2 on-chain 1} off-chain, 0| & &35 A A AII=210|C}.

&2 0l M ChainLink2 =4 A =2 ;xg otLtA 4 HSHC., ChainLinke & &
Ethereum[16], [35]01l & H & 4 Ol K2+ & Jt&E 20| M0l= AOE AEHE
HERIAE 25 XA & £ JUIJIE 2 T &tL}. ChainLink= on-chaint off-chain version
EUUHAN 2SHES o0 CIXQ! HCH OlHol 2IsHE0l 0 =2 Jls M QA=
P AH0| MI| =212 HHIoH M ChainLink AlIAEIS D E 2H QAS2 0=}

Jt s 3atCh.

2.1 On-Chain Architecture

ChainLinke 222 MBIAZ A, ChainLink tES2 M4 HA=0 EW HIO0IEH A OILE
query(fl &B812 &tCH f2l= 0l H Y & S USER-SC2t 1) H & 8t ChainLink2] Hl <t
2 ¥ & otl= on-chain interface At Xl = on-chain A 20| 1], Ol interfaceE
CHAINLINK-SCct 1] H & StC}.

on

CHAINLINK-SC OFOH_ = H 3=z S & on-chain 2 24 It JACE O] 34|C—’F%9 g4
Hek, =AM A H<, Dl EH HSOICH 94 He2 222 MBlA M3X
performance &t (metrlcs)E JISetth =A HE HA2 MElA HE &2 E ,
StE=S£ JISotl, 2et2 MBAMSUHAHA Z2H L EH(bid)2 220 U822 BL
34|Ot° A Z0H A oracle SLAE 2tEAIZICH EH HLES Q22 MSAES 2

= ChainLink2| OtXI&f & EHE 01 2 ) E A AHSHLD oracle Ml S AF2| performance £
YH AU DS 2 &tCt. ChainLink HHES2 284 UAH O HEL=Z, C’JH
stz —_r“\*OILP WHE & = ALt On-chain & SE2 3CHAH I UL 1. oracle
S, 2. 00/H 1,3. 8 &

=0 g I
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Q22 MUIA RO0HAHE 200 Al AHIA 22 82 (SLAE 0|2 = RHIEC QASS
MIAIStCE SLA M etM & query2l St 0NN 26t Let22 i+ 22 EEE
LSl FOI2, A0kt 2o A2 L AL A HSE2 2ASHC.

TOHXIE 2 on-chainll RAE DAY= FED B H HASHAN L2 H =& HOIH
&2 AMEdH A off-chain Iisting serviceS S soff =22 oracleg = =50t EHot
SEgh & QUCH 2212 2 & = ChainLinkJt 0] listing serviceS & 6tLI2H R XI6H= 2 O Ct.
OlX S RANE2EZM ChainLinklil 2t = JIE5S 221 S=& oracle H A =2

binariesE %%% & == QULC}. Section 50| M listing service?t & AIABIS M CHoll O

AHELZ &HS &t ListingS S ddot=0 A EZ = HO0IEH= MM
DIDER=IN OIEAH EHHIDP Jt =8t oracle-listing NI AS S &HE = UAS A O0|LCH.

T OHX=E SLA M2t A =2 off-chain oracleS 0l Hl MIZ& 24010, on-chain2 2 SLAZE

2dotJ] &0l 20l 0|2 0lC.

23S matching2 2= &0 JtsotAl %0 WE SXH, H 20| oracle MHIAE HI0IH
20 Ot FANZ ERZ E 25 UL IS SRHE2 0l 2HE HZo6t2
AZHS S4AIZICHL 0le! 0l = 222 ChainLink= order-matching H%4=2 Sl A
Xt S 3t &l oracle matching®™ A CHGH D RULH

TOHXOF SLA HICtME XN E =0l = oracle=2 & & &5HAl & 10 SLAZ order-matching

Herol Al =g A0ICH O MetA 2l M= 2 oracle Ml & A= 0| DFAloPT Jl=8 10 A
SHN et BEHE & = A= JIES FYEL. U3¢ ChainLink = &S 01 2 M HA O
dd Y (bid)S £ Xl £XE ZF¢etl Oracle MHIA MBS AHIFH e 3 P&

1 HIefE XIH0F oL, ©F XIS B 0= SLAGI HoUA=0UZ IHEE 232 X
&5 E ol OretCh.

[uolI

o =
= O
HAZ 0
=

2 & &2 bidding windowct= &Eoff &l J|2t= 0 Jls0otth SLAJE A2 U= EEESS
=20l 21 bidding windowJt 2 LHH 20 XD S ESH IH+=2] oracleO| 2 E =SS0l A
SEECH MEHE X 22 oracleS0lH= E2UE IHEEl €=0] CHAl S XD, 4=
SLAJIS0| ML ECH 28 E SLAI I EEH, 82 D6t oracleS 0l H SEE 2 HIC
el 1 oracleS2 SLAOI A&l X AIE &l stC.

Data Reporting

M Z & oracle0| & & =, off-chain oracle= 0| XAl £ & &6t on-chainlil £ 1 & &Lt
O XtAet &8 2 Sect|0n2252} 4= T 1OGHAL.

Result Aggregation

OracleS 0| oracle22IQ10IH 2UE B8t =, 1] 2SS T H A JI=0] = L & A
HU2 AN Z2USS IIES2 0D B2 g2 WL O3, 2 oracle? S %8 H4
Hetoll 200t €0 Ot Y 2= HatE B g0l USER-SCHl = NIEE A

IS0l gHet= L.



UX| e booleanH|O|E1 Ct2E[= OILICE. Ol Ol 7 =0l SE&E EH
812310III b, A0 AOF XI& S R2E0| Jtsst A2 =401 AS 21 0[ LY.

Her =2 DIE MHIE&s L&E 210/ X8 I H &t interfacelfl (120 61H UFH H AT
Jtsg AO0|Ct.

2.2 Off-Chain Architecture

Off-chain0il Al ChainLinke= €& O|HEI S UIER D0 HEE oracle === 2= &
HERIZ 0|2 R[/LE R 0202z 2ZE ANE HAEHE HERKIA=SS 0|82 [
Ar2E M20|CH 0| R E=2 S8 8C = offchain@ 2 222 (et HHE=ZS 22
HHS2 ME Jtss €2 HAHLIS i =S otLt2 © 6tLS] 228 EHL 2
dAHEC O :‘E g§H2 92101 H 2ol USER-SCSHH|I 2 LH&ICH ChainLink =t =52
e 25HM2 A8, WE, 12l BEHe 2 HRSHe HZE S UHF= Jl2 open source
core |mplementat|on9§ S%%E} CE 2CANE2 AR HEHedE FI A2 E/N
JlsE FIote = U= A0 UL 22 NE2 AR HBHE MEHA S=35tE
off-chain MHIASE FItE £ QUL ChainLink =t ==& 9 M I =2l public
EH =Y private HHIERIASH ELHDUCH LE=SS €5 st galo2
& 6l=AH ChainLink network2| = & 0| Cf.

H0 me

ChainLink Core
FREEAZERNHeE ESMUL &5, WE, 2l Theket 21 F AHIAS A0l O
FOHA LS ZHAIII= LS St 0l €2 assignmenté 24 =L 2 assignment=

& 2 subtask==2 0|2 B2, Ol subtask=2 pipelined 4 2

subtaske= SAE J|s0l YD, D JIsS AMM U2 Z2001 T

OIEH HS Ol XH Z20= Z2E X! OFXIQF Z2 00 £ & 8tCE. ChainLink2 ==
AT EQI0 = HTTP request, JSON parsing, 12| 1) L2t ES M AASE HEG =
subtask=2 J|2X 22 EL&otd UL

 AEEAHULCH 2
2 subtask® 2 < 0 2tC}.

External Adapters

SEstE ubtask 2 adapter= = 4o K& & = ULt. AdapterS 2 minimal REST
AP 2t 212 MHIASOICH HEHE MEIA Xg ZHACZ DHEGH 2=
Tz e o 9 T2Ods T2 08 20l &2 52 APIE FIIotH 2tHol 28 g =
&K 2 S &8 O3 S APIIS] =2 &0t Zoli &l JHE subtaskE 2
F

fcl= X2 adapter=0| LE L AJE K CH2st HRLIE 2/ RS0l MHIAE j*Alo}ﬂ
aldist £QAS A2 HASHTH 2 WL X S0| CHFet ’.f?TEEI adapterS S H&5I2 2
adapter=2t2| st =S BH6t= A0l SR6tL. ChalnLlnk & X JSON Schema [36] E
J|BtOS 256t= schema AIAE O 2 X S50 2+ adapterffl 2 2&F 2123 L HA StH S
KB stCh. Ot&DIEXI 2 adapter= 2! subtask2| £ & A2 4 % 6= output schemasS
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3. Oracle Security

ChainLink2 £
O|0lot= Bt E

Why must oracles be secure?
1E0lA 2tES ORI Z SO0HHEH, ADE HESRE 20t0|] 2 X = datafeedE 22 H
2R H A X party)Oll Al XIg 2 = U220 4 J

H, AQIE HAEHE B2 & data feedsIt
D20l ool HE 2 = A= B EE AL EM & = AL, GPS FH =& H 0l
HM&= HOIEH= oI ME HME Uit = =83 & = JA2H X6t 2 430
ol M= XI=201 0l 0 & = ULt
Elockehain ChainLink Nodes 1
— '|
USER-SC CHAINLINK-SC——2 -
Contract Contract 1 ] el
Core -5 Adapler g |
- ll i

Figure 1: ChainLink workflow: 1) USER-SC makes an on-chain request; 2) CHAINLINK-SC
logs an event for the oracles; 3) ChainLink core picks up the event and routes the assignment
to an adapter; 4) ChainLink adapter performs a request to an external API; 5) ChainLink
adapter processes the response and passes it back to the core; 6) ChainLink core reports
the data to CHAINLINK-SC; 7) CHAINLINK-SC aggregates responses and passes them back

as a single response to USER-SC.

YOO Z )19 TS (ledger) L= H Al =4t} (bulletin-board abstraction) 2+ & 1 &
SHot= EEMUZ2 IS 226 2ot LS MBE0 ASUHE2 EHMES SHIZ A
ZE0tD HOIEH BHEE o= JIs22 SIS AIESHCH s A E Ard Y
A2lg = A= M 3XHOteHOIA =2lct= HE)HdE THELH 2et2 /\-Itilﬁ A& AHalol
X&ote ESXM0 &Sote &2 20t= MBoi0F &Lt etM 2et2E AFE XHUI
A2E = A= M 3AUE HI_'EHOIEBFEH ot A HEe SEHS I =2 =2E=2
HISolOretlt. 2= }\IAE*' O Eot2 JtE ¢St 23030 HEHo B2 (OHE &t 239
20ot0l 2™ RIEotL) & e 22N MIALE RAotedBEH A2 = U=
QctZ20| 2 Kottt

Defining oracle security: An ideal view.
Qct2 220l CHoll £ o] ?Ioh 2N OIS H2oHOFstt 2ct2 E2H0ll CHoll FEE =
gt 9

U= UG Il HH2 OUSW 22 At AEUA HIXRECH 2 II/\I—
SA0H =8 & = Y= A2 Y &= U= M 3KH(trusted third party, TTP)JI @et2
aldioicte s EULD MR E X, RE2l= 0] Let2 ORACLE(O'UFI*OE 2=
2 XE ALE0H0 AFS Xt %&SI QEI St= QEIEIS LIEIE)Z LIEFW D TTPIt
2HEOIH A28 4= A= OI0IE 2A0 Src22H HI0IEHE SACHD IFE SHCH 0HY 29
MHIA QetS2 DdiE M, 200G XAIE HED?

AEE 540/t 2cleE P H[24] SE2 01F D] fIol ORACLEO| T2 SHHIE
+HolE = QFOIH =L
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— —
USER-SC Eenes ORACLE oban E":l:;“l
Contract Retum Contract —/DW
; Data

o J

Figure 2: Behavior of an ideal oracle ORACLE is defined by steps: 1) Accept request; 2)
Obtain data; 3) Return data. Additionally, to protect the confidentiality of a request, upon
decrypting it, ORACLE never uses or reveals the data it contains, except to query Src.

1. ¥ =& (Acceptrequest) : AOtE ZHESHE USER-SCHI M GIOIE A A Src, Al2t
F=gATY A qE le*or Req=(Src,1,q) L& = =& &L},
2. OIOIE & =(Obtain data) : # 2l & Al2t 10l Src=2 2 H LY.
3. OO0IH BteH(Returndata) : (1S aE 2™ AQIE HEHEZ aE BHEHSHLY.
0l II/\I%OI SHIEH 2 S0 2E0t0 20 ASHANE st 2o IHES
ool Moz B 0| XIAl=2 ORACLEO| Src?t USER-SC AtOl 2l 2 S & &t Chel

= %*2 OtC & HYSHCH2 0l E =0, SrcIt https://www.FountOfKnowledge.com, 2 &
4A1011 , q="ticker INTC Jt&"2l Z220l=, 2Lct20| 2= 4AI 0l queryst INTCS| Jt&H =
https://www.FountOfKnowledge. com9§—|—E1 USER-SCOllH B &tol N3 & A= BFEtL.
JIYH g oracleSUIAH A= E GHLES| HHE & &t =& 0ICH USER-SCIt 2= M 10l A
ReqE 2222 BHOEZ M Reqlt SIHEC. Reqlt 8128t A2 E JFX 12 /1D SIHIt
CH ot = B2t H0| JUCH 6 E S0, USER-SCII &3 & HA0 D ST AFE XS

t 3 ™ (q = "Ether Air Flight 338")0{l CHoH ORACLEOI Hl query ReqE & &SHCHEH, 1

-v-

Ol

ArE RS "I el HI =0l & Al A O -‘—JHEl Ct. USER-SCIt =& Hell Hlet 21 B2 Reqe
AERS Hel X ZEZCQ0 et E2E REE = UL = E E2 UE Ul UL

ol M= Req2l OIOIEHE ORACLEN &8 20 712 2 s3&t
%J TTP SdS H= 2806tH &=5] ORACLEOG A 0 B2
o

t) 2012 Req2l HIOIEHE SIHotHL

> T
D
o]
v
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o N
o
=
rr
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Q'E
rr
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& & & 2! CIA (Confidentiality-Integrity-Availability) E2t0| O E (triad)2l Jt2 422 CHE
SRt 222 S4S0| JULHL FF 22 0|4 E QI ORACLE MHlA= ZUHZ HIA & X

2 20f course, many details are omitted here. ORACLE should communicate with both USER-SC

and source Src over secure, i.e., tamperproof, channels. (If Src is a web server, TLS is required. To
communicate with USER-SC, ORACLE must be sure to scrape the right blockchain and digitally sign
A appropriately.)



2SS A0ICLItEE2ZE N 22 0128 SE4sS 280 82 & ORACLEZ
SE3 AO0E Hlefs HEOIA 2] RES AR0HA H=0.TTP HE2 S& 220l A
g2 Z2EZ22 2ot= SHot=el MEE = 01 A2 Jls [7]2 WS = AFGH
Olat Mol HAIES = XIot= TTPR RAIS 2HEZ 2F Hels 224 & =& UL
HeHE +=4ot0, Z2E0t, Ao, FIt2 S8 HIOIE 2RI HAIEO HeHE
g8z R0t A0l 0l =S M S S0IC

Why the ideal oracle (ORACLE) is hard to achieve
(2 Ol &t & 0Ol oracles BH=J1Jt HA204)

=2 2HG6HA &t 4= Q1= data source Src= SICH 2FJF U= website, 28 & ¢

I& = o
MBIA MIESA £= ZAe A2 Olol HIOIHI &2 £= AoHoz &4 ZUS
=& ULt SrcE dl2lg = QULHH ORACLEO| RI0A £ HEHHZ TTP2F £ 0|

==
A EZotH2tE (&S] client) ot= £2H2 &35 2HEAII|IX R&tCH LFR I A=
source Src)t = AISH 20 2 ZAst EH2 0 014 2et28 HEO 2li= RS
O|0IGHAl 2Lt OIE S0 Intel =412 &AMl Jt= 0] $400] 12
https://www.FountOfKnowledge.comO| $50=2 & £ 116t ORACLEEZ &R
$50= USER-SC=Z 2 HCt. 0| 2 M= single source SrcE AtEE [ = JHLIGHCE.
ORACLEE Srcot querylll M3ot= &80l E=etX & &= A= -0l AL

il
U
(s

o
I

=E 0 2 =M= 2220 et TTPIF =4 EQ IS 0Ict= MAOITH 22 Al E

gret AHIA M A= BUCH 2l S Uole ME A ZXE HIJE UL oHZ =S €& =

ULCH [MetH AL E£= AOtE AESED AHIA ORACLEOl XIAIE S4AGHA

Olgistli= 2 A &als JHE = e 2 E 2 8L ChainLinke 0l ORACLEO|ctE

Olat Mol Dlsd s Helold 2ot T2 EES £ H UL ChainLink] SH= & & F ¢l

JtE ool Ol & Xl ORACLES =4 =01 zltHet 288 &M AIAES £dot= 24010
| Of

S 282X £Z22H0I0h s WE= H=2tot)| floil ChainLink Hl 22
&M &E, = on-chain? 8 Jls=S (A E-IHD TE{ IOl A& EF OFLICH)
CHAINLINK-SC=Z UtEHEZIO0ICH MetA AIAE A R0M AMEZ AFEE = e JHel JHE
HAaSS &t HE2Z SO A HE8E X 0ICH

or
o
o

o
>

4. ChainLink Decentralization Approach

fel= 20| M2 S0 CHoll AIJHR 22801 2 2= M AISHCE

(1) data sources; (2) Distribution of oracles; and (3) Use of trusted hardware.

fele= 0l oA 24t3tE Lot M8 & 828 = 010FJ| ok et

60N Rele MEaE D) &S BE280 2= ot= otE/A 0 et ZI1E M0
CHol Ol OF2| ot 2 A+ SHCH.

4.1 Distributing sources

B0l U ©Y LA ScB HEsts AEE BHE 02 AARRE HOEHE 2s
2101CH 5, GIOIEf AAZ 2448 AIJI= 200/CH M 2IE 4 2= ORACLEE 44 28
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OIS SO Ot STOF QUCH DHOF A A [f2db(>k/2) SUB 2t a= BHEIGHD Bt 4
agg= aS BHetstCh "X 2 2™ agge RLFE BHatSHCE 0] R0 Ch==2l(> k/ 2)
AAJL SHIE2H =50 UCHH ORACLES 8HA S HIZ 2t AZ BHEHSHTH
CHUBH TR DHS Bt 84S0l agge 22 S GBIl CHaHl 2 DA S ERBHHLE A2
2000l 2 CI0IE 2t S0 : =IHS Mel & 4 UCH MES0f aggs S0/ X(E0IX

HEACZ INL X2 )2 AMGD(0): IR IAD IF =2 A) D e
USO WA = & & UCH
SZ QI EH QG MBE= BES 2A5AII|= LA O [HOIE AAZHY
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DEHIF US A QIC) OFE ALOIE Srcl — EchoEcho. com 0l

M =

-

orc; = TheHorseslouth. con gy 4 gjojer2 2 2= 22 s29l @7 & 4t Sre1

o
SE 2l0letlh.

OIOIE &4 2t O 2 0128 &2 2T & & == QT Chainlinks £8 2c2t2 1
AEXIOF JGHA = &2t 2AHAE NE = ATE O0IH 222 SEH=S gl 0lo & =

AN 2AE = A= AXNEY, 222 0[&4HQ AHlA ORACLE AHAMI2| O] & QI
NMBlA=E SAEAAECEZ IAFE o= UCH CHAl oA &2 Oracle == O LAl R2l=
(01,05,....0,} __
nHOl C+Z Oracle == L1772 Uyes otm 2 .
2t Oracle Oi= CH2 OracleS 2| HI0IEf AAQF HELT JUD OtE == U= DK 6
CIOIE AN EEH 82stCt.
Blockchain ChainLink Nodes External APIs
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Figure 3: Requests are distributed across both oracles and data sources. This figure shows
an example of such two-level distribution.
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Algorithm 1 InChainAgg({O;}i_,) (code for CHAINLINK-SC)

Wait until Req is received from USER-SC.

sid < SID

Broadcast (request,sid).

Wait until set C' of 2f + 1 messages (commit, ¢; = Commit,, (A;),sid) from distinct
O; are received.

5. Broadcast (committed,sid).

6: Wait until set D of f + 1 distinet valid decommitments (decommit, (r;, A;), sid)
are received where, for some A, all A; = A.

Send (Answer, A, sid) to USER-SC.

=1
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