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Vao tudn thif ba cudc xam ludc ciia Nga & Ukraine, Tong théng Ukraine Volodymyr
Zelensky bat ngd xuat hién trong mét video, mac 4o sé mi mau xanh la cdy sam quen
thudc, n6i chdm rai, khi 6ng diing sau buc téng théng mau trang c6 quéc huy. Ngoai
tri dau, ca thé Zelensky hau nhu khong ctf dong khi ndi. Giong thi méo mé va gan nhu
kho khoc khi 6ng khuyén ngugi dan Ukraine hdy dau hang Nga.

“T6i yéu cau cac ban ha vii khi va trg vé vdi gia dinh. Cudc chién nay khong dang dé hy
sinh. Toi dé nghi cac ban hay tiép tuc séng, va toi cling sé lam nhu thé” - Zelensky noi
tiéng Ukraine. Nhung ngay lic dd, ngudi nghe nhanh chong xac dinh day la mot man

danh lta, mao danh téng thong. Va man tuyén truyén bi [6t mat na ngay lap tic.

Cach day nam nam, hau nhu khong c6 ai nghe néi dén deepfake, mot ti mdi dung dé
chi nhitng tép video va tép am thanh trong rat thuyét phuc nhung... “xao lao” va dudc

tao ra ¢ muc dich, vdi su trg gitp cua tri khon nhan tao (Al). Bay gid, chlng dudc s



dung dé tac dong lén mot cudc chién chua biét bao gid mdi két thic. Ngoai video
Zelensky gia mao, dudc lan truyén vao tuan trudc, con cé6 moét video deepfake khac
cling dudc phat tan rong rai, trong d6 Tong thong Nga Vladimir Putin tuyén bo “hoa

binh”, két thic cudc chién Ukraine!

Trong nhiéu nam qua cac chuyén gia vé thong tin sai léch va tinh xac thuc clia cac noi
dung dudc lan truyén trén mang d3 lo lang vé kha nang phé bién nhiing diéu déi tra va
gay hoang mang bang ky thuat “phu phép” tinh vi. Nhd su phat trién vii bdo cia Al nén
nhiing video Ua dao ngay cang giong thuc han. Nhin chung, deepfake da dudc cai
thién rat nhiéu trong mdt khoang thdi gian tusng déi ngan. Chang han, video canh
nam dién vién Tom Cruise tung déng xu va video cover cac bai hat cia Ban nhac Dave
Matthews vao nam ngoai, cho thay deepfake da “giéng thuc mot cach thuyét phuc”

nhu thé nao.

Ca video cla Zelensky hay Putin déu khong dat dudc hiéu qua cao nhu video Tom
Cruise trén TikTok (ching c6 d6 phan giai thap, mot chién thuat pho bién dé che giau
nhiing 16i). Nhung cac chuyén gia khdng hé danh gia thap su nguy hiém clia ching. D6
la bdi t6c do phat tan qua nhanh ctia cac thong tin sai léch st dung cong nghé cao &
qui mo toan cau khi nhiéu ngudi khong c6 kha nang hoac khong kip nhan biét dau la
that dau la gia. Deepfake ngay cang dudc st dung nhiéu trén mang cling c6 nghia la

viéc phat hién ra ching sé khé khan han nhiéu.

Cudc chién Ukraine khi dugc chuyén tai lén mang cé day ray thong tin sai [éch. “Chi
can mot “manh bun” tin gia cling ¢ thé lam van duc ca vung nudc thong tin tinh hinh
chién su - Wael Abd-Almageed, phd gido su nghién cliu tai Dai hoc Nam California
kiém Giam doc sang lap Phong thi nghiém Phén tich da phudng tién va Tri tué thi giac



cla trudng nhan dinh - Mot khi ranh gidi thuc-gia bi xi mon, ngay ca su that cling sé bi
nghi ngd, tham chi... khong ton tai. Bi [Ua vai lan, bat clf nhiing gi ban nhin thay cling
bi nghi la gia va ban khdng thé tin vao ching nifa. Moi th xuat hién trén mang déu trd

thanh gia doi. Nhiéu ngudi da mat niém tin.

Quay trd lai ndm 2019, thdi diém bat dau xuat hién maéi lo ngai vé nhiing l&ch lac ¢ thé
anh hudng nghiém trong dén két qua cudc bau clf tong thong My ndm 2020. Dan Coats,
Giam déc Tinh bao Qudc gia My lic d6 canh bao vé kha nang nay. DU diéu dé khong
xay ra nhung s6 ngudi tin vao cac thuyét am muu khong hé nhd. Siwei Lyu, Giam doc
Phong thi nghiém Computer vision and Machine learning tai Dai hoc Albany, cho biét,
lic do, deepfake chua dat dén trinh d6 cao. Khong dé dang tao ra mét deepfake tét,
mot video gia mao ‘bac thay’ danh lUa dudc s6 dong vdi giong noi giong thuc, ngon
ngll cd thé nhu thuc (video Zelensky bi phat hién vi cd thé cliing d khdng chuyén
dong).

Gig day, viéc tao ra cac ban deepfake tot da dé dang hon nhiéu va cling nguy hiém hgn
khi ching dudc stf dung trong mot cudc chién tranh dé kich dong nhitng cai dau nong
va gay hiéu [am. Cach deepfake dang duing dé tac dong dén ngudi xem trong chién
tranh la dac biét nguy hiém, vi n6 dan dén phan Ung tiép theo dua vao nhiing thdng tin
gia, du la tiéng hay hinh. Ngugi xem nham lan s& dan dén hau qua kho lugng. Trong
nhiing video gia nhu Tom Cruise, deepfake khong c6 nhiéu tac dong ngoai viéc thu hit
su quan tam va chud y. Nhung trong nhitng tinh huéng nguy cap, chién tranh hay tham
hoa, khi moi ngugi khdng cé thdi gian dé suy nghithau dao va phai phan Ung trong
mot khoang thai gian rat ngan, théng tin gia thuc su trd thanh van dé 1én.



Thuc té cho thay, viéc dua ra nhiing thong tin sai léch da lam phuic tap thém cudc
chién Ukraine. Cuéc xam ludc cia Nga 16i kéo theo mét lugng cuc I8n thong tin
theo thdi gian thuc trén ca truyén thdng chinh théng lan cac nén tang xa hdi nhu
Twitter, Facebook, Instagram va TikTok. Phan ldn la tin that, nhung mot sé la gia
hodc dua theo cach dé gay hiéu lam. Ban chat truc quan cta nhiftng théng tin dugc
chia sé cung véi mat dd, tan xuat va cach chung tan céng manh vao cam xuc sé
khién ching ta dé mat canh giac. Pay chinh la luc tin gia hoan thanh st ménh cua
no va trd thanh... tin that nhd c6 qua nhiéu ngudi tin. Nina Schick, tac gia cia
cudn Deepfakes: The Coming Infocalypse xem hai video Zelensky va Putin la dau
hiéu cho thay van nan tin gia trén mang l6n hon nhiéu so véi mudng tugng clia

chung ta.

Khi deepfake trd nén tinh vi va hoan hao han, cac nha nghién clfu va cac cong ty co
gang nang cap cac cdng cu phat hién dé sm loai bd ching. Abd-Almageed va Lyu st/
dung thuat toan dé phat hién deepfake. Gidi phap cta Lyu, dudc dat tén la
DeepFake-o-meter, cho phép bat ky ai cling cé thé tai video nghi ngG |én dé kiém tra
tinh xac thuc, du ¢ thé mat vai gid mai c6 két qua (vai gid la qua du dé gay hau qua

nghiém trong cho mot su kién dang ndng).

M6t s6 cdng ty, chang han nhu nha cung cap phan mém an ninh mang Zemana, dang
nghién clfu phat trién phdn mém phat hién deepfake. Di nhién, tinh nang phat hién tu
dong phai cap nhat thudng xuyén cho theo kip vdi trinh do gia mao va danh lUa thi
giac, thinh giac cua cac “bac thay” deepfake. Vi du, nam 2018, Lyu da tim ra cach phat
hién video deepfake nhg quan sat bat thudng clir ddng mat ctia nhan vat trong video.

Nhung chua day mot thang sau, ké lita ddo nao d6 da lam dudc video chép mat gidng



nhu that! Tai My, d3 ¢ mot s6 luat dé giai quyét van nan deepfake, chdng han luat cla
tiéu bang California dugc théng qua vao nam 2019 cdm phan phai video va am thanh

gia mao clia cac Ung vién chinh tri trong vong 60 ngay trudc ngay bau cd.
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