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1. Gidi thiéu tdng quan vé V2-WAF

Tudong Ira ’ng dung web V2-WAF la mot giai phap bao vé i'ng dung web trudc cac cudc
tan cong mang.

WAF (Web Application Firewall) la mét thi€t bi phan cing hodc phan mém dugc cai lén
may chd cé chiric ndng theo doi cac thong tin st dung giao thirc http/https gitfa trinh duyét
clUa ngudi dung va may chu web.

WAF c6 chiic ndng thuc thi cac chinh sach bao mat dua trén cac dau hiéu tan cong, cac

giao thirc tiéu chuén va cac luu lugng truy cdp ('ng dung web bat thudng.
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2. Yéu cau tai nguyén
Yéu ciu tai nguyén hé théng dé trién khai V2-WAF phu thudc vao sd lugng trang web
can bao vé, cu thé nhu sau:

Websites CPU/VCPU RAM HDD

Websites < 5 8 32 100G

5 < Websites < 10 12 64 300G

10 < Websites < 20 16 128 500G
20 < Websites < 30 24 256 1T
Websites > 30 32 512 2T




3. Hudng doi tugng doanh nghiép
Trién khai cho doanh nghiép & hd so cap dd 2
X ly théng tin riéng, cd nhan; Hé th8ng cung cdp DVCTT cép <= 2; khéng thudc

- n DMDV kinh doanh c6 DK; xt ly théng riéng,cn < 10.000 nguwdi st dung; co sé ha
Cap dQ 2 tang thong tin phuc vu hoat ddng clia mot CQTC

Doanh nghiép dang ky dung mién phi trong 1 thang t3i da 90 ngay (néu can license lién
hé vé website ... d& dugc hd trg)
4. Thuc nghiém V2-WAF trén VMWare Workstation

4.1. Mo hinh thuc nghiém

>

Listen Int

V2-WAF

Management Int

§ X,
[ ] o4

Metasploitable 2
Administrator

M6 hinh bao gom:

e May Web Server hé diéu hanh Windows Server 2016, cai dat Metaploitable 2
e May Windows 7 ...

e Tudng Ilra V2-WAF

Phan hoach dia chi IP

Default

Pia chi IP Subnet Mask
: Gateway

Preferred DNS




Web Server | 192.168.100.100 | 255.255.255.0 | 192.168.100.1 | 192.168.100.100

Windows 7 | 192.168.100.101 | 255.255.255.0 | 192.168.100.1 | 192.168.100.100

V2-WAF 192.168.100.103 | 255.255.255.0 | 192.168.100.1 | 192.168.100.100

Yéu cau cau hinh cac may ao trong VMWare Workstation

Web Server Windows 7 V2-WAF
RAM 8GB 2GB 16GB
Disk space | 500GB 500GB 500GB
CPU cores
zgzce(zlssor 2.3 GHz or more | 2.3 GHz or more | 2.3 GHz or more

4.2. Thuc hién cau hinh
Vao giao dién cla VMware, chon file -> open va chon dudng dan dén file V2-WAF (.ovf)
dugc déng goi san
(3 VMware Workstation
File Edit VWiew VM Tabs Help

[ Mew Virtual Machine... Ctrl+M

Ctrl+0
Scan for Virtual Machines...

[l Connectto Server... Ctrl+L

[T Map Virtual Disks...

Exit




Organize « New folder

J Downloads # Name Date modified

& Pictures s T3 V2-WAF.ovf
L 3

01/10/2022 05:18 Open Virtualizatio...
e

Videos »

- Documents #

D&t tén cho may ao 1a va chon dudng dan dé may

Impaort Virtual Machine

Store the new Virtual Machine
Provide a name and local storage path for the new
virteal machine,
Name for the new virtual machine:
W

AF
Storage path for the new virtual machine:

D:\W2Secure \WAF | Browse...

Help | Irmiport _] Cancel

—

Sau khi import V2-WAF vao VMware ching ta sé ti€én hanh add thém card mang vao may ao

Virtual Machine Settings

X
Hardware Qptions
Device Summary Device status
E=Memary e Connected
Processars 4 18 Connect at power on
ek (SCST) w
I Metwork Adapter Custom (YMnet3) Metwork connection
LI Metwork Adapter 2 Custom (VMnet5) () Bridged: Connected drectly to the physical network
ay YT R te physical network connection state
(ONAT: Used to share the host's IP address
() Host-only: A private network shared with the host
1O Custom: Spedific virtual network
VMnets v
() LAN segment:
LAN Segments...  Advanced...
Add... Remove
. Cancel Help
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Budc 2: Thiét lIap card mang cho may V2-WAF

Cau hinh 2 card mang cho WAF (1 card VMnet 5 cho Listen IP, 1 card VMnet 3 cho
Management IP)

Sau khi chay may ao V2-WAF, dang nhap vdi tai khoan mac dinh la admin/admin, chon so 2

dé thay doi IP

LEEEE B R e e B B B B R B p i B B B b
COME TO WAF-VZ SYSTEM #
s pninpsn e i n ey

WAF-UZ SYSTEM CONFIGURATION

Enter an option: £

Hé thdng sé hién thi IP clia 2 card mang, chon “yes” dé€ tién hanh thay doi
Note: Do set card Vmnet (mang LAN) nén day IP, Netmask, Gateway la do ching ta tu set

Curenwt Interface Information

Would you like to change Management IP address? yes or no:yes
New ip address:

Sau khi nhap IP Management mdi ti€p tuc chon “yes” thay ddi IP Listen
Note: Do set card Vmnet (mang LAN) nén day IP, Netmask, Gateway la do ching ta tu set




Would you like to ch

Hew ip add: 18.18.1. 188

Hew ne s .255.255.8

New g al 18.1.

Hew Hame 5

Would you lik ) 3 yes or no:f yes
New ip add :

chavae Manacement [P add S 0r No: yes
18.18.1.188

WOl Ld you L1Ke cha sten P addre 2§ OF N0: Yes
New ip addre

New ne

New gatewa 16.18.2.

Would you like to o [P tor Listen IF? yes or no:|no

Sau khi nhap xong tat ca ching ta s& chon “yes” dé khdi dong lai

Apply conf iguration requires Restarting System???! bould you like to apply conf iguration? yes or noiy

EE

Chon 1 d& xem cac cdu hinh card mang da thiét Iap




Curent Interface Information

b ek ek ek ek b ek s

Budc 3: Pang nhap vao giao dién UI
M@ trinh duyét (c6 cung day mang, cung card Vmnet v@i card ManagementIF cua V2-WAF)
va nhap dia chi IP management cia may V2-WAF vao https://10.10.1.100, chon nang cao

-> Tiép tuc truy cap

<« G A Notsecure | Bps//10.10.1.100

V2Secure WAF System

Dang nhap admin/admin




< C A Notsecure | tps//10.10.1100/default/system/status e s

WAF-V2 o

V2Secure Solution

# Home i

% Apply Configuration
SYSTEM INFORMATION :: STATUS

SYSTEM STATUS ENGINE STATUS
System Name WAF-V2 Web Application Firewall Disabled Restart
CPUType 4.CPU AMD Ryzen 7 3750H with Radeon Vega Mobile Gix DDoS Defender ruming ] ((_stop Restart
Uptime 3min Event Correlator Ru stop ) ( Restart
Current DateTime Tue Nov 15 00:1145 ICT 2022 DNS Resolver Running (, stop Restart )
Last Config Change Thu Feb 7 21:23:30 +07 2019 Database Storage Running stop
CPU Usage 17% Logger unring stop Restart

Memory Usage 89.86% DATABASE STATUS

Disk Usage 29% of 171.8 GB app_http_accesslog o
Current Connections hitp0 - hitps 0 security_correlation_eventiog o ( Table Cchant )
Database Readonly Mode Disabled security_waf_eventiog o Table

=> Giao dién UI cla hé thdng V2-WAF
Sau do, ta thu dugc thong tin trang thai hé thong:
- Thong tin trang thai hoat dong cta hé thong

SYSTEM INFORMATION :: STATUS

SYSTEM STATUS

System Mame WAF-v2

CPU Type 4 CPU AMD Ryzen 7 3750H with Radeon Viega Mobile Gix
Uptime 3 min

Current Date/Time Tue Nov 15 00:11:45 ICT 2022

Last Config Change Thu Feb 7 21:23:30 +07 2019

CPU Usage Mn.7%

Memory Usage 89.86%

Disk Usage 29% of 171.6 GB

Current Connections hitp:0 - hitps:0

Database Readonly Mode Disabled

- Thong tin trang thai dich vu




ENGINE STATUS

- - \ ( )
Web Application Firewall Disabled Stant Restart
Veb Appl ' (L ) J
: ) " -
DDoS Defender : ) f stop ) ( Restart J]
Event Correlator : ) ( Stop ) Restart )
L = . -
DNS Resolver ) |( stop ) ( Restart )
- e
Database Storage ( Stop ) | Restart )
Logger ' k Stop D! {/Reswrt;]

- Thong tin vé so lugng Log

DATABASE STATUS

app_http_accesslog o( tae )( chan )
PP_Nip_: d L _/J N A

s R -.
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security_wafl_eventiog 0 Table _) | Chart ]I
o, ( \_

Phan ti€p theo (Part 2) s& tim hi€u vé céc function co ban va nang cao clia V2-WAF (to be

continue)
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