CloudFormation - Stack Termination Protection
In below CF template, we are creating a single EC2 instance with UserData

{} ec2-instance-userdata.json x
},

"Resources" : {
"EC2Instance" : {
"Type" : "AWS::EC2::Instance",
"Properties" : {
"InstanceType" : { "Ref" : "InstanceType" },
"SecurityGroups" : [ { "Ref" : "InstanceSecurityGroup" } 1,
"KeyName" : { "Ref" : "KeyName" },
"ImageId" : { "Fn::FindInMap" : [ "AWSRegionArch2AMI", { "Ref" : "AWS::Region" },
{ "Fn::FindInMap" : [ "AwSInstanceType2Arch", { "Ref" : "InstanceType" }, "Arch" 1 } 1 },
"UserData":
"Fn: :Base64": {
"Fn::Join": [
"“\n",
[
"#1/bin/bash -xe",
"yum update -y",
"yum install httpd -y",
"echo \"<hl align='center'>Awesome :)</h1>\" > /var/www/html/index.html",
"service httpd start",
""chkconfig httpd on"

h

"InstanceSecurityGroup" :
}
}l

"Qutputs" : {
}
}

While creating the stack we are going to Enable the Termination Protection so that we are not
able to Delete the stack which eventually deletes all the resources created by the stack.



Create stack g

Select Template Specify Details
| specify Details
Options Specify a stack name and parameter values. You can use or change the default parameter values, which are defined in the AWS CloudFormation template. Learn more.
Review
Stack name | stack-termination-protection-demo -
Parameters
InstanceType | t2.micro ¥ WebServer EC2 instance type
KeyName sysops -
Name of an existing EC2 KeyPair to enable SSH access to the instance
SSHLocation 0.0.0.0/0 The IP address range that can be used to SSH to the EC2 instances
Cancel Previous Next
< C' | @ Secure https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/new A% ©@ D O D

pps [1 Magic Autofill {3 Panda-Editor-CR1... ) Fail to install aws-cl... il AWS Policy Generator [@] Cloudformation wit... @ Authenticated File.. [ZJ S3 Authentication i.. N Primary Analysis fo...
© Existing Amazon SNS topic

© Existing topic ARN
‘_4 Termination Protection is Enabled for this Stack
Termination Protection @ @ Enabled
© Disabled
Timeout @ Minutes

Rollback on failure @ @© Yes

Stack policy @

Enter policy

® Upload policy file

Choose file | No file chosen

Learn more

\

Cancel Previous Next

@ CloudFormation v  Stacks

Create Stack Actions ~ Design template ‘ & &

Filter: Active ~ Showing 3 stacks
Stack Name Created Time Updated Time Status / Description
v stack-termination-protection-demo 2018-09-08 08:57:45 UTC+0550 CREATE_COMPLETE AWS CloudFormation Sample Template EC2InstanceWithSecurityGr...
Overview Outputs Resources Events Template Parameters Tags Stack Policy Change Sets Rollback Triggers _1-Q=]

Filter by: Status -

2018-09-08 Status Type Logical ID Status Reason
» 08:58:34 UTC+0550  CREATE_COMPLETE AWS::CloudFormation::Stack stack-termination-protection-de
mo
» 08:58:31 UTC+0550  CREATE_COMPLETE EC2Instance
» :58 UTC+0550  CREATE_IN_PROGRESS EC2Instance Resource creation Initiated
» 57 UTC+0550  CREATE IN_PROGRESS EC2Instance
> 55 UTC+0550  CREATE_COMPLETE InstanceSecurityGroup
» 53 UTC+0550  CREATE_IN_PROGRESS InstanceSecurityGroup Resource creation Initiated
» 48 UTC+0550  CREATE_IN_PROGRESS InstanceSecurityGroup
» 08:57:45 UTC+0550  CREATE_IN_PROGRESS AWS::CloudFormation::Stack stack-termination-protection-de User Initiated
mo



Create Stack Actions Design template

Filter: Active ~

c  u

Showing 3 stacks

Stack Name Created Time Updated Time Status Description

v stack-termination-protection-demo 2018-09-08 08:57:45 UTC+0550 CREATE_COMPLETE AWS CloudFormation Sample Template EC2InstanceWithSecurityGr...
Overview Outputs Resources Events Template Parameters Tags Stack Policy Change Sets Rollback Triggers [_N-N=]

Key Value Description Export Name

Instanceld i-04cf51d6944f2e93f Instanceld of the newly created EC2 instance

PubliclP 54.208.77.70 Public IP address of the newly created EC2 instance

AZ us-east-1d / Availability Zone of the newly created EC2 instance

PublicDNS ec2-54-208-77-70.compute-1.amazonaws.com Public DNSName of the newly created EC2 instance

Now let’s try to Delete the Stack

Delete Stack

C' ® ec2-54-208-77-70.compute-1.amazonaws.com *—

Apps [1 Magic Autofill ﬁ Panda-Editor-CR1... O Fail to install aws-cl...

AWS Policy Generator E Cloudformation wit... [ Authenticated File...

Awesome :)

[Sincelwe]Enabledithe)
IStack{creationjwelare]notable)

This stack cannot be deleted because termination protection is enabled. To

delete this stack, you must first disable termination protection. Learn more ltoldelete ﬂmm letisldisable)

theXTermination
=3 jthenltrylto]pelete]ihefStacks

Disable termination protection *—

Are you sure you would like to disable termination protection for the stack with

the following details:

Stack name:  stack-termination-protection-demo

Current setting:  Enabled

Termination protection on a stack prevents it from being deleted accidentally.

Learn more
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Cancel Yes, Disable




v

® CloudFormation v

Create Stack Actions ~

Filter: Active ~

Stack Name

Overview Outputs

Filter by: Status ~

2018-09-08

09:05:48 UTC+0550
09:05:47 UTC+0550

08:58:34 UTC+0550

08:58:31 UTC+0550
08:57:58 UTC+0550
08:57:57 UTC+0550
08:57:55 UTC+0550
08:57:53 UTC+0550
08:57:48 UTC+0550
08:57:45 UTC+0550

Stacks

stack-termination-protection-demo

Resources Events

Status

CREATE_COMPLETE

CREATE_COMPLETE

CREATE_COMPLETE

NotelthatfafterdDisablingkthe]
termination]protectioniwelare]
lablelto]Deletelthelstacks

Delete Stack

Are you sure you want to delete this stack?
Stack name:  stack-termination-protection-demo

Deleting a stack deletes all stack resources.

Cancel

Design template c|sa

Showing 3 stacks

Created Time Updated Time Status & Description
2018-09-08 08:57:45 UTC+0550 AWS CloudFormation Sample Template EC2InstanceWithSecurityGr...
Template  Parameters Tags Stack Policy = Change Sets  Rollback Triggers [_N-N=]
Type Logical ID Status Reason
AWS::EC2::Instance EC2Instance
AWS::CloudFormation::Stack stack-termination-protection-de User Initiated
mo
AWS::CloudFormation::Stack stack-termination-protection-de
mo
AWS::EC2::Instance EC2Instance
AWS::| EC2Instance Resource creation Initiated
AWS: EC2Instance
AWS: InstanceSecurityGroup
AWS:EC2::SecurityGroup InstanceSecurityGroup Resource creation Initiated
AWS::EC2::SecurityGroup InstanceSecurityGroup
AWS::CloudFormation::Stack stack-termination-protection-de User Initiated
mo



