AKTYAJIBHBIE CITIOCOBbI COBEPIIEHUA
KUBEPBBIMOTATEJIBCTB

1.BUIbI KNBEPBBIMOI'ATEJIBCTB

Bce npectymiienusi, npenycMmorpeHsbie cT. 208 YK, coBepiieHHbIE C
UCIIOJIb30BaHUEM MH(OPMAIIMOHHO-KOMMYHUKALIMOHHBIX TEXHOJIOTHI, MOYKHO
pa3aenuTh Ha TPU OCHOBHBIX BUJIA:

1)  cBs3aHbl ¢ OJOKUpOBaHUEM, MOAUGDUKAIIUEH WA YHUUYTOKECHHEM
KoMITbIOTepHON wuH(opMmaruu. [Ipu 3ToM B mopaBismomieM OOJNbIIUHCTBE
ClIly4yaeB OTMeYaeTcs OJOKMpPOBaHHME MOOWIBHBIX YCTPOHCTB  Apple
IIOCPENCTBOM BXOJa Ha HUX B IPEAOCTABICHHYIO 3JIOYMBIIUICHHUKAMU I10]
OnmaroBUIHBIMU TpeuioraMu y4eTHyro 3amuch 1Cloud, uro B mociemyroiiem
MO3BOJISIET YAAJIEHHO BKJIIOUHUTH «PEXKUM yTEpU» (T€M cambIM 3a0J0KHUPOBATH
YCTPOMCTBO) JIUOO CTEPETH JaHHBIE.

Crnenyer OTMETUTh, YTO paHee 0oJblIasi YacTh MPEIJIOTOB 3aKI0YaIach
B OHJIAITH-3HAKOMCTBE IOTEPIIEBIIMX C MOILIEHHHUKOM, MPEACTAaBISIOLIUMCS
JUIIOM TPOTHUBOIIOJIOKHOTO I10JIa, Y KOTOPOTO CIOMAaJicsi TeleQoH U emy
HEOOXOMMO OKa3aTh MOMOIIb B 3arpy3ke Kakux-iubo (aisioB U3 o01aqyHOTO
xpanuiuiia iCloud.

B HacTosuit MOMEHT BEKTOpP CMECTHJICA Ha peKyiaMy OeCIUIaTHBIX UTP
uin npuioxeuud B couuanbHod cetn TikTok, myist ycTaHOBKM KOTOpPBIX
HEOOXOAMMO 3alTH B NPEIOCTABICHHBIM MOILIEHHUKOM akkayHT Apple.
[loTepnieBmMMU B TaKHX CIydasX BBICTYNAIOT MOAPOCTKH, SIBISIIOLIUECS
AKTUBHBIMM TOJIb30BATEISIMU YKAa3aHHOM COLMAIbHOM CEeTH, - HauOolee
ysI3BUMasi KaTeropus IpakJaH.

Taxxke ocraercss akTyaJlbHBIM IPEMJIOr O TPYHAOYyCTPOWCTBE, JUISl YETO
3JIOYMBIIJICHHUKN ~ TPEIOCTABISAIOT  COUCKATENI0 Il BXOJa  SIKOOBI
KOpPIIOpPAaTUBHBIN akkayHT Apple.

Kpome »3Toro, psan mnpecTylieHWd JaHHOTO BHJIA BBIMOTAaTENIbCTB
CBsI3aHbI ¢ WK(poBaHUEM (PaillIOBON CUCTEMBI Ha cepBEpax MPEANPUITHI;

2)  cBs3aHBI C YIrPO30M pPacHpOCTpPaHEHUsS JIMYHOW HHpOpMaIuu
MOTEPHEBIINX JTUOO MHBIX CBEJICHUHN, KOTOPHIE MOCIIEIHUE JKEIAIU COXPAHUTh
B TailiHe, MPEUMYIIECTBEHHO - ¢oTorpaduil W BUIEO3AMUCEH HHTHUMHOTO
XapakTepa, a TaKKe HWHbIE JUYHBIE CBEJCHUS, KOTOpPHIE B OOJBIIMHCTBE
CIy4aeB IIOTEPHEBIINE CAMOCTOSATENIBHO IEPECHUIANN 3JI0YMBIIUIEHHUKAM,
noJyiarasi, 4ro OOIIAIOTCS C MOTEHIHAIbHBIM MAapTHEPOM [IJIsi 3HAKOMCTBA
MIPOTHUBOIIOIOKHOTO MOJIa;

3) cBs3aHBl C Yrpo30il MpUMEHEHUs Hacwiusd. B maHHBIX ciyyasx
yIpo3a MOCTyNaja IMOCJe TOro, KaK IMOTEPHEBLIME MBITAINCH JTO3BOHUTHCS
(Iub0 BenM MepenucKy) No adOHEHTCKMM HOMEpaM, yKa3aHHbIM B aHKETax
JEBYIIIEK, Pa3MEUIEHHBIX HA MHTEPHET-pecypcax IO OKA3aHUIO CEKCYyaJbHBIX

YCIYT.



2.BBIMOT'ATEJIBCTBA, COITPAKEHHBIE C
BJJOKMPOBAHUEM MOBHWJIBHBIX YCTPOHUCTB APPLE

[Ipexxne Bcero cieayer OTMETUTh, YTO MEXaHW3M OJOKHPOBAHUS
MOOWIJIBHBIX YCTPOUCTB Apple moTepneBmnX peann3yercss He MyTeM B3JioMa
onepannronHoi cucremsl 10S (1IPadOS, macOS, watchOS - B 3aBucumoctu ot
YCTPOWCTB), a TIOCPEJICTBOM METOJOB COIHMAIBHOW HWHXCHEPUH C
WCITOJIb30BAaHUEM JOBEPUMBOCTH I'PaK/IaH.

[Ipumeuanue: B manbHENIIEM Ui TIOHATHOCTH B KaueCTBE YCTPOMCTBA
OyneM roBoputh 0 MoOUIbHOM Tenedone 1Phone. Ho nannas cxema aktyanbHa
st moboro ycrporictBa Apple: Mac Book, iPad u nip.

Tak, 3m0yMBIIIJIEHHUKAMU MO/ Pa3TUYHBIMH OJIAarOBUAHBIM MIPEAJIOTaMU
BBIHYKJIAIOT coOeceHNKa BRIMTH 13 cBoero akkayHTa Apple (iCloud) u BoiiTu
Ha 1Phone B MoOIIEHHMYECKHM aKKayHT, Il YEro MPEJOCTaBISAIOT JIOTUH
(ampec SJIEKTPOHHOTO IOYTOBOTO SMMKAa) W Mmapoib. C 3TOr0 MOMEHTa
MOOWIBHBIA TeNedOH KEPTBHI «B pyKax» BeIMoraresiss. OH U3MEHSET Mapoib
OT yYeTHOW 3alliCH, 3HaHHE KOTOPOTO TPEOyeTCs JJIA BBIXOAA M3 Hee, MOCIe
4ero yJaajeHHo yepe3 oomaunbii cepBuc 1Cloud aktuBupyet dpynkuuto «Haiitu
iPhone», mepeBoas TakuM 00pa3oM YCTPOMCTBO B PEXHUM IPOMAXKU, U
MTOJTHOCTBIO OJIOKUPYET €TO.

Jlanee moTeprnieBIIeMy MPUXOAUT cooOmieHrue (MMOO0 BBHIBOAUTCS Ha
3a0JJOKUPOBAaHHOM DJKpaHe), 4YTo TenedoH 3a0JIOKMpOBaH, a A  €ro
pa30JIOKUPOBKM  HEOOXOAMMO  3alUlaTUTh  JEHBIHM. Takke  3a4acTyro
MIPEIOCTABISIETCSI KOHTAKT B Telegram nuiia, CmocOOHOTO PEIIUTH 3TOT BOTIPOC
(KaK TpaBWIO, 3TO U €CTh 3JIOYMBIIIJIEHHUK, 3a0JOKUPOBABIINN TeaedOH).
XapakTepHO, 4UYTO JaX€ TMPU BBIIOJIHCHUH TPeOOBaHMS BBIMOTATENS
pa30JIOKUPOBKA YCTPOMCTBA B TMOAABIISIIONIEM OOJBIIMHCTBE CIy4daeB HE
OCYIIIECTBIISICTCS.

CymiecTByeT HECKOJbKO OCHOBHBIX TPEIJIOTOB,  BBIHYXIAOLIUX
MOTEPIICBIINX BOWTH Ha CBOMX YCTPOWCTBAX B MOIICHHHYCCKHWN aKKayHT
Apple.

Ilpeonoz 1. Pexnama OecniamuvlX ucp u APULONCEHUL 8 COYUATbHBIX
Cemsix U MecceHoHcepax.

3OYMBIIIIIEHHUKH OCYIIECTBISIOT Pa3MEIICHUE PEeKIaMbl (Jalie BCEro
Buneoponuk B TikTok nmu6o B Telegram), B koTopo#t yka3piBaeTcsi O€CIIaTHBIN
croco0 ckadath Ha iPhone To wnu uHoe mpunoxenue (AyuGram, Telegram
Premium, no3BossitolMe YuTaTh yAaJleHHbIe COOOIICHUS, 3a0UpaTh «3BE3/bI»,
CKpBIBATh CTaTyC «OHJaWH U T.1.), urpy («PUBG Mobile», «Standoft 2» u ap.)
100 MOJI, TIOJTYUYUTh Ha CBOM 0ajlaHC UTPOBYIO BAJIIOTY.

JIJIsl yCTaHOBKHM JTAaHHBIX MPEIJIOKCHUHN 3JI0YMBIITUICHHUKHA TPEaiaraioT
KEPTBE BOWTH Ha TenedoHe B mpenocTaBicHHbI nMu akkayHT Apple (1Cloud).
[ToTeprneBmMMU B TaKWX CIydasX BBICTyNAIOT MOAPOCTKH, SIBISTIOLTUAECS
aKTUBHBIMH TIOJIb30BATEIISIMU COLIMANIBHBIX CETEH, - HauOoyiee ysA3BUMAs
KaTeropusi TpakJaH.

Ilpeonoe 2. «Cnomanca menegony. Okazanue nomowu ¢ ghaviiamu u3



oonaunozco xpanunuwia iCloud.

B nanHOM ciyuae mepBoHadanbHAs KOMMYHUKAIHS 3JIOYMBITTUICHHUKA H
KEPTBBI TIPOUCXOAUT B MPUIOKEHUSAX MO0 caiiTax ang 3HakoMcTB (Mamba,
Masked.love, Twinby, Mail.ru u ap.) mbo Telegram-uarax («Jleonapmo
JlalBUHYMK» W Jp.), TA€ MOIICHHUK BBICTYNIaeT B KayecTBe JIMIIA,
IPOTUBOIIOJIOKHOTO  T0JIa, KEJIAIOMIETO TMO3HAKOMHUTBCS. 3aTeM «HOBBIU
3HAKOMBIN» MEpPEeBOAUT OOIEHHE B MECCEHKEp, IJe MO Pa3InyHbIMU
npemyioraMu (Hanpumep, ciaoMaica TeiaedoH U HEeoOXOOUMO OYEHb CPOYHO
CKa4yaTh Kakue-1100 (ailyibl: KypCOBYIO WJIM Ba)KHBIE JOKYMEHTHI) BEIHYK/IA€T
MOTEPIICBIIIETO 3alTH B UYXKYyI0 YUeTHYIO0 3anmuch Apple Ha cBoem iPhone. [1pu
3TOM JIsi OOJBIIEr0 YOeAUTENbHOCTH TPHCHIIAET 3apaHee 3aroTOBJICHHBIC
¢dororpaduu pazdouToro TenedoHa, roao0CcoBbie COOOIIEHUS U BUACO3AMUCH.

[TonyyuB cormnacue, 3710yMBINUICHHUK BBICHUIAET JIOTMH M Tapojib, a
NOCJIe BXO/a MOTEPIEBIIMM B YUYETHYIO 3allCh MEHSET Mapojib U BKIIOYAET
PEKUM TIPOITAXKH.

IIpeonoe 3. Tpyooycmpoiicmeo.

3MOyMBININICHHWK ~ OCYIIECTBISIET pa3MeElIeHUue peKjIaMbl B CETHU
NHTepHET O MOWCK COTPYJHHMKA Ha BaKaHCHUIO, KaK MPABWIO CBS3aHHYIO C
TECTUPOBAHUEM MOOUIBHBIX TNpUIIOKEeHU 1751 ycTporctB Apple. Ilocne
YIAQUHOTO «IIPOXOXKJICHUSI COOECEIOBAHUS KEPTBE MPEIOCTABIACTCS JOTUH U
napojb JIJIs BXOJa B SIKOOBI KOPIIOPATUBHBIN akkayHT Apple, KOTOPBIH TOJDKEH
MCII0JIb30BaThCS AJIs pabOThI TMOO0 3arpy3Kd HEOOXOAUMBIX MPUIOKEHUH.

[Tocne Bxoma couckarenst Ha cBoeM i1Phone B mpemocTaBieHHYIO
YUYETHYIO 3amuch Apple OH OKa3bIBaeTCsd B JIOBYLIKE. 3aT€éM MPOUCXOMST
COOBITHSI, aHATIOTUYHBIE OMMMCAHHBIM BBIIIIC.

Ilpeonoe 4. Ilepexoo no ¢uwuneooii ccolixe.

B HekoTOphIX Ciyyasx «MHTEPHET-3HAKOMBI» BMECTO YOeKIeHUs
KEPTBbI BOMTH Ha CBOEM Ha Telie)oHE B MOIIEHHMYECKHI akkayHT Apple,
MOXET COpPOCHTHh CCBUIKY JUIsl CKauyMBaHUS TPWIOKEHUs, JMUOO BXOna B
obOnaynoe xpanunuine iCloud, rae Oyznet npennokeHo BBECTH JIOTHUH U Mapoiib
OT yueTHOH 3amucu Apple yxe co cTopoHbl morepneBuero. JlaHHasi cchlika
Oynmer sBIATHCS (PUIIMHTOBOM (MojjenbHOM). BBens aBTOpU3allMOHHBIE
JTaHHBIC CBOEU YUETHOM 3alliCH, OHU CPa3y K€ CTAaHYT U3BECTHBI BRIMOTATEIIO.
[locne cmeHbl Tapojsi TOCIEIHUNM HE TOJNBKO 3a0JOKHUPYET YCTPOMCTBO
KEPTBBI, a TaKXKe MOJYyYHUT JOCTYN K €ro JUYHBIM JaHHBIM ((ororpadum,
(aiiabl, 3aMETKH, TeONO3ULIKs, TTOYTa U JIp.), KOTOPble CUHXPOHU3UPOBAHbI B
00J1a4HOM XpaHUJIUIIIE.

BAYKHO

PaGoTHMKM  CEpBUCHBIX IEHTPOB HE OKa3bIBAIOT YCIYTd TIO
BOCCTAHOBJICHUIO yCTpoucTB Apple nubo ydernsix 3ammcedr 1Cloud,
3a0JIOKUPOBAHHBIX MOIIEHHUKaMH. Pa30loKupoBaTh Takoe YCTPOMCTBO
BO3MOXKHO TOJIBKO ITyTeM oOOpalieHus B CIykO0y TEXHUYECKOW IOMIEPIKKH
KoMITaHuM Apple, MPUI0KHUB TOKYMEHTHI, TIOATBEPKIAFOIINE 3aKOHHOCTh €T0



MPUOOpPETEHUS.

JInst 3TOro0 MOTEpHEeBIIMN JIOMKEH OOpaTUTHCS B CIIYXKOYy MOAJIEPKKHU
Apple mocpeactBom cepBuca Request Activation Lock  Support
[https://al-support.apple.eom/#/al/agreement] u  mpemoctraButh:  IMEI
YCTPOMCTBA; JOKa3aTelbCTBA TMOKYIKH yCTpoicTBa (dek, kopooka ¢ IMEI,
rapaHTUUHBIA TaJIOH); JOKAa3aTelIbCTBA €ro <JIETAJIbHOT0» WCIOIb30BaHUS
norepneBmuM (ydetHass 3anuch Apple moTepmneBiiero, MNPUBS3aHHbBIC
0aHKOBCKUE TUIATEKHBIE KAPTOUKH, TeJIe()OHHBIE HOMEPA U TOYTOBBIE SIIUKH);
00CTOSATENIbCTBA MPOTUBOMPABHOIO BXO/a (IIyTeM BBEACHUS B 3a0yK/ICHUE) B
MormeHHu4eckuii Apple ID.

[Ipomiecc BOCCTaHOBIEHUS uepe3 CIyXOy MOAACPKKH 3aHUMAET OT
HECKOJIbKUX JHEW 0 HENEeNH, MPU STOM YCTPONUCTBO MOXKET OBITh COPOIIECHO
710 3aBOJICKMX HACTPOEK (BCE TaHHbBIC YAAISATCS).

3anomuute! Hactpoiiku iPhone ne nist urp!

. HUKOIJIa U HE MO/l KAaKUM MPEJIOTOM HE BXOAUTE Ha CBOEM MOOWIIBHOM
YCTPOMCTBE B UYXKYIO YUETHYIO 3anmuch Apple, naxe eciiv Bac 00 3TOM IPOCUT
JpYT U TeM 0oJiee - HE3HAKOMbIN YEJIOBEK U3 UHTEPHETA;

. HUKOMY HE COOOIIaiiTe Ballly JJOTUH U Mapojib OT akkayHTa Apple;

. HE TMEpeXOAWTe IO HEU3BECTHBIM CChUIKaM, IME€pPECIaHHbIM BaM
HE3HAKOMBIM YEJIOBEKOM; HE BBOJIUTE HA MOCTOPOHHHUX CalTax CBOU JIOTHH U
napoJib ot akkayHta Apple iCloud.

CoBeT poauTtessiM, YbH A€TH MCHOJb3YIOT MOOHJILHbIE YCTPOMCTBA
Apple.

Jlnst Toro, yToOBbl Ball peOEHOK HE CMOT OCYIIECTBUThH BBOJ| JIOTMHA U
Mapojisi MPEJOCTABIECHHBIX 3JIOYMBIIIUICHHUKOM, JOCTaTOYHO YCTaHOBHUTH
POIUTENBCKUM KOHTPOJb. OH HUKAK HE OTPAaHUYMBACT JCHCTBUSA peOEHKa B
(dyHKIIMOHATE MOOWMJIBHOTO YCTPOWCTBA, a TOJIBKO 3amlpeliaeT BBIUTH W3
yueTHoM 3anucu Apple, a Takke BOCIIONIB30BaThCS MIIATEKHBIMHU CPEJICTBAMH.

3.BBIMOTI'ATEJIbCTBA, CBSA3AHBIE C ITIN®POBAHUEM
®ANJITOBON CUCTEMbBI HA CEPBEPAX IIPEJIITPUSTUN
Momenanueckas cxema mudpoBanus ¢GaloB Ha CepBepax MPEANPHUSTHH,
W3BECTHAs KaK araka C MCIOJb30BaHUEM TPOTPaMM- BBIMOTATENCH
(i ppoBaNBITUKOB), SBISETCA OMHOW U3 HAMOOJee OMAaCHBIX KHOEpyTrpo3 ajis
OuzHeca. 3JOYMBIIUICHHUKA TMPOHUKAIOT B CE€Th, 4YTOOBI 3almmgpoBaTh
KPUTUYECKHU BaXKHBIEC IAaHHBIE U TOTPEOOBATh BHIKYI 32 UX BOCCTAHOBJICHUE.

KAK ITPOUCXOIUT ATAKA?

CoBpeMeHHBIE aTakh MHU(POBATIBITUKOB — O3TO HE aBTOMATHYCCKUU
BHPYC, a XOPOIIO CIUTAaHUPOBAaHHAS OIepanus, yrpasisemMas ToapbMu. Ee
MOXKHO Pa3/IeINTh Ha HECKOJIBKO ITAIOB:

l.IlponnkHOBeHHE B ceThb. HauanbHbId AOCTYIl 3J0YMBILLICHHUKA
MOJIYYarOT PA3IMYHBIMU CIIOCOOAMMU:

(UITMHT: MacCOBbIE€ WJIM I1I€JIEBbI€ PACCHUIKM THMCEM COTPYIHUKAM.
Hampumep, THMCBMO  MOXET  MAaCKHPOBAaThbCS IO HAKIAJHYIO  OT



«1C:Ilpennpusarre» ¢ BIOKEHHBIM apXUBOM, BHYTPU KOTOPOTO HaXOJIUTCS
BpPEJIOHOCHBIN (paiii;

araka Ha yJaJCHHBIH TOCTYI: B3JIOM CJIa003alUIIEHHBIX TOYEK BXOJa,
takux kak RDP (mpotoxon yganenHoro padouero crona), VPN wiu cepBepsl C
YSI3BUMOCTSIMU .

UCII0JIb30BaHuE JIETUTUMHOTO [110: 310yMBITUIEHHUKHA MOTYT IPUMEHSTh
JerajbHble MPOTrpaMMbl JUisi MOHMTOpuHra (Hampumep, Mipko Employee
Monitor), 4YTOOBI OCTaBaTbCAd HE3AMEUYECHHBIMH M M3y4aTb AaKTUBHOCTH
COTPY/IHMKOB, IIEPEXBAThIBATh HAXKATHUS KJIaBUII U Oydep oOMeHa .

2.3akperieHue W paspeaka. l[lomaB BHYTpb, 3JIOyMBIIUIEHHUKH HE
HauuHaoT mudpoBanue cpazy. OHM U3y4alOT CE€Th, UILYT LEHHBIE AHHBIE,
MOBBIIIAIOT CBOM IPUBUJIETHH, MOJIYYarOT JOCTYII K KOHTPOJUIEpaM JIOMEHA H,
YTO CaMO€ Ba)XHOE, HAXOIAT M CTaparoTCsl BBIBECTH U3 CTPOS pPE3EPBHBIC
KOTHH. DTOT ATAl MOXKET JJIUTHCS HEACIAMH.

3.IloaroroBka k ¢uHanpHOM arake. [lepen 3amyckom mmmdpoBaIbLIIKa
MPECTYMHUKH YacTO KpaayT KOH(PHUACHIMAIbHBIE TaHHbIC. DTO JENAeTCs IS
JBOMHOIO WIAHTa)Xa: OHMU YIPOXKAIOT HE TOJIbKO HaBCerna 3abjJoKHpOBaTh
(paiinibl, HO U OMYOJIMKOBATH YKPAJICHHYIO HH(OPMALIMIO B UHTEPHETE .

4.3anyck mmu@poBaHus. B HazHaueHHbBIII MOMEHT Ha BCEX KIIIOUEBBIX
cepBepax M pabouMx CTAHIMAX 3allyCKaeTcs BpeAoHOCHas mporpamma. OHa
HauMHaeT MaccoBo wmmdpoBars gokymeHThl (Office, PDF, 0a3pl naHHbIX,
MCXOJIHBIM KOJI ¥ T.J1.), YaCTO NIEPEUMEHOBBIBAs UX U OCTABJISS B KOXKI0M Marke
¢daiin ¢ TpeboBaHnuem BblKyna. CoBpeMEHHbIE IMH(PPOBAIBIIUKU TaKXKE
VHUUYTOXKAIOT TeHeBble Komuu TOMOB (VSS) u OTKIIOYAOT CpeicTBa
BOCCTAHOBJICHUS CUCTEMbI, YTOOBI Yy >KEPTBBI HE OCTaJIOCh MPOCTHIX IyTEeH
OTKara.

KAK BAHIUTUTHCA OT NP POBAJIBIIIUKOB?

3amuTa AOKHA OBITh MHOTOYPOBHEBOW M CTPOUTHCS Ha TMPUHITUTIC
«JIOBEPSI, HO TIPOBEPS», a TaKkKe HAa TOTOBHOCTH K TOMY, UTO aTaka MOXKET
MIPOU30UTH B JIFOOOI MOMEHT.

Texauueckue Mepbl 3aUTHl THOPACTPYKTYPHI.

*Henpukacaembie pe3epBHble Konuu (mpaBuiio 3-2-1). D10 camblii
IIaBHBIA MYHKT. Y Bac JOKHO ObITh KAK MUHUMYM TpU KOIUU JAHHBIX, HA
JBYX pa3HbIX HOCUTEJSIX, U OJIHA KOMHUS 00S3aTeIbHO JOJKHA XPAHUTHCS BHE
OCHOBHOM MH(PpACTpyKTyphl (0diaiiH), 4ToObI 3I0YMBIIIJIEHHUKA HE MOTJIH J10
Hee goOparbcsi. B 00nmauHbIX cpeax CTOUT HMCIOJb30BaThb HEU3MEHSIEMbIE
(immutable) pe3epBHbIE KONHMH, KOTOPbIE HENNb3 U3MEHUTh WJIU YAAIUTH J1aKe
MIPU KOMIIPOMETAIINH YYETHOMN 3allMCH aJIMUHHCTPATOpA.

[IpyHIMIT MUHUMAJIBHBIX MPUBWIETUN. Y COTPYIHUKOB JIOJKEH OBITH
JOCTYyIl POBHO K TE€M JaHHBIM, KOTOpblE HEOOXOAMMBI Iisi padOThl, U HE
Oonbllle. AJIMUHUCTPATUBHBIE YUYETHBIE 3alMCH JOJIKHBI HCIOJb30BaThCS
TOJIBKO J1JIS BHITIOJTHEHUSI KOHKPETHBIX 3a/1a4.

*Muorodakropnas ayreHtudukamus (MFA). O06s3aTenbHO BKIIOUUTE



MFA Be3ne, 1€ 3TO BO3MOXHO: Juisi JocTyna K mnoute, VPN, o0iauyHbIM
CepBHCAM U, KOHEYHO, K KOHCOJISIM aJJMUHUCTPUPOBAHUS CEPBEPOB.

*Cermentanusi ceTu. KpuTudecku BakHbie cepBepbl ((aiinoBsie,
PE3EpBHOTO KOMUPOBAaHMsI, 0a3bl TaHHBIX) JOJKHBI HAXOAUTHCSA B OTACIBHBIX
BUpTyanbHbiX ceTsiXx (VLAN) ¢ jkeCTKMMH MpaBWJIaMH J0CTyIa. JTO HE JIacT
aTake C 3apa)KEHHOr0 KOMITbloTepa Oyxrajarepa ObICTPO MEPEKUHYThCS Ha BCE
XpaHWIUIIA.

*O6noBienue 10 u nonutuku 3amycka. CBOEBPEMEHHO YCTaHABIMBANUTE
oOHOBIIeHUST Oe3omacHOCTH. Mcmonb3yiiTe Oenble CHUCKUA MPUIIOKEHUN
(AppLocker, WDAC), 49ToOBl 3ampeTuTh 3allyCK HEMOANHUCAHHBIX WIIH
Hepa3pelnieHHbIX MPOrpaMM, BKITIOUAsi HEU3BECTHBIC MIN(DPOBATBITUKH .

YTO HE HAJIO JEJATH PABOTHUKAM HPEJINPUSTUI?
IMPABUJIA IU®POBOMW I'MTUEHBI.

Camast coBepllieHHasl 3alluTa MOXET PYXHYThb M3-3a OAHOW OLIMOKH
corpynHuKa. [loaTomMy nepcoHany KaTeropu4eCKy HEIb3:

l.mepexonnuTh Mo MOAO3PUTEIBHBIM CCBUIKAM U OTKPBIBaTh BIOXKEHUS B
IMCbMAaX OT HE3HAaKOMIUEB, HaXX€ €CIM OHU BBINIAIAT KaK JOKYMEHTHI OT
KOHTPAreHTOB WU IT'OCOPTaHOB;

2.Mcrnonb30BaTh ciabple maponu (tuma "password 123", "Qwerty" uiam
"1C") 1 3anuChIBaTh UX HAa CTUKEPAX, MPUKICECHHBIX K MOHUTODY;

3.moAKIIOYaTh K pabo4YuM KOMIIbIOTEpaM JIMYHbIE WM HaWJEHHBIE
USB-HakonuTenu, KOTOpble MOTYT OBITh 3apaKEHbI;

4 MTHOPUPOBATh  HEOOBIYHOE  TOBEACHUE  KOMIbIOTEpa  (pe3koe
3aMeJJIeHHE, HEBO3MOXKHOCTh OTKPBIThH (Pailiibl, MOABIEHUE CTPAHHBIX (ailioB
c TpeOOBaHMEM BbIKyNa). B Takoil cuTyalnu HYKHO HEMEUIEHHO OTKJIFOUYUTH
KOMITBIOTEP OT ceTu U cooomuTs B 1 T-oTnem;

5.mepenaBaTh JIOTMHBI W HApoOJM KOJJIEraM MO Telne(poHy WU B
MECCEHJIKEpax.

YTO JIEJATD, ECJIU ®AWJIBI YKE 3AIIIAN®POBAHBI?

Ecnu Gena Bce-Taku Cilyuuiach, IIaBHOE MPABWIO — HE MAHUKOBATh U
HE IUIaTUTh BBIKyI. llnarexx He rapaHTUpyeT BO3BpaT [aHHBIX W JIUIIb
(¢uHaHCHUpYeT MadbHEUINe aTaKu MPECTYITHUKOB.

[Inan nelcTBUN MTOJDKEH BRITTISACTD CIASAYIONIUM 00pa3oM.

l.30mupoBare 3apak€HHbIE CHUCTEMBbI. HeMEQIEeHHO OTKIHOYUTE
3apaKCHHBIE KOMITBIOTEPHI M CepBepbl OT ceTU ((PU3MYECKH BBIJEPHUTE
ceTeBOM Kalesb). DTO MOXKET OCTAaHOBUTH pacHpocTpaHeHHe MUppoBaHUs HA
IpYTrUe yCTPOMCTBA.

2.Coo0uute 0 mpobneme. HememneHHO yBemIOMHUTE PYKOBOACTBO U
otaen nHGOPMAIIMOHHON Oe30macHOCTU. Ecii B KOMITAaHUM €CTh PerIaMeHT 10
pearupoBaHUIO HA UHIIUACHTHI, CIICIYHUTE EMY.

3.0nenutrp ymepd W Havyarh BOCCTaHOBiIeHWE. Bwmecte co
CIIeIMAIMCTAMK OTpeJeuTe, KaKkue CUCTEeMbl 3aTpoHYThl. Eciu y Bac ecTh



YUCTBIC, HE 3aTPOHYTHIC aTaKOW PE3EPBHBIE KOMMU, MOKHO HAYUHATH MPOILECC
BoccTaHOBJEHUs. {151 3TOro norpedyeTcs MoaHOCThiO epeyctaHoBuTh OC Ha
3apaKEHHBIX MAIIMHAX U TOJIBKO MOCJIE ATOr0 BOCCTAHABIMBATH JIAHHBIE.

4.00patuThCad B MUJUIMIO. JTO HE MPOCTO PEKOMEHIAIMS, & BaXKHBIM
mar s opunmanbHol (ukcanuu npectyruieHus. [IpeacraBurens KOMIaHUU
(PyKOBOIUTENIb WM OTBETCTBEHHBIM 3a HMH(POPMAIMOHHYIO 0€30MaCHOCTH)
JIOJDKEH Harucarhb 3asBieHue. Heo0xonumo npeiocTaBuTh JIFOObIE MaTepuaibl,
KOTOpBbIE MOTYT NIOMOYb PacCEAOBaHUIO: MEPENUCKY C BbIMOTATEISIMU (€CIU
oHa Obu1a), [P-ampeca, oOpa3iibl 3amudpoBaHHbIX (PaiiinoB (s HOCIeAyOMIEH
nepeaade dKcnepram) u paityioB ¢ TpeOOBaHUSIMU.

CHEAYET INNOMHUTD: araku mm@poBagbIIMKOB - 3TO BOMPOC HE
«ecnn», a «kormay. llosromy kimrod K HWHGOPMAIMOHHOM O€30MacHOCTH
NPEANPUATUS - HAJIEKHBIE U30JIMPOBaHHBIE O3Karbl, 00yUYE€HHbIE COTPYIHUKH U
OoTpaOOTaHHBIN IUIAH ACUCTBUM HA CTydail MHITUCHTA.

4.BBIMOT'ATEJIBCTBA, PACITPOCTPAHEHUSA
HOTEPIIEBHIUX JIUBO CBA3AHHBIE C YIPO301
JAYHOMMH®OPMALIMM HHBIX CBEJEHUWI, KOTOPBIE
MNOCJIEJHUE KEJIAJIA COXPAHUTH B TAMHE

[Ipu paHHOM BHJE BBIMOTATEILCTB B MOJABISIONIEM OOJBIITUHCTBE
ClIy4yaeB OOBEKTOM MPECTYIUICHUS SBISIOTCS (oTorpaduu M BHUICO3ANMKUCH
MHTHMHOIO XapakTepa MOTEpIIeBIIEro, Mepenrucka Ha CEKCyallbHYI0 TeMY JTM00
MHasg KOMIIPOMETHUpYIoLas nH(popmanus.

[lepBoHauanbHasi KOMMYHHUKALMS  3JOyMBIIIJIEHHUKA UM KEPTBBI
MIPOMCXOAWT B TIPUIOKCHHAX JUOO caitax s 3HakoMcTB (Mamba,
Masked.love, Twinby, Mail.ru u ap.) mbo Telegram-uarax («Jleonapmo
JlaiiBUHYMK» W JOp.), TA€ MOIICHHUK BBICTYNIaeT B KayecTBe JIMIIA,
IPOTUBOIIOJIOKHOTO TI0JIa, JKENAOIIETr0 TMO3HAKOMUTHCA. 3areM OOIleHue
JOBOJILHO OBICTPO MPHOOPETAET CEeKCyaldbHBIN MoaATeKcT. «HOBBIM 3HAKOMBII
npeajiaraeT OOMEHSTbCd MHTUMHbIMU  (ororpadussmu. Ilpm stom  miis
00JbIIEr0 yOeIUTENbHOCTH MPUCHUIAET 3apaHee 3arOTOBJICHHBIE SIKOOBI CBOU
dotorpadun 11bO0 BUACO B OOHAXKEHHOM BUJIE.

B cayuae, ecnm keprBa «IOBEJach» Ha JAHHOE MPEIJIOKEHUE U
cOpocusia CBOM HWHTHUMHBIE (oTorpaduy WM BHJIEO, 3JIOYMBIIUICHHUK HX
coxpansieT. [Ipu sToM oTHpaBieHHE CAMOYHUYTOXKAIOUIUXCS COOOIICHUN He
NOMOXET, TaK KakK »JKpaH Bcerga MOXHO cdoTtorpadupoBarb JIpyrum
ycTpoicTBOM. OJHOBPEMEHHO C 3TUM BBIMOTaTelb COOMpAET MH(MOPMAIUIO O
KEepTBe B ceTU VIHTEpHET: HaXOAWUT CTPAHMIBI B COLMAIBHBIX CETHX,
aHAJIU3UPYET JaHHBIE W3 OTKPBITBIX HCTOYHUKOB, Y3HAeT Kpyr Ipy3eill u
POJICTBEHHHMKOB, MECTO palOThl. 3aTeéM 3J0yMBIIUJIEHHUK COOOIIAET, YTO
pacnpoCTpaHUT MMEIOIINECS y HEro MHTUMHBIE (oTorpaduu mOTEpHeBIIETO
CpeIH €ro JIpy3eil U 3HAaKOMBIX JIMOO BBUIOKUT B OTKPBITBIA JOCTYII, €CIIH EMY
HE 3aI1aTaTh 33 UX HEPACIIPOCTPAHECHUE.

Eciun xe B Xome HHTEPHET-NEPENUCKU BBIMOTaTelio HE YIajJoCh



MOJIYYUTh MHTUMHBIE H300PAKEHUSI KEPTBHI, OH MOXET H3TOTOBUTH UX C
MOMOIIBI0  Pa3IMYHBIX  (POTOPENAKTOPOB,  HMCHONB3ysd  (Qororpaduu
cobeceHUKa M3 €ro COIHMAIbHBIX ceTel. TakKe 3J0yMBIIUICHHUK MOXKET
YIpOXaTh OMNIACKOM COCTOSIBUIEHCS MEPENUCKHM Ha CEKCyaJbHbIE TEMBI,
JOTOJTHUTENBHO COOOIIMB, YTO SIBJISIETCS HECOBEPIICHHOJIETHUM, TaKUM
0o0pa3oM HaMmeKas O BO3MOXHOCTU TPHUBIICUEHUS JKEPTBBI 32 «COBpAIICHUE
MaJIOJICTHETOY.

B HeKOTOpBIX Cllydasix «MHTEPHET-3HAKOMBI MOXKET COpOCUTH (DUIIIMHTOBYIO
CCBUIKY, HalpuMep, JUIsi IpocMoTpa (PoTo B 00JIAYHOM XPAHWIMIIE JIMOO €ro
BHJICO HAa PA3JIMYHBIX CTPUMUHIOBBIX cepBHcax. [lepeiins mo cchuike U BBEAsS
CBOM JaHHBIE (KaK TIpaBUJi0, AaOOHEHTCKHUH HOMEp U TOJyYECHHBIN
KOJI-TIOJITBEPKACHUE) 3JIOYMBIIUICHHUK TOJIy4aeT JIOCTyIl K MECCEHIKEepy
KEPTBBl U €ro COLMAIbHBIM CETSIM. B TakoMm ciiyyae BbIMOrareiib MOJy4aeT
JOCTYI KO BCEM KOHTaKTaM M MEpenucKaM MOTEPIEBIIETO, a P HAIUYUM B
HUX HHTUMHBIX (OTO WM BUIEO (HApuUMep, NpH OOIMIEHUH C APYTUMH
JEeByIIKamMH) JTHOO MHOM KOMIIPOMETHPYIOIIEH MH(OpMauu, UCHOJIb3YET €€
[0 BBIIICONMCAHHOMY MPUHLKMNY. B JaHHOM cilyyae cuTyalusl ycyryomnsercs
TEM, YTO 3JI0yMBIIUJICHHUK BUJIUT BCE PEATbHBIC KOHTAKTHI KEPTBBI, a TAKXKE
MOXKET HCIOJb30BaTh €€ JIMYHBIE YYETHBIE 3aMKCH JJISI COBEPIICHUS WHBIX
MOIIIEHHUYECKUX JEHUCTBUM (MMPOCUTH OJOJIKUTH ICHBIU, IEPEBECTU CPEIICTBA
Ha OJIarOTBOPUTENHHBIN COOp U T.1I.).

3anomuute! HacTpoiiku iPhone ne nist urp!

*HUKOTJIa HE OTIpPAaBISTE CBOU HMHTUMHbIC (QoTtorpaduri U BHJEO
HE3HAKOMIIAM U3 UHTEPHETA;

*HE OCTaBJsiiTe B cetu MHTEepHET 0 cebe MuYHyr0 WH(POPMAINIO W HE
JEIUTECH C HEW C HE3HAKOMIIAMU;

*CKpOWTE JaHHbIE O cebe B HACTpPOMKax KOH(MUICHIMAILHOCTH B
COLIMAJIbHBIX CETAX U MECCEH]IKEPax;

*HE TIEPEXOJAUTE TI0 HEU3BECTHBIM CChUIKAM, TIEpPECIaHHBIM BaM
HE3HAKOMBIM YEJIOBEKOM; HE BBOJMTE Ha MOCTOPOHHUX CAMTax CBOU JINYHBIE
JTAHHBIE U KOABI U3 COOOIIIEHUIA.

TAKXKXE CIEAYET [IIOMHHUTD, 4d4ro  U3roToBI€HHE U
pactmpoCTpaHeHHE  TOPHOTPpAPUYECKHX  MaTepuagoB WIA  MPEIMETOB
MOPHOTPAPUIECKOTO XapaKTepa BICYET 3a COOOM MPUBJICUCHHE K YTOJOBHOM
OTBETCTBEHHOCTU 1O CT. 343 VYronoBHoro koxaekca PecmyOnuku bemapych ¢
NPUMEHEHNEM HaKa3aHUsl BIUIOTh JI0 JIBYX JIET JUIIEHUS CBOOO/IBI.

5.BBIMOTI'ATEJIBCTBA, CBS3AHHBLIE C YI'PO30M
INPUMEHEHHUS HACWINMA, IIOCJ/IE HOCEIEHUSA CAMTOB IO
OKA3AHUNIO CEKCYAJIBHBIX YCIIYT

3JI0yMBIIJIEHHUKY Ha Pa3JIMYHBIX calTaX IO OKa3aHUIO CEKCyaJbHBIX
yCIyTr pa3MENIaloT aHKEThl JEBYIIEK, B KOTOPHIX 3a4acTyl0 B Kau€CTBE
KOHTAKTHOTO YyKa3bIBAlOT AO0OHEHTCKUU HOMEp OeIopycCKoro omeparopa
MOOWJILHON CBS3H.



[ToTepneBire, HAXOAsCh B MOUCKAX MOAOOHBIX YCIYT, O€3pe3yabTaTHO
MBITAIOTCS JIO3BOHUTHCS TIO0 YKa3aHHOMY B aHKeTe aOOHEHTCKOMY HOMEpY
(TpyOKy HHKTO HE CHUMAET).

B mocnenyromiem, Kak MpaBWIO HA CIEAYIOMIHUA JI€Hb, MOTEPIEBIIUM
MOCTyNaeT TeleQOHHBIA 3BOHOK, B XOJI€ KOTOPOTO JIUIIO C BBIPAXKEHHBIM
KaBKAa3CKUM aKI[EHTOM B TOJOCE COOOIaeT, 4YTo 110 MPUYUHE 3BOHKA
MPOU30NIIIO0 «OJIOKUPOBAHUE KAacChl» (MO0 WHBIE NPUYUHBI), BBUIY YEro
«JIEBYIIIKM HE MOTYT paboTtarb». B Xo/ie 3BOHKA 37T0YMBINIJICHHUK MPEJIaraet
pPEUINTh BOMPOC «TUXO-MUPHO», TMOIMOJHUB OalaHC «KACChI», TEM CaMbIM €€
pa3onokupoBarh. B nanbpHENIEM TPOUCXOANUT JABICHUE B CTOPOHY KEPTBHI U
CKJIOHEHHE K TIEPeBOMy BCE OONBIIMX CYyMM JEHEXHBIX CPEICTB IO
pPa3JIMYHBIMU MPEAJIOraMy, B TOM YHCIIE BBICKA3bIBAIOTCS YIrPO3bl KU3HU U
3JI0POBbIO MOTEPIIEBIIETO JINOO €ro OIM3KUX POJICTBEHHUKOB.

B nmocnenyromem oO0IeHHEe TEPEBOJUTCS B MECCEHIUKEP, Kyia
cOpachIBalOTCSl PEKBU3UTHI, HA KOTOPhIE HEOOXOAUMO MEPEUUCTUTD JCHEKHbIC
CpeAcTB (Kak MmpaBuio, p2p nepeBojnl). Tyma ke morepreBiine cOpachlBarOT
ANIEKTPOHHBIE YEKH KaK MOJTBEPKJICHHUE O MEPEBOJIC IEHEKHBIX CPECTB.

B HexoTOphIX Ciyuyasx Ha 3BOHKHM WJIM COOOIIECHMS MOTEPHIEBIIUX MPHU
MOCEIIEHNH UHTEPHET-CAaUTOB OTBEYAET SKOOBI JIEBYIIIKA U JOTOBAPUBACTCS O
BCTpede, ISl 4ero TpeOyroTcs NpenoIuiarbl B KauecTBe TapaHTuu. B
NEUCTBUTEILHOCTH HUKAKOW JEBYIIKA' HE CYIIECTBYET, a 3JIOYMBIIUICHHUKU
MPOCTO UMUTHUPYKOT KEHCKMM TroJsioc. llocne coBepiieHuss JTaHHOU
MOIIIEHHUYECKOM CXEMbl TaKXe CJICAYIOT 3BOHKH IO BBIIICOMUCAHHOMY
MPUHIINITY.

CJIIEAYET INOMHMUTD! Peknama ycinyr CekCyallbHOTO XapakTepa B
Pecny6nuke bemapyce 3ampemniena. OTka3 oT mooOHOTO JOCyra HE TOJIBKO
yOepeKeT Ballle 3J0pOBbE, HO U JICHBIH.

Arperarop MOIIEHHHYECKHX
Be0-pecypcoB, aKKayHTOB B
COUMAJILHBIX CETAX U
MecCeH/Kepax

@BORISOVSTOPSCA
M_BOT



