
Dreamcoin Privacy Policy 

Introduction 
Dreamcoin LLC ("we," "our," or "us") is committed to protecting the privacy of our users. This 
Privacy Policy explains how we collect, use, disclose, and safeguard your information when 
you use our Dreamcoin Telegram App (the "App"). 

Purpose of the Privacy Policy 
This Privacy Policy is designed to help you understand: 

●​ What information we collect about you 
●​ How we use the information we collect 
●​ How we store and protect your information 
●​ Your rights regarding your personal information 

We encourage you to read this Privacy Policy carefully. By using the App, you agree to the 
collection and use of information in accordance with this policy. 

Brief Description of the Dreamcoin Telegram App 
The Dreamcoin Telegram App is a gaming platform that combines elements of 
chance-based gameplay and village-building mechanics. Users can earn virtual rewards 
through various activities, including: 

●​ Spinning a wheel of fortune 
●​ Completing tasks and achievements 
●​ Building and upgrading virtual villages 
●​ Inviting friends 

The App features a unique gameplay experience where users progress through levels, earn 
rewards, and participate in various in-app activities. It also incorporates Web3 technology, 
providing each user with a self-custodial wallet for managing their earned rewards. 

Our commitment to your privacy is paramount as you enjoy the engaging and rewarding 
experience of the Dreamcoin Telegram App. 

Information We Collect 
To provide you with the best possible experience and to ensure the proper functioning of the 
Dreamcoin Telegram App, we collect certain information. We are committed to collecting 



only the minimum amount of data necessary to operate our services effectively. Here's an 
overview of the information we collect: 

1.​ Public Information from Telegram Profile 
○​ Your Telegram username 
○​ Your profile picture 
○​ Any other publicly available information on your Telegram profile 

2.​ In-Game Information 
○​ Virtual rewards earned 
○​ Number of referrals 
○​ Completed tasks and achievements 
○​ Session time and frequency of app usage 
○​ Level progression and village development 
○​ Other basic features and gameplay statistics 

3.​ Language and Geographical Location 
○​ Your preferred language setting 
○​ Your general geographical location (country or region) 

4.​ Web3 Wallet Information 
○​ Public key of your self-custodial wallet 

We adhere to the principle of data minimization. This means we make efforts to limit the 
collection of personal data to what is directly relevant and necessary for the purpose of 
providing and improving our App's functionality. 

It's important to understand that we do not store any data beyond what is listed above. We 
do not have access to your private Telegram messages, contacts, or any information not 
explicitly mentioned in this section. 

How We Use Your Information 
At Dreamcoin LLC, we are committed to using your information responsibly and only for 
purposes that enhance your experience with the Dreamcoin Telegram App. Here's how we 
use the information we collect: 

1.​ Core Functionality 
○​ Managing your account and progress 
○​ Providing and tracking rewards 
○​ Facilitating interactions with other users (e.g., referrals) 
○​ Ensuring the proper operation of game features 

2.​ Analytics 
○​ Analyzing gameplay data to balance and enhance game mechanics 
○​ Monitoring app performance and identifying areas for improvement 
○​ Understanding user behavior patterns to optimize features and user interface 
○​ Evaluating the effectiveness of different tasks and rewards 
○​ Detecting and preventing potential fraud or misuse of the App 

3.​ Communication 
○​ Respond to your inquiries or support requests 
○​ Send important updates about the App or your account 



○​ Provide you with news about new features or promotions (where permitted by 
law) 

4.​ Web3 Functionality 
○​ Associating your public wallet key with your account for reward distribution 
○​ Facilitating future airdrop distributions (when implemented) 

We want to assure you that: 

●​ We do not sell your personal information to third parties 
●​ We do not use your information for purposes other than those described in this 

Privacy Policy without your consent 
●​ We implement appropriate technical and organizational measures to protect your 

information 

Data Storage and Security 
At Dreamcoin LLC, we take the security and privacy of your data seriously. We implement 
robust measures to protect your information and ensure it's used only for the purposes 
outlined in this Privacy Policy. 

Limitations on Data Storage 

We adhere to strict data storage limitations: 

●​ Minimal Data Collection: We only collect and store data that is essential for the 
operation of the Dreamcoin Telegram App. 

●​ No Sensitive Data: We do not collect or store sensitive personal information such as 
financial details, government-issued IDs, or precise location data. 

●​ Data Retention: We retain your data only for as long as necessary to provide our 
services and comply with legal obligations. 

●​ Third-Party Limitations: We do not sell your data to third parties or allow them to 
access your personal information unless required for specific App functionalities. 

Security Measures 

We implement various security measures to protect your data: 

●​ Encryption: All data transmitted between your device and our servers is encrypted 
using industry-standard protocols. 

●​ Secure Infrastructure: Our servers are hosted in secure data centers with strict 
access controls and monitoring. 

●​ Access Controls: Only authorized personnel have access to user data, and this 
access is logged and regularly audited. 

●​ Regular Security Audits: We conduct regular security assessments and penetration 
tests to identify and address potential vulnerabilities. 

●​ Data Anonymization: Where possible, we anonymize data used for analytics to 
protect individual user privacy. 



●​ Incident Response Plan: We have a comprehensive plan in place to respond quickly 
to any potential data breaches or security incidents. 

●​ Employee Training: Our team undergoes regular training on data protection and 
security best practices. 

User Responsibilities 

While we take extensive measures to protect your data, the security of your account also 
depends on you: 

●​ Keep your Telegram account secure, as it's linked to your Dreamcoin App account. 
●​ Do not share your account credentials or Web3 wallet seed phrase with anyone. 
●​ Be cautious when accessing the App from public or shared devices. 

Compliance with Regulations 

We comply with applicable data protection regulations and are committed to adapting our 
practices as these regulations evolve. 

Web3 Wallet 
The Dreamcoin Telegram App incorporates Web3 technology, providing each user with a 
self-custodial wallet. This section explains the nature of this wallet and your responsibilities 
regarding its use. 

Self-Custodial Nature of the Wallet 

●​ Definition: A self-custodial wallet means that you, the user, have full control and 
responsibility over your digital assets. 

●​ Ownership: The wallet associated with your Dreamcoin Telegram App account is 
solely owned and controlled by you. 

●​ Access: We do not have access to your wallet or the ability to conduct transactions 
on your behalf. 

●​ Independence: Your wallet exists independently of Dreamcoin LLC. Even if our 
services were to become unavailable, you would still have access to your wallet and 
its contents through the seed phrase. 

User Responsibility for Seed Phrase 

The seed phrase is a crucial component of your Web3 wallet: 

●​ What is a Seed Phrase: A seed phrase (also known as a recovery phrase or 
mnemonic) is a series of words that gives you access to your wallet and its contents. 

●​ User Responsibility: You are solely responsible for the safekeeping of your seed 
phrase. 



●​ Importance: If you lose your seed phrase, you may permanently lose access to your 
wallet and any assets it contains. Neither Dreamcoin LLC nor anyone else can 
recover your seed phrase for you. 

Our Non-Storage of Seed Phrases 

To ensure the security and true self-custodial nature of your wallet: 

●​ No Storage: Dreamcoin LLC does not store, have access to, or have any way to 
recover your seed phrase. 

●​ No Backups: We do not keep any backups of your seed phrase. 
●​ No Transmission: Your seed phrase is generated locally on your device and is never 

transmitted to our servers. 
●​ Limited Assistance: Due to this policy, we cannot assist in recovering lost seed 

phrases or accessing wallets if you lose your seed phrase. 

Sharing of Information 
At Dreamcoin LLC, we are committed to protecting your privacy and maintaining the 
confidentiality of your personal information. This section outlines the limited circumstances 
under which we may share your data and how we do so. 

When We Might Share User Data 

We do not sell, trade, or rent your personal information to third parties. However, there are 
certain situations where we may share your data: 

●​ Service Providers 
●​ Legal Requirements 
●​ Protection of Rights 
●​ Business Transfers 
●​ With Your Consent 

How We Share User Data 

When we do share your information, we do so with caution and under strict conditions: 

●​ Data Minimization 
●​ Contractual Obligations 
●​ Anonymization 
●​ Security Measures 
●​ Transparency 

User Rights and Choices 
At Dreamcoin LLC, we respect your right to control your personal information. Depending on 
your location and applicable laws, you may have the following rights: 



●​ Right to Access 
●​ Right to Rectification 
●​ Right to Erasure 
●​ Right to Restrict Processing 
●​ Right to Data Portability 
●​ Right to Object 
●​ Right to Withdraw Consent 

To exercise any of these rights, please contact us at support@dreamcoin.ai. 

Changes to This Privacy Policy 
We reserve the right to modify this Privacy Policy at any time. Any changes will be effective 
immediately upon posting the updated Privacy Policy on the App. Your continued use of the 
App after any such changes constitutes your acceptance of the new Privacy Policy. 

Contact Us 
If you have any questions about this Privacy Policy, please contact us at 
support@dreamcoin.ai. 

Last updated: 30.08.2024 
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