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What is S3-like storage?

S3-like storage is an object storage service that provides a . This means that it can be
used by any application that supports the . S3-like storage services are designed to store
large amounts of data efficiently. They can be used to store any type of data, including files, images,
videos, and backup data.

How does S3-like storage work?

S3-like storage services store data as objects. An object consists of a file and, optionally, any
metadata that describes that file. are stored in containers called . Buckets are
identified by a unique name and can be created by any user with a valid account.Objects can be
accessed via an URL. The URL of an object is composed of two parts: the bucket name and the
object name.

Advantages of S3-like storage
S3-like storage services offer a number of advantages, including:

° : S3-like storage services offer a high level of data security. Many S3-like service
providers offer end-to-end encryption to protect your data.

° : S3-like storage services are designed to be reliable. Many S3-like service
providers offer a 99.9% uptime guarantee.

° : S3-like storage services are scalable. You can increase or decrease the
amount of storage depending on your needs.

) : S3-like storage services are designed to store large amounts of data efficiently.

Advanced S3-like storage techniques — S3-like storage services offer a number of advanced
features that can be used to improve performance and data security.

° :is the process of copying data to multiple locations. Replication can be used
to protect data from hardware failures or to improve performance.

° : allows you to keep multiple versions of the same object. Versioning can be
used to restore an object to a previous version or to compare different versions of the same
object.

) . is the process of storing data in local memory. Caching can be used to improve
performance by reducing the need to access data on the server.

° : Compression is the process of reducing the size of data. Compression can

be used to save storage space or to improve performance by reducing the amount of data

to transfer.
° . is the process of converting data into an unreadable format. Encryption can

be used to protect data from unauthorized access.
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On the following pages, the step-by-step procedure for configuring the functions described above will be
explained with an accompanying explanation

In this tutorial, we will use a test system based Proxmox and Portainer:
+ 2X An os acting like hypervisor (PROXMOX) (Always thanks to M. C.T.)
D} A LXC container via Turnkey for NextCloud

Raccourci Explication

Object An object is a unit of data stored in an S3-like storage service
Bucket A bucket is a container that contains objects.

URL A URL is a unique address that identifies an object.
Replication The process of copying data to multiple locations

Versioning The ability to keep multiple versions of the same object.
Caching The process of storing data in local memory

Compression The process of reducing the size of data

Encryption The process of converting data into an unreadable format
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Overview

Nextcloud is an open source file hosting and
collaboration software that offers a wide range of
features, including file sharing, online collaboration, file
synchronization, and backup.

Leviia is a French cloud service provider offering a secure, reliable and scalable S3 storage service.

, we will see how to configure Nextcloud to use a Leviia S3 storage service.
Benefits of using Nextcloud with Leviia

s Sécurity : Leviia offers end-to-end encryption to protect data stored in its S3 service.
#*Reliability : Leviia offers a 99.9% uptime guarantee for its S3 service.

Scalability : Leviia allows you to increase or decrease the amount of S3 storage depending on your
needs.

s Efficiency : Leviia is a French cloud provider, so your information is stored in France.

Preconditions:

To follow this guide, you will need the following:

v A free Leviia account to benefit from a 2-week free trial.

v An instance of Nextcloud. You can install Nextcloud on a server or cloud device.

As you can see, all data stored on Leviia is and remains in France.

@ ) Tousles espaces de stockage Leviia sont hébergés en France et
repartis sur nos datacenters a Roubaix, Strasbourg et Gravelines.

e
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Installation of container TrueNAS LXC turnkey on Proxmox

If we already have Proxmox installed, installing the LXC container with turnkey and therefore with
NextCloud already installed is simple, intuitive and fast. In fact, all you have to do is go up

https://www.turnkeylinux.org/nextcloud and download the target ISO.

o

Task viewer: File debian/12/turmkey/nextcloud_18 0/1_amd64 tar gz - Download

Output  Status

2 Download

downloading http:/fmirrorturnkeylinux. org/tumkeylinux/images/proxmosx/debian-12-tumkey-nextdoud_18.0-1_amd64.targz to /var/libfvzftemplate/cache/debian-
—-2023-12-02 19:57:02— http://mirror turnkeylinw.org/turnkeylinux/images/ proxmox/ debian-12-turnkey-nextcloud_18.0-1_amd64.tar.gz
Resolving mimror.turmkeylinux.org (mirrorturmkeylimee org)... 137.226.34.46, 131.188.12.211, 2801:82:80ff:8000::e
Connecting to mirrorturnkeylime.org (mirror.turmkeylinux.org) | 137.226.34.46] :80... connected.
HTTP request sent, awaiting response... 200 0K
Length: 698819573 (666M) [applicationfoctet-stream]
Saving to: "/varflib/vz{template/cache/debian-12-turnkey-nextcloud_18.0-1_amdé4.tar.gz.tmp_dwnl.2555418"
4% 31.8M 205

9% 19.8M 255

14% 17.8M 265

19% 14.7M 28s

24% 19.3M 265

28% 25.4M 235

Once installed, therefore once you have carried out all the configuration, we can access the main
interface of NextClouD where it will be necessary to enter the user and password.

Now we just need to click in the menu at the top right and click on the + Apps 'icon”

Then you will need to search for the [£' External storage support package and install it

Once the package is installed, simply follow these settings
you can find the access keys directly on Leevia in the "ldentifiants" menu

Personal
External storage

Personal info External storage enables you to mount external storage services and devices as secondary Nextcloud storage devices. You may also allow users to mount their

own external storage services.
Security

Folder name

External storage Authentication Configuration
Notifications
External storage <3 leviia.com

Mobile & desktop 443

Sharing

- W All users
Appearance and accessibility

leviia-s3 Amazon S3 Access key
¥ Enable SSL
Availability

¥ Enable Path Style
Flow

W Legacy (v2) authentication
Privacy

Administration

Overview Add storage
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Creation and conf of Leviaa Account
Once the account has been created it will be necessary to create the identifiers and buckets.

In S3 (Simple Storage Service), a "bucket" is a container for storing objects, which can be files or
data. It is a top-level container that helps organize and control access to your data.

«*. Objects: Inside a bucket, you store your data as objects. These objects can be anything from a
simple text file to a complex database backup. Each object in S3 is assigned a unique key within the
bucket.

. Access Control You can control access to your buckets and objects by using bucket policies
and Access Control Lists (ACLSs).

. Versioning: You can enable versioning for a bucket, which allows you to preserve, retrieve, and
restore every version of every object stored in the bucket.

Of course, you can create multiple buckets in S3 storage.

From the main interface it is possible to see the quantity of active buckets and the space used.

OVl Dashboard

Visualisez en un coup d'eeil vos abonnements et votre consommation

[#; Stockage Objet &

Version d'essal
1 1 3 357 Mo

BUCKET IDENTIHANT QOBETS UTILISES

0.04 Go/1To!

Prendre un abonnement @

& identifiants

Buckets

On Leviia we can activate file versioning or not which can be useful in case files/folders are deleted
by mistake just before the backup.

@ Gestion des versions

(?) En savoir plus sur la gestion des versions v

La gestion des versions est un moyen de conserver plusieurs variantes d'un objet dans le méme bucket, et permet de conserver, récupérer et
restaurer chaque version de chaque objet. Grace & cette option vous pouvez aisément récupérer une version en cas d'actions involontaires des
utilisateurs ou de défaillances des applications.

Cette option est obligatoirement activée si vous mettez en place du verrouillage d'objet.

Activer la gestion des versions - Activé
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You can also activate an object lock so that the backup is immutable and avoid unpleasant surprises
in the event of a ransomware attack.

@ Verrouvillage d'objet

(@) En savoir plus sur le verrouillage d'objet v

Le verrouillage d'objet permet d'empécher la suppression ou le remplacement des objets pendant une durée déterminée. Vous pouvez activer cette
option pour des raisons d'intégrité des données et de conformité réglementaire, ou simplement pour ajouter une couche supplémentaire de protection
contre les modifications et la suppression d'objets. Vos objets seront alors stockés a l'aide d'un modéle WORM (write-one-read-many).

Une fois cette fonctionnalité activée :

- Toute personne disposant des autorisations appropriées peut placer des objets non modifiables dans le bucket.

- La suppression des objets et du bucket ne sera alors possible que via le mode gouvernance et selon les droits des utilisateurs.
- Vous ne pouvez pas désactiver cette option, ni interrompre la gestion des versions.

Activer le verrouillage d'objet @ ) Désactivé

Conclusion

Une fois la configuration terminée, Nextcloud commencera a utiliser votre compartiment S3 pour
stocker les données. Cela signifie que vos fichiers, images et autres données seront stockés de
maniére sécurisée et fiable sur un serveur cloud francaise.

La polyvalence de S3, manifestée par des fonctionnalités telles que la gestion des versions, les
contréles d'acces et les classes de stockage, permet aux utilisateurs d'adapter leurs stratégies de
stockage en fonction d'exigences spécifiques. L'évolutivité automatique et I'ensemble complet d'API
facilitent une intégration transparente avec diverses applications et services.

Les mesures de sécurité, notamment le cryptage en transit et au repos, ainsi que des contréles
d'accés robustes, contribuent a un environnement de stockage de données sécurisé. La possibilité
de configurer des politiques de cycle de vie des objets et de recevoir des notifications basées sur des
événements spécifiques améliore la gestion globale des données au sein de S3.

En substance, tirer parti S3 n'est pas seulement une solution de stockage, mais un choix stratégique
pour les organisations a la recherche d'une infrastructure de stockage fiable, flexible et rentable dans
le cloud. Ses fonctionnalités robustes et son accessibilité mondiale le positionnent comme un
composant fondamental des services, prenant en charge un large éventail d'applications et de
scénarios.
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External resources and links

Il existe de nombreux liens et informations utiles sur le stockage s3, notamment de nombreuses
vidéos et pages Web qui peuvent étre utiles. Je les rapporte tous ici pour étre complet:

>
S,

€ Truenas Turnkey container for PRoxmox
ELevia ducumentation

& NextCloud sur docker

ENextCloud sur GitHub :

@ NextCloud via Cloudron

ELeviia

€ Configuring Object Storage as Primary Storage

o How to Install Next Cloud using Turnkey LXC Image
© How to Install Next Cloud using Turnkey LXC Image


https://www.youtube.com/watch?v=vOehK7n4MMs
https://www.youtube.com/watch?v=vOehK7n4MMs
https://www.turnkeylinux.org/nextcloud
https://wiki.leviia.com/fr/category/stockage-objet-1rz74su/
https://hub.docker.com/_/nextcloud
https://github.com/nextcloud/docker
https://docs.cloudron.io/installation/
https://www.leviia.com/
https://docs.nextcloud.com/server/latest/admin_manual/configuration_files/primary_storage.html
https://www.miliotop.com/mpx/

