Project Name :_Aws Cloud based Calculator App Continuous Integration Pipeline

Description : we will deploy sample calculator app on AWS cloud using code-commit & through
buildspec.yml & appsepc.yml file we will build our code using aws codebuild and using code
deploy will deploy our calculator application using CI /CD pipeline on ec2 instance.

What is buildspec.yml file ?

It is a configuration file used by AWS CodeBuild to define the build and deployment steps for a
project. It provides a set of instructions for CodeBuild to follow during the build and deployment
process, including dependencies, run tests, and package the application for deployment.

What is appspec.yml ?

Itis a file used by AWS CodeDeploy to define the deployment instructions for an application. It
is a YAML-formatted file that specifies the resources, files, permissions, and lifecycle events
required for the deployment process.

Services required : IAM (user, roles , permissions) , CodeCommit ,Artifact(S3 bucket) CodeBuild
, CodeDeploy , Pipeline

Steps:

1. First of all we need a repository where we will have our application & buildspec ,
appspec files , for that aws > codeCommit > repository > create New repo



T .
2a: Services

Developer Tools CodeCommit Repositories Create repository

Create repository

Create a secure repository to store and share your code. Begin by typing a repository name and a description for your
repository. Repository names are included in the URLs for that repository.

Repository settings
Repositary name

100 characters maximum. Other limits apply.

Description - optional

1,000 characters maximum

Tags

Enable Amazon CodeGuru Reviewer for Java and Python - optional

Get recommendations to improve the quality of the Java and Python code for all pull
requests in this repository.

A service-linked role will be created in IAM on your behalf if it does not exist.

Developer Tools CodeCommit Repositories
Repositories inio Create repository
Q 1 @
Name v Description Last modified v Clone URL
o HTTPS SSH
calculator-app This is for calculator app 22 hours ago
HTTPS (GRC)

2. Now a repo has been created and we need to make this repo on the local system in
order to add our application and configuration file . For that let’s create a user which will
access this repo on local . aws > services > |IAM > user > create user

Note : Added AWSCodeCommitPowerUser permission in order to commit in this master repo
from the local system.



IAM > Users > PG

PG

Summary

ARN Console access Access key 1
arn:aws:iam::816847664294:user/PG /A Enabled without MFA Not enabled
Created Access key 2

February 21, 2023, 23:16 (UTC+05:30) Not enabled

Permissions Groups Tags Security credentials Access Advisor

Permissions are defined by policies attached to the user directly or through groups.

Q. Find policies 1 &
(] Policy name [4 a Type v Attached via [
O = AWSCodeCommitPowerUser AWS managed Directly
U = IAMUserChangePassword AWS managed Directly

3. Let’s generate codecommit credentials in order to make changes into this repo .
IAM > user > created User (in my case PG as you can see in above pic) > security cred
> HTTPS Git credentials for AWS CodeCommit > generate

HTTPS Git credentials for AWS CodeCommit

Generate a user name and password you can use to authenticate HTTPS connections to AWS CodeCommit repositories. You can have a maximum of 2 sets of credentials (active or inactive) at a time. Learn more ('

Generate credentials

User name Created Status

PG-at-816847664294 24 hours ago @ Active

4. Let’s clone this repo on local for that codeCommit > repo > Clone Url > Clone HTTPS >
git link

Developer Tools CodeCommit Repositories calculator-app

calculator-app master v Create pull request ‘ ‘ Clone URL a

Clone HTTPS

Clone SSH
calculator-app info
Clone HTTPS (GRC)

Connection steps
Name P

5. Open any IDE and make a directory integrated terminal and clone this repo :

Git clone <repo link> , it will ask for username and password that we have generated on user
credentials .




PS C:\Users\my\OneDrive\Desktop\aws pipeline> git clone https://git-codecommit.ap-northeast-1.amazonaws.com/v1/repos/calculator-app

Cloning into 'calculator-app’...
warning: You appear to have cloned an empty repository.

6. Let’'s add our application file along with configuration file and commit into aws
Inside folder on local machine create a index.html file , buildspec.yml and appspec.yml
And some nginx script files that our application will run up .

~ AWS_PIPELINE
v calculator-app
~ scripts
$ instal |_nginx.sh
$ start_nginx.sh
appspec.yml
buildspec.yml
index.html

index.html X bui m $ install_ngir

calculator ) > inc tml > ...
html
njIaucRnj
th.min. js*™

referrerpolic

table {
border: 1px solid [black;

index.html




stall nginx.sh

onfiguring nginx

appspec.yml

Buildspec.yml file

alculator-app ? scripts > $ install_nginx.sh alculator-app 2 scripts > $ start_nginx.sh

sudo apt-get update
4  sudo apt-get install -y nginx

sudo service nginx start

Start_nginx.sh (script file which will start our

dependencies as per our application)

7. Let's commit all files into repo using the following steps :
a. Gitadd . (adding all files into staging phase)
b. Git commit-m “added all files” (commit version with specified message)
c. Git push origin master (since our repo has master branch)

TERMINAL

calculator-app £ Notify v ‘ -
Clone HTTPS
sers\my\OneDrive\Desktop\aws_pipeline\calculator-app> git add . Clone ssH
\my \OneDrive\Desktop\aws_pipeline\calculator-app> git commit - calculator-app o Clone HTTPS (6RD)
commit) 2da2e3b] added index.html Connection st eps

d, 141 insertions(+)

ive\Desktop\aws_pipeline\calculator-app> git push origin master
3, done.
(3/3), done.
to 4 threads
(2/2), done.

O packressed © As we can see all files pushed successfully

ast-1.amazonaws . com/v1/repos/calculator-app

nch
S \my \OneDrive\Desktop\aws_pipeline\calculator-app> git add .
ps_C:\Users\my\OneDrive\Desktop\aws pipeline\calculator-app> git commit -

8. It is time to build our code manually to check whether it is working or not . for that aws >
codeBuild > build projects > specify your all details like code will come from aws codeCommit >
build now



calculator-app-build:67f6e6db-8029-46c0-bede-094fd0f82394

Build status

Status

@ Succeeded

Initiator

codepipeline/calculator_pipeline_final

Build ARN

am:awscodebuildap-northeast-1:816847664294:build/calculator-
app-build:67f6e6db-8029-46c0-bede-094fd0f82304

Resolved source version

06d9bb2024b319002f6b24154dd22f2ebfec3cTe

Start time End time Build number
Feb 22, 2023 1:30 AM (UTC+5:30) Feb 22, 2023 1:31 AM (UTC+5:30) 14

Build logs Phase details Reports Environment variables Build details Resource utilization

Name Status Context Duration Start time End time

SUBMITTED © Succeeded - <isec Feb 22, 2025 1:30 AM (UTC+5:30) Feb 22, 2023 1:30 AM (UTC+5:30)
QUEUED ® succeeded - 13 secs Feb 22, 2023 1:30 AM (UTC+5:30) Feb 22, 2023 1:30 AM (UTC+5:30)
PROVISIONING © succeeded - 295ecs Feb 22, 2023 1:30 AM (UTC+5:30) Feb 22, 2023 1:50 AM (UTC+5:30)
DOWNLOAD_SOURCE © succeeded - 5 sees Feb 22, 2023 1:30 AM (UTC+5:30) Feb 22, 2023 1:31 AM (UTC+5:50)
INSTALL Succeeded - 42secs Feb 22,2023 1:31 AM (UTC¥5:30) Feb 22, 2023 1:31 AM (UTC+5:30)
PRE_BUILD @ Succeeded - <1sec Feb 22,2023 1:31 AM (UTC¥5:30) Feb 22, 2023 1:31 AM (UTC+5:30)
BUILD © Succeeded - <Tsec Feb 22,2023 1:31 AM (UTC+5:30) Feb 22, 2023 1:31 AM (UTC+5:30)
POST_BUILD © Succeeded - <1sec Feb 22, 2025 1:31 AM (UTC+5:30) Feb 22, 2023 1331 AM (UTC+5:30)
UPLOAD_ARTIFACTS © succeeded - <1sec Feb 22, 2023 1:31 AM (UTC+5:30) Feb 22, 2023 1:31 AM (UTC+5:30)
FINALIZING © succeeded - <Tsec Feb 22, 2025 131 AM (UTC+5:30) Feb 22, 2023 1:31 AM (UTC+5:30)
COMPLETED © succeeded Feb 22, 2023 1:31 AM (UTC+5:30)

As you can see my code build status is successful.

Developer Tools CodeBuild Build projects calculator-app-build

calculator-app-build

‘ £ Notify w H Share H Edit v H Delete build project H Start build with overrides ‘m

Configuration

Source provider Primary repository Artifacts upload location Build badge
AWS CodeCommit calculator-app calculator-bucket-new Disabled
Public builds

Disabled

Build history Batch history Build details Build triggers Metrics

Here i have specified artifact location as well which is s3 bucket where my zip file will
generated (basically my application image will be generated)

9. Now let’'s make a deployment group and deploy our app . So a deployment group is needed
in order to run up our deployment .



Developer Tools > CodeDeploy > Applications > Create application

Create application
Application configuration

Application name
Ent plicat

calculator-app

00 character imi
Compute platform
Choose a compute platfor

EC2/On-premises v

Developer Tools > CodeDeploy > Applications calculator-app > Create deployment group

Create deployment group

Application

Application

calculator-app
Compute type

EC2/On-premises

Deployment group name

Enter a deployment group name

Here i have created deployment application

Service role

Enter a service role
Enter a service role wi

Q 1684766429:

Here | have created a deployment group with
code-deploy service role where all permission
provided in this service.

Environment configuration

Select any combination of Amazon EC2 Auto Scaling groups, Amazon EC2 instances, and on-premises instances to add
to this deployment

Amazon EC2 Auto Scaling groups

‘Amazon EC2 instances
1 unique matched instance. Click here for details [2

You can add up to three groups of tags for EC2 instances to this deployment group.
One tag group: Any instance identified by the tag group will be deployed to.
Multiple tag groups: Only instances identified by all the tag groups will be deployed to.

Key Value - optional

Q Name X

+ Add tag group \

Q_ calculator_app_pipeline_new X

Remove tag

On-premises instances

Provided my ec2 instance as well where we
will deploy our application.

Developer Tools > CodeDeploy > Applications

Bovotify v

calculator-app

Application details

Name Compute platform
calculator-app EC2/On-premises
Deployments  Deployment groups | Revisions

Deployment groups

Q

10. Now let’s create ec2 application and install agent manually on instance for that :
Aws > ec2 > launch instance & we will run a script with specified region in my case it is Tokyo

which is ap-northeast-1

Ec2 instance running and up
(t2.micro)

This is the script for installing
agent on ec2

And here is our agent running
and active

11. Let’s make a deployment :

Aws > code deploy > application > create deployment




Deployment settings
Application
calculator-app
Deployment group
Q cal_deployment X
Compute platform
EC2/On-premises

Deployment type

In-place
Revision type

© My application is stored in Amazon S3 My application is stored in GitHub

Revision location
Copy and paste the Amazon 53 bucket where your revision is stored

Q_ s3://calculator-bucket-new/output.zip/calculator_artifact/calapp.zip X

53://bucket-name/folder/object.[zipltar|tgz]

Revision file type

zip v

I have specified my artifact location and
deployment group which we created earlier

Now we need ec2 code deploy service role in
order to install all into deployment

Ec2 > select instance > security > modify iam
role > chose ec2 code deploy role

nstances (1/1) [G ][ comect | [ it v | BRI o e v ]
[a t 1 @
Name v | Instancetd | istancestate v | instancetype v | Statscheck | Alarmst ublic Py 1
w
Glulator spp...  25b60MA21EN  @Ruming @@ t2micro ©2/2 checks passedNo aarm c2-sa-225
.
>
>
Image and templates >
Instance: i-025¢1b604e82188f1 (calculator_app_pipeline_new) Modity 1AM ole Monitor and troubleshoot  » | @y x
EC2 > Instances » i-025¢1b604e82188f1 > Modify IAM role
Modify IAM role info
Attach an 1AM role to your instance.
Instance ID
1-025¢1b604e82188f1 (calculator_app_pipeline_new)
1AM role
Select an 1AM role to attach to your instance or create a new role if you haven't created any. The role you select replaces any roles that are

currently attached to your instance.

ec2-code-deploy-service-role

v ‘ C | Createnew 1AM role [4

Now installation completed :

Developer Tools CodeDeploy Deployments d-7XWRSIYHM

d-7XWR5IYHM

Deployment status

Installing application on your instances

1 of 1 instances updated (@) Succeeded

100%

Deployment details
Application Deployment ID

calculator-app d-7XWRS5IYHM

Deployment configuration
CodeDeployDefault. AllAtOnce

Deployment group

cal_deployment

Deployment description

| C H Copy deployment | Retry deployment

Status
@ Succeeded

Initiated by

User action

12. Now let’s create a Cl / CD pipeline into aws pipeline : aws > developer tool > codePipeline >
create pipeline which will be source -> build -> deploy




e —

ce @

+ Add action

+ Add action group

Edit: Build

Buitd @

AWS CoduBuitd

Edit wtage

Deploy

Deptoy @
Aws codeneploy

Edir stage

Overall steps in pipeline : source > build > deploy

Action name
Chouse a name for your action

Source

No more than 100 characters

Action provider

AWS CodaCommit v

Repository name
Choose a repository that you have already created where you have pushed your source cade.

Q calculator-app X

Branch name
Choose a branch of the repositary

Q master X

Change detection options - optional
Choose a detection mode to automatically start your pipeline when a change occurs in the source code.

Amazon CloudWatch Events (recommended) © AWS CodePipeline
Use Amazon CloudWatch Events to automatically start my pipeline when a change occurs Use AWS CodePipeline to check periodically for changes

Output artifact format - optional
Choose the output artifact format.

O CodePipeline default Full clone
AWS CodePipeline uses the default zip format for artifacts in the pipeline. Does not include git metadata AWS CodePipeline passes metadata about the repository that allows subsequent actions to do a full git
about the repository. clone. Only supported for AWS CodeBuild actions.

Variable namespace - optional
Choose a namespace for the output variables from this action. You must choose a namespace if you want to use the variables this action praduces in your configuration. Learn more [2

SourceVariables

Output artifacts
Choose a name for the output of this action.

SourceArtifact

No more than 100 characters

Cancel

Source step




Edit action X

Action name
Choose a name for your action

Build

Mo mare than 100 characters

Action provider

AWS CodeBuild v
Region

Asia Pacifc (Tokyo) v
Input artifacts

Choose an input artifact for this action. Learn more (4

SourceArtifact v

Nomore than 100 characters

Project name
Choose abuid project tha eaty reated i the AWS CodeBuild console. Or create 2 bulld project n the AWS CodeBild console and then return ta this

Q calulator-app-build X | or

Environment variables - optional
Choose the k and type for your CodeBuild enviranment verizbles. I the value fild,

Add environment varial

erated by CodePipeline. Leam mare [2

Build type:
© Single build Batch build
Triggers a single bild. Triggers muttple builds s 2 single execution

Variable namespace - optional
Choose anamespace forthe output

his action produces in your configuration. Lear more [4

bl from this action. You must choase 2 namespaceifyou want to use the varal

Buildvariables

Output artfacts
Choose a name for the output of this action.

BuildArtifact

Mo more than 100 charac

S > |
Build step

Edit action X

Action name
Cha

aname for your action
Deploy

Nomore than 100

Action provider

AWS CodeDeploy v
Region

Asia Pacffic (Tokyo) v
Input artifacts

Choose an input rtfact for hisaction. Learn more [

BuildArtifact v

Nomore than 100

Application name
Choose an appliction that you e

inthe AWS CodeDeploy consoe. O creste an application in the AWS CodeDeploy console and then return tothis

Q calculator-app

Deployment group
Choose 2 deployment group that you have

iy reated in the AWS CodeDeploy consol. O creste 2 deployment groupin the AWS CodeDeploy cansale and then retum to tis task.

Q cal_deployment X

Variable namespace - optional
Chao:

‘anamespace for the output variables from this act ant to use the variables this action produces in your configuration. Leam more 4

Youmust choosea ramespace f y

DeployVariables

we N

Deploy step




13. Final step let’s build our CI /CD pipeline automation :

Click save pipeline settings > start build and it will start automatically and in background it will
tell us build process , steps and etc

Developer Tools Codefipeline Pipelimes caloulator_pipeline fimal

calculator_pipeline_final

&) SOUFCe  Sucreeded

Pipeline execution Ik S4babiOe- G5 Bh-4 36 0-ad 54- 236 Td T4 23055
Sourca o
WS CodeCommit

06c3bhd0 Sounce: end line nevissd

Disable transition

E‘} Build Succeeded

Pipelne execution I S4bablbOe- G5 Bh-4360-ad 54- 226 Td T4 23055

@

() Succeeded - 1 day age
Dietails

06c49b820 Source: end line revissd

l | Disable transition

] Deplay Succeeded

Fipelne execution I S4babbhle- G5 Bh-4 360 -ad 54- 236 Td T4 23055
Deploy 6]

AN CodelDeplo

() Succeeded - 23 hours ago
Dietails

06c3btd0 Source: end line revised

Our pipeline is succeeded it means our all code successfully passed .Now let's check our ec2
instance public IP our calculator app should be running :



Instances (1/1) info ‘ Connect H Instance state v H Actions v ‘-

‘ Q Find instance by attribute or tag (case-sensitive) 1 1]

Name v | Instance ID | Instancestate v | Instancetype ¥ | Statuscheck | Alarmstatus | Availability Zone v | Public IPv4 D

calculator_app... i-025c1b604e82188f1 ©@Running @Q t2.micro © 2/2 checks passed Noalarms <+ ap-northeast-1a ec2-54-249-8
& X

Instance: i-025¢1b604e82188f1 (calculator_app_pipeline_new)
Details Security Networking Storage Status checks Monitoring Tags

¥ |nstance summary Info

Instance ID Public IPv4 address Private IPv4 addresses

i-025c1b604e82188f1 (calculator_app_pipeline_new) 54.249.86.37 | open address [4 172.31.33.152

IPv6 address Instance state Public IPv4 DNS

- ® Running ec2-54-249-86-37.ap-northeast-
1.compute.amazonaws.com | open address [4

Hostname type Private IP DNS name (IPv4 only)

IP name: ip-172-31-33-152.ap-northeast-1.compute.internal ip-172-31-33-152.ap-northeast-1.compute.internal

Answer private resource DNS name Instance type Elastic IP addresses
1Pv4 (A) t2.micro -
VPCID AWS Compute Optimizer finding

Auto-assigned IP address

Our ec2 public ip is 54.249.86.37 so hitting this ip into browser our calculator app running
successfully




