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!. MomennundecrBa B UHTEepHeTE

1. Mowennuuecmea,
ceazannvle c Hnmepnem-mazazunamu.

Uepez HMHTEpHET BaM MOTYT MpPENIOKHUTH
IpUoOpecTH BCE, YTO YrOJIHO, a PacloO3HATh
HOJ/IETIKY IPU HOKYIIKE 4epe3 CeTh ObIBAaeT
ciokHo. OpHako, coOmofasi HEKOTOpbIe

npaBWjia  MPEAOCTOPOKHOCTH, MOYKHO
OrpajuTh ceost oT BO3MOKHBIX
HENPUATHOCTEN.

Bac momxHa HACTOPOXUTH CIIMITKOM HU3Kas II€HA HA OMPEICICHHBIA TOBAap, a TAKKe
OTCYTCTBHE (PaKTHUECKOTO ajpeca wim TenedoHa mpomaBua. Ckopee BCEro, Bam
peayIararoT MPUOOPECTH MOANEIKY JIUOO XOTAT MPUCBOUTH BAIIIN JEHBIH.

He mnonenutech MO3BOHUTH MpoAaBily MO TelePoHY U MOAPOOHEE BBIICHUTH YiKE
U3BECTHBIC BaM OCOOCHHOCTH TOBapa, €ro TEXHUYECKHE XapaKTePUCTUKU M T.II.
3aMMHKA Ha JApPYyroM KOHIIE MPOBOJA WJIM HeBepHas HHQOpMmalus, KOTOPYI BaM
COOOMIMIIA, JOJKHBI CTaTh TMOBOJOM [IJIi OTKa3a OT TMOKYOKHM B JaHHOM
HNuTepuer-marasuse.

HaBenure cripaBku 0 mpojaBiie, U3yYUTE OT3BIBBI O €r0 PaboTe, U TOIBKO MOCIE 3TOTO
perraiTe - UMeTh JIM JIeTI0 ¢ BRIOpaHHBIM BaMu VIHTepHET-Mara3nHoM.

[Tonp3yiTech yciayraMm KypbepCKOM JTOCTaBKM M OILIAYMBANTE CTOMMOCTH TOBapa IO
(baKTy 1OCTaBKH.

2. Quwmune.

Oumunar (ot anmi.  fishing -  pelOHas  JIOBNA,  BBIY)KMBAHHE) -  BHUJ
UHTEPHET-MOIICHHUYECTBA, 1I€Jb KOTOPOTO - TOJYYWUTh JaHHBIE, COAepKallvecs Ha
Balllel TJIACTUKOBOM KapTe.

37IOYMBINIUICHHUKH ~ PAcChUIAIOT  AJIEKTPOHHBIE TIMChbMAa OT HWMEHHM OaHKOB WIIH
IJIATEXKHBIX cucTeM. [lomp30BaTento mpenaraercs 3aMTH HA CAWT, KOTOPBIA SIBISETCS
TOYHOW KOTHMEH HACTOSIIEro caiTa 0aHKa, TIe MOXKHO YBHJIETh OOBSBICHUS, HAIIPUMED,
00 W3MEHEHHMH CcHCTeMbl Oe3omacHocTH OaHka. /g gandpHEWIIEeH BO3MOXKHOCTH
WCMOJIb30BATh CBOIO IUIACTUKOBYIO KAapTy Bac MPOCIT YKas3aTh NUH-KOJ W JIaHHBIE,



COACPIKAIMMUCCA Ha KapTe. BHOCJ’IGI{CTBI/II/I 9TH JaHHBIC UCIIOJIB3YIOTCA AJIAA U3TOTOBJICHUA
HO,HI[GHBHOﬁ IIACTUKOBOM KapThI " OOHAJIMYNBAHUS JCHCKHBIX CPCACTB,
CoACpKAIMXCsT Ha BalleM  CUCTC. OcTtaBuB CcBOM JaHHBIC, BBbI q)aKTI/ILIeCKI/I
IMpEeNoAHOCUTEC MOIIICHHUKAM JICHBI'M Ha 6J'IIOI[€‘—IKC.

OpHoli M3 Pa3sHOBUAHOCTHIO JIaHHOTO BUJA NPABOHAPYIICHUS SIBISIIOTCS 3BOHKH Ha
COTOBbIE Tene(OHbI rpakJaH SKOObI OT MpeACTaBUTENEH OaHKa ¢ MPOCHOOW MOracUTh
3aJI0JDKEHHOCTh 1Mo KkpeauTy. Korma rpaxknaHuH cooOLIaeT, 4YTo HUKAKOTO KpeAWTa He
Opai, eMy Mpeajgaraercs yTOYHHUTH JIaHHBIE, COJEpIKalUecsl Ha IUIACTUKOBOW KapTe.
DTOro y’K€ I0CTAaTOYHO JJIsl NOKYIIKHA TOBapoB B MIHTepHET-MarasuHax.

Crnenyer MOMHUTH, UTO OAHKU U IJIATEKHBIE CHCTEMbl HUKOT/IA HE TIPUCHIIAIOT ITUCEM U
HE 3BOHSAT Ha Tesie(OHBI TPAXKIAH C MPOCHOOI MPEeOCTaBUTh

cBou JnaHHble. Ecnm Takas cuTyanus NPOM30MAET, Bac MOMPOCAT Mpuexarb B OaHK
JTUYHO.

3. Hnmepuem-nonpowaiiHu4uecmeo.

B HatepHere MOryT MOSBUTHCA OOBSBICHUS OT OJarOTBOPUTEIBLHOW OpraHU3allvH,
JNETCKOTO JIoMa, MPHUI0Ta C MPOChOON O MarepualibHOM MOMOIIM OOJIbHBIM JIE€TSM.
370YMBIIIUICHHUKN ~ CO3/Ial0T  CaMT-ayOJiep, KOTOpPBIA SBJISICTCS TOYHOM KOMHUEH
HACTOSILIETO, MEHSIOT PEKBU3UTHI [T IEPEUUCIIEHUS JCHET.

Jlist Toro, 4yTtoObl HE TMOMACThCS HAa KPIOUOK M HE OTAATh CBOU JIEHBIH B PYKHU
MOLLICHHUKOB, HE IIOJICHUTECh IEPE3BOHUTHh B YKA3aHHYI OpraHU3alMI0, YTOYHHUTH
HOMEp pacueTHOro cdeTra JM0O TMOCETUTh €€ JIMYHO, YOCIUTHCS B JIOCTOBEPHOCTH
pa3MeneHHoN nHGOpPMAaINH, BRISICHUTH BCE MOAPOOHOCTHU JIea, a 3aTeM YK€ pelaTh -
nepeaBarb AEHbIA WA HET.

4. Mowennuuecmea 6 OmMHOWEHUU UHOCMPAHHBLIX 2paxcoan (Opaunvle
aghepoi).

He BcTpeTuB B peanbHO# JKM3HU CBOIO IOJIOBUHY, MHOTHE MY>KYMHBI MPOJIOJIKAIOT
uckarb ee B MurepHere. [lonckn HaUMHAOTCS HA CaiiTax 3HAKOMCTB U JHEBHUKAX, INE
Oymy1ue n30paHHUIIBI pa3MeIIaroT cBou (pororpadumu.

OTUM TIONB3YIOTCA  3JIOYMBIIUICHHUKH, HUCMONb3yd (OTO JEBYIIEK, MpHUBIEKas
IICUXOJIOTOB, NMPOrPAaMMUCTOB, IEPEBOJYMKOB U ITOCPEICTBOM 3TUX CAUTOB 3aBS3BIBAIOT
IIEPENUCKY C IOBEPUYMBBIMU HHOCTPAHLIAMH.

3amamHbIe JKEHUXHM «KIIOIT» Ha OOBSABICHUS, TIJe HETpeOOBaTeIbHBIC PYCCKUE
KpacaBHUIIbl TOBOPSAT O TOM, YTO HYKJAIOTCS B CEPbE3HBIX OTHOIICHUSX. A B3aMEH
BEYHOU JI0OBH, MOPOM MOCJE MECAILEB MEPENHUCKU, MPOCAT PEIIUTh UX (PUHAHCOBbBIC
npoOJeMbl - TOMOYb OOECIEUUTh CUJIETKON OOJIbHBIX POAUTENEH, pacIIaTUTHCS C
KpPEJIUTOM, MIEPEBECTU JICHBI'U HA MEPEJIET K )KEHUXY B JajbHee 3apyOeKbe U T.1.



Ilocie momydeHMs JEHEr HEBECThl IIEpeCcTaloT BBIXOAWTH Ha CBA3b. llpuikme
MHOCTPAHHbIE TOKJIOHHUKH, IOHSAB, YTO HMX OOMaHy/IH, OOpaIalTCs B MOJULHUIO.
370yMBILIJIEHHUKA PACCUUTHIBAIOT TOJIBKO HA JKEHHUXOB M3 JIAJIbHETO 3apyOeikbs, T.K.
IpECTaBUTENN OMMOKHEr0 3apyOexbs NpPEedNoYyMTaloT IpHeXaTb B T'OCTH K HEBECTE
CaMM, YTO HEBBITOAHO JUJISI MOLIEHHHUKOB.

5. Ocmopoosicno!!!!! Bupyc!!!ll!

CymHOCTh, BHUpycCa - Mepeajpecaluss CO CTpPaHUIIbl 3alpaliuBacMOro pecypca Ha
(UKTUBHYIO, CKOIMPOBAaHHYIO ¢ Hacrosmied. [lomMeHa ocymiecTBasaach Il CaMbIX
nonyJIsIpHBIX pecypcoB Pynera: SIunekc, Pamo6nep, Matin, BKontakre, OqHOKIACCHUKHY.

Habupas Ha «3apakeHHOM» KOMIIBIOTEpE aJpec OIHOTO0 M3 YyKa3aHHBIX PECYpCOB,
[0JIb30BaTENb IONAJAET Ha CEPBEP-NOAMEHY, IJI€ €My MNpeajaraercsi CTpaHHuLa s
BXOZla B cucteMmy (uMsi ¥ mapoib). C yuyeToM TOro, 4TO B aJpPECHON CTPOKE YKa3aHO
KOPPEKTHOE€ HMs, a BHEIIHUW BHUJ CKOMKUPOBAH C OPUTHMHAJIBLHOIO CEpBeEpa, ¥y
OOJILIIMHCTRA TOJIb30BATEJICH HE BOZHUKAET MOI03PEHUIN B MOMAJIMHHOCTH CTPAHUIIBI.

ITocne BBOga MMEHM M mapoiisg oToOpa)kaeTcs MHasl CTPaHMIA, IZI€ YXKE FOBOPUTCA O
HEOOXOAMMOCTU «IOATBEPIKICHUS» WIN «aKTHBAllMM» YYETHOM 3alluCu 3a CMC Ha
KOPOTKHI HOMEp, CTOMMOCTb KOTOPOTO MUHUMAJIbHAasi UM SIKOOBI OecIuiaTHasl.

Taxkum 00pa3oM, 3710YMBIIIIEHHUKH HE TOJIBKO CHUMAIOT JIEHEKHbBIE CPEACTBA CO CUYETOB
aOOHEHTOB, HO W TOJYYarOoT JIOTUH M Mapojb JOCTyINa MOJb30BaTels K YKa3aHHBIM
HNOMYJISIPHBIM pecypcaM, YTO MO3BOJIIET MM B JAJbHEHIIEM OTHPABIATH OT HUMEHU
«GKEPTBBD) Pa3IN4HbIE COOOLIECHUS, HAIIPUMED:

- IporpamMMKa Jijisi 0eCIIaTHOM OTIPaBKU MOAApKOB! MHE He 3a0yAb OTIPaBUTH!

- npuseT. JIoBU mporpaMMKy no OecIjlaTHOMY MOBBIIMICHUIO PEUTUHIA, HO HE JaBaii
HUKOMY OOJIbIIIe. DTO HE CIaM.

OCHOBHBIC TCMBbI, KOTOPBIC HCIIOJIB3YIOTCA JIA «PCKIIAMbD> CKaYWMBAHUA H 3allyCKa
3apPaKCHHBIX IIPpOTpaMM:

- OecriarHoe noBkIIeHne pertunra « BKonrakrey;
- mporpamma nepexsara SMS cooOrieHuii ¢ Tenedona;

- JIOTIOJTHATENIbHBIC (DYHKIIMH B COIMMAIIBHBIX CETSIX, KOTOPHIE HE CYIIECTBYIOT (MIOAApKH,
VIP-noctyn u T.71.)
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[Tocne mepexoma MO CCBUIKE KOMIBIOTEP MOJIb30BATENIl aBTOMATUYECKU 3aIlyCKaeT
BPEJOHOCHYIO ITPOTPaMMY.

Hamm pekomennannu

[TocTpagaBmM peKOMEHYeTCsl U3MEHUTh MapoJib JOCTYNA K YKa3aHHBIM pecypcam, a
TaK)K€  YCTAaHOBUTb BEPCHUUM  AHTUBUPYCHBIX MporpaMM C  OOHOBIICHHBIMU
AHTUBUPYCHBIMU Oa3aMHu.

Crnegyer MOMHUTb, YTO PECYpPChl MOMYJSPHBIX CAWTOB HUKOT/A HE MOTPEOYIOT OT yXKe
3apEruCTPUPOBABLIETOCS OJIb30BATENS JIOMOIHUTEIBLHONW aBTOpHU3AlMK, TeM Oojee 3a
JE€HBI'U ITyTEM OTIIPABKU CMC.

6. Ocropoxno!!! HoBblii B MomeHHu4YecTBa!!!

B Poccuiickom cermentre cetu HWHTepHeT cTajia MOSBIATHCA HHGOpMAIUs O Tak
Ha3bIBAEMBIX  «3BYKOBBIX» HApPKOTHKAaX, $KOOBI OKa3bIBAIOUIMX BIMSAHHE Ha
OWHaypanbHBIE PUTMBI 4YellOBeKa. PekiamMa ayIMOHAPKOTUKOB OCYIIECTBIISETCS
IOCPEJICTBOM MAacCOBOM pAacChUIKM THCEM Ha JJIEKTPOHHbIE MOYTOBBIE ajpeca
NOJIb30BaTENEel U HA HOMEpPA B cUCTeMax ObICTporo oomeHa coobuenusMu. Jloctyn k
HPOCITYIIMBAHUIO ayAHO-(aiiioB BO3MOXKEH MOCIE BBEACHHUS CIIEUAIBHOTO IIU(PPOBOTo
KOAa, TOJYYeHHE KOTOPOTO MPOUCXOAWT HCKIIOYUTEIHFHO IIOCNIE OIJIaThl B BHJE
OTHpPaBKH cMc-cooOmienus. Pecypcsl, mpeanararoniye Takoro poja MNPOAYKLHIO,
pacroyiaralorcsi Ha IUIOIIAASX 3apyOeKHBIX MPOBAWIEPOB W 3apETUCTPUPOBAHBI 10
(PUKTHBHBIM aHKETHBIM JTaHHBIM.

[lo MHeEHMIO CHenManTucTOB, JOCTHYb pekiaMmupyemoro sddexra mocpencTBom
3BYKOBBIX KOJICOAHUW HEBO3MOXHO. EIMHCTBEHHBIM pE3ylIbTaTOM MPUMEHEHUS
«3BYKOBBIX» HApPKOTHKOB SIBJISIFOTCSI TOJIOBHBIC OOJIM, YacTW4YHAs TOTEPsl MaAMSITH U
CHI)KEHUE MO3TOBOM aKTUBHOCTH.

Takum oOpazoMm, wuHpopManus O «UUDPPOBBIX HAPKOTHKAX» - 3TO XOPOLIO
CIUITAHUPOBaHHAs  «YEpHas»  NHap-KOMMAaHWsS, CHOCOOHas  NPHUBJIEYb  HOBBIX
NOTEHLIMAJIBHBIX TOKyHarejaeld 3BYKOBBIX (DailJIoB, U OYEpEIHON CIOoco0 MOodyyeHus
JIEHET MOUIEHHUKAMH.

7. Haitoeno cpeocmeo om Trojan.Encoder.20

KonnyectBo BUPYCOB, KOTOPBIMM HAaBOJHEHO MPOCTPAHCTBO BCEMUPHOM IAyTHHBI, Ha
CETOJIHSIIHUN JIEHb HE MOIIAETCS UCUUCIICHUIO.

OpHoli W3 BPEIOHOCHBIX MporpamMM, pa3pabOTaHHBIX W BHEAPEHHBIX B HHTEepHET
KHOepIpeCcTyTHUKAMU, cran Trojan.Encoder.20, KOTOPBIi SABIISIETCS
yCOBEPIIIEHCTBOBAHHOM Bepcuel cBoero npemecTBeHHruka Trojan.Encoder.19.



HoBosiBneHHast  mporpamma-BbIMOTraTellb — PacIpOCTpaHSETCs 4epe3  CalThl  Co
BCTPOCHHBIM BPEJOHOCHBIM KOJIOM ITyTEM CKPBITOM 3arpy3kd Ha KOMIIBIOTEP
nocetutens cairta. OnHa mudpyer Bce (ailibl MONb30BaTeNed, IOCIE Yero
caMmoyiukBuaupyercs. IIpu moneITke OTKPBITH (paiiil Ha 3KpaHE MOSIBISIETCS COOOIICHHE
¢ TpeboBanueM 3aruatuth OoT 10 g0 89 nMomiapoB ¢ MOMOIIBIO SMS 332 BO3MOKHOCTh
pacippoBKU UH(OPMALIIH.

[Tonb3oBarensiM, MNOCTPaJaBIIMX OT JAHHOTO BHpYyca, PEKOMEHIYeTCs  CKadaTh
pa3zpaboranHyto kommnanuend «Dr. Weby» OecmiiaTHyr0 yTHIHTY, KOTOpas IO3BOJISET
YHUUYTOXUTH JAHHBIA BUPYC.

8. Bnumanue! Coyuanvnvlie cemu - Kak 0OUH U3 CHOCO008 608/1€4eHUsA
HecoeepuleHHOJIeMHUX 6 000pom Hene2anbhoz2o nopuo!ll!l!

ConuanpHble CETH AKTUBHO MCIOJIB3YIOTCS 3JI0YMBIIINIEHHUKAMMU JIJIs1 BOBJIEUEHUS JETEN
U TIOJPOCTKOB B PACIPOCTPAHEHUE MOPHOTpAPUUECKHMX MaTepUajoB C y4dacTHEM
HECOBEPILIEHHOJETHUX MTOCPENCTBOM ceTu HTEepHeT.

JUiss  3TOro co3maercss BBIMBIIUICHHAs aHKeTa (AJIEKTpOHHAs CTpaHWLa), [I7e
UCIIOJIb3YIOTCSI (DOTOCECCUU U BBIMBILUICHHBIE JTAHHbIE HECOBEPILIEHHOJETHHUX, B3SIThIE
U3 PA3JMYHBIX OTKPBITBIX UCTOYHHUKOB. TakuMm 00pa3oM, MOpHOEIEI] MACKUPYETCS MO
BUJOM OOBIKHOBEHHOI'O IOJPOCTKA, KOTOPBI B ceTH MHTEpHET mbiTaeTcs pacckas3arb O
ceOe U HalTH HOBBIX 3HAKOMBIX C OOIIMMH HHTEPECAMH.

B xome »91eKTpOHHOTO OOIIEHMS CO3[AI0TCS YCIIOBHS, IMOOYKIAIOIIME MOIPOCTKA
HAlpaBUTh CBOM OTKpoBeHHBIE (oTorpaduu. Ilocine wux momydeHHUs JaHHBIC
U300paKEHUsT PACHPOCTPAHSIOTCS Ha TeMaTudeckux ¢opymax, ¢(aiiooOMEeHHBIX
cuctemMax u (poTo U BHAEOMOpTAIIaX.

3a9acTyr0 3JIOYMBIIIJICHHUKY CTAHOBSATCS W3BECTHBI AaHKETHBIC JaHHBIC MOAPOCTKA, U
TOTJIa TPOUCXOMUT TaK Ha3bIBAGMBIH «TPOJUIMHT» WM TpaBisd (pa3MelicHUE B
NHTepnere Ha ¢Qopymax, B JUCKYCCHOHHBIX TpPYINAX, B BUKH-TIPOCKTAX
MPOBOKAIIMOHHBIX COOOIIEHUI C IeTbl0 COOCTBEHHOTO pPa3BICUCHUS U CO3JIaHUEM
KOH(JIMKTOB MEXIy YYacCTHHUKaMH). ITO HEOOXOAUMO JJIS YCTAHOBJCHHUS Kpyra
3HAKOMBIX, YUUTEJICH W POIUTENICH TOAPOCTKA C IEJIbI0 HAPABICHHS UM ITOJYYSHHBIX
IPOBOKAIIMOHHBIX (hoTOrpaduii.

OO0wIasich B COMUAIBLHBIX CETIX, IOMHUTE:

JIto60i1 4YenoBEeK, C KOTOPHIM BbI MO3HAKOMUJIUCH B CETH U BCTYNUJIU B TEPEMHCKY,
MOXET OKa3aThCsl BCErO JIMIb BBIMBIIUICHHBIM NEPCOHaXeM. He yBUIEB ero Boovuio,
BbI HUKOT/Ia HE CMOXKETE OBITh YBEPEHHBIMHU B €TO PEaTbHOM CYIIeCTBOBAHMUH!



Nudopmarnus, manpasnsemas Bamu mocpeactBom cetu MuTEpHET - Oyzmb 9TO JIMYHBIC
naHHbie, Gororpadun OO BUIEO - MOXKET OBITh HCIONB30BaHA MPOTHB Bac, B Tom
YUCJIE B KOPBHICTHBIX U MPECTYIHBIX LEIAX.

VYBaxkaembie ponutenu! IlpouncTpyktupyiite Bammx pgereit 00 »ieMeHTapHBIX
npaBuiax 6ezonacHocTy B lHTepHere!

UTto Takoe BpeIOHOCHBIE TPOTpaMMbl U Kak 00e30macuth cedst B IHTepHeTte

OCHOBHBIM HCTOYHHUKOM OIACHOCTU Uil TOJb30BaTelied KOMIBIOTEPOB ObUIM U
OCTAlOTCSl BPENOHOCHBIE INPOTrPaMMbl, KOTOpPBIE C PAa3BUTHUEM CETEBBIX TEXHOJIOTHUU
ITOJIYYMJIM HOBYIO CpEly JUIsl CBOETO PACIPOCTPAHEHHUS.

BpenonocHbsle porpamMmsl - 3TO IPOTrpaMMbl, KOTOPbIE CIOCOOHBI CAMOCTOSITENIBHO, 0€3
BEJOMa BIAJENIblIa KOMIBIOTEpPA, CO3/1aBaThb CBOM KONUU U PACHPOCTPAHITH HX
paznuuHbiMH  criocobamu. IlomoOHBIE MporpaMMbl  MOTYT  BBIIOJHSATH — CaMble
pa3HOOOpa3HbIe NEWCTBHsI, HAYWHAsA OT BIOJHE 0e300mmHbIX '"mryTok" (THma
"rymsironux" MO MOHMTOPY KapTHHOK) JO IOJHOTO pa3pyllieHus WH(GOpMALHH,
XpaHAILICHCA Ha JUCKAX KOMIIBIOTEPA.

B oOuxozne vacto Bce BpEJOHOCHBIE MPOrpaMMbl HA3bIBAIOT CJIOBOM "BHPYCHI", XOT,
CTPOro TOBOpsA, 3TO HE TaK. BpemoHOCHBIE NpOrpaMMbl MOXKHO DPa3fciIUTh HAa TPU
IpYyIIBL:

- KOMIIBIOTEPHBIE BUPYCHI;
- CETEBBIC YEPBHY,
- TPOSTHCKHE MTPOTPAMMBL.

KoMriproTepHbIe BUPYCHI - 3TO IPOTPaMMBI, KOTOPbIE YMEIOT Pa3MHOXKATbCA M BHEJIPSIThH
CBOM KOIIMU B APYyTHE MPOTPAMMBI, T.€. 3apakaTh yxe cylecTBytomme (haiapl. OObIYHO
3TO UcHoJyiHAeMble (aiibl (*.exe, *.com) win Qainbl, coaepkamre MakpoIpoLe ypbl
(*.doc, *.xls), koTOphI€ B pe3yabTaTe 3apaK€HUs CTAHOBSTCS BPEIOHOCHBIMH.

KomnbloTepHsle BHpPYChl CYIIECTBYIOT JaBHO. B mocnennee e Bpems, Koraa
KOMIIBIOTEPBI CTAIM OOBEIUHATh B KOMIIBIOTEPHBIE CETH, MOAKIIOUaTh K MHTEpHETY, B
JIOTIOJIHEHUE K TPaJWLMOHHBIM KOMIIBIOTEPHBIM BHUpPYCaM IMOSIBUWINCH BPEJOHOCHBIE
IpOrpaMMbl HOBOTO TUIIA: CETEBBIC YEPBU U TPOSIHCKUE NIPOTPAMMBI.

CereBble 4epBH - 3TO BPEAOHOCHBIE IMPOTrpaMMBbl, KOTOPHIE Pa3MHOXKAKOTCA, HO HE
SBIITIOTCSL 9acThlO JAPYrux (ailyioB, mpeacTaBisisi co0OM CaMOCTOSITENbHBIE (ailiibl.
CereBble 4E€pBUM MOIYT pPacHpOCTPAHATHCS 10 JIOKAJIBHBIM CETsM, o IHTepHery
(HampuMep, Yepes3 AMEKTPOHHYIO 1MouTy). OCOOCHHOCTh YepBel - Upe3BhIYaHO OBICTPOE
"pazmMHOkeHuEe". UepBb 0e3 Balllero BeAOMa MOXET, HAIPUMED, OTIIPABUTh "YyepBUBBIE"
COOOIIEHUS] BCEM PECIOHJIECHTaM, aJpeca KOTOPbIX UMEIOTCS B apecHOi kuure Bameit



MOYTOBOM mporpamMMbl. [loMHMO 3arpy3ku ceTH B pe3yibrare JaBUHOOOPA3HOTO
pacpoCTpaHECHUSI CETEBBIC YEPBU CIIOCOOHBI BHITIOIHATE OMACHBIC JCHCTBUA.

TpostHCKHE TpOTpaMMBI HE Pa3MHOXKAIOTCS M HE PACCBHUIAIOTCS CaMH, OHM HHUYETO HE
VHUYTOXXAIOT Ha BareM KoMmbroTepe, OHAKO MOCIEACTBHUS OT UX CITEIbHOCTH MOTYT
OKa3aThCsS CAMBIMH HEMPUATHBIMH W OIIYTUMBIMHU. 3ajada TPOSHCKOW MPOTPaMMBbI
OOBIYHO COCTOMT B TOM, YTOOBI OOECIICYUTH 3JIO0YMBINUICHHWKY IOCTYNn K Bamemy
KOMITBIOTEPY ¥ BO3MOXXHOCTH YIpaBIeHUS UM. Bce 3To mMpoMCXoAuT O4eHb HE3aMEeTHO,
06e3 addexTHrIX TposBieHU. [IpocTto B oauH "mpekpacHbIN JIeHB" Ballla YacTHas
nepenucka MOXeT ObITh onyOiiMkoBaHa B MHTepHeTe, BakHas Ou3Hec-WHQpOpMAIIHs
npojaHa KOHKypeHTaM, a OajlaHC JIMIIEBOIO cueTa y HWHTEpHET-NpoBaiijepa WiId B
AIIEKTPOHHBIX TUIATEKHBIX CHUCTEMaX HEOXKUIAHHO OBICTPO OKAXKETCS HYJEBBIM WM
OTPHUIIATEIIbHBIM.

Mepbl IPEIOCTOPOKHOCTH IPH MCII0JIb30BAHUHN IIJIACTHKOBBLIX KAPT

B mnocnennee BpeMs HaOMOgaeTcs pPOCT YKMCIa MOLIEHHUYECTB C IUIACTUKOBBIMU
kapramu. s Toro, 4roObl obezonacuTh Bamn cuer OT MpecTYMHBIX MOCATaTeNbCTB,
HE00XO/IMMO 3HATh U BBIMOJIHATH CIIEIYIONIME IPOCTHIE IPABUIIA:

1. Hukorma um Hukomy He cooOmaite [TMH-xon Bamieit xaptei. Jlydire Bcero ero
3allOMHUTh, @ HE XPaHUTh PSAAOM C KapTod U TeM Ooisiee He 3amuchiBarh [IMH-kox Ha
HEe.



2. He no3BonsiiTe HUKOMY MCIOJIb30BaTh Ballly MIacTUKOBYIO KapTy.

3. Eciiu Bam 1mo3BOHMIM M3 KaKOM-IMOO OpraHu3alMK WM Bel MOMyYuiIv mucbMO MO
AIIEKTPOHHOM MoYTe (B TOM umncie u3 0aHka) ¢ Mpoch00il COOOUTUTH PEKBU3UTHI KapThI U
[TMH-kox monx pa3iWYHBIMU MOPENJIOTAMH, HE CIICHIMTE €€ BBINOJHATH. [l03BOHUTE B
YKa3aHHYI0 OpraHu3aluio U cooduuTe o JaHHoM (pakte. He nepexonure 1o ykazaHHbIM
B [INCbME CCBUIKaM, ITOCKOJIbKY OHM MOTYT BECTH Ha CalThI-BONHUKHU.

4. Ecnu Bbl yTparuiiu kKapTty, CpOYHO CBSKUTECH C OAHKOM, BBIJIABIIMM €€, COOOIIUTE O
CIIyYUBILIEMCS U CIIeIyHTe HHCTPYKIMSIM COTpYIHUKA OaHKa.

5. Tlpu mpoBeneHun orepanuil ¢ KapTod MOJB3YHTECh TOJBKO TeMH OaHKOMaTamw,
KOTOpbIE  PACIOJOKEHBI B 0O€30MacHBIX MecTaXx W O0OpyJOBaHBI CHUCTEMOM
BUJICOHAOTIONCHNSI U OXpaHOU (B TOCYIapCTBEHHBIX YUPEKICHUAX, OaHKAX, KPYITHBIX
TOPTOBBIX LIEHTPAX U T.1.).

6. ComepiiaiiTe omepanuy C IUIACTUKOBOM KapTOW TaK, YTOObI HAXOASIIHUECS PSAI0M
JIOIA HE MODIM MpOocienuTh 3a Bammmu manunynsuusMmu. Ecim 3T0 HEBO3MOXKHO,
CHUMUTE ACHBIH C KAPTHI MO3KE JIMOO BOCIOIB3YHUTECH IPYTUM OAHKOMATOM.

7. OOpaiaiiTe BHUMaHHE HAa KapTONMPUEMHHMK W KjaBuaTypy Oankomara. Eciu oHu
000pyA0OBaHbl KAKMMH-TUOO JTOMOIHUTEIbHBIMUA YCTPOWCTBAMH, TO OT HCIOJIb30BaHUS
JAaHHOTO OaHKOMara JIydlle BO3AEpXKarbCsi M COOOLIUTh O CBOMX IMOAO3PEHUSIX IO
yKa3aHHOMY Ha HEM TeJe(OHY.

8. B ciyuae HekoppeKTHOH paboThl OaHKOMara (J0JATOe BpeMsi HaXOJUTCS B PEKUME
OKUJIaHMSI, CAMOIIPOU3BOJILHO NIEPE3ArPYKAETCS) OTKAKUTECH OT €r0 UCIOIb30BaAHUSI.

9. Hukorna ne mpuleraiiTe K MOMOIIM JIMOO COBETaM TPETHbUX JIUI[ MPHU MPOBEICHUU
oreparuii ¢ 6aHKOBCKOM KapToi B OaHKOMAaTax.

10. B ToproBbIx TOUKax, pecTtopaHax W Kade Bce nelicTBus ¢ Bameil miacTukoBoit
KapToMd JOJDKHBI INPOUCXOAUTH B Bamem npucyrctsuu. B mOpoTUBHOM ciiydae
MOIIEHHUKH MOTYT IOJIyYUTh PEKBH3WUTHI Bamei kapTbl IPU MOMOIIU CIEHHAIBHBIX
YCTPOMUCTB U UCIIOIB30BATh UX B NAIBHEUILEM U1 U3TOTOBICHUS ITOAIEIIKH.

COBETDI, KAK OBE3O0ITACUTDH CEBA

1. DnexTpoHHas rodra
DJEKTPOHHAS TOYTa - Ha CETOMHSIIHUIN JIeHb OJWH M3 CaMbIX MOIYJISAPHBIX CIIOCOOOB
pactpocTpaHeHHs BpEIOHOCHBIX TporpamMm B MHTEpHETE.

OO0bIYHOE COOOUIEHUE AMEKTPOHHOM MOYTHI - ATO MPOCTO TEKCT, CaM MO cede OH He
MOXeT ObITh onaceH. Ho K COOOIIEHHIO MOXXHO HPHUKPEIUIATH (paiii, Ha3bIBaEMbIN



daiinoMm BiOXeHHS WU (alIoM NPHUCOCTUHEHHUS, KOTOPHI BIOJHE MOXET OKa3aThCs
BPEIOHOCHOM MPOrpaMMOi MM 3apPaskKeHHBIM BUPYCOM (haitjioM.

BpenonocHsle mporpamMmbl - 3TO TakK WIM WHa4€ HUCHONHSAEMBbIe  (haisbl
(camocTOsITeNNbHBIE WM  KOMaHJHbIE (CKPUITHI)), KOTOpbIE CpadaTbIBAlOT MIpH
BBINIOJIHEHUU HA JAHHOM KoMIbloTepe. MoXHO c(hopMynHpoBaTh CIAEAYIONIYIO TAaKTUKY
B 00pb0O€ ¢ HUMU:

- BO-IICPBBIX, HC JOIIYCKAaThb, YTOOBI BPCOAOHOCHBIC TIPpOTpaMMbI IIOIMAaJdaJIX Ha Ban
KOMIIBROTCP,

- BO-BTOPBIX, €CIIM YK OHM K BaMm momamu, HU B KOEM Cilydyae HE 3allyCKaTb UX Ha
BBITIOJIHCHUE;

- B-TPEThUX, €CJIM OHH BCE K€ 3aIyCTWINCh, PUHATH MEPHI, YTOOBI, 10 BO3MOXHOCTH,
OHM HE IPUYUHWIM yiepoa.

Ecnu Bbl nonmyuywnn cooOllieHHe ¢ BUPYCOM, 3HAUUT, BBl ye HEBOJIBHO BBITOJIHUIN
NEPBBIA NPENBAPUTENBHBIM IIAr Ha IyTM K 3apaxeHuro Bamiero xoMmbroTepa,
IIOCKOJIBKY OMNACHBIN (pailyl COXpaHWJICS Ha *KecTKoM aucke. IToka 1o He ¢aranbHO, HO
OYEHb OMACHO, TO3TOMY, MIPEXK/IE BCEr0, HEOOXOAUMO MPEANPUHATD MEPBI K TOMY, YTOOBI
3TOr'0 HE IIPOUCXOIUIIO BIIPEb.

Y MHOTHX OIIEpaTOPOB CBS3UM HMMECIOTCS Ha TIOYTOBBIX cepBepax psl (UIBTPOB,
OTCEKAIOIIUX TOA03PHUTENIbHBIC Tochanus. (OJHaKo, HECMOTPS Ha OYEBUIHYIO
3¢ PeKTUBHOCTH OOIIECHCTEMHOTO (GUIBTpa, I oOecreueHus 0e30MacHOCTH €ro
BCE-TaKH HEJOCTATOYHO, IMOCKOJIbKY OH PAcCCUMTaH Ha 00E3BPEKUBAHUE YIKE N3BECTHBIX
BHUPYCOB, TOTZIa KaK HOBBIE BHPYCHI BCE €IIe MOTYT OCCHPENSATCTBEHHO MONaaarh B
MOYTOBBIN SATIHK. [109TOMY MOIB30BATENI0 HEOOXOUMO MPEAITPUHSITH TOMOJTHUTEIHHBIC
Mepbl 0€30MacHOCTH.

Campblil TECTBEHHBIN CIOCOO OrpaJuTh OT BPEIOHOCHBIX MPOrPAMM CBOW MOYTOBBIN
AIIKK - 3TO 3alPETUTh IPUEM COOOIICHH, ColepKAIINX UCTIONIHAEMbIe BIoxkeHus1. Eciu
a0OHEHT BKJIIOYAET MOJ00HBIN (DHIIBTP, TO BCE COOOIICHMS, COAEPKAIIINE UCTIOTHIEMbIE
¢aiinbl, OyayT aBTOMATHYECKH YIAJSATHCS HEMOCPEICTBEHHO Ha IOYTOBOM CEpBEpeE.
Hecmotpst Ha KakylIyrocs paiuKalbHOCTh MOJOOHON Mephl, OHa OYeHb dPPEeKTUBHA U
B OOJIBIIMHCTBE CJIy4yaeB HE TMPUBOAUT K HEyHOOCTBaM WM OrPAaHUYCHHUSM
BO3MOXKHOCTEM MOJIb30BaTenei. Bo-nepBbIX, KaK MpaBuilo, IO JIEKTPOHHOU IOYTE Yalle
BCETO PaCChUIAIOT JOKYMEHTHI U H300pa)XeHHsi, HO HE MPOTPaMMBbI; BO-BTOPBIX, MPHU
HEOOXOAMMOCTH NOJYYUTh IO IMOYTe MPOrpaMMy MOXHO JIOTOBOPUTBHCS €
OTIIpaBUTENIEM, YTOOBI OH IMPEIBAPUTENHHO YIAKOBaJl €€ C IMOMOIIbI0 KaKoro-inbo
apxuBaropa, Hampumep, Winzip niaun WinRar. [Tonp3a momyduTcst qBoitHas, TOCKOIBKY
pa3Mep TMOJIy4eHHOro (ailla-apxuBa JOJDKEH OBITh TOpa3lo MEHbIIE pa3Mepa
UCXOAHOTO (haiina.
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Nmeercst eme omuH croco0 HE COXPaHATh MOJO3PHUTEIIbHBIE COOOIICHUS Ha CBOEM
KoMmmbioTepe. Mpess cocroutr B TOM, YTOOBI CHaJyajia TONydaTh C CepBepa U
IpPOCMATPUBaTh TOJIBKO 3arojIOBKM COOOIIEHUN W YHaJlATh HEHYXHBbIE MHChMa
HETIOCPEACTBEHHO HA CEPBEPE, HE CKAuMBasi UX HA CBOM KOMITIbOTEp. JlJIsl 3TOr0 MOXHO
WCIIOJIb30BaTh CHENUAIBHBIE TPOTPAMMBL.

Ecnu sxe o0crosiTenbcTBa TaKOBBI, 4TO Bbl HE MOXKeTe OpraHn30BaTh pabOTy TaK, YTOOBI
HE TMOJydYaTb COOOIIEHUS] C HCIHOJHSIEMBbIMU (aigaMu, a 3HAYUT, COOOIIECHHS C
BPEIOHOCHBIMU TpOrpaMmMamMud  MOTYT ObITb Bamu monydeHbl, TO HEOO0XOIUMO
OPEAIPUHATE MEPbl K TOMY, YTOOBI BPEAOHOCHBIE MPOTpaMMbl HU B KOEM Ciydyae He
OBbUIM 3aIlyIIEHbI HAa BBIIIOJIHEHHUE.

Jlist Toro 4ToOBbI 3amycTUTh (Al BIOKEHHS Ha BBINOJIHEHHWE, CJIENYET OTKPBITh
COOOIIIEHNE B OTACIBHOM OKHE, JTBAXKIbl IIECTKHYB Ha CTPOKE COOOIICHHS B CIHCKE
(cooO1ieHre ¢ BIOKEHUEM MMOMEUEHO CKPEMKOW) U OTKPHITH (haliiI-BIOKEHUE, TBAKIBI
MIEJIKHYB Ha UMEHHM (paiina B 3aroyioBke coodmenus (roine "[IpucoeqnauTs").

VYuuThiBasg ckazaHHOE, HEOOXOIMMO B3SITh 3a MPABWIO HE OTKPHIBATH COOOIIECHHUE
(IBaXXZbl IIETKHYB MBIIIKOM), OCOOCHHO €CJIM COOOIIEHUE MPUIILIO OT HEU3BECTHOTO
ornpaButeis. [Ipountarh TEKCT BCErja MOXKHO B PeXUME OBICTPOTo MpocMoTpa (Kormua
IpU OJAWMHOYHOM IIETYKE MBIIMIKOW Ha COOOIIEHWH B CIHCKE TEKCT COOOIICHHS
0TOOpaxkaeTcsl HE B OTAEJIIBHOM, 8 B OCHOBHOM OKHE Iporpammsl). Bee mopo3purensHble
COOOIICHUS] HEMEIJICHHO YAAJISNTE.

Taxxe HHKOTJa HE OTKpPBIBAWTE HEMEJICHHO MPHUCIaHHBIC (PaliIbl-BIOKEHUS, B TOM
yucie Qaiibl OT JApy3eid, KOJUIer WM TPHUCIaHHbIE OT WMEHHM HM3BECTHBIX (QUpM.
[IpuauMaiiTe BO BHUMaHUE, YTO COOOIIEHUS SIKOOBI OT 3HAKOMBIX JIUIl MOTYT OKa3aThCs
pacchUIKaMH, OTHPABIICHHBIMU CETEBBIMU YepBsIMU. Takke MMEWTe B BHIY, 4TO 0e€3
Bamrero BeomMa HU ofHa yBajkaemasi opraHu3anus He OyleT pacchuiaTh (hailibl, maxe
€CIIM ATO BaXKHBIE JIaHHbIC, TAKUE, KAK OOHOBJICHUSI CUCTEMbI WJIM OYEPEIHAs 3allUTa OT
BHUPYCOB.

OOGpamiaiite BHUMaHue Ha pacmmpenue ¢daitina. OcoOyro OMacHOCTh MOTYT
IPEJICTaBIATh COO0M (DAIIBI CO CIENYIOIUMU PACIIMPEHUSIMH:

-ade adp bas bat
-chm cmd com cpl
-crt eml exe hlp
-hta inf ins isp

- jse Ink mdb mde
-msc msi msp mst
-pcd pif reg scr
-sct shs url vbs
-vbe wsf wsh wsc
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Yacto BpemoHOCHbIE (halibl MACKUPYIOTCS TMOA OObIYHBIE TpaduyecKue, ayauo- U
Buneodainsl. s Toro 4roObl BUAETH HACTOsIIEEe paciimpenue (aiina, o0s3aTebHO
BKJIFOUMTE B CUCTEME PEXXHUM OTOOpaKEHUsI pacIIupeHuit (aiiios.

Bynpre oueHb OCTOPOXKHBI MpU MONYYEHUH COOOIIEHHH C (aigaMu-BIOKEHUSIMU.
[Tono3putenbHbie COOOLIEHNUS Ty4llle HEMEAJIEHHO YIAJATh.
JI71s1 TOrO 4TOOBI YIATUTh COOOIIEHUE B TIOYTOBOM MPOTrpaMMe MOJHOCTHIO:

- yaaiauTe cooOlleHre U3 nanku Bxoasiue;
- yIaauTe cOOOIEHNE U3 MANKU YaleHHbIE;
- BBITIOJIHUTE HaJ nankamu onepanuio "Cxarp" (Daitn/ITanka/Cixats Bce MamkH).

K coxanenuto, HEoOXOAMMO OTMETHTh, YTO JaXe NpU TBEPJOM HAMEpPEHUU HE
OTKpBIBaTh HEMEJJICHHO MpHUChIIaeMble (aillibl HelIb3s UCKIIUaTh Clydyau, KOrjJa OHU
BCe-Taku OydyT 3aIlylIEHbI: BCJIEACTBHE OIIMOKM MPOTPAMMHOIO OOECIEUeHHS, IO
omnOKe WM HeaopasyMeHHto. OJHAKO U B 3TUX YCIOBUAX BO3MOXHO IMPEANPUHATH
KOHTPMEDBL.

B mepByto ouepenp cieaute, yToObl Y Bac ObulM yCTaHOBJIEHBI CaMble MOCIEIHUE
OOHOBJIEHUS IPOTPaMM.

Hemumaum OyneT ycTaHOBUTH MEPCOHANBHBIM MexceTeBor 3kpaH (firewall). B nei
CJIeTyeT yKa3aTh HMCUEPIBIBAIONINI CIHUCOK MPOrpaMM U JOCTYIHBIX MM TMOPTOB U
cepBucoB. Kak Tonmpko Kakas-1ub0 HE3HaKoMas IMporpamMMma MOMbITAeTCS OTIPABUTH
MoYTy, OHa TYT >ke¢ Oyaer oOHapykeHa, M 3apa3a HE paclpocTpaHuTcs ¢ Baiero
KOMITHIOTEPA JIAJIBIIIE.

Kpome Toro, orcnexuBarb U OJOKHpOBaTh OMNACHBIC JCUCTBUS, KOTOPHIE MOTYT
BBHITIOJIHATh BPEIOHOCHBIE MporpamMMbl (oOpaiienue K ¢aiisiam, 3arpy304Hoi 00JacTu
JMCKa, CUCTEMHOMY PEEeCTpy U T.II.), CHOCOOHBI CHEIHANIbHBIE MPOrpaMMBbI-CTOPOXKaA,
OOBIYHO BXOJSIIIIME€ B COCTaB AHTHUBUPYCHBIX IMAaKETOB. Takue mporpaMMbl OOBIYHO
ABTOMATHYECKH 3aIyCKAIOTCS Ha BBIMOJIHEHUE TIPH 3arpy3Ke ONepalluOHHONW CUCTEMbI U
HE3aMETHO MPOCIICKUBAIOT IEUCTBUSI POTPAMM.

Hakonen, pexomenayeMm Oosbllle BHHUMaHMs oOpamiarb Ha TO, YTO MPOUCXOAUT Ha
Bamem kommbrorepe Bo Bpems ceaHca cBsa3u ¢ Murepner. Ecinu Bel 3amerure, 4To B TO
BpeMs, Korja Bl He BBINOJIHAETE HUKAKUX JIEMCTBUM C CETHIO, MHAUKATOP AKTUBHOCTH
nepelaun JIaHHBIX 10 CETH TOBOPUT 00 0OpaTHOM, HEMENJIEHHO MPEKpaIIaiTe CBS3b U
IIPOBEPAMTE CBOM KOMIBIOTED AHTUBUPYCHBIMH mOporpammamu. HMHaukaropom
AKTUBHOCTH PaOOTHI C CETHI0O MOXKET CIYKUTh BHEITHUN MOJAEM (JIAMIIOYKH MUTAIOT),
3HAQUOK JIBYyX COEJAMHEHHBIX KOMIIBIOTEPOB, MOSIBISIONIMKACS MPU YCTAHOBJICHUU CBSI3U
BHM3Y Ha MaHEM 3aja4 (MUTaer).
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2. HoBoctu (tenekondepeniun), ICQ

CampiM  TryCTOHAcEJN€HHbIM BHUpycamMu B HHTepHeTe MeCcTOM, 1O MHEHUIO
CIEMAINCTOB-AaHTUBUPYCHUKOB, OCTAETCS TaK Ha3biBaeMas ceTh Usenet, BKIIIOUarOIIas
B ce0si pa3sHooOpasHble TPyIIbl HOBOCTEW (TenekoH(epeHiuit). Jpyrumu cioBamu,
HOBOCTU - 3TO OUYEHb HEHAJCKHBI HCTOYHUK B CMBICJIEC TOJy4YeHUs (QaiaoB, U
OTHOCUTBCSI K HUM HaJ0 Oojee yeM octopoxkHo. CTapaiiTech MOIb30BaThCs HOBOCTAMMU
M0 WX MPSMOMY Ha3HAUCHWIO: IS TOJJEpKaHUs IUCKYyCCUM, OOMEHa MHEHUSIMH,
uHopmanuet, - HO HE KaKk HCTOYHUKOM OeciuiaTHbIX Tmporpamm. @Dopma
B3aMMOJICHCTBUS B HOBOCTSX - 3TO BCE TOT K€ OOMEH IMOYTOBBIMU COOOIICHHUSIMH,
MO3TOMY TpU PabOTe C HOBOCTSMH HCIOJNB3YUTE T€ kK€ PEKOMEHIAIUMHU, YTO U TpHU
paboTe ¢ MEeKTPOHHOM MOYTOM.

Jlpyroii HENpHUATHOCTBIO TpU paboTe ¢ HOBOCTAMU (M APYTMMHU TOJOOHBIMU
CEepBUCAaMH) MOXKET OKa3aThCsl OMIacka Bamero 3JIeKTPOHHOIO MOYTOBOIO ajpeca,
KOTOPBIN BIIOCJIEACTBUU MOXET OBITh UCIOJB30BAH JJI CIIAM-PACCHUIOK WM PACCHUIOK
coobuienuii ¢ Bupycamu. Korna Bel momenaere cooOmieHe B rpynmne HOBOCTEH, B HEM
Bceraa coiepkutcs Bamr oOpaTHbIl aapec. ITO MOTEHIMAIBLHO OMACHO, MOCKOJIBKY
CYLIECTBYIOT CIELUHUAJbHBIE MPOrpaMMbl, KOTOpPbIE CIOCOOHBI ABTOMAaTHYECKH
CKaHUPOBaTh MOAOOHBIE OOBSBICHUS, BBIY>)KMBasi U3 HUX IMOUYTOBBIE ajapeca. OmHAKO
Takhe MpOrpaMMHbIE aBTOMAaThl JIerko oOMaHyTh. M3MeHuTte cBoil oOpaTHbIi ajpec,
BKJIFOUHB B HETOo HEKOTOPYIO BBIJEISIOLLYOCS 4acTh, HarpuMmep,
[.Ivanov-DEL-@provider.ru: marogu mokMmyT, KakoB Bam wucTuHHBIA anpec, a
IpOrpaMmbl OyIyT UCTIOIb30BaTh OOMAHKY KaK €CTh.

[Teitmxeprl ICQ Takxke SBISIOTCS CEPBUCAMM MOBBIIMICHHOW OMacHOCTH. [[erno B ToM,
9YTO, TOMHUMO TIPOCTO OOMEHa COOOUIEHUSIMH, 3TH CEPBUCHI JAIOT BO3MOXHOCTbH
oOMeHUBaTbcs Takke (ailjamMu, KOTOpble MOTYT OKa3aTbCsi BPEIOHOCHBIMU
nporpammamu. llpaBuna paGotsl ¢ (aiimamMu AOKHBI OBITH TAaKUMHU K€, YTO U TpU
npuemMe (ailloB-BJIOKEHUH 1O AJIEKTPOHHOM MOYTE: HUKOIZA HE OTKphIBAiTe
IpUCIIaHHbIE (DAMIIBI, TIPEIBAPUTENBHO HE NMPOBEPUB MX AHTHBUPYCHOM MPOrpaMMOi.
He mnopnaBaiitech uyenoBedeckoMy (akTopy, KOrJa B TbUTY OOIIEHUS XOYETCS
HEMEJIEHHO TOCMOTpeTh (oTorpadguio coOeceqHuKa, MOCMOTPUTE BHUMATEIBHO, HE
SIBJISIETCS JIM TIpUCIaHHBIN (aitn moxnenkoil moxa ¢ai-uzo0paxeHue, cTapaiTech He
pasmiamarb uHpopMaIuio o ceode.

Hpyroii mnoreHnuanbHOi omacHOCThI0 [CQ sBISIETCS BO3MOXKHOCTH OIPECICHUS
[P-anpeca Barero koMmbroTepa, KOTOPBIM MOXKET OBITh UCIIOIB30BaH JIJISI BO3JCHCTBUS
u3zBHe. Paboras B ICQ, 00s3arenbHO ycTaHOBUTE (UIAXKOK, 3alpelaloNnIiii MOKa3bIBaTh
[P-anpec.

Pexomenpanuu no obecneueHuto o6e3omnacHoit pabotsl B UHTepHETE

CymMmupyss BCE  CKa3aHHOE, KpPaTkO MOXHO C(OpPMYIHpPOBATH  CIEIYIOIIHE
PEKOMEHIalliY, HaIllpaBJICHHbIE HA IMOBBIIIEHUE 0E€30MACHOCTH palOTHI MMOJIb30BATENS B
HNurepHere:
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- YCTaHOBUTb AHTHUBHUPYCHOE MPOTPaMMHOE OOECIEYeHHE C CaMbIMH TMOCIEIHUMU
OOHOBIIEHUSIMU aHTUBUpPYCHOU O0a3bl. [IpoBepsATh HOBBIE (aiibl, COXpaHseMble Ha
KommbroTepe. [leppoandecku npoBepsATh KOMIBIOTEP MTOIHOCTBIO.

- OTCJIC)KUBATH MOSIBJICHUE HOBBIX BEPCHH OMNEPAIMOHHBIX CHUCTEM M CBOEBPEMEHHO
yCTaHaBJIMBaTh OOHOBJICHUS K HUM, YCTPAHSIOIINE 0OHAPY>KEHHbIE OIIUOKH.

- HACTPOUTDH OINCPAIITMOHHYIO CUCTCMY TakK, yTOOBI 00€CIEYNBAJINCh OCHOBHBIE IMpaBHJIa
0e30macHOCTH Impu pa60Te B ceTu. [lo BO3MOXXKHOCTH OTKa3aThCs OT HMCIIOJIb30BaHUS
CTAapbIX OIICPAIMOHHBIX IIPOIr'paMM B I10JIb3Y Ooitee COBPCMCHHBIX.

- peryiaspHO OOHOBIATH MOJIb30BATEILCKOE MPOTrpaMMHOE obecrieueHue st padoThl B
cetu, Takoe, kak MHTepHeT-Opay3ep, MOYTOBHIE MPOTPAMMBI, yCTaHABIMBAs Cambie
nocyieaHue 0OHOBJICHUS.

- BBIIIOJIHUTh HACTPOMKM IMOYTHI, Opay3epa M KIMEHTOB JPYIMX HCHOIb3yEMBIX
CEPBHCOB, yMEHBIIAIONIME PHUCK BO3IAEHCTBUS  BPENOHOCHBIX NpPOrpaMM M
IIOJIBEP/KEHHOCTh CETEBBIM ATAKAM.

- HUKOTJIa HE YCTaHABJIMBAaTb U HE COXPaHATH (DailJibl, MOJTYUYECHHbIC W3 HEHAACKHBIX
UCTOYHUKOB: CKAaU€HHBIE C HEU3BECTHBIX Web-CalTOB, MpHUCIaHHBIE MO SJIEKTPOHHOU
MoYTe, TOJYyYECHHbIE B TENEKOH(PEPEeHIUsIX, - 03 NpeaBapUTEIbHOW MPOBEPKU
aHTUBUPYCHOM miporpammoit. [lono3putensHbie (aitiibl Tydiiie HEMEUIEHHO YIS Th.

- NpU TIONYYCHUH W3BEUICHUNW O HEJOCTAaBKEe IIOYTOBBIX COOOIIEHHI oOpamiarb
BHUMAaHUE HAa IPUYMHY M B ClIyda€ aBTOMATHYECKOIO OIOBEIICHUS O BO3MOXKHOU
OTIPABKE BUPYCA HEMEJICHHO MPOBEPSATh KOMIBIOTEP AHTUBUPYCHOW IMPOrPaMMON.

- 110 BO3MOXXHOCTH, HE COXPaHATh B CHUCTEME IMapOoJn (/i1 YCTAHOBKM COEIMHEHUU C
WNHTepHeTOM, A 3JIEKTPOHHOM MOYTHI U Jp.), MEPUOAUYECKH HX MEHATh. PerynspHo
BBITNIOJIHATH PE3EPBHOE KOMUPOBAHNE BaKHON MH(POPMALIUU.

- TIOATOTOBUTHh U UMETh B JIOCTYITHOM MECTE CUCTEMHBIN 3arpy304HbIM AUCK. B ciyuae
IIOI03PEHHUS Ha 3apa)KEHHUE KOMIIbIOTEPA BPEIOHOCHOM IIPOIPaMMOU 3arpy3UTh CUCTEMY

C IMCKa U MPOBEPUTH AHTUBUPYCHON MPOrpaMMOH.

Buumanue! B COYUAJIbHbIX CemAix ODVanOWI MoueHHuKu!

B conmanbHBIX CETSIX MHOTHM IOJIb30BATEIISIM MPUXOAAT COOOIIEHUS OT MOCTOPOHHUX
JUL  WIA OT Jpy3ed, HaXONAIIMXCA B KOHTAKTHOM JIUCTE, C MPOCHOON MOCETUTH
OMpeIeNICHHBIA PECypC WM MPOroja0CcCoBaTh 3a HUX, OTIPABUB CMC Ha KOPOTKHUI HOMED.
Hapsny ¢ 3TUM MOIIIEHHUKH 3a4acTyl0 MEHSIOT CTaTyC MOJb30BaTeliel U pa3MeniaroT
HEOOXOAUMYI0 UM UH(OPMAIIHUIO.
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VYnpasnenune «K» npeaynpexaaer: HE MOAAABANTECH YJIOBKAM MOIIEHHHUKOB, MOCENIas
yKa3aHHBIE PECYpChl UM OTIpPAaBIsisi cMC Ha 0003HaueHHBIH HoMmep! BeposiTHee Bcero,
CTpaHHIAa TIOJIb30BaTeNiA, OT KOTOPOTO NPUXOAAT TMOAOOHOTO pofa COOOIICHMS,
B3JIOMaHa, U OT €ro MMEHH OCYILIECTBISAETCS MaccoBas paccbuika. lIpu mepexone Ha
YKa3aHHbIE pPECYpChl BEJIMKAa BEPOATHOCTb 3apa3uTh KOMIIBIOTEP KaKOW-THOO0
BPEJOHOCHOM IPOTrpaMMOW, a IMOCJE OTIPAaBKH CMC Ha YKa3aHHBIM HOMEpP MOYKHO
NOTEPSITh CO CUETA HEMAIYIO CYMMY JICHET.

Bo wu30e:kaHMe HECAHKHMOHHMPOBAHHOIO [0CTYNa K BAalIUM CTPaHULAM B
COLMAJIBHBIX CETAX, B TOM YHCJIe H K COAEPKUMOMY JICKTPOHHOM MOYTHI, a TAKKE
MJI TPeIOTBPALLIEHUS] BO3MOXKHBIX MOCJEICTBHH, CBSA3aHHBIX C JACHCTBUSIMH
MOIIICHHHMKOB, CJIeAyeT MPeANPUHATDH CJIeAyIoIHe Mepbl:

1. Bo3nepxuTech OT BBHITIOJIHEHHS YKa3aHHON B COOOIICHUH MPOCHOBI.

2. CBSDKHATECH C IPYTOM, OT KOTOPOTO BbI MOJTYYHIIN BBINICYKAa3aHHOE COOOITICHHE,
U YTOYHUTE y HETO, ACHUCTBUTEIIBHO JIU OH SIBIISIETCS] aBTOPOM MOCTIAHUS.

3. Ecnu BBIACHHUTCS, YTO CTpaHUUA IOJIb30BATENsl B3JIOMAaHA, EMY HEOOXOAMMO

MOMEHSATh MapOJd B COIMAJBLHBIX CETAX M AJIEKTPOHHOM IMOUTe, a TaKkKe MPOBEPUTH
KOMITBIOTEP Ha HAJU4YHE BUPYCOB.
A B KadyecTBe 0OIIEH peKOMEHAAIMU CHeHUaNIucThl YrpasieHus «K» coBeryior
M0JIb30BATENSM YCTAHABIMBATh HA CBOM KOMITBIOTEP XOPOIIO 3apEKOMEH/10BABIINE Ce0s
AHTUBUPYCHbIE MpOrpaMMbl M HE NpeHeOperarb MepamMu O€30MaCHOCTH BO BpeMs
noJib30BaHus MHTEpHETOM.

Octeperaiitech TpEIIOKEHUH 00 YCTaHOBJICHHUM MECTOHAXOXKICHHS YEJIOBEKa I10
HOMEpY €ro MOOMIJIBHOTO!

B nocnennee Bpemsi MHOTHE MOJb30BaTenu MHTEpHETA CTAIIKABAIOTCS C Pa3MEIIEHHON
B ceTd MHQpOpMAIMEH 0 TOM, YTO OHU MOTYT YCTAaHOBUTH MECTOHAXOXKICHHUE YEIOBEKA
0 HOMEpY ero MoOuIIbHOTO Tenedona. J{Jis 3Toro TpedyeTcss OTIpaBUTh SMS ¢ HA0OPOM
ONpEIENCHHbIX IU(p HA yKa3aHHbIA HoMep U 3a 10 pyOsel momy4yuTh KOJ AOCTyIa K
yCIIyTE.

Opnnako mocse MPOBEJACHUS BBINICYKa3aHHBIX MAHUTYJISAINN KIMEHTY TaK U HE YIaeTcs
OCYIIIECTBUTh MOUCK HHTEPECYIOLIEr0 €ro 4YejoBeKa, 3aT0 C €ro CcyeTa CIUCHIBAETCA
KpyIJIeHbKasi CyMMa.
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