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Abstract

This concept paper surveys the critical issue of network discontinuity in tactical communications environments, where reliable
connectivity is often compromised due to a range of adversarial, environmental, and systemic factors. As modern military
operations increasingly depend on continuous communication for effective command and control (C2), understanding the causes
and effects of network disruptions becomes paramount. Military networks operate in the denied, degraded, intermittent, or
limited-bandwidth (DDIL) environment, which has the potential to severely inhibit network performance and subsequently C2 and
associated C4ISR functionality. Commanders must anticipate some network discontinuity from adversarial, environmental, and/or
systemic and technical causes. Techniques and policies can mitigate the impact of these network discontinuities. We explore the
spectrum of these approaches and make recommendations for potential mitigation strategies in specific situations. This paper is
divided into three sections. The first section reviews recent work on network discontinuity and C2 operating in DDIL
environments. The second section proposes a framework in which to systematically consider network discontinuities, C2 and
network mitigation strategies. The third section considers multiple use-cases on network mitigation for C2 and network
performance. This paper provides insights on how to enable robust C2 despite a dynamic and contested environment and lessons
learned on promoting such properties in operational settings.

1 INTRODUCTlON [ Command and Control |

Command and control (C2) is a critical element to military

operations and requires significant coordination within
organizations. Without sufficient coordination, intended
operational performance will be impacted and potentially
interfere with other activities of the organization.
Communications networking technologies are a critical
enabling capability in multidomain operations, coalition
or joint operations, or even within military organizations
by providing valuable connections between organizing
elements of a coordinated force. However, the tactical
operating environment presents a dynamic and
contested communications resulting in denied, degraded,
intermittent, and limited-bandwidth (DDIL)
communications environment [1] [2]. Network operators
must devise methods to mitigate the impact of degraded
communications and the downstream implication C2
performance and not be constrained by traditional C2
information flows. This concept paper proposes a
closed-loop conceptual model that considers network
mitigation strategies on degraded communications and
subsequently C2.

Detectiol
Monitoring across
organization perf

O

Resynchronization
Network Data and @
C2 Situational
Awareness

Reconnec
Reconfigurati
adaptation tor

As a motivating toy example, consider the case where a
platoon leader must communicate their position every



minute to their commander via tactical radio. The
platoon is forward deployed and is located in an area
with intermittent connectivity. There are cases where the
reporting of position location information (PLI) is not
successfully transmitted, resulting in delayed or
inaccurate situational awareness of troop location and
movement. This has potentially grave consequences. To
overcome these challenges and mitigate the potential
negative impact on various activities, one can envision a
variety of technical or policy-based approaches. For
example, the communications might have an alternate
radio or method to communicate. Another approach is to
communicate with another entity that has received
delegation of authority to receive the PLI and has more
reliable communications with the commander. The
platoon may be operating under silence procedures;
therefore, machine learning algorithms could be used to
ascertain the likely position of the friendly platoon, i.e.,
last known position, likely movements considered by the
artificial intelligence, with an output of likely position and
reporting of dead reckoning area. This is commonly
known as a primary, alternate, contingency, emergency
(PACE) plan [3]. When each method of communications
degrades below usable functionality, a next method is
adopted. However, we will see that each approach may
not be best suited for the circumstances whether the
environment or mission or any other factor impose it.

This concept paper describes a closed-loop model
comprising several concepts that characterize causes and
effects on network discontinuity, its impact on network
and C2 performance, and network mitigation techniques
to enable sufficient network and C2 performance in cases
where network discontinuities have occurred. Following
the description of this method, we propose a systematic
set of use-cases to test out the network mitigation
strategies in the presence of network discontinuities
across a complex network of C2 and technical
communications.

1.1 BACKGROUND

We consider the idea of network mitigation from a
multilayer network approach in that we define two
network layers (illustrated in Figure 1): the technical
communications network and the C2 network. The
communications network layer is deployed in support of
the C2 network layer [4].

As “there is no ‘one-size-fits-all’ approach to C2” [5], one
must consider approaches to employ different ways to
conduct C2. Based on a series of North Atlantic Treaty
Organization (NATO) Science & Technology Organization
(STO) activities, a C2 Agility approach was developed to
understand how organizations can operate and then
conduct C2 maneuver operations to switch to another C2
approach. One major finding of [5] described C2 agility of
the organization to operate in a broad range of C2
approaches. Recent advances [6] [7] show a strong need
for dynamically adaptive C2, so one must understand
how to efficiently switch C2 approaches on the fly. These
switches can be precipitated by a change in
circumstances.

As the complexity of operations increase, heterogeneity
is likely, both from a technical communications
perspective and from a C2 perspective. For example,
coalition operations will involve partners with a range of
C2 agility, technical capabilities, and will have varying
agreements with other partners. Any discord between C2
of participating partners or technical interoperabilitiy
inadequacies may result in network discontinuities. Some
combined, joint, or coalition partners may have advanced
technical capabilities and operate with high C2 agility. As
a result, more advanced coalition partners might have to
operate with best endeavor with other partners. This
may lead to C2 discontinuity when coordinating between
the organizations. SAS-143 [7] describes these
heterogeneous C2  situations as harmonization
agreements. Allowing or designing networks to handle
heterogeneity has strong potential for resilience and
robustness against network discontinuity, but requires
additional coordination both in planning and execution.

Our recent work has studied the causes and effects of
network discontinuity in tactical network
communications [1]. This served to fill a gap in the
literature to understand technical reasoning for tactical
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networks “on what to expect and how to adapt with
respect to operating on a discontinuous network” [1].
This work describes network discontinuity caused by
adversarial influence, environmental factors, and
systemic and technical causes. In this paper, we will
additionally consider policy-based factors. These factors
identify more downstream settings than just the
technical aspects of the underlying communications
network. However, a cross-layer network, which includes
the organizational network adaptation approach, is
potentially useful, as explored in [4] [7].

Similarly, Alberts [8] developed a risk mitigation
framework that considers multiple aspects of the
problem, including threats and hazards, remediations,
extent and duration of the loss of cyber-enabled
capabilities, restoration mitigation, and chains of
consequence, consequence mitigation, cyber risk
mitigation and cyber mission agility. Cyber risk also
implies the presence of some adversarial entity. The
approach recognizes the layered capability underscoring
the complexity of the system. We claim that cyber is one
contributing factor to the network discontinuity
spectrum. This approach generalizes the impact of the
threat and mitigation approach. We argue that the
causes, effects and mitigation strategies can occur or be
conducted at differing or various layers of this system.

Additionally, other NATO research activities have
investigated adpatations to communications networks as
a means to enhance agility and flexibility in tactical and
coalition networks to overcome negative effects
potentially caused by network discontinuities. These
activities include: NATO STO Information Systems
Technology Panel activities IST-194 Adaptive Networks at
the Tactical Edge, IST-201 Federated Collaboration
Services at the Tactical Edge and the use of Al/ML with
middleware to improve digital throughput and 1ST-202
Federated Tactical Networks are conducting work in this
area with IST-194 developing a novel network
architecture with methods and protocols to adapt,
manage, and control existing radio technologies in a
heterogenous military network for increased robustness
and optimized planning and 202 investigating Federated
Mission Network Spiral 5 concepts and solution(s) for a
federated network at the tactical edge. These activities
focus on a single aspect of the space and we note the
seeming lack of coordination of these capabilities and
network policies in military policies. Previous work [1]
can serve as an initial approach to formalize the concept;
however, additional frameworks should be developed to
formalize policies on providing assurance of the
communications network in support of C2.

This concept paper considers an updated approach to the
technical and policy mitigation strategies and describes
several approaches under each of these categories and
their implications on mitigating the negative impact of
network and C2 performance.

2  ApaptatioN To NETWORK DisconTinuITY

Adapting to network discontinuity is crucial in both
maintaining communication effectiveness and minimizing
the operational impacts of disruptions. Units should have
a PACE plan for command, control, and communications
in response to network discontinuity [3] [9]. This section
outlines key adaptation processes, including detection,
distinguishing between reversible and irreversible
impacts, reconnecting the network, re-syncing data, and
mitigating the effects of discontinuity through error
correction and other techniques at the communications
and C2 network layers. This is illustrated in Figure 2.

2.1  DeTeCTION OF DISCONTINUITY

The first step in adapting to network discontinuity is
detecting when and where the network compromise
happened. Soldiers often do not realize their
communications through handheld devices (e.g., radios)
are impacted. Detection can be made through
monitoring tools that identify disruptions in real-time,
such as sudden shifts in latency, packet loss, or drops in
throughput. In adversarial contexts, detecting intentional
attacks (e.g., jamming or signal spoofing) requires
specialized intrusion detection systems. In
non-adversarial scenarios, detection might focus on
identifying environmental interferences or systemic
failures, like signal attenuation over long distances.
Effective detection is the foundation for initiating
adaptive responses, as it enables the network to trigger
pre-defined protocols (i.e., playbooks) for managing the
disruption. Moreover, possessing protocols that span
multiple network layers likely enhances the robustness
and resilience of these systems to discontinuity.

Network discontinuity could be planned or unplanned
and detection of these events is critical for mission
operations. As an example of planned network
discontinuity, a unit might cut connections to be
clandestine or a unmanned aerial vehicle might travel
beyond line of sight, or a mountain preventing any
communications. In these cases, preplanning is necessary
to delegate authority to the disconnected entities in the
case where distribution of information and patterns of



interaction among entities are degraded. In the context
of C2 Agility [5], this is an example of operating “off the
diagonal.” As a result, the preplanning must account for
the time in which the entities are disconnected and also
advance the mission despite not being connected.
unplanned network discontinuity may be the result of
some combination of adversarial, environmental, or
systemic/technical causes [1]. Therefore, these systems
must be able to detect these events and possibly execute
adaptation of the network on multiple layers of the
network to mitigate the impact of the discontinuity [1].
Such methods will have variable resource cost and
detection accuracy.

Monitoring of multimodal information on the technical
communications layer is another perspective on
detecting discontinuities, with the Internet of Things (loT)
being a commonly cited example of this concept, where
information from various modalities can provide
diagnostics into the underlying network or system
performance degradation [10, 11, 12]. These concepts
can be included into PACE plans, and these plans can be
incorporated into strategies to mitigate the impact or
adapt to planned or unplanned network discontinuities.

2.2 REVERSIBLE VS. |IRREVERSIBLE IMPACTS

Once discontinuity is detected, one must assess the
reversibility of impacts. Reversible impacts, such as
temporary signal jamming, can often be countered
through quick mitigation actions like frequency hopping
[13], rerouting traffic [14], or deploying backup
communication links [15]. Non-adversarial causes like
environmental interference can be worked around using
adaptive signal processing techniques or alternative
routing strategies [16]. However, irreversible impacts,
such as the destruction of critical infrastructure or
permanent loss of bandwidth due to equipment failure,
require more extensive recovery efforts, such as
rerouting traffic through entirely new paths [17] or
deploying replacement hardware [18]. Distinguishing
between reversible and irreversible impacts is necessary
to prioritize recovery actions and allocate resources
effectively.

Impacts can be implemented on the C2 approach. For
example, C2 agility suggests that with C2 maneuver, an
organization can switch between multiple approaches,
including edge, collaborative, coordinated, de-conflicted,
and conflicted [5] [19]. These approaches are
characterized by three operating conditions: distribution
of information among entities, allocation of decision
rights, and patterns of interactions [5] [6] [19]. The C2

Agility concept expanding upon the NATO Network
Enabled Capability (NEC) [5] is shown in Figure 3. As a
result, the organization can employ C2 maneuver as a
reversible impact to the network to restore C2 in a
degraded or denied environment [20]; however, because
the system is quite complex, there is a need for
understanding of the impacts of DDIL beyond “high,”
“medium,” and “low.” C2 maneuver must also be done in
coordination with the communications network.

From the technical communications network perspective,
the network quality of service must be restored to meet
the C2 requirement. One notable approach includes
cross-layer adaptation and optimization for wireless
networks which allows consideration of network
configurations across multiple network functionality, such
as routing and scheduling with the physical layer [11].
Managing the network layers concurrently expands the
option space and the potential to overcome network
discontinuities. However, Kawadia [21] cautions against
extensive cross-layer adaptation approaches because it
could lead to unintended negative consequences, routing
loops, and difficulty in managing the added complexity.
However, we note the distinction between adapting the
overall complex network to restore C2 and adapting the
overall complex network to restore communications
connectivity. Fully restoring C2 or restoring C2 to meet
the minimum requirements may not require fully
restoring networked communications.

Temporary policies in information sharing or delegation
of decision rights or decision-making represent reversible
impact in the context of this paper. Other more enduring
changes in policies of the same type of impact; however,
one could consider organizational changes to evolve and
not necessarily be irreversible. We can consider
reversible impacts in the tactical environment as
temporary event-driven adaptations that only last for a
period of time within the mission, and we can consider
irreversible impacts as those that are triggered by some
event, and it is not expected that the organization will
return to the original policy. Further, these enduring or
temporary changes must not exceed mission
requirements, or doing so might result in other
unexpected issues [22].

An important aspect to consider, both from technical and
policy-based decisions, involves the cost and resources
required to implement the mitigation approach. In cases
where the discontinuity is fleeting and short-lived, the
correct approach may be to operate disconnected and in
a degraded state for a short time until the discontinuity
ends. In other cases, it might be useful to jointly consider



network mitigation from a combination of technical and
policy-based changes that involve understanding the
relationship or “downstream” dependence of the C2
performance from any changes made on the
communications network. We can also see how policy
changes might impact communications network
performance as well. For example, some information
sharing policies might prevent entities from directly
communicating, diminishing information sharing and
situational awareness, but perhaps as a result of added
security measures.

2.3 RECONNECTING THE NETWORK

After detecting discontinuity and assessing the nature of
the impact, the next step is to reconnect the network. In
cases of temporary disconnection, reconnection may
involve rerouting traffic through available backup links or
shifting communication modes (e.g., from satellite to
terrestrial radio) to restore connectivity. Rerouting of
traffic might involve updating network management
details, routing tables, and deploying additional nodes. In
adversarial scenarios, this could involve countermeasures
against ongoing attacks, such as signal spoofing or
jamming, before re-establishing communication.
Non-adversarial  disruptions might require more
straightforward reconnections, such as reconfiguring
routers ( [23]; [24]) or re-establishing line-of-sight in
cases of natural obstacles [25]. The goal is to reestablish
communications as quickly as possible while minimizing
further disruptions.

Reconnecting the network on the C2 involves establishing
communications between commanders and
subordinates, potentially through alternate means,
potentially involving command through alternate
commanders or other communications mediums (e.g.
PACE plans). For example, communications may be
initially voice, but may have to switch to chat if tactical
radios cannot support voice data requirements.
Alternatively, speech-to-digital text capabilities, as being
explored by IST-201, could be automatically introduced.
This reconnecting approach is an example of semantic or
cognitive communications, which aims to exchange the
necessary information rather than just maximizing data
transmission rates. A related concept is quality or value
of information [26, 27] that aims to “get the right
information to the right person at the right time” rather
than just maximizing data rate or throughput. C2 can be
conducted, in certain situations, with less information,
communicate the same amount of information, but use
fewer network resources.

2.4 Re-syNcING DATA Across THE NETWORK

Once the network is reconnected, it is necessary to
resynchronize data that may have been updated at one
node but not another. Discontinuity often results in
incomplete, outdated, or inconsistent information being
available across different nodes in the network.
Re-syncing data ensures that all nodes have access to the
most up-to-date information, which is especially
important in systems where real-time data is crucial for
decision-making. This process may involve resending lost
packets, updating databases, or resolving conflicts in data
versions that emerged during the period of disconnection
[28]. Depending on the severity of the disruption,
re-syncing can range from simple automated processes to
more complex manual interventions requiring verification
of critical data.

C2 data, specifically relevant to situational awareness,
must be resynchronized and updated to reflect any
information that changed during the discontinuity.
Depending on the duration and severity of the
disruption, the update will involve some amount of
information exchange and validation of agreement across
all situational awareness utilities. Policy is required to
prioritise the data that is to be synced to ensure crucial
data is delivered ahead of urgent or priority data in case
of re-disconnection. Metadata (e.g., timestamps) are
critical in order to ensure when re-connected, the
ordering and recent of the data is understood and
correctly reconstructued. For example, if PLI is
synchronized incorrectly, then tracks might be indicating
different movement.

A key example of resyncing data involves artificial
intelligence or machine learning technologies that
depend on current data to keep their models up to date.
Data is often generated at the edge of a network, with
proliferation of that data across the network occurring
through a series of node synchronizations. DDIL
constraints between one or more nodes or subnets may
prohibit near real-time synchronization, an interruption
compounded through data fusion and analysis requiring
data sources from nodes across the network pegged to a
particular timestamp. Data may be normalized (e.g.,
adhere to a schema, summarized) before transport
across the network, which is sufficient for some uses.
Machine learning, however, requires co-locating compute
resources with extensive raw and/or historical data to
train a model, even if the resulting model is relatively
small. This means that either the data must be



transported from the nodes where it is generated to
centralized compute resources, or else compute
appliances must be available at or near the network's
edge to train a model locally. . These capabilities can be
used at both the technical level to conduct some type of
C4ISR applications, and they can also be used to support
C2 functions.

2.5  MimicatioN oF DisconTinuous NETWORK EFFECTS

Mitigating the effects of a discontinuous network
involves employing techniques designed to maintain data
integrity and minimize the impact on overall system
performance. These techniques can be used both from a
preventive approach to add passive robustness and
resilience prior to deployment and from an
adaptiveapproach that senses and reacts to discontinuitiy
by reconfiguring the system or updating organizational
execution of C2. The preventive measures potentially
allow the network to maintain sufficient performance
despite some adverse conditions, where without such
measures, it would result in network disconnectivity.
Alternatively, one can also consider dynamic adaptation
techniques that require more reactive capabilities that
sense the network disconnectivity and reconfigure some
part of the system or organization to resolve the
discontinuity.

2.5.1 Preventive/Passive

Preventive, passive mitigation strategies can be effective,
providing built-in, safeguards to potential negative
impacts. For example, error correction mechanisms play
a significant role in recovering lost or corrupted data
during transmission [29] [30]. These techniques are
especially effective in both adversarial (e.g., jamming
environments) and non-adversarial contexts (e.g., natural
signal interference). Implementing adaptive QoS controls,
such as dynamic bandwidth allocation [31] and priority
queuing [32] can help manage limited resources and
ensure critical data is prioritized. Other strategies include
using data compression to maximize available bandwidth
[33] and leveraging predictive analytics to preemptively
address potential disruptions before they fully manifest
[34] [35].

From a C2 perspective, PACE plans are a clear example of
preventative planning, where coordination is required
but the approach is passive in that the plan is agreed
upon beforehand. This also relates back to mitigation of
planned breaks in connectivity where an unmanned
aerial vehicle that flies behind the mountain knows what
path and other activities it should execute until it

reappears and reconnects to the network.

2.5.2 Adaptive/Reactive

Network adaptation techniques are extensions to
network optimization approaches, but employ run-time
or online algorithms. Recent Al/ML advances include
reinforcement learning and evolutionary algorithms.
These approaches aim to maximize some utility function
by adjusting network configuration, and the configuration
converges to some maxima. These approaches can
involve adaptation of network and application
configuration to adjust to dynamic conditions [36]. On
the C2 network layer, C2 Agility and C2 Maneuver
capabilities address adaptive approaches to mitigating
the negative impact of network discontinuities.

Adapting to network discontinuity requires a coordinated
approach that begins with prompt detection, followed by
a clear understanding of the reversible versus irreversible
nature of the impacts. Successful adaptation then
involves reconnecting the network, re-syncing disrupted
data, and employing robust mitigation strategies to
minimize the negative effects. By addressing each of
these stages systematically, organizations can maintain
operational continuity even in contested or degraded
environments, ensuring that critical information
continues to flow and supporting effective
decision-making in the face of adversity.

3  C2 Network MitigaTion USE-CASES

In this section, we describe several operationally-relevant
test-cases for network discontinuities and mitigation
strategies. The examples are increasing in complexity and
suggest a suite of experiments that could be run in lab
settings or military test and evaluation experiments. They
involve communications networks, C2 networks, and
specific warfighting functions, and they can be used to
understand the isolated and downstream impact of these
mitigation strategies. The intent of this section is to
communicate the critical importance of considering
network mitigation in various scenarios, particularly as
the operational environment or mission tasking increases
in complexity (shown in Table 1. Description of Network
Mitigation Use-Cases). It is suggested [37] that to ensure
systematic testing of network discontinuity to use a a
standardized set of use-cases that are relevant to the
current world situation and that these tests should be
performed in tactical networks (e.g., in support of Fires
and Counterfires warfighting functions). Below is a



progression of multiple use-cases in

complexity.

increasing

Table 1. Description of Network Mitigation Use-Cases

Use- Nations National Network
Case Involved Domains Scale
Involved
#1 1 1 Small
#2 1 Multiple Moderate
#3 Multiple Multiple Moderate
#4 Multiple Multiple Large

Use-case #1 involves a national domain where a platoon
commander or forward unit encounters a viable target
and requests for fire support from a supporting capability
or capabalities (i.e., artillery). A first test focuses on
initially constructing the baseline of a fully established
network with no DDIL. Then each element of DDIL is
implemented to measure the impact on the request for
fires. Then the experiment can be run with network
mitigation strategies (such as PACE) and attempt to
perform the test.

Use-case #2 builds on Use-case #1 by having calls for fire
originate from a capability in another national domain
which will require hetrogeneous network policy
alignment when DDIL effects are applied to the network
(i.e., land from fires, air or space). Network discontinuity
and mitigation strategies here can focus on multidomain
network interoperability.

Use-case #3 again builds on the previous two use-cases
and involves a nation receiving a call for fires from
another nation. This use-case would involve international
hetrogeneous partner networks, cybersecurity, and
cross-domain guards which invoke and test international
alignment of policies. The tests here would focus on
interoprability across partner nations where policies and
technologies are potentially incompatible.Network
discontinuity and mitigation strategies here might focus
on the challenges posed by policies of the involved
organizations.

Use-case #4 studies the scalability of the solutions and
understand the effectiveness of these approaches as the
network grows in size. Network discontinuity and
mitigation strategies here might focus on the challenges
posed by policies of the involved organizations. These
experiments might study the impact of large,
heterogeneous networks and the ability to maintain
synchronization of information and command in the
presence of localized and or time-varying DDIL effects.

Each of these tests and the subsequent use-cases can be
evaluated using various measures of performance (MoP)
or measures of effectiveness (MoE) on which mitigation
strategies enable effective performance of the use-case
for a range of network discontinuities. The impact of the
network mitigation strategies can be evaluated by
measuring mission effectiveness, communications
network performance, and C2 measures of effectiveness.
These tests can also study the downstream effect of
DDIL, comparing the relative impact of discontinuity and
mitigation on the communications network and C2 layer.
There may be situations where the communications
network does not completely recover but the C2 layer is
able to compensate [4].

4  DiscussioN AND CONCLUSION

This concept paper describes a model for network
mitigation strategies to counter network discontinuities
in tactical networks. This work has identified a critical
need to systematically understand the impact of network
discontinuities on military operations and to also
understand the impact that network mitigation strategies
can provide in a wide range of situations. While there are
technical and policy-based solutions, it is important that
the testing and design of these concepts into systems and
policies be considered in a holistic, systematic fashion.

Based on our awareness of NATO S&T activities, we
suggest that a unifying strategy on how to combat DDIL
impacts is needed. Currently, individual parties have their
own strategy, technology and culture, which result in
stovepiped organizations and capabilities. Military
operations can be significantly enhanced with a
coordinated multinational, multidomain operational
force.

Experimentally, we see a great need for end-to-end
experimentation to test and evaluate network migitation
strategies for network discontinuities. While it is critical
to understand how to provide robustness of C2 and
communications in the presence of DDIL networking, we



also need to understand the nuances of the performance
of the network mitigation strategies and the impact on
how to conduct C2 in the presence of these adpatations.
Further, there may be cases where the adaptation is
performed on the network layer and the C2 is unaffected
and unaware but performance is maintained. If the
existing mitigation strategies can keep up with the
unplanned network discontinuities and the user is not
affected, this represents the ideal case. Characterization
of these complex interactions and adaptations is vital
towards the management of the networks and setting of
policies across complex organizations.
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